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Precedence: PRIORITY 
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International Operations Attn: 
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Attn: Investigative Law Unit 

Room 7326 
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From; | | 

Contact ; 


1 a 




approved By: 
Drafted By: 


whz 


Case ID #: 66F-HQ-C1364260 
66F-HQ-C1384970 

Title: USA PATRIOT ACT 

SUNSET PROVISIONS 


(Pending) 

(Pend^g) 


b6 

b7C 


b2 

b6 

b7C 


Synopsis: This communication responds to the lead set for ALL 

RECEIVING OFFICES in the referenced communication. 


Reference: 66F-HQ-C1364260 Serial 5 


Detail s ; The one incident that comes to mind concerning 

is the Patriot Act Provisions to seize money in a 

corresponding bank account of a Middle Eastern bank. There was 
one Letters Rogatory from bhp nn.T-niA including cases in which 

banking records were sought.! I is ^ country with banking 

secrecy laws, and it is difficu lt to get financial records. 
However, when a bank in i l has money in a corresponding 

account in a U.S. bank, it is possible to freeze the account 
until the information sought is obtained by the United States. 
This matter met with some limited success. 


b2 

b7E 


considers this lead covered. 








,.To: 
re: 


Office of the General Counsel 
66F-HQ-C1364^p, 03/08/2004 


From: 


b2 

b7E 


LEAD(s) ; 

Set Lead 1; (Info) 

ALL RECEIVING OFFICES 


For information only. 


♦♦ 
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ALL INFORMATIOW COMTA.INED 


tDERAL BUREAU OF INVESTI 


UNCLASSIFIED 

t2005 BY 65179 UMH/ Ku / 05-cv- 


Precedence: ROUTINE 


Date I 


03/09/2004 


To: General Counsel 


International Operations Attn: SSA | 


Attn: Investigative Law Unit 

I I T?r>nm 7326 

Attn: SSA lOU-II 


From: 


:ontact : 


Approved By: 
Drafted By: 



Case ID 


#: J^-HQ-C1364260''J<5^^Pending) 
66F-HQ-C1384970' /^Pending) 


Title: USA PATRIOT ACT 

SUNSET PROVISIONS 


Synopsis: To provide results and cover lead. 

Reference: 66F-HQ-C1364260 Serial 5 

Details: For information of recipients, to date, 

has not had the opportunity to use any of the investigative tools 
created by the USA PATRIOT ACT. 

Consequently, is negative for any feedback 

which is responsive to lead 66F-HQ-C1364260 Serial 5, and 
therefore considers above referenced lead covered. 




Re : 


General Co 
66F-HQ-C13 



From : | 

03/09/2004 



LEAD(s) ; 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 
Read and clear. 


b2 

b7E 


♦ ♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date; 03/15/2004 



Case ID #; 66F-HQ-C1364260 ^ (Pending) 
66F-HQ-C1384970 (Pending) 


Title: USA PATRIOT ACT; 

SUNSET PROVISIONS 

Synopsis: Response to lead on use of the USA Patriot Act. 

Reference; 66F-HQ-C1364260 Serial 5 

66F-HQ-C1384970 Serial 7564 

Details; 1 is a conduit of inform ation from 

Field Offices and FBIHQ to liaison; however, ssumes 

that a number of investigative leads were generated for t his 
office because of the provisions of the USA Patriot Act . I I 
hopes that Field Offices are responding to this request so that 
OGC is able to provide the necessary justification to Congress. 




■ To: 
Re : 


International 
66F-HQ-C136426' 




rations From: 
03/15/2004 



b2 

b7E 


LEAD(s) ; 

Set Lead 1; (Info) 

AT,L RECEIVINH OFFICES 
Read and clear. 




K PATRIOT. EC 


♦♦ 


b6 
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CLASSIFIED BY 65179 DMH/KJ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: DEADLINE 03/19/2004 Date: ,03/17/2004 

To: Office of General Counsel Attn: 


«b7C ' 
b2 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 
b7C 

b2 

b7E 

Title; USA PATRIOT ACT 

SUNSET PROVISIONS 

Synopsis; Review of USA PATRIOT Act subfiles 

previously established to document the effective use of these 
tools in anticipation of the 12/31/2005 sunset. 


Approved By: 


Drafted By: 


j 

''66F-HQ-C1364260 
66F-HQ-1384970 -^0^ ' 
66F -Clh 28229 




Reference: 66P-HQ-C1364260 Serial 5 

Details ; On 03/26/2003, via EC to all employees, 

I established USA PATRIOT Act subfiles to 
effective use of these provisions which are scheduled to sunset 
on 12/31/2005. 



The USA PATRIOT Act provisions subject to sunset 
concern, voice mail, nationwide search warrants for e-mail, 
information sharing, voluntary disclosure by ISP, immunity from 
civil liability, expanded predicates for Title III, roving FISA 
surveillance, new standard for FISA Pen/Trap, new standard for 
business records under FISA, changes to "primary purpose" 
standard in FISA, monitoring communications of computer 
trespassers, and certification forms submitted to FinCen for 
terrorism and money laundering investigations. 


periodically sends out e-mails to all 

personnel as a reminder that the usage of these provisions must 



SECRET 





se:i^t 

To: Office of Gagfcral Counsel From: 

Re: 66F-HQ-C136«i0, 03/17/2004 


LEAD (s) : 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
Information only. 


♦♦ 
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BUREAU OF INVESTIGATION 


Precedence: DEADLINE 03/19/2004 Date: 03/18/MU4 

To: General Counsel Attn: Investigative Law Unit 


b6 

b7C 


Rrti. 7326 


From: 


Squad 1 

Contact ! 


b2 

b7E 


CDC 


b2 

b6 


Approved By: 
Drafted By: 


b7C 


jpmli 


b6 

b7C 


DATE; 09-09-2005 
CLASSIFIED BY 65179 DMH/KJ 
REASON; 1.4 (c) 

DECLASSIFY ON: 09-09-2030 


Case ID #: 66F-HQ-C1364260 TPending) 
66 F-HO -C1 3R4970 (Pending)v 
66- { [ -63323 ( Pending )„ 


■13 


55-CV-0845 


b2 

b7E 


Title: 


USA PATRIOT ACT 
gTTMgg^ PPnVTCTQNS 

[division STATISTICS 


b2 

b7E 


flvnnngiat p-rn-^H ogc with rqqne.qted information regarding 

use of Patriot Act Provisions 


Reference: 66F-HQ-C1364260 Serial 5 

Details: Referenced serial requested statistical information 


b2 

b7E 


from 


regarding use of USA P atriot Act provisions. The 

IT and FCI investigations is as 


requesced information froitil 


follows : 

STATISTICS 


Technique 


Times Used 







To : 
Re: 


& 



General Counsel 
66F-HQ-C1364260, 


From: 

03/18/ZnU¥ 


b2 

b7C 


LEAD(s) : 

Set Lead 1: (Zn£o) 

GENERAL COUNSEL 

AT WASHINGTON , DC 

As requested in referenced serial. Read and clear. 


♦♦ 
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Precedence: ROUTINE 

To; General Counsel 


Attn; 


Date : 


03/17.f2004 


From : C 


SAC 

Contact : 


Approved By; |_ 

Drafted By; jfr 




amd 


Case ID #; 66F-HQ-C13642 60' 


Title; USA PATRIOT ACT 

SUNSET PROVISIONS 


Synopsis ; 


Invent iqat i ve Law Unit 
Room 7236 


b2 

b7E 


D7C 


examples of the use of USA Patriot 


Act sunset provisions to achieve investigative goals 


Details: The following is set forth regarding use of 

investigative tools created by the Patriot Act: 


1 . ) Intercepting communications of computer 
trespassers . 


b6 

hlC 


b2 

b7E 


b7A 








To; 

Re: 


General Counsel 
66F-HQ-C136426 




From : | 

03/17/2004 



b2 

b7E 


material leading to f 


b6 

b7A 

b7C 


I The material support 

portion ot the investigation is ongoing. 

3 . ) Information Sharing 


b6 

b7A 

b7C 


The cooperation between other Government Agencies 
within the Intelligence Community (IC) and the FBI has resulted 
in signi ficant improvements in the conduct of everyone's mission. b 2 
| has prepared FISA requests in two separate matters based 
on information from the IC. Three potential compromises in 
ongoing foreign intelligence investigations were averted through 
the timely sharing of information. Numerous IT cases benefitted 
from the receipt of intelligence from the IC and vice versa. 

Follow-up investigations have been coordinated with the IC when 
FBI - IT subjects have departed the U.S., whether the departure 
was voluntary or not. Numerous IIRs disseminating foreign 
intelligence and/or positive terrorism intelligence have been 
generated . 


♦♦ 
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OF lIMVEST^g^TION 


Precedence ; ROUTINE 


Date: 03/18/2004 


To: FBIHQ 


Attn: Office of General Counsel 

Investigative Law Unit 


Room 7326 


b6 

b7C 



Case ID #: 66F-HQ-C1364260 (Pending) 
66F-HQ-C1384970 (Pending) 

Title: USA PATRIOT ACT 

SUNSET PROVISIONS 


b2 


b7E 


Ext . 


b6 

b7C 


b2 

b6 

b7C 


Synopsis : 


response to Patriot Act survey. 


Reference: 66F-HQ-C1364260 Serial 5 

66F-HQ-C1384970 Serial 7564 


b2 

b7E 


Details; A canvas was conducted of all counterintelligence 
and counterterrorism squads regarding the provisions of the 
USA Patriot Act which are subject to the sunset provisions. 
The following details the results: 


iron C'a -i 1 t \ r^T^ O n Q ^ 


S) 


IS a vaiudDie luui. — in an emeiyeiicy situdLiuii ouLdiiiiny a 
search warrant would be much fast er and less complicated than 
obtaining an emergency Title III. I A 


S) 


The 


Nationwide Search Warrants for F-ma-i1 ( See t inn 27.0)- 


bl 

b2 

b7E 


m. 


this is a crucial provision for Prior to the 

USA Patriot Act a great deal of manpower was used obtaining 


JSI 


bl 

b2 

b7E 




FBIHQ From: | 

66F-HQ-C136426^ 03/18/2004 


search warrants for nthe.r divisions for e-mail carriers which 

are located in the 

still spends a great deal of time serving process for other 
divisions, however, it is nothing like the days after 9/11 
when SAs were required to draft and swear to affidavits for 
all the other divisions. 



j This provision is essential 

to I I for the same reasons as stated above. Due to 

the number of communication carriers in the division, it is 
imperative that we are able to request this type of 
information from communications carriers in an emergency / C \ 
situation. 

-i CVi^r-i Ttrr I t ryn ^203 (b) & (d) ) - | 

A considerable a mount 
or (.jranQ uurv maneriai nas oeen snarea. but to this date| | 

investigations have generated 

information pertinent to any Cl or CT investigations. 

However, due to the new 315 classification and the removal of 
the wall between the criminal and intelligence worlds, it is 
imperative that information be permitted to flow in both 
directions . 


Inter^ 
!17) - 

Alt 1ft 


cases nave 
it will oc( 


It IS anticipated that 


maae avaiiaoxe in me fight against terrorism. At this time. 
FISA is primarily being used to obtain ELSUR on| 

IT subjects, however, it is crucial that the FBI have the 
ability to neutralize terrorists where the danger they pose 
outweighs the value of the intelligence that we maybe able to 
collect. Title III is an excellent investigative tool that 
should be available in the fight against terrorism. 



H (S) 





03/18/2004 


r«MiE3 


and has aided in developing the subject's 
personal profile. However, this is a under utilized technique 
due to the length of time it takes to obtain, most agents wait 


rd f 




as aided in obtaining the majority of IT FISAs. It is 
necessary to maintain this provision in order to continue 
investigating counterterrorism under the 315 classification. 


New 

ion 215 
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ALL INFORMATIOM COMTAINED 
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Precedence: ROUTINE 

To; General Counsel 


Date: 03/18/2004 

Attn; Investigative Law Unit 

I I 

Room 7326 


b7C 



b2 

b6 

b7C 


Title: 


66F-HQ-C1384970 

USA PATRIOT ACT 
SUNSET PROVISIONS 




Synopsis: Summary of benefits!] 


2 has received 


from various provisions of the USA PATRIOT Act. 

Details: The following provides statistics, example s, and 

brief narratives summarizing some of the benefits theC 


b2 

b7E 


Act : 


Thas received from various provisions of the USA PATRIOT 


Nationwide Search Warrants for E-mail and Associated 
Records - Section 220 of the Act. See 18 U.S.C. § 2703. 


This technique has been used frequently for e-mail 
records. Without it service would have been much more time 
consuming and less successful. 


During this investigation, FISA coverage was 
conauctea tor ' approximately one year . A significant part of t he 


rnvpr^jrrf:^ i nf1 e-mail aCCOUntS 

Part of the success ana ease or 


initiating this coverage hinged on this provision. Each of the e- 
mail providers were located in a different part of the country. 

If this provision were not in place, this coverage, which was 
deemed urgent at the time of initiation, would have been 
dramatically hindered and crucial intelligence lost or delayed. 


b7A 

b2 

b7E 


Information Sharing - Section 203(b) & (d) of the Act. 




4T0: 

Re: 




General Counsel 


66F-HQ-C13642 



From; I 
03/18/2004 


b2 

b7E 


Generally speaking we are now able to discuss our cases 
with other agencies much more freely. This has streamlined and 
greatly facilitated our investigations. 


_i_a 


qnT 


66215 (Closed) 


/ 


b2 

b7E 

bl 


Jlnvestigation reveaiea sun^ecc to bS a COn- 
-iiLdii WliU was primarily raising money for his own personal benefit. 
However, investigation also revealed subject was engaged in 
various criminal activities. Sections 203(b) and 203(d) were 
utilized in allowing information from the criminal case to be 
shared with the intelligence investigator . The intelligence 
investigation produced an enormous amount of intelligence, 
including information received from several foreign intelligence 
services. Section 218 and Section 504 were utilized to share the 
pertinent parts of that intelligence with the criminal 
investigator, as well as the federal prosecutors. Without all 
three of these provisions, both the criminal and intelligence 
investigators would have been conducting simultaneous and 
parallel investigations, without the ability to have a complete 
picture of the subject, thereby, resulting in lengthy and 
duplicative investigative efforts. As a direct result of these 
enabling provisions of the USA Patriot Act, the subject was 
ultimately convicted on the criminal charges and, consequently, 
deported from the United States. However, prior to subject's 
deportation, subject provided a tremendous amount of val uable 
information which has been used in approximately a dozen 


(S) 


1 investigations alone, plus an additional half dozen cases 
in other divisions across the United States. 


b2 

b7E 


, The information s haring portion o f the act has 

impacted the effectiveness of the^ 


which 


participated in the referenced case which involved threat 
mailings. The ability to share information has enriched FBI 
liaison with State, Local and other Federal agencies, resulting 
in better relationships . 


b2 

b7E 


When events broke in this case requiring JTTF response, 
the ability to organize an action plan among the agencies was 
greatly enhanced. A level of trust resonated among investigators 
which resulted in a style of teamwork imperative in the first few 
days after the threat mailings. The ability to share information 
relieved the case agent from being overwhelmed, and allowed for a 
much more effective investigation. 

I This is an investigation of an increasingly 
I organization, with its leaders in the 
United States advocating and preparing for violence. In recent 
years, radicals have infiltrated the group's leadership in th e US 
with several key members advocating violence. | | 

2 

SEJfeR^T 


b7A 






[this threat would be difficult to 

combat given the respect and legal protections the group enjoys 
in the US and overseas . 

Information sharing with 


II 




IS essenciai co laenciryi 


associates, travel, and activities in support of this 
organization . 

In this case, we opened a parallel investigation 

on the criminal side. Subpoenas were used for financial 
information and NSLs for toll records. Previously, we would have 
had difficulty sharing the NSL results with the criminal side. 
When we obtained pertinent information from the criminal side, we 
had to send an NSL for the same information in order to use it 
for the intelligence side, duplicating voluminous work on the 
part of the Bureau and the service provider. Also, the criminal 
case agent would not have been apprized of significant 
develonments on the intelligence side of the case. Recentlv. 


would n 
fully b 
a valua 



These cases involve 



e purpose of the xnvestigation is to determine if these 
businesses and/or their owners/employees are forwarding funds 
overseas in support of terrorist activities. 

The Information Sharing sections of the USA Patriot Act 
have been critical in that the investigation is being conducted 


I I intormation sharing between 

tne FBI and these agencies has been instrumental in identifying 
subjects, conducting surveillance and obtaining various records. 
Due to these Patriot Act provisions, intelligence infoirmation can 
be shared which greatly affects the utilization of resources and 
the focus of the case. 












T 


General Counsel 
66F-HQ-C13642^ 


From: I 
03/18/2004 



I This investigation was initiated b ased on 
information sharing between intelligence agencies, and 

FBI. This aspect of intelligence sharing between agencies in the 
intelligence community has been a tremendous asset in this 
investigation, particularly with I I 


At the outset of this investigation, a parallel 
criminal investigation was initiated, which at the time was still 
under the mandate of the previous guidelines which forbid 
information sharing between intelligence and criminal 
investigations of the same subject. This was an excellent 
opportunity to witness the difference between the guidelines when 
a "wall" existed and the new guidelines where the "wall" was 
removed between criminal and intelligence investigations. Under 
the criminal investigation, subpoenas were issued for toll 
records and financial information. Since this was during the 
"wall" period, the criminal agent and the intelligence agent 
could not and would not be in the same room while there was 
information received as a result of the subpoenas. Likewise, 
when intelligence information was received from a linked FISA 
investigation, the criminal agent would remain completely unaware 
of the new intelligence which could aid in the direction of the 
criminal investigation. The AUSA assigned to the investigation 
was particularly uncomfortable with the investigation for fear of 
violating the guidelines of influencing the intelligence 
investigation. This placed the AUSA in a precarious position: 
needing to know all the information from both aspects of the 
investigation and yet not wanting to mistakenly report 
information from the criminal agent to the intelligence agent and 
vice versa. The "wall" procedures hindered the investigation of 
terrorism cases tremendously. 

After the "wall" was removed, the difference in the 
investigation was obvious and significant. Meetings between the 
USA, AUSA, intelligence agents, criminal agents were regular and 
productive. This allowed a team aspect to investigations between 
the USA's office and the agents in the field. 

Practical aspects of information sharing involved less 
repetitive effort duplicating information. An example of this 
would be information from subpoenas and National Security Letters 


SEC>Cr 




(NSL) . Before, the criminal investigation could not have any 
information gathered as a result of a NSL and likewise with 
intelligence investigations having information gathered from a 
subpoena. This required two documents to be issued per one piece 
of information. 


Since the implementation of the new provisions, 
information from this investigation has been shared with several 
other FBI field offices which has resulted in an expanded picture 
of potential terrorist activities within the United States. This 
provision is crucial to the ongoing effort against terrorist 
threats to the United States. 

New Standard for FISA Pen/Trap - Section 214 of the 

Act. 








Chang-es to "Primary Purpose" Standard for FISA - 
Section 218. Section 504 amended FISA to allow personnel 
involved in a FISA to consult with law enforcement officials. 

b2 

281F- 66686 i Infor mati on was shared from the case agent in the 

above referenced 199Q | "1 66215 investigation under Section 218 

and Section 504 with the criminal investigator and federal 
prosecutors to convict one of the subjects of this investigation. 
Having the criminal side fully apprized of all of the 
intelligence was of great benefit as this helped in the 
coordination of surveillance and the interviews of certain 
individuals connected to this investigation. After completing 
his sentence in federal prison, this particular subject of this 
criminal investigation will also be deported from the United 
States. All of this was facilitated by the sharing provisions 
under the USA Patriot Act . 



I I rough the coordinated efforts o 

various divisions and resident agencies, information was received 
from several foreign intelligence services r egarding subj ect . 

This intelligence included information about I I 



As a direct result of being able to share this intelligence under 
Section 218 and Section 504 of the USA Patriot Act with other 
agencies involved with this investigation. 


our tnese referenced provisions of the USA Patriot 
Act, this coordinated investigative effort between a multitude of 
various federal, state, local, and international law enforcement 


ET 


6 





•To: 

Re; 


SE^H^ET 


General Counsel 
66F-HQ-C13642I 


From; 
03/18/2004 


b2 

b7E 


agencies would have been much more difficult with possibly a much 
different result. 


I The changing of the FISA standard from a "primary 

purpose" to "a significant purpose" has had a dramatic impact on 
terrorism cases and this particular investigation would not have 
be en possible without this change. This investigation centered 

1 0^1 I 

I I The FISA coverage o f the subiect was xnitiated 

after intelligence indicated that I 

I This 

information would fall primarily in the criminal aspect of a 
terrorist attack and negate the "primary purpose" standard for 
FISA coverage since the purpose was not to gather intelligence 
but to use the criminal justice system to stop a terrorist 
attack. As a result of the changing standard, FISA coverage was 
initiated and further information was gathered to accurately 
assess the threat. 

New Standard for Business Records under FISA - Section 

215 . 


~ke have obtainec 


NSLs for records from a 


b2 

b7E 



b7A 
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-To: General Counsel From: 

Re: 66F-HQ-C13642|^ 03/18/ 


2UU4 


LEAD(s) : 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
Read and clear. 


b2 

b7D 


♦♦ 
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ALT, TNFORMATION CONTATMED 


HEkEIN is Lii’JCijAS SIF±E L' 

DATE 08-15-2005 BY 65179 DMH/KJ/05-cv 

(Rev. 01-3JS2003) 

FEDErA BUREAU OF INVEST]||aTION . 

" b6 

Precedence: PRIORITY Date: 03/18/2004 b7c 

To: General Counsel Attn: Inves tigative Law Un it 

attn: I I Rm 7326 


Prom: 


CDC 

Contact ; 


SSA 


b2 

d7E 


mrs 


b6 

b7C 


Approved By: 

Drafted By: 

Case ID #: 66F-HQ-C1364260'?'^ .(Pending) 
66F-HQ-C1384970'tm 

Title: USA PATRIOT ACT 

SUNSET PROVISIONS 


Synopsis: Providing OGC, ILU with information concerning 

provisions of the Patriot Act subject to the Sunset Provision. 


b2 

b6 

b7C 


Reference : 


66F-HQ-1085160 Serial 57 
66F-HQ-C1364260 Serial 1 


Details: A survey conducted among the Supervisory Special 

Agents in the division indicate that, by far, 

the most important and utilized provision of the Patriot Act 
has been the delegated authority to the field to utilize NSLs 
in appropriate investigations. Also the ability to share 
information between intelligence investigations and criminal 
investigations has proven invaluable. 


b2 

b7E 


As to the specific 


subject to sunset provisions 
statistical information to provice 


nrovi Ri on 


p of the Patriot Act 
has no anecdotal or 


TW 


-0B45 


_r 


\ 





'Re: 


General Counsel 
66F-HQ-C13642 




From: 
03/18/?imT 


LEAD{s) : 

Set Lead 1; (Info) 

GENERAL COUNSEL 

AT INVESTIGATIVE LAW UNIT 
Read and clear. 


b2 

b7E 


♦♦ 
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F Aral bureau of investig/^#on 


Precedence; ROUTINE 


To 




eneral Counsel 



Date; 03/16/2004 


Attn; I 

Investxgative Law Unit 


From; 


Legal Unit 

Contact; SSA 


Approved By: 
Drafted By; 


:dlk 


b6 

b7C 


Case ID #; 66F-HQ-C1364260- 
66F-HQ-C1384970- 
66F-CI-A71844_ , 3 - 3 , 


b2 


b7E 

CDC, 


ALL IMFORMATIOM CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-09-2005 BE 65179 DMH/KM 


05-CV-0845 


b6 

b7C 


b2 

b6 

b7C 


Title; USA PATRIOT ACT 

SUNSET PROVISIONS 

Synopsis; To report the I ~l use of USA Patriot 

Act sunset provisions as requested in referenced EC. 

Reference; 66F-HQ-C1364260 Serial 5 fa? 

Details; To report I [ positive use of 

investigative tools provided by provisions of the Patriot Act, 
subject to a legislative "sunset" clause. 


Information Sharing ( Section 2 03) Marc^ 

1 2004. 

Gave 

authoritv 


to Joint Terrorism Task Force agents to 




] b2 

1 




b7E 


o£ 

L evidence 

— tjU&pCL-UCU. UilU. J-dJ-SCJ- • PTCry U V -LUC 

L-.ULUS L-dliU-LO. 



of suspect materially supporting terrorism. 


b2 


Use of Federal Grand Jury Subpoenas . 

Roving FISA Surveillance - Secti-on 2 06 - The I I 

I IRA Joint Terrorism Task Force I I biz 





To 5 
Re: 


General Counsel 
66F-HQ-C1364:|^, 


From: I 
03/16/2004 


b2 

b7E 


b2 

b7E 


New Standard for FISA Pen/Trap (Se.cti.on 214) - This technique has 
been utilized multiple times within our district. Information 
from this technique has led to discovery of other suspects. 

Other investigations are ongoing. This investigative tool ha s 
been used with electronic communications | | b 2 

b7E 

Changes to "Primary Purpose " Standard for FISA( Section 21 8) - amended under 
Section 504 - coordination w/ law enforcement under FISA. - FISA 
information is shared routinely with all cleared personnel 
involved in the Joint Terrorism Task Force. 


New Standard for Business Records under FISA ( Section IIS') - the! I 

I b7E 


The following sections are not listed in the referenced EC, but are included due to their 
value to investigators: 

Scope of subpo enas for records of electronic communications (Section 210) - the ^,2 

r outinely uses Gra nd Jury Subpoenas to cover leads and further investigate 
suspects m Joint Terrorism cases. Ths ~ip rocesses approximately 10 National 

Security letters per week, covering ECPA, RFPA and FCRA. 


Modification of authorities relating to use of pen registers and trap and trace devices 
(Section 216) 


Nnvf^mhf^r 2 003. P^n ' h irriHal-pd nnf 


b2 

b7E 


'i'eiidiism Task Force continuing. 


Investigation by Joint 


_is charged in a federal criminal 

with Unlawful Flight to Avoid Prosecution 


Defenda nt I 
complaint in | 

(UFAP) . He was charged by local authorities with trafficking in 
marijuana, possession of marijuana, and conspiracy. There is 

also a federal i nvestigation open for making threatening 

communications. | ' 


H 


Ky . , and j 

Act allowed us to obtain 
judge in our district for 


l -T.nui svill e. 
•Dallas, Texas.) The PATRIOT 


he pen/ trap orders from a magistrate 


This saved a 


b2 

b7E 

b6 

b7C 


2 








great deal of time and meant th at we did not have to involve 
AUSAs from two other districts.! [remains a fugitive. 




To; General Counssj- From: | 

Re: 66F-HQ-C13643*, 03/16/2004 

LEAD{S) : 

Set Lead 1; (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
Read and clear. 


b2 

b7E 


♦♦ 
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(Rev. 01-31-2003) 


AT.T. IWPORMATTOW TONTATNED 
HEREIN IS UNCLASSIFIED EXCEi 


SECfET 


WHERE SHOWN OTHERWISfi 


DATE: OB-29-2005 

FBI INFO. 

CLASSIFIED BY 65179 DMH/ KJ/ 05-cv- 08 45 

REASON: 1.4 (c) 

DECLASSIFY ON: 08-29-2030 


BUREAU OF INVES'^HATION 


Precedence: DEADLINE 03/19/2004 

To: General Counsel 


Attn ; 


Date: 03/17/2004 

ILU, Room 7326 

Attention: I 


From: 


Squad. 21 

Contact: SSA 


Approved By : 
Drafted By: 


Case 


ID #; 66F-HQ-C1364260 ^ ' 




Title: USA PATRIOT ACT 

SUNSET PROVISIONS 

Synopsis: To provide a brief narrative summarizing | ~| ^se 

of several authorities implemented by the USA Patriot Act which are 
subject to sunset provisions. Referenced lead covered. 


Reference ; 


66F-HQ-C1364260 Serial 5 


Details: Above referenced communication requested offices to provide 

the Investigative Law Unit (ILU), Office of the General Counsel 
(OGC) , with "statistics, good examples or anecdotes, or at the very 
least, a brief narrative summarizing the benefits the office has 
received from the provisions . . . . " 


To that end. 


provides the following information: 


1. Voice Mail - Section 209 of the Act permits law enforcement to 
obtain a search warrant or court order for voice mail messages 
maintained by a communications provider under 18 USC 2510 or 2703 . 


I J — a 1 r rjiough this 

invescigacxve cecnniquej it is a 

valuable tool. In an emergency situation obtaining a search 
warrant would be much faster and less complicated than 
obtaining an emergency Title III. 


s 




bl 
' 2 


To : 
Re : 


SEp^T 

General Counsel 
66F-HQ-C1364q^, 


From: 
03/17/JIUU4 


b2 

b?E 


2. Nationwide Search Warrants for email - Section 220 of the 

Act permits the issuance of search warrants with nationwide 
jurisdiction to an electronic communications service provider 
under 18 USC 2703. 


bl ■ 
b2 

b7E 


f 


JTFT 


3. Voluntary Disclosures by ISPs - Section 212 of the Act 

permits communications providers to voluntarily disclose the 
contents of communications to protect life or limb or their rights or 
property. 


(S) 


bl 

b2 

b7E 


4. Information Sharing - Sections 203(b) and (d) of the Act 
permit the sharing of information between criminal and 
intelligence investigations. 


(S) 


I FiSA coverage on a cxose assocxace proviaea 

invaluable information on the first subject, in particular the timing 
of his arrest, as he was in the process of leaving the country on 
extremely short notice (the arrest was made at the airport.) The IT 
subject ultimately pleaded guilty to a White Collar C riminal cha rge. 


was denaturalized, and deported out of the country, 
provide a more detailed, classified, case review upon ’ request . 


can 


b7E 


bl 

b2 


5. Intercepting Communications of Computer Trespassers - 

Section 217 of the Act permits a computer owner/operator 
to provide consent for law enforcement to monitor the 
activities of a computer trespasser. 


(S 


bl 

b2 

b7E 


6. Expanded Title III Predicates - Sections 201 'and 202 of the 
Act permit the use of court authorized electronic 
surveillance (i.e. a Title III) in investigations involving 
chemical weapons (18 USC 229) , terrorism (18 USC 2332a, 

2332b, 2332d, 2339A and 2339B) or computer fraud and abuse 
(18 USC 1030 . ) 


(31 



b7E 





General Counsel 
66F-HQ-C1364^^, 


From : I 
03/17/2004 


7. Roving FISA Surveillance - Section 206 of the Act permits j 

roving surveillance where the target is attempting to thwart 
electronic surveillance. 

However, 

anticiparss cne increayea use ul liiis iiiipuiLdiiL 'authority to combat 
the increasingly sophisticated trade craft employed by IT and FCI 
subj ects . 

8. New Standard for FISA Pen/Trap - Section 214 of the Act 

authorizes a FISA Order for a pen register or trap/trace based upon 
the standard that such is relevant to the investigation. 



9. Changes to the "Primary Purpose" Standard for FISA Court 
Orders - Section 218 of the Act authorizes the issuance of a FISA 
Court Order where foreign intelligence gathering is a "significant 
purpose" rather than the "primary purpose" for the Order. 

This provision along with the i nf n-rma^ -i on c;ha-r-ing provisions are 

the cornerstones of the PATRIOT ACT. has had great success 

in the sharing of FISA information to assist members of the 
Intelligence Community (IC) as well as other criminal agencies, and 
the US Attorneys Office. In one particularly noteworthy example, the 
subject of a two year long FISA was subsequently arrested on a 
weapons charge stemming from an inciden t that happened prior to 
9/11/01. In preparation for the trial , j ~| b 7 E 

coordinated closely with the AUSA ' s office to identify potentially 
useful FISA cuts in preparation for a trial. While the subject 
ultimately pled guilty prior to trial, significant time and resources 
were committed to reviewing the FISA cuts i n preparation and 
coordinating a unified strategy between t he I the 

AUSA's office and the arresting agency. I I can provide a 

more detailed, classified, case review upon request.) 


10. New Standard for Business Records Under FISA - Section 215 
of the Act permits the issuance of a FISA Court Order for 
record production where the information is relevant to 
an investigation. 

I 1 ^ 

1 _^gain, however , | 

[considers this authority to be extremely valuable, in 

particular when the use of a National Security Letter (NSL) is not 
authorized or appropriate. 


b7E 




s^i^r 

To: General Counsel From: 

Re: 66F-HQ-C13643^, 03/17/2004 



b2 

b7E 


LEAD ( s ) : 

Set Lead 1; (Info) 

GENERAL COUNSEL 

AT WASHINGTON , DC 


Read and Clear . 


♦♦ 


SE^ET 
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-ATfT. THFORMATION CONTATWRD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


(Rev. 0U3 1-2003) 


S^E’ 


CLASSIFIED BY 65179 DMH/KJ/ 05-CV-0645 
REASON: 1. 4 (c) 

DECLASSIFY Oil: 08-29-2030 


BUREAU OF INVESllpATION 


Precedence; DEADLINE 03/19/2004 
General Counsel 


Date: 03/18/2004 

Attn : Investigative Law Unit 


From; 


Squad 1 

Contact: CDC 


b7E b6 


Approved By: 
Drafted By: 


Case ID # : 1/66F-HQ-C13642 6 


Title: USA PATRIOT ACT 

SUNSET PROVISIONS 




(None) 


66F-HQ-C1384970 (None) 


PATRIOT Act. 


)vide a brief narrative summarizing benefits 
has received from specified provisions of USA t 2 


Reference: 66F-HQ-C1364260 Serial 5 

66F-HQ-C1384970 Serial 7564 

Details: Field offices were requested to provide OGC with 

statistics, good examples or anecdotes, or at a minimum, a 
brief narrative summarizing the benefits the office has 
received from the specified sunset provisions of the USA b 2 

PATRIOT Act. Listed below are the specific provisions 5 , 7 e 

scheduled to sunset with brief commentary regarding use by the 


Voice Mail - Section 209: 



Nationwide Search Warrants for E-Mail and Associated Records - 
Section 220: 







[.♦IS] 


This information was 


roviae 


Exoanded Predicates for Title III - Sections 201 and 202 


Changes to "Primary Purpose" Standa : 


ese applications inrormaoion oDtainea tnrough traditional 
criminal investigative methods has been shared and 
incorporated into the application. The FISA application which 
is p ending before OIPR was developed through file number 315N- 

















To: 

Re: 



General Counsel 
66F-HQ-C1364; 


1 ' 


From: | 
03/18/2UU4 


b2 

b7E 


LEAD (s) : 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

Read and disseminate as appropriate. 


♦♦ 


SE^T 
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(Rev. 01-31-2003) 


FED 


BUREAU OF lIMVI 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-15-2005 BY 65179DMH/KJ705-CV-0845 


Precedence; ROUTINE 
To; General Counsel 

From; 


Attn; 


ATION 


Date; 03/19/2004 


b6 

b7C 


contact 
Approved By; 


J 


Drafted By: 


Case ID #; 66F-HQ-C1364260 


b6 

b7C 


Title; 


66F-HQ-C1384970- 

USA PATRIOT ACT 
SUNSET PROVISIONS 


ILU, Rm. 7326 

b2 
b7E 

b6 

b7C 


Synopsis; This EC nn ntain.q a no iip! e of anecdotes regarding the 


Investigations by the Patriot Act. 


benefits conferred on 

Reference; 66F-HQ-C1364260 Serial 5 

Details; While attempting to gathffr 1 nf nrimfition for a full 
response to the referenced serial. 


could not locate 


reliable da ta on the impact that lapsing Patriot A ct provisions 


have had on 


investigations, but 


is happy to 


report that Agents provided a couple of xnicerescirig anecdotes. 



b2 

b7E 

b2 

b6 

b7A 

b7C 

b7E 


This vital information led to thje issuance of 8 
indictments and the seizure of numerous bank and financial 
accounts totaling nearly $600,000.00. 


. Since the enactment of Section 5| 
lAgents operating FISAs have been 


intelligence generated therefrom t o assist! 

criminal AUSAs in prosecuting the 

intelligence information, e.g. travel into|rmation. 


b2 


04 of the Patriot Act, 
able to use 
criminaj L Agents and 

case. Foreign 
collected 


through use of FISC-authorized electronic 


surveillance in the 


I 








To; General Counsel From: I 

Re: 66F-HQ-C13642Jik 03/19/2004 


:ases involving T 


L ana [ 


nas axaea tne cnmxhal investigations and 
subsequent prosecutions of these subjects.* 


If 


learns of other relevant anecdotes, it will 


provide them to tbe Investigative Law Unit! immediately. 


♦♦ 


blA 

b6 

b7C 

b2 

b7E 


2 




(Rev. 01-31-2003) 

AI.T. TMPORMATTOW CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 08-29-E005 

CLASSIFIED BY 65179 DMH/ K J/ 05-cv- D 8 4^ 
REA.SON; 1.4 (c) 

DECLASSIFY ON: 08-29-2030 


SEJ5RET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence j ROUTINE 


To: ^General Counsel 


Date: 03/19/2004 


Attn: ^Investigative Law Unit 


From: 


bquaa x 

Contact ; 


Chief Division Counsel (CPC) 


Approved By: 
Drafted By: 


Case ID #: (U) 66F-HO-C1364260 (Pending) - 

(U) I T(Pending) 


- 3 / 


Title; (U) 


USA PATRIOT ACT 
SUNSET PROVISIONS 



ommunication reports examples of the 
use of portions of the USA Patriot Act 
005 . 


(U) 


rsTfy On: 


Administrative: (U) Reference is made to the 02/27/2004 

electronic communication (or EC) of the Office of the General 
Counsel . 

Details; (U ) The following are examples of the | | 

| use of portions of the USA Patriot Act which will 
sunset in 2005: 

(U) Nationwide Search Warrants for Email and 
Associated Records 



(U) Information Sharinc 


SECXET 


seMt 





SE>^T 


SECRET 


To: General Counsel From: | 

Re: (U) 66F-HQ-C1364260, 03/19/2004 


The referenced EC requested specific examples 
to Recti nnK 203 (h') and Ldl of thf^ USA Patriot Act . 


; Oil owing is 


or rerea : 



information developed in the criminal investigations was shared 
with those in charge of the international terrorism 
investigations, and vice versa. 

"^he Joint Terrorism Task Force 

(JTTF) established liaison with the U.S. Department of Education 
and the IRS - Treasury Inspector General for Tax Administration. 

The Department of Education offered to share 
information regarding foreign students under the provisions of b2 
the Patriot Act, provided that the requesting JTTF member attests 
that terrorism may be involved. Information available includes 
extensive background data concerning students who have requested 
grants. To date, two requests have been submitted to the 
Department of Education. These requests are pending. 

The JTTF received a similar offer 

from IRS - Treasury inspector General for Tax Administration to 
share information regarding potential terrorist subjects. 
Information includes a query of a threat database maintained 
regarding individuals who have expressed ant i -government 
sentiment, specifically tax protesters. Information to be shared 
is limited to whether an individual posed a possible threat, or 
did not pay taxes based on ant i -government beliefs. This 
information is most useful regarding domestic terrorism cases. 

To date, two requests were been submitted, but both yielded 
negative results. 



2 


b7E 










SE6R^r 


To: 

Re: 



General Counsel From: 

(U) 66F-HQ-C1364260, 03/19/2004 



b2 

b7E 


LEAD (s) ; 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For information and discretionary action. 


♦♦ 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATT 


Precedence : ROUTINE 


Date i 


03/19/2004 


To: General Counsel 


Attn; 


Investigative Law Unit 
Room 7326 


International Operations Attn; SSA 


IOU-IIb7C 


From; 


Approved By; 
Drafted By; 




: :mhr 


Case ID #; 66F-HQ-C1364260 (Pending) 3^ 

Title: USA PATRIOT ACT 

SUNSET PROVISIONS 


ALI, INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 08-15-2005 

CLASSIFIED BY 65179 DMH/KJ/05-CV-0B45 
REASON: 1.4 (d) 

DECLASSIFY ON: OB-15-2030 


Synopsis; To p rovide examples of use of Patriot Act provisions. 
Lead covered at 

b 

Reference; 66F-HQ-C1364260 Serial 5 ^ 

Details; tias utilized pr ovisions of the Patri ot Act 

as it relates to e-mail communications I I 



These cases involved the utilization of Hotmail and/or 
o^ccounts by Subjects for the purpose of communicating with 
victims or the families of victims. 


I II |cont acted the U.S. 

Department of Justice (DOJ) Office of International Affairs _LQXA) 

and Computer Crime & Intellectual Property Section (CCIPS) . 

2703 (f ) preservation letters were submitted, 
subsequen tly 2703 (d) letters were drafted and submitted by DOJ. 
[ involved the utilization of Hnf-ma i 1 — a-maj l for 

communication between a fugitive in ar lomicide 

investigation. both Hotmail and Yahoo were 

utilized in an attempt to extort funds from the Argentine 
subsidiary of a large United States accounting and financial 
services firm. 


a kidnaping was resolved, and 

a victim rescuea, as a result ot tne voluntary release of non- 
content Hotmail e-mail data by MSN. In this investigation, MSN 












k. 

To: 
Re : 




General Couns 
66F-HQ-C13642 




From : 


03/19/2004 



fa2 

b7E 


LEAD(s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 


For 


information . 




3 



(Re^r ()i-31-2(il)3) 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


FEDER40BUREAU OF INVEST||lATION 


Precedence: DEADLINE 03/19/2004 


To; General Counsel 


From; 


Attn! 


Approved By; 
Drafted By; 


Case ID #; 66F-HQ-C1364260" (Pending) 


Date; 03/18,,, 




DATE: 09-12-2005 

CLASSIFIED BY 65179 DMH/KJ b7C 
REASON; 1. 4 (C) 

DECLASSIFY ON: 09-12-2030 b6 


05-CV-0845 


Title; USA PATRIOT ACT 

SUNSET PROVISIONS 

Synopsis; Response to OGC request for information on Patriot Act 
utilization . 

Reference; 66F-HQ-C1364260 Serial 5 

Details: The has had the opportunity to 

utilize various patriot Act provisions, most frequently, by b7E 
taking advantage of the new legal standards related to FISA 
techniques . 



The new informa tion sharing capabilities has allowed 

the to share important information with the 

intelligence community, most notably in the following cases: 



RET 


i-m5c-7<?03^(£ 





bl 

b7A 
b6 
b7C 

bl 

b6 

b7C 


The Patriot Act has also allowed information sharing 
T O nt--i m-; n-n 1 — i mr a r- i- .igat ion and intelligence investigation 


A nationwide search warrant for 
communication records was utilized in thd 
investigation, providing for more efficie 
resources . 




7 



Tc>; 
Re : 


S^ET 


General Counsel 
66F-HQ-C136426^ 


From: 

03/18/2CTM 


b2 


b7E 


LEAD (s) ; 


Set Lead 1; (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 


Read and clear. 




SBCREr 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 08—15—2005 

CLASSIFIED BY 65179 DMH/ K J/ 05-Cv- 0 8 45 

B ason ; 1.4 (c^ d) 

CLASSIFY ON: 08-15-2030 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : 


ROUTINE 


Date : 


03/19/2004 


To; General Counsel 


From: 


Squad #1 

Contact : 


Approved By: 


Attn ; 


Rm. 732« 


Drafted By: | 

Case ID #: (U) 

(U) 


Title; 


(U) ^ 66F-HQ-C1364260 (Pending) 
(U) 66F-HQ-C1384970" (Pending) 

USA PATRIOT ACT 
SUNSET PROVISIONS 


Synopsis; (U) The 


of utilization of USA Patriot Act provisions. 


is providing examples 


(SECRET) DeriVettCEj^om: Mu 

See Classifocatioii 
Sectioxi^____^ — — ^ 
_£eoiagsify On : XI 


Multiple Sources — ^ 
:©n-;^,^iitirOrity Reference 


Classification Authority Reference: (U) 

Details: (U) Reference FBIHQ (ILU,OGC) EC to All Field Offices 

dated 02/27/2004. 

(U) The referenced EC requested that each field office 
provide statistics, examples or anecdotes, or a brief narrative 
summarizing the benefits which the office has received from the 
use of specified sunset provisions of the USA Patriot Act. 


(U) Accordingly, the two appropriate] jsquads 

dealing with FCI/DT/IT and Cybercrime were contacted and the 
following information was provided: 



SEdRET 


SEMET 





S:raRET 


S^ET 


To; 

Re: 


General Counsex From: | 

(U) 66F-HQ-C1364260 , 03/19/2004 


b2 

b7D 


(U) The FCI/DT/IT squad had one example each of its 
utilization of the Information Sharing provision and the Changes 
to the Primary Purpose Standard for FISA. The following are the 
examples provided, along with a comment regarding the New 
Standard for Business Records under FISA: 

(U) I. Information Sharing bi 











s 


To : Genera 

Re; (U) 6( 


(1 

( 



! (Rev- Oi -3 1-2003) 


AI.L TTsTFORMATTON CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-15-2005 BY 65179 DMH/ K J/ 05-cv- 0 8 45 


FED 


®AL BUREAU OF INVESTIGATI 



Precedences ROUTINE 
To: General Counsel 


Date; 03/19/2004 


ATTN; AGC[ 


Investigative Law Uail 


From; 


Sqd 2 

Contact ; 


b2 


CDC 


■b7E 


Approved By : 

Drafted By; 

Case ID #: 66F-HQ-C1364260" 3>^{Pending) 

Title; USA PATRIOT ACT 

SUNSET PROVISIONS 



b6 

b7C 

b2 

b6 

b7C 

b6 

b7C 


Synopsis; To provide Investigative Law Unit with examples of 
usa ge of certain ^ unsetted provisions of the USA Patriot Act by 
the 


Details; Per the request contained in the OGC, ILU EC dated 
2/27/2004, captioned as above, the following is a synopsis of 
instances where certain provisions of the USA Patriot Act, b 7 s 

.subject to being sunsetted on 12/31/2005, have been utilized by 


Natiomvide Search Warrcmis for E-mail and Associated Records - Section 220 of 
the Act enabled courts with jurisdiction over an investigation to issue a search warrant with 
nationwide jurisdiction to compel the production of information held by a service provider, such 
as unopened e-mail. Previously, the search warrant had to be issued by a court in the district 
where the service provider was located. See 18 U.S.C. § 2703. 

305cj 1-42731 Nationwide search warrant for AOL. 


I I 


On April 3, 2003, an FBI agent from[ 


b7E 

had signed onto 


America On line (AOL) in an undercover capacity. The agent had ente red the AOL chat ro om 
land encountered an individual using the AOL screen name 


ndicated that he was running a list management program in the chat room and 
advised that anyone wishing to join the list should type the words "list me," The Buffalo agent 
tvned "list me" ;^nd shortly thereafter received an electronic mail (e-mail) message from 

Embedded in the e-mail were nine images that depicted children engaged in 


sexual activity. The minors observed in these specific images had been previously identified 
throm^h the, FRT's Thild Victim Identification Program. The agent subsequently initiated contact 
witH I who then sent three additional e-mails to the agent, Tw-'o of the e-mails had 


an attached tile that was a video clip of child pornography. The remaining e-mail again 
contained embedded images of child pornography. 


b6 

b7C 

b2 


b7E 




To; General Counsel^ From: | 

Re: 66F-HQ-C136426(||p03/19/2004 


b2 

b7E 


Based on additional invest! 
!a resident of 


tiorf 




entified 


information was provi ded to 


as 


A search warrant was eventually issued for 


which con tinued the investigation ofj , 

^residence, at which time com puter and other electronic evidence were seized. In an 




interview conducted during that search 
and receipt of child por nography 
investigation; however, 


^admitted that he had engaged in the distribution 


b2 


b7E 


Forensic examination of the electronic evidence supporte d the 
fought to identify any additional evidence that ) I may 

in e-mail, etc. As such ] | ias obtained a search 


b6 

have retain ed on AOL 's serv'er, 

warrant fo H lA OL account and intends to serve it during the week of March 1 5, 2004. It hlC 

iff antirinatpd that the warrant to be serv'ed upon AOL, located in Dulles, Virginia, will allow 
to determine whether addition al evidenc e regarding the distri bution, receip t, or 


possession of child pornography resides in 
able to identify ad ditional sub jects, with whon j 
minors, with whonj^_^_|nay have been communicating. 


laiicount. In addition 


may be 


jmay have exchanged such images, or 


iNatinmyirlp sPYch warrants issued as follows: 
, ,o Hotmail and Verisign 


jto Catalog.com, Yahoo!, Hotmail, and Verisign 


b2 


b7E 


b7A 


An international group of "carders" (individuals who use and trade stolen credit 
card information) was operating via the Internet using Internet Relay Chat channels and various 
fraudulently purchased web sites. The carders needed individuals within the United States to 
provide "drop" sites (addresses within the country of purchase to which fraudulently purchased 
goods could be delivered for shipment to locations outside of that country'). 

Nationwide search warr ~ants were used to obtain e-mail communications among 
the carders. Search warrants issued onf 


fraudulent activities of the group includrng a drop site ir 
addresses for other members o f the group were discovert 
then issued orl 


wel 


iNationwtoe 

|) obtain information from the newly discovered e-mai 
as updating me rnrormatron from the previously known addresses. 


provided inforn] ation about the 

In addition, e-mail 
search warrants were 

addresses as 


The content produced by the e-mail providers in response to the Nationwide 
.search warrants resulted in the indictment of the individual operating the drop site located in 
The Nationwide search warrants reduced the time needed to have the searches 


executed and significantly reduced the number of FBI, U.S. Attorney's Office, and Judicial 
personnel required to complete the search warrant process. 


b7A 


Intercepting Comiminications of Computer Trespassers - Section 217 of the Act 
clarified an ambiguity in the law by explicitly providing victims of computer attacks the ability to 
invite law enforcement into a protected computer to monitor the computer trespasser’s 
communications. Before monitoring can occur, how'ever, four requirements must be met. First, 
consent from the owner or operator of the protected computer must be obtained. Second, law 
enforcement must be acting pursuant to an ongoing investigation. Both criminal and intelligence 
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation. 
Third, law enforcement must have reasonable grounds to believe that the contents of the 
communication to be intercepted will be relevant to the ongoing investigation. And fourth, 
investigators must only intercept the communications sent or received by trespassers. Thus, this 


9 



To: General Counsel^^From: j 

Re: 66F-HQ-C136426«03/19/2004 


b2 

b7E 


section would only apply where the configuration of the computer system allows the interception 
of communications to and from the trespasser, and not the interception of non-consenting 
authorized users. Additionally, based on the definition of a “computer trespasser,” 
communications of users who have a contractual relationship with the computer owner may not 
be monitored, even if their use is in violation of their contract terms (i.e. spammers). See 1 8 
U.S.C. § 1030(e)(2), 18 U.S.C. § 25 10 (20) & (2 1), 18 U.S.C. §2511(2)(i). 


Communications of Computer Trespasser Intercepted 


An international group of "carders" (individuals who use and trade stolen credit 
card information) was operating via the Internet using Internet Relay Chat channels and various 
fraudulently purchased web sites. The carders would use proxy serv^ers and free e-mail accounts 
to conceal their identities on the Internet. Proxy servers change an Internet users origin IP 
address to that of the proxy server such that only the proxy server knows the tme point of origin. 
Free e-mail accounts can be obtained without providing true identifica tion such a.s names 


addresses, credit card numbers, etc. One such proxy serv'er was locateq 


and the 
a result. 
With 


consent from the server's owners, all Internet traffic that passed through the proxy port was 
intercepted in accordance with the above Patriot Act provision. 


b2 

b7E 


b7A 


b7A 


Prior to interception, two e-mail accounts were known for the main subject. The 
interception led to the discovery of three additional e-mail accounts used by the main subject. 
The only connection between the e-mail accounts was that the subject logged onto all of the 
accounts around the same time on numerous occasions. One of the newly discovered e-mail 
accounts provided a real name and physical address information for an individual in Kuwait 
believed to be the main subject. The other accounts provided additional leads that would not 
have been possible without the interception of trespasser communications (e.g. one of the other 
accounts was commonly used by the main subject in additional frauds making it simpler to 
identify the fraud and connect them to the subject). 


An y questions conce rning ^the.se cases mav he directed tn S.S A 
Sqd. 10 (Cyber) at| "pr SA 


b2 

b6 


b7C 


3 
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General CounseJ^^From: 

6 6F-HQ-C13 642 6(*03/19/ 


2004 



LEAD ( s ) ; 

Set Lead Is (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

For information and possible use by ILU in support of 
continuing usage of certain provisions of the USA Patriot Act 
beyond 12/31/2005. 


b2 

b7E 
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To: Office of the General Counsel 
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Investigative Law Unit 
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From ; 


C6/JTTF 

Contact : SA 


Approved By : [_ 

Drafted [ 

Case ID #: (U) 

(U) 


Title: 


66F-HQ-C136426Cf 

66F-HQ-C1384970y 

USA PATRIOT ACT 
SUNSET PROVISIONS 


Pending) 

ending) 


DATE; 09-12-2005 hlC 

CLASSIFIED BY 6S179 DMH/ KJ 
REASON; 1.4 (C) ^ 

DECLASSIFY ON; 09-12-2ofl^ '■ b6 


0 5 - CV- 0 845 


Synopsis: (U) Narrative of the benefits the | 

JTTF has received from certain provisions of the Patriot Act. 


K lu) 


Derx3 

Decle 


fi^y OnT 


Reference: (U) 66F-HQ-C1364260 Serial 58 

V I 

Detai ls : Per the referenced communxcation, the| 

JTTF 'woilld cite two significant investigations to support 
the renewal of the provisions of the Patriot Act that are 
scheduled to sunset on December 31, 2005. 



'1^ 


SECRET 


SECRET 


Olflll/O 




b2 


To: 

Re: 


s^Er 

Office of the General 
(U) 66F-HQ-C1364260, 


Counsel From: 
03/16/2004 




b7E 


prior to the submission of the request. The new standard under 
Section 214 of the Patriot Act of "relevant to an ongoing 
investigation to protect against terrorism" could be 
established with the available evidence and the FISA request 
was approved within a few months. 

Based in part on the data obtained from the pen 

registers, the case agent was able to establish that the 
subjects were in contact with the subjects of other FBI 
terrorism investigations. 


Th is new information, combined with other 
information, provided a basis for a FISA request to authorize 
the interception of communications on the subject's cellular 
telephone. This request is pending approval. This 
investigation has been transferred to the Miami Division 
because the subject moved to Florida. 



will support additional allegations into individuals who have 
previously been in control of money deposited into that 
account and may support a FISA request to overhear 
communications by the individual currently in control of those 
funds . 


bl 

b7A 

b2 

b7E 


bl 

b7A 


The information sharing provisions of the 
Patriot Act are now so routine for task force members that it 


S^RET 
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S£^ET 





To: 

Re: 



Office of the General Counsel From: 
(U) 66F-HQ-C1364260, 03/16/2004 


b2 

b7E 


is almost un thinkable that these crucial to ol would nn lonopr 

be avail ahleJ 

(S) 

bl 

b7A 

b2 

blE 


m 


As onej 

"because of the Patriot Act, 
the phone and have information 
or the State Department at his 
one-stop shopping" that has enhanced 
recognize patterns of 
subject. Another 


I JTTF member stated, 
one investigator can now pick up 
from ICE, the Postal Service, 
fingertips." "It has created 

the speed at which we can 
activity and can focus more quickly on a 
investigator explained that he no longer 


wastes time trying to convince companies to provide 
information. They now comply imiTiediately with requests 
because the Patriot Act obligates them to respond. 
"Investigations are no longer thwarted because of the 
timeliness of the response to the request for information. 


bl 

b7E 


(U) If requested, this Division will provide 
additional examples of h ow the passage o f the Patriot Act has 
increased the ability of investigators to 

obtain useful information liiLU — iiiai v lauils and groups 
associated with terrorism. 


b2 

b7E 


S^ET 
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DECLASSIFY ON: 08-29-2030 
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Precedence: ROUTINE 


To: General Counsel 


Date: 03/18/2004 

Attn: Investicfative Law Unit 


From: 


b2 



b6 

b7C 

be 

blC 

be 

blC 


Title: USA PATRIOT ACT 

SUNSET PROVISIONS 


Synopsis : 


1 . b2 

I response to USA Patriot Act survey 

regarding use of the particular provisions scheduled to expire b7E 

on December 31, 2005. 

Reference: 6 6F-HQ - 13 642 60 Serial 5 


Details: After a review of whether any of 

investigations have utilized the enhanced investigative tools 

gc'hoHiiloH t~ o. o-vr-'-i a g rpy'i-Rtr-i HoH j-Vio P a f- -r -i 1- 

( 1 I 


b2 

b7E 

bl 


( 3 ) 


1^ 


las used other investigative tools created by 
provision s of the A ct and these tools have had a crucial 
impact on I jinvestigations . The gr eatest pos itive 


s derived from the ease with which 


can now 


impact i£ 

issue National Security Letters ("NSLs") due to the reduced 
signature authority of NSLs and the relevance standard. 

Before passage of the Act, NSLs were less frequently used 
because of the lengthy process required for issuance of NSLs. 
OGC has access to the control file that would provide an 
accurate number of NSLs i .s sued since the passage of the Act. 


To supplement that figure, 


polled the majority of the 


agents who have used NSLs on the number of NSLs used and the 
importance that obtaining such information in a timely manner 
was to their investigations. Based on that effort, it appears 


b2 


b7E 


-0845 


S^ET 




To: 
Re ; 


S^REr 


General Counsel 
66F-HQ-C136^60 


¥ 


From: 
03/18/2004 


that 


has issued well in excess of 100 NSLs since the 
passage or tne Act. More importantly, the information 
obtained from these NSLs has represented the full range of 
information available to include financial records. E-mail 
account information, telephone toll records, and consumer 
credit reports. Invariably, the agents replied that the 
information was crucial to their investigations to the extent 
that the ability to succeed in the investigation hinged upon 
the ability to obtain such information in a timely manner. 


Many of the cases in which the NSLs have produced positive 
impact are classified matters; accordingly, specific anecdotal 
examples will not be provided in this response. The Counter 
Terrorism squad supervisor has advised, in general terms, that 
the matters have concerned potential threats wherein the quick 
access to information from NSLs played a critical role in 
accessing the credibility of the potential threats. The 
Foreign Counter Intelligence squad has likewise show a 
dramatic increase in its utilization of NSLs and expressed the 
value that NSLs have provided to its efforts. 


Furthermore, ! [ anticipates that the new ability to 

obtain temporarily assigned network addresses by subpoena will 
play a critical role in its newly established Cyber Squad in 
intrusion cases. Thus far, that information has been already 
obtained by other divisions involved in the same 
investigations . 


]will continue to educate its agents on the tools 


created by the Act, including the provisions scheduled to 
expire. If the investigative tools derived from the 
provision s with relevant expiration dates are employed in 


prior to December 31, 2005, 


response . 


will amend this 


S'ffcRET 


b2 

b7E 

b2 

b7E 


b2 

b7E 
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Set Lead 1; (Info) 

GENERAL COUNSEL 

AT WASHINGTON . DC 
Read and clear. 
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Approved By; 
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Title: 





(Pending) -31 
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(Pending) q. 
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USA PATRIOT ACT 
SUNSET PROVISIONS 


DATE: 09-12-2005 
CLASSIFIED BY 65179 hRS/'KJ 
REASON: 1.4 (C) 

DECLASSIFY ON: 09-12-2030 


05-CV-0845 


Synopsis: To provide information summarizing 

reliance on several authorities implemented by the USA Patriot Act 
(the Act) which are subject to sunset provisions. 

Details: As requested in an electronic coTTununication (EC) dated 
2/27/2004 to All Field Offices from the Office of the General Counsel, 
offices were requested to provide the Investigative Law Unit (ILU) 
with information, examples and/or statistics demonstrating the 
benefits the division has received from certain provisions of the 
Patriot Act . 

b2 

Writer conducted a poll of all supervisors within the 
division seeking in formation described above. Based upon responses^"^® 
the poll, provides the following information: 

1. Voice Mail - Section 209 of the Act permits law enforcement 
to obtain a search warrant or court order for voice mail messages 
maintained by a communications provider under 18 USC 2510 or 2703. 

1 

J(S) 

2. Nationwide Search Warrants for e-mail - Section 220 of the j 

Act permits the issuance of search warrants with nationwide 
jurisdiction to an electronic communications service provider under 18 
USC 2703., . 


b7E 




s)e!cret 

General Counsel 
66F-HQ-C1364260^ 


From: I 

.03/17/2004 


3. Voluntary Disclosures by ISPs - Section 212 of the Act 
permits communications providers to voluntarily disclose the contents 
of communications to protect life or limb or their rights or property. 

which involved a domestic terrorism investigation arising from an 
arson allegedly perpetrated by a radical animal rights group. ' 

4. Information Sharing - Sections 203(b) and (d) of the Act 
permit the sharing of information between criminal and intelligence 
investigations . 

There iti aii uvei wneiuiinyiy pusitive lespuiise aiiiuny uulii ciriurnai auu — 
intelligence investigators to this section of the Act . The examples 
of information sharing are too numerous to describe in detail, 
however, two large scale investigations have benefitted immeasurably, 
specifically : 

a. Example A is a criminal case which involves two charitable 
organizations found to have fund-raising ties to terrorist groups. 

The matter began as an intelligence investigation, but information 
was shared between criminal and intelligence investigators and will 
likely lead to criminal indictments and substantial forfeiture. 

b. Example B is a criminal investigation into a Middle East terrorist 
group, with a parallel intelligence investigation into specific 
members of the group. Through information sharing and the ability of 
the criminal and intelligence investigators to work together, FISA 
interceptions and search warrants have been used to provide extremely 
valuable information for both the criminal and intelligence 
investigators . 

5 . Intercepting Communications of Computer Trespassers - 
Section 217 of the Act permits a computer owner/operator to provide 
consent for law enforcement to monitor the activities of a computer 
trespasser . 


I J(S) 

6. Expanded Title III Predicates - Sections 201 and 202 of 

Act permit the use of court authorized electronic surveillance in h7E 
investigations involving chemical weapons, terrorism or computer fraud 
and abuse . 



S^ET 


2 


b7E 






To : 
Re: 


S^ET 

General Counsel 
66F-HQ-C136426( 


From ; I 
03/17/2004 


b2 

b7E 


bl 

b2 

b7E 


7. Roving FISA Surveillance - Section 206 of the Act permits 

roving surveillance where the target is attempting to thwart 
electronic surveillance. 





1 did assist another field office in its 


(S) 


monitored the roving FISA when the subject arrived in 
while the subject stayed in an area hotel. 


and 


8. New Standard for FISA Pen/Trap - Section 214 of the Act 

authorized a FISA order for a pen register or trap and trace device, 
based upon the standard that such is relevant to the investigation. 


9. Changes to the "Primary Purpose" standard for FISA Court 

Orders - Section 218 of the Act authorized the issuance of a FISA 
Court order where foreign intelligence gathering is a "significant 
purpose" rather than the "primary purpose." 


bl 

b2 

b7D 

b7E 

bl 

b2 




r~ 




snaring or inrormacion necween inceiiigence ana 'I 




4a and b above . 

10. New Standard for Business Records Under FISA - Section 215 

of the Act permits the issuance of a FISA Court Order for records 
production where the information is relevant to an investigation. 


'(S) 


bl 

b2 


b7E 


sejjjiET 


3 




To; 
Re : 


General Counsel 
66F-HQ-C136426( 


From: 
.03/17/2004 


b2 

b7E 


LEAD ( s ) ! 

Set Lead 1; (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 


To provide information as requested by ILU. Read and clear. 
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Case ID # 
Title s 


66F-HO-C136426Q (Pending) 
| ( Pending ) 


USA PATRIOT ACT 
SUNSET PROVISIONS 


b2 

b7E 


b6 

b7C 


b2 

b7E 

b7A 


Synopsis s To provide the Investigative Law Unit, Office of the 
General Counsel (OGC) the information requested via their EC 
dated 1/23/04 regarding captioned matter. 


De tails 8 Pursuant to the above referenced request a canvass of 
all squads was conducted to obtain s tatisti cs, good example 

and/or narratives summarizing the benefits I | has received 

from the referenced sunset provisions . The result are as follows : b 7 E 


Infomnation Sharing- Section 203 (b) s This section of 
the sunset provision was of great benefit to criminal and 
intelligence matters being investigated. Having a hard wall 
again between intelligence and criminal matters would greatly 
inhibit law enforcement ability to conduct long term terrorism 
investigations, which often falls into both categories. 


tfith hotmail.com 

in regards to 315N matter. This act was also used in the same 
case to obtain information from yahoo.com, with unsuccessful 
results . 



matter. 


New Standard for FISA Pen/Trap- 


Section 214 ;l 

n two| I 31SN 

(S) 


bl 

b2 

b7E 


S^KET 


/isCX"? \ 





To: Office of the General Counsel 

Re: 66F-HQ-C13642i^ 03/23/2004 


From: Miami 


218 ; 






3 3 -c T-iT 


J- 


bl . 


1 r 


To date, the ot her sunset provisions of the Patriot A 


have not been used in the 
considered covered. 


lead is 


b2 

b7E 


SECRET 
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Approved By 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

D 3 T 3 ,rueQ By I date 09-09-2005 by 6-5179 mm/KJ 

Case ID #: 66F -HQ-C 1364260 (Pending)'-'^/ 

66dinci384 970 (Pending) 05-.V-0845 

66- 1 T 5618 

Title: USA PATRIOT ACT 

SUNSET PROVISIONS 

Synopsis: To advise the Office of th e Gen eral Counsel (OGC) of 
provisions of the Patriot Act used by^ ^that are set to expire 
on 12/31/2005. • ' 

Reference: 66F-HQ-C1364260 Serial 5 

66F-HQ-C1384970 Serial 7564 

Details: Referenced Bureau communication requested field offices 

to report the usage o f prov isions of the USA Patriot Act set to 
expire on 12/31/2005. | | has used several of these provisions 

to its investigative advantage in general criminal and 
counterintelligence cases, but has made the most use of the.S£__, 
provisions in counterterrorism cases. Initially, however, 
reports that Agents on several occasions have requested to maxe 
appropriate use of important tools legislated in the Patriot Act 
and each request has been denied by the Department of Justice 
(DOJ), Office of I ntelligence Policy and Review (OIPR) . 

Specifically, | | has requested OIPR approval for "roving FISA 

surveillance" under Section 206 regarding known Intelligence 
Officers (lOs) who employ counterintelligence techniques to avoid 
detection. All of requests have been denied. In addition, 

WFO has requested the use of the new standard to obtain business 
records under FISA and has been denied on each occasion. | 
notes that the same records may be obtained in criminal cases Joy 



To: 

Re: 


General Counse^^ 
66F-HQ-C13642d^ 


From: 


03/19/2004 



b2 

b7E 


use of subpoena, yet the legislated tool in counterintelligence 
and counterterrorism cases goes unused.^ 

In regard to Sect ion 22 0 and the ability to obtain 


nation-wide search warrants, 

regard to the e fficiency in wh ich it can conduct its own 
' I, but also in regard to the 




has benefitted not only in 


investigations 


b2 


personnel resources it does not have to expend in obtaining 
sear ch war rants to be served in America On Line (AOL) . In the 

past had expended significant resources in regard to the 

liaison with the U.S. Attorney’s Office in the Eastern District 
of Virginia in drafting, and applying for AOL search warrants, as 
well as the service of these warrants. 


|has used the authority in Section 212 of the 
on occasions when the Assistant Director or the 


Patriot Act 

Special Agent in Charge has found that information developed 
revealed an emergency involving an immediate risk of death or 
serious injury. In a number of cases, this provision allowed 
to obtain the content of e-mail in response to threats (usual, 
over the Internet or e-mail), where the use of other more routine 
provisions would have been much less timely or would have 
required specific approval by the Attorney General. | | used 

this provision to obtain access to e-mails wherein members of a 
known terror ist group had e-mail traffic involving a discussed 
attack (315 s H 1 -224164) . The provision was also used in 
investigating a threat to a high ranking foreign official. 

The new information sharing procedures of Section 
203(b) & (d) and the changes to the "primary nnrpose" standard 

for FISA have significantly changed the way| |invest igates 

terrorism c.a.se.q for both intelligence value and for criminal 


prosecution. | |has participated in numerous investigations in 

the last two years that have involved the participation of 
investigators in foreign countries, criminal investigative 
techniques. Assistant Oniter ^ Stat es Attorneys and the use of 


FISA. On several occasions. 


has obtained the express 


authorization of the Attorney General to use FISA information in 
criminal proceedings. Case Agents and others have commented that 
these investigations would never have operated as smoothly prior 
to these Patriot Act provisions, and in some cases, the matters 
would have been almo st impossible to complete. These changes 
were most evident in | | 3150- | ^ 215590, and in the 


b2 


b7E 


b2 


b7E 


b7A 


b2 

b7E 
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General Counse^^ 
66F-HQ-C13642d|P 


From; 
03/19/5TTITT 


b2 

b7E 


"Virginia Jihad" series of cases. In addition, the "significant 
purpose" standard has allowed the employment of the FISA 
technique on indicted individuals, wherein significant foreign 
intelligence has been developed. Such use of this technique 
would not have been practically employed in the past under DOJ's 
reading of the "primary purpose" standard. 

Section 214 of the Patriot Act has enabled Agents 
conducting CI/CT investigations to obtain pen register data on 
the subjects of their investigations in a way that is much more 
like the way their counterparts on the criminal side obtain such 
authorization. However, significant resources could still be 
saved by streamlining the process even further, by giving FBI 
attorneys access to the FISA judges and by creating positions for 
FISA magistrates. Pen register/trap trace is an important 
investigative tool and could be used to a greater extent if the 
process is made easi er . It has provided useful and invaluable 
information (65A | ~| -220066) regarding previously unknown contacts 

on case subjects that may have gone unknown before when there was 
a requirement to identify the individual as an agent of a foreign 
power . 


I [ believes that all of these provisions, if utilized 
to their fullest intended extent, are useful tools and should be 
extended. Further, OGC and Congressional Affairs should continue 
to seek further legislation to assist in investigative efforts. 


b2 

b7E 
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LEAD (s) : 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Will include use of the Patriot Act in 

justification to remove expiration dates from the various 
described provisions. 
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Approved By: 


Drafted By: 
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Title: 
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USA PATRIOT ACT SUNSET 
PROVISIONS 
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ALL INFORMATION CONTAINED b2 
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b2 

b7E 


Synopsis; {summary of the benefits the office 

has received from Patriot Act provisions which will sunset or 
expire on December 31, 2005, unless Congress acts otherwise. 


b2 


Details; The 


b7E 


has canvassed individuals who ha\ ■ 

outlined in 

dated February 27, 2004, in file 66F4iQ-C1364260 . The 


used some of tne patriot Act investigative tools 
serial 5 


following summary includes only those tools used or actively 
considered by the Division. 

Roving FISA Surveillance -Section 206 


Tne case Agent, |_ 


j cnaraccerizea tnis autnority as ootn 


necessary and effective. While the roving authority did not 
thwart a terrorist act, it better enabled the Agents to 
successfully and more expeditiously conclude the investigation. 
All participants agreed that the option to consider securing this 
authority is critical in resolving serious IT and FCI matters. 



New Standard for FISA Pen/Trap 

For reasons of which OGC is aware, the lower 
evidentiary standard to establish grounds to secure FISA 
pen/traps has not been adequately exploited in IT and FCI 





To: 

Re: 
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General Counse^^ 
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From ; 
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b2 


b7E 

matters. has submitted some requests, but until the 

process is expedited and made more akin to the ease with which 
criminal pen/traps are secured, the law has been of little 
benefit. In fact, in at least one 315 case, criminal pen/trap 
orders (and grand subpoenas} were used largely because of the 



Changes to "Primary Purpose" Standard for FISA 


bl 

b2 

b7E 


The change to the FISA certification now requiring that 
foreign intelligence be a "significant purpose" of the 
sought has benefitted the FBI's mission in general, and 
investigations in particular, as it has made considering and/or 
obtaining FISAs more possible under appropriate circumstances. 

If nothing else, it has also given Agents more flexibility in 
determining how to most effectively use investigative strategies 
to protect against terrorism and clandestine intelligence 
activities. And similarly, consultation with prosecutors has 
improved . 

bl 

b2 

sr 

OIPR, but the benefits have not been fully realized yet. 

♦♦ 
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From; 
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Approved By : 
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Case ID 



(Pending)-' 
(Pending) - 


C233355 (Pending) 


Title: USA PATRIOT ACT b7E 

SUNSET PROVISIONS 

Synopsis: To provide response to request for 

examples and summaries of use of investigative tools created by 
the USA PATRIOT Act. Lead covered. ^2 

Reference; 66F-HQ-C134260 Serial 5 

Details ; This EC provides a brief narrative summarizing! 

use of investigative tools created by the USA PATRIOT 

Act. A canvas was conducted of all squads in the Los Angeles 
Division and the following details the results: 

Voice Mail - Section 209 of the Act enabled law 
enforcement to obtain all voice mail which is stored by a 
communications provider, including unopened voice mail, using the 
procedures set forth in 18 U.S.C. §2703 (such as a search 
warrant) . This also applies to other wire communications as 
defined by the statute. Voice messages stored and in the 
possession of the user, such as messages on an answering machine, 
are not covered by this statute. Previously the law was vague on 
the standard required to compel production of a stored voice mail 
message, leaving the possibility for argument that a wiretap 
order was required. See 18 U.S.C. § 2510; 18 U.S.C. § 2703. 



S^El 






Nationwide Search Warrants for E-mail and Associated 
Records - Section 220 of the Act enabled courts with jurisdiction 
over an investigation to issue a search warrant with nationwide 
jurisdiction to compel the production of information held by a 
service provider, such as unopened e-mail. Previously, the 
search warrant had to be issued by a court in the district where 
the service provider was located. See 18 U.S.C. § 2703. 


This technique was utilized by 

following the shooting on July 4, 2002 at | 

International Airport. It was extremely helpful in this 
investigation for the Central District of California to be able 
to issue nationwide search warrants for information on the 
subject's email. 


Voluntary Disclosures - Section 212 of the law 
explicitly permits, but does not require, a service provider to 
disclose to law enforcement either content or non-content 
customer records in emergencies involving an immediate risk of 
death or serious physical injury to any person. This voluntary 
disclosure, however, does not create an affirmative obligation to 
review customer communications in search of such imminent 
dangers. This provision also allows a communications service 
provider to disclose non-content records to protect their rights 
and property. This portion of the provision will most often be 
used when the communications service provider itself is a victim 
of computer hacking. See 18 U.S.C. § 2702(b) & (c) (3); 18 U.S.C. 

§ 2703 (c) (2) (F) . 


b2 

b7E 


For about ten months (January 2003 -November 2003) there 
was a mandatory reporting requirement for the receipt of content 
information (usually e-mail content) under this emergency 
disclosure provision. (See the Homeland Security Act and EC 66F- 
HQ-C1384970 Serial 501.) During that time, offices were only 
required to report the number of e-mail messages that were 
received under this voluntary disclosure provision. Offices were 
not required to report the receipt of records and were also not 
required to provide case information. For this reason, it would 
be beneficial for offices to now report more detail on these 
voluntary disclosures. Examples where voluntary disclosures led 
to valuable foreign intelligence or arrests would be particularly 
helpful . 


j Moreover, this was the practxce 


(S) 


alter y-ll, where service providers voluntarily provided FBI Los 
Angeles with the information requested. In an emergency or 
crisis situation it would be imperative to the investigation for 


bl 
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I'#: rz 

03/22/2TJM 


b2 

hlE 


service providers to have this ability to voluntarily provide the 
FBI with this information. Where time is of the essence, giving 
service providers the option of revealing this information 
without a court order or grand jury subpoena is crucial to 
receiving the information quickly. This is what occurred after 9- 
11 and should continue to be in place in the eventuality of 
another such attack. 


Information Sharing - Section 203 (b) & (d) of the Act 
provided new information sharing capabilities between criminal 
and intelligence investigations for foreign intelligence 
information and inform ation obtained via a Title III electronic 

dated 10/26/01 for 


surveillance 


(See EC 


additional information!! Recognizing tnat this tool has become i 
regular part of how the FBI operates, especially in terrorism 
cases, no statistics are necessary. However, case examples that 
demonstrate the importance of this tool should be provided. 


All 


CT and Cl investigation continue to 
benefit from this provision of the USA PATRIOT Act. A good 
example of this in Los Angeles is the case where the intelligence 
investigation of an FBI Supervisory Special Agent and a member of 
the PRC revealed information that the intelligence squad was able 
to share with a criminal squad for prosecution on criminal 
charges. Information sharing has also been invaluable between 
CT/CI investigations and criminal investigations into violations 
of neutrality, fraudulent document production, passport /visa 
violations, immigration violations, white collar crimes, drug 
cases, and all types of fraud schemes. 


b2 


b7E 


Intercepting Communications of Computer Trespassers - 
Section 217 of the Act clarified an ambiguity in the law by 
explicitly providing victims of computer attacks the ability to 
invite law enforcement into a protected computer to monitor the 
computer trespasser's communications. Before monitoring can 
occur, however, four requirements must be met. First, consent 
from the owner or operator of the protected computer must be 
obtained. Second, law enforcement must be acting pursuant to an 
ongoing investigation. Both criminal and intelligence 
investigations qualify, but the authority to intercept ceases at 
the conclusion of the investigation. Third, law enforcement must 
have reasonable grounds to believe that the contents of the 
communication to be intercepted will be relevant to the ongoing 
investigation. And fourth, investigators must only intercept the 
communications sent or received by trespassers. Thus, this 
section would only apply where the configuration of the computer 
system allows the interception of communications to and from the 
trespasser, and not the interception of non-consenting authorized 
users. Additionally, based on the definition of a "computer 
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trespasser," communications of users who have a contractual 
relationship with the computer owner may not be monitored, even 
if their use is in violation of their contract terms (i.e. 
spammers) . See 18 U.S.C. § 1030(e) (2); 18 U.S.C. § 2510 (20) & 
(21) ; 18 U.S.C. § 2511 (2) (i) . 


This pr ovision has proven especially useful to the| | 

I and is considered a key aspect of all cyber 
investigations. "Hackers” routinely use victim computers for SPAM ^2 
and other illegal communications. Therefore, this provision has 
proven useful in both intelligence and criminal investigations. 
Recently this method has been used on at least two occasions in 
intelligence cases where the FBI took over the victim's on-line 
identity to communicate with the suspected terrorists. 


Expanded Predicates for Title III - Sections 201 & 202 
of the Act expanded the predicate offenses for Title III to 
include crimes relating to chemical weapons (18 U.S.C. § 229), 
terrorism (18 U.S.C. §§ 2332, 2332a, 2332b, 2332d, 2339A, and 
2339B) , and felony violations of computer fraud and abuse (18 
U.S.C. § 1030). See 18 U.S.C. § 2516. 


yet but It IS anticipatea tnat tne expanoea preaicate otrenses ( S / 

for computer fraud and abuse will become essential to several Los 
Angeles investigations. 


]p7E 


Roving FISA Surveillance - Section 206 amended FISA to 
allow the Court to issue a "generic" secondary order where the 
Court finds that the "actions of the target of the application 
may have the effect of thwarting the identification of a 
specified person." This means that, when a FISA target engages 
in trade craft designed to defeat electronic surveillance, such 
as by rapidly switching cell phones, Internet accounts, or 
meeting venues, the Court can issue an order directing "other 
persons," i.e., the as yet unknown cell phone carrier, Internet 
service provider, etc., to effect the authorized electronic 
surveillance. Even if the target is not engaged in obvious trade 
craft, we can obtain such an order as long as the target's 
actions may have the effect of thwarting surveillance. This 
allows the FBI to go directly to the new carrier and establish 
surveillance on the authorized target without having to return to 
the Co urt for a new second ary order. For additional information 
see EC [ dated 10/26/01. Any examples where 

roving authority has been obtained and utilized to gain valuable 
foreign intelligence should be provided. 


in 


The rfjiving 
One 


wiretap provision has been extremely helpful 
specific example is that Los Angeles has 
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seen counterintelligence targets change service for hard-lines, 
email accounts, and cell phones numerous times. The roving FISA 
authority has allowed for investigators to continuously monitor 
these targets without interruption. Changing of telephone 
carriers is a documented tech nlmie used bv foreign intelligence 

officers to avoid detection. has documented these 

occurrences and been able to continue coverage because of this b7E 
provision . 


New Standard for FISA Pen/Trap - Section 214 of the Act 
eliminated the requirement that the FISA pen/trap order include 
specific and articulable facts giving reason to believe that the 
targeted line was being used by an agent of a foreign power, or 
was in communications with such an agent, under specified 
circumstances. FISA pen/trap and trace orders are now available 
whenever the FBI certifies that "the information likely to be 
obtained is foreign intelligence information not concerning a 
United States person, or is relevant to an ongoing investigation 
to protect against international terrorism or clandestine 
intelligence activities, provided that such investigation of a 
United States person is not conducted solely upon the basis of 
activities protected by the fir.q t amp^niimpnt to thp Go nst i tnt i on . " 
For additional information see EC dated 

10/26/01 . 


This provision has not proven useful to| | 

Although the standard has been lowered the reality of the work 
load situation at OIPR makes this technique not viable. With the 
creation of the 315 classification, an agent has much better luck 
with getting a pen register under criminal standards than waiting 
for a FISA pen register to be approved. Moreover, if agents are 
going to take the time to fill out the paperwork for the FISA pen 
register, they might as well complete an actual FISA application. 
In one example, an agent was told she had enough for a FISA and 
not to waste time with the pen register. In another situation, 
the agent made the pen register request first and then several 
months later requested the FISA and never again heard anything on 
the pen register. If this was something that could be approved 
at HQ or locally, then it might be a valuable technique, but with 
the backlog on FISAs it is impractical to request a pen register 
FISA and then wait months to hear nothing. 

Changes to "Primary Purpose" Standard for FISA - 
Section 218 changed FISA to require a certification that foreign 
intelligence be "a significant purpose" of the authority sought. 
Section 504 amended FISA to allow personnel involved in a FISA to 
consult with law enforcement officials in order to coordinate 
efforts to investigate or protect against attacks, terrorism, 
sabotage, or clandestine intelligence activities, and that such 
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SE^ET 


General Counsel F:^^: | 

66F-HQ-C1364260, 03/22/2004 


consultation does not, in itself, undermine the required 
certification of "significant purpose." These changes allow FBI 
agents greater latitude to consult criminal investigators or 
prosecutors without putting their FISAs at risk. For additional 
information see EC 66F-HQ-A1247863 Serial 71 dated 10/26/01. 

While no statistics are required for this provision, case 
examples and brief narratives on the benefits of this provision 
are sought . 

Thi s is the sing le most important provision of the USA 

Patriot Act. investigations have revealed that more 

often than not the suspected terrorists or intelligence officers 
are committing criminal violations in support of their terrorist 
activities. The ability to obtain a FISA order where there is 
substantial evidence of criminal activity and significant 
evidence that the proceeds are then being used to fund terrorist 
activities is imperative to these types of investigations. This 
provision also goes hand-in-hand with the information sharing 
provision. The shift in focus allows investigators to coordinate 
more with AUSAs and other law enforcement information regarding 
the criminal activities of terrorists. 

New Standard for Business Records under FISA - Section 
215 changed the business records authority found in Title V of 
FISA. The old language allowed the FISA Court to issue an order 
compelling the production of certain defined categories of 
business records upon a showing of relevance and "specific and 
articulable facts" giving reason to believe that the person to 
whom the records related was an agent of a foreign power. 

Section 215 changed this standard to simple relevance (just as in 
the FISA pen register standard described above) and gave the 
Court the authority to compel production of "any tangible things 
(including books, records, papers, documents, and other items) 
for an investigation to protect against international terrorism 
or clandestine intelligence activities, provided that such 
investigation of a United States person is not conducted solely 
upon the basis of activities protected by the first amendment to 
the Constitution." This is the same standard H p.Q<--r-i fi-. -- 

Section 214. For additional information see EC 

71 dated 10/26/01. 

Al though J U-i Qt.to 1 -B T o =1 o =>T-| 1 r 


h s awavp nr p^rrnr-r.g oy 

JMSL.B to resolve this issue with OIPR. would argue 

that this is an extremely valuable tecnnique because of the 
ability to obtain records where an NSL is not appropriate. The 
standard of simple relevancy should be sufficient for these 
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investigations. NSLB should make all attempts to enforce this 
standard and not permit OIPR to create a higher standard which 
would make use of this technique more difficult. 
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To: General Counsel 


Attn: Inv estigative Law Unit, 
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From: 


b2 



b2 

b6 
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Synopsis: (U) 

of the G eneral 

benefits 

of the USA PATRIOT Act. 


To provide Investigative Law Unit 
Counsel (OGC) 


ILU) , Office 
, with statistics and examples of the 
has derived from specified provisions 
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b7E 



Reference: 


(U) 


rgify Oni 

66F-HQ-C1364260 Serial 


Details: (U) Referenced communication instructed all field 

offices to provide ILU with statistics, examples and/or a brief 
narrative summarizing the benefits each division has derived from 
specified provisions of the USA PATRIOT Act. 


(S) Referenced communication set forth a list of 
specific techniques for- which e ach field office i.s to rennrt 
statistics cnnrerm' nrr i t.<=; / 




bl 





ne ot tne two exceptions noted above pertained to 
an individual who ultimately became the target of a FISA full 
content interception. | [ therefore believes that pen and 

trap order could still have been obtained in that instance under 
the previous, higher, standard. With regard to the second b2 

exception, although a foreign power was identified,! j 

believes it would still have been difficult to meet the prior 
standard. Furthermore, the time involved with obtaining the 
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facts neces sary 
resulted in 


to sun oort the affidavit would have probably 
missing the window of opportunity for 


deploying the technique . 

r r-. \ I 


b2 


b7E 


JlTbM 


J,. 


Classification investigations (none of which are in conjunction 
with an application for an order authorizing the interception of 
the content of communications) . While each instance meets the 
current "relevancy" standard, it is questionable whether any of 
these three orders could be obtained under the previous, higher, 
standard . 

Changes to the Primary Purpose Standard : This 

change, which removed the risk of having to shut down the 
Division's most productive FISC authorized techniques in the 
event information was shared with prosecutive personnel, has 
directly let to a dramatic improvement in case coordination (see 
"information sharing" below). The change in the Primary Purpose 
standard, and consequent removal of "the wal l," has fundamentally 
changed and enhanced the manner in which the 


conducts international terrorism and foreign counterintelligence 
investigations . 


Information Sharing: 
Primary Purpose standard,C 


Due to eli mination of the 
] sharing of 


information with regard to terrorism investiga tions has b ecome 
routine. It is now standard practice that all | | 315 

classification cases are reviewed for federal criminal 
prosecutive potential by appropriately cleared United States 
Attorney's Office personnel. The changes in this area have led 
to US Attorney personnel being incor porated as essential and 
integral components of JTTFs in both] 
and the Madison Resident Agency. 


jheadquarters city 


Attorney, 
access, a 
account . 
cases . 


desk in | 

He is continually 
In fact, the US Attorney ' s 


]jTTF office 


Office 

JTTF actually serves as the 


Officer assigned to FBI 
Coordinator of that JTTF' 

^ ^ Similar coordination occurs with regard to 
United States Attorney's Office, 


and the JTTF located in 


the 


(S) 

bl 
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For example, the First Assistan ce United States 

has FBI office 

space and a GroupWise 
(almost daily) brief ed on significant 

Intelligence 
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Title; USA Patriot Act 
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Synopsis; Use of Sunset Provisions of USA Patriot Act by 


Reference : 


b7A 


b2 

b7E 


Details: Between 03/25/04 and 03/30/04, writer contacted the 

four counter terrorism supervisors , two counter inte lligence 
supervisors, and four SSRAs in the | | as to the 

uses of the Sunset Provisions of the USA Patriot Act. Many of 
the supervisors stated that their numbers were approximate and 
other instances of the use of these provisions were possible 1,2 

prior the supervisor assuming leadership of the squad. All of 
the supervisors agreed that the Sunset Provisions are very b7E 

useful and necessary in the war on terrorism. 


The following are the number of instances that the 
Houston Division has reported utilizing each of the Sunset 
Provisions : 


Section 

209 

Section 

220 

Section 

212 

Section 

203 
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OGC From : 


66F-HQ-C13642 
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PENDING), 03/31/2004 


Section 217 

Section 201 
Section 206 
Section 214 
Section 218 
Section 215 



bl 
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* Virtually all of the supervisors spoke to the 
necessity of the Section 203 (b) and (c) , the Information 
Sharing provision. It universall y was lauded as a major step 
forward in th e war on terrorism. [utilized b 2 

contacts with ) | in the 

development of the case. One counter intelligence supervisor 
cited 4-5 cases where the FBI could not have made a case on b7A 
terrorism, but for contacts with the United States 
Intelligence community. Information sharing was utilized 
heavily in putting together terrorism watch plans for the 2004 
Super Bowl and 2004 Baseball-All Star Game. Three other 
supervisors cited sensitive cases made, or greatly assisted 
by, our newly obtained ability to share information with the 
intelligence community. 

** One squad was in the process of attempting to 
utilize section 201 and 202 {Expanded Title III predicates) , 
but, because of an emergency, utilized a FISA instead of a 
Title III. 


*** One supervisor stated that even though his 
squad did not utilize the traditional roving FISA Surveillance 
as explained in Section 206, he had FISA search warrants 
authority granted for all vehicles being utilized by his 
squad ' s targets . 

♦♦ 
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Title: USA PATRIOT ACT 

SUNSET PROVISIONS 


b2 

b6 

b7C 

b6 

b7C 


Synopsis: To respond to the Office of General Counsel (OGC) 

regarding captioned matter. 

Details: For information of OGC, by EC dated 02/27/2004, OGC 

requested field divisions provide examples, statistics, anecdotal 
information and brief narratives summarizing the benefits derived 
by the office through the use of these provisions. 

b2 

^The following provisions have been used by the 1 , 7 ; 


Nationwide Search Warrants for E-mail and Associated records: 

This provision has been used several times in Child Exploitation 
Matters (305 cases) . 


In one instance, a subject in 


downloaded 


illegal child pornography images from a server located in 
Fremont, California, A soarch warrant ntiliz-i-ng this provision 


b2 

b7i 


was obtained in the 
server located in FrSittbrtt , caiirornia , 


for records in the 


In another 305 matter. Nationwide Search warrants were used to 

obtain mridongo from Am, Vabon an^ QT; alHnmg located On a 

server in the 


This provision was utilized ir| 
investigations . 


<3 

Mj- 


additional 305 

(3) 
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New Standard for FISA Pen/Trap i 


J The new standard of "relevant to an ongoing ' 

investigation " was critical in obtaining a pen/ trap and the 
information obtained through the pen/ trap will lead to a full 
investigation . 

Information Sharing: Section 203 (b) & (d) 

This provision has been the most helpful and has been used the 
most throughout the division. Specifically the case where the 
most impact was observe d is the investigation of the Palestinian 

Islamic Jihad (PIJ) and 

Specifically, before "the wall" came down, the presence of " the 
wall" had a negative impact on the ability of the criminal 
investigators to develop a viable criminal case for prosecution. 
There was approximately nine (9) years of FISA take that couldn't 
be shared with the criminal investigators. The majority of the 
PIJ indictment was prepared in Mid-2002, prior to "the wall" 
coming down, utilizing information that had been formally passed 
over "the wall" with appropriate authority and after substantial 
effort by both criminal and intelligence investigators. This 
information consisted of approximately 250 FISA-derived 
conversations and approximately 100 FISA-derived faxes. 

After “the wall" came down, in approximately January 2003, over 
20,000 hours of FISA-derived intercepts became immediately 
available for use by the criminal investigators, which included 
thousands of calls previously deemed to be pertinent. Although 
welcome, it created a significant information overload. 
Consequently the criminal investigation is still ongoing, but 
clearly, bringing down "the wall" allowed criminal investigators 
the opportunity to enhance their investigation, which was already 
set for indictment, in spite of "the wall." The criminal 
investigators and prosecutors now have a clearer understanding of 
the criminal activities of the PIJ, because all pertinent 
information in possession of the FBI is now available for their 
use . 

In addition to information sharing "in-house," this provision has 
broadened the sharing between federal and state and local 
agencies. This broadened sharing between agencies has encouraged 
a regular interaction between investigators. In a specific case 
in Orlando, information sharing has led to joint investigations 
or subjects in the group. Through coordination and sharing, 

Tnmna has been able to place leaders of the targeted group in 
which prevented them from returning to the U.S. after 
dspai’txng. 
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To: <nationalpress@FBI.GOV> 
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Hi, I \ 


ALL INFORMATION CONTAINED 
HEREIN IS UHCLA.SSIFISD 

DATE 08-15-2005 BY 65179 dmh/ljm ca#05-C¥-0845 



Thank you for your assistance. 

Following are the questions I would like to ask of a spokesperson for the 
\ . FBI with regard to the events of Sept. 11, 2001, and the passage of the 

riot Ant in October 2001. But first, I would like to explain how I plan 
use these comments. 

pbur staff is preparing an article that will reflect upon the events of Sept. 
11, 2001, and the passage of the Patriot Act, and how those events have 
changed the financial crimes arena, particularly with regard to money 
laundering. As a sidebar to the main article, we are asking several key 
figures on the money laundering front to share their general thoughts and 
comments on the past year's events and how they have changed the operation 
of their agencies and organizations. The article will be very 
straightforward and simple, featuring just one or two direct quotes from 
each of our contacts. 


Here are the questions: 

1. What did 9-11 and the passage of the Patriot Act mean to your agency? . 


2. Could you share some specific details as to how things have changed 
within your agency? 


3. Have you had to enhance the training of your staff? If so, to what extent 
and how did you carry out that training? 


4 . Has the level of communication changed between your agency and other 
government agencies that deal with money laundering? If so, how has it 
changed? 


Thank you f or offering to pass these questions along to someone -- either 
I I or another spokesperson. I appreciate your assistance. 
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SUNSET PROVISIONS IN BOLD 


TITLE ll-ENHANCED SURVEILLANCE PROCEDURES 

Sec. 201. Authority to intercept wire, oral, and electronic communications relating to 
terrorism. 

Sec. 202. Authority to intercept wire, oral, and electronic communications relating to 
computer fraud and abuse offenses. 

Sec. 203. Authority to share criminal investigative information. 

203 (b) (Title III) and (d) (Grand Jury) 

Sec. 204. ClarMcation of intelligence exceptions from limitations on interception and 
disclosure of wire, oral, and electronic communiications. 

Sec. 205 . Employment of translators by the Federal Bureau of Investigation. 

Sec. 206. Roving surveillance authority under the Foreign Intelligence Surveillance Act of 1978. 

Sec. 207. Duration of FISA surveillance of non-United States persons who are agents of a 
foreign power. 

Sec. 208. Designation of judges. 

Sec. 209. Seizure of voice-mail messages pursuant to warrants. 

Sec. 210. Scope of subpoenas for records of electronic communications. 

ALL IHFORMATION CONTAINED 
^HEREIN IS UNCLA.SSIFIED 

'DATE i2-o7-2ooSeo: ML.sCMirifi'Cation of scope. 

Sec. 212. Emergency disclosure of electronic communications to protect life and limb. 

Sec. 213. Authority for delaying notice of the execution of a warrant. 

Sec. 214. Pen register and trap and trace authority under FISA. 

Sec. 215. Access to records and other items under the Foreign Intelligence Surveillance Act. 

Sec. 216. Modification of authorities relating to use of pen registers and trap and trace devices. 

Sec. 217. Interception of computer trespasser communications. 

Sec. 218. Foreign intelligence information. 

Sec. 219. Single-jurisdiction search warrants for terrorism. 



Sec. 220. Nationwide service of search warrants for electronic evidence. 
Sec. 221. Trade sanctions. 

Sec. 222. Assistance to law enforcement agencies. 

Sec. 223. Civil liability for certain unauthorized disclosures. 

Sec. 224. Sunset. 

Sec. 225. Immunity for compliance with FISA wiretap. 


What did Patriot Act do? 


1 . Enlarged ELSUR capabilities 
201 and 202 added predicate terrorism-related offenses for T-III 

206 - Roving wiretap 

207 - extended duration of FISA 
209 - voice mail with a search warrant 

214 - FISA Pen standard made congruent with criminal standard 

216 - nationwide effect of pen/trap orders 

217 - computer trespasser 

218 - FISA "purpose" changed to 'significant purpose" 

220 - nationwide search warrants for e-mail 
225 - civil liability immunity for compliance with FISA order 

2. Encouraged sharing of information 
203 (a) - Grand Jury information 
203(b) - Title III information 
203(d) - Any foreign intelligence information 
901 & 905 - coordination between DCI and FBI 

3. Made intelligence investigative techniques congruent with criminal techniques 
206 - Roving wiretap authority 

214 - Pen/trap standard 

215 - Standard for business records 
505 - Standard for NSLs 

4. Expanded anti-terrorism financial tools 

314 - enhance USG/fmancial institution cooperation re: money laundering 

3 1 5 - expand money laundering predicates 
317 & 318 - long-arm jurisdiction over foreign money-launderers 

319 - jurisdiction over foreign funds in U.S. correspondent accounts 

320 - expands forfeiture for offenses against foreign nations 

323 - enforcement of foreign forfeiture judgments 

324 - expands geographic targeting orders 
359 - SARS 

363 - expands penalties for money laundering 
372 - criminal and civil forfeitures in currency-reporting cases 

374 - expands counterfeiting statute 

375 - expands penalty for counterfeiting foreign currency 

376 - material support included in money laundering 

377 - extra-territorial jurisdiction for fraud with (e.g.) credit card numbers 
1004 - expanded jurisdiction for money laundering 
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5. Visitor controls 

412 - AG required to detain aliens he certifies as threat to NS 

413 - share visa records with foreign governments 
416 - AG to expand foreign student visa monitoring 

6. Expanded criminal statutes 

801 - attacks on mass transportation systems 

803 - criminalizes harboring of certain offenders 

804 - crimes at foreign missions 

805 - expanded "material support" 

806 - civil forfeiture of terrorist assets 

809 - eliminated statute of limitations for some offenses 

810 - enhanced penalties for certain crimes 

8 1 1 - attempt and conspiracy added 

814 - expanded jurisdiction for computer crimes 

817 - expanded biological weapons statute 

101 1 - unlawful to fraudulently solicit charitable contribution 


SUNSET PROVISIONS IN BOLD 

TITLE ll-ENHANCED SURVEILLANCE PROCEDURES 

Sec. 201. Authority to intercept wire, oral, and electronic communications relating to 
terrorism. (1) 

Sec. 202. Authority to intercept wire, oral, and electronic communications relating to 
computer fraud and abuse offenses. (1) 

Sec. 203. Authority to share criminal investigative information. 

203 (b) (Title III) and (d) (Grand Jury) (1) 

Sec. 204. Clarification of intelligence exceptions from limitations on interception and 
disclosure of wire, oral, and electronic communications. (1) 

Sec. 205. Employment of translators by the Federal Bureau of Investigation. 

Sec. 206. Roving surveillance authority under the Foreign Intelligence Surveillance Act of 
1978. (1) 

Sec. 207. Duration of FISA surveillance of non-United States persons who are agents of a 
foreign power. (2) 

Sec. 208. Designation of judges. 

Sec. 209. Seizure of voice-mail messages pursuant to warrants. (2) 

Sec. 210. Scope of subpoenas for records of electronic communications. 

Sec. 211. Clarification of scope. 

Sec. 212. Emergency disclosure of electronic communications to protect life and limb. (1) 
Sec. 213. Authority for delaying notice of the execution of a warrant. 

Sec. 214. Pen register and trap and trace authority under FISA. (1) 

Sec. 215. Access to records and other items under the Foreign Intelligence Surveillance Act. 

( 1 ) 

Sec. 216. Modification of authorities relating to use of pen registers and trap and trace devices. 

Sec. 217. Interception of computer trespasser communications. (1) 

Sec. 218. Foreign intelligence information. (1) 


Sec. 219. Single-jurisdiction search warrants for terrorism. 


Sec. 220. Nationwide service of search warrants for electronic evidence. 
Sec. 221. Trade sanctions. 

Sec. 222. Assistance to law enforcement agencies. 

Sec. 223. Civil liability for certain unauthorized disclosures. 

Sec. 224. Sunset. 

Sec. 225. Immunity for compliance with FISA wiretap. 
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PRELI||[N^i statement ^ 

J ‘ ' 

This lawsuit challenllAthQ |dmtitutioTiali1y of Section 215 of the USA 

I * I ' t ' ' ■ ■ 


PATRIOT Act, whici vastly|expan|li|he^pi^erjof the Federal Bureau of Investigation 
(“FBI”) to obtain records 44 othcif‘^gjl|^ th|igs” of people not suspected of criminal 
activity. Pub. L.No;il07-«: 115 ^It. 26 , 2001 ) (“PatriotAct” or “Act”). The 

FBI can use SectioiillS to> Obtain |||Onl||ej44ngs, incW records, papers, 

documents, and othet item^,t direc|%l6;oy 4 pekon^ s hohie. It can also order chanties, 
political organizations. lib^(ies, h® Ipls, bte^et %ice Providers, or indeed any 
person or entity to him over -the ree|rH£| or|^ers|3Ml The FBI can 

use Section 215 against anyone at a|h ineljiding ymted States citizens and permanent 

fti 't i. i ^ , 

■ '} ■■ ■■ ,. 1: ^ ■ 

residents. ! if! 

2. Section 2 1 5 is invaifeoh pp face. ' To obtain a Section 2 1 5 order, the FBI 

need only assert that the records or pcrsoilai be|lpngings ^re “sought for an ongoing 

foreign intelligenceicounfoMntell^4ef lyntUa^^^ ferrorism investigation. The 
•: ■ = : i ’ Ip 1 1 V I ■' ' _ 

FBI is not required to show probab|^cau^e’- oV My reason^- to believe that the target o 

the order is aforimipal siispect or fo|ci4 i^cn^- The FBI can obtain and execute Section 

215 orders in totalsecrecy.: The tafeetsfef Ie4ibn 215 orders are never notified that their 

^ ^ : 4 ■ P , : ■ . ’ 

privacy has been compromised -pfen^ei^I^ri and even if they are innocent. The law 

’ ' vU , = 1 1 ; - 

includes a gag provision that prohifijts f e|4ps of entities served with Section 215 orders 
from ever disclosing, even in theHpsI sought information 

from them. ■ By seriously comprojnising ihfe r(4ts to privacy, free speech, and due 


" ;• ■'* fy .i . 

process. Section 2|5 violates the^llrsl!, f|)Ui 4 44 Amendments of the United 
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States Constitution. Plaintiffs’ respeetifelly,., seek a| declaration that Section 215 is facially 
unconstitutional, and a permanent injunction against its enforcement. 

JURISDICTION AND VENUE 

3. This case arises under the United States Constitution and the laws of the 
United States and presents a federal question : within this Court’s jurisdiction under 
Article 111 of the United States Constitntiou and ;28 U.S.C. § 1331. The Court has 
authority to grant declaratory relicT{|,irsuant;to the Declaratory Judgment Act, 28 U.S.C. 

§ 2201 el seq. The Court has authority to alward costs and attorneys’ fees under 28 
U.S.C. § 2412. Venue is proper instfi'S disfrfet under 28 U.S.C..§ 1391(e). 

^ r ' ^ i I ^ 

‘^2 PyilTIES 

4. Plaintiff Muslim Cdrhmuni|yj Association of Ann Arbor (“MCA”) is a 
non-profit, membership-based orgaffizatibn that serves the religious needs of Muslims in 
and around Ann Arbor, Michigan.: MCA ovvns and administers a mosque and an Islamic 
school. MCA sues on its own behalf and bn behalf of its members, students, and 
constidients. 

( 

5. Plaintiff Amcrican-Arab Anti-Discrimination Committee (“ADC”) is a 

i I ’ ' 

non-profit civil rights organization ebmmitfed to defending the rights of people of Arab 
descent and promoting their rich cultural heritage. ADC, which is non-sectarian and non- 
partisan, is the largest Arab-Amerilan gfa'ssrobts organization in the Unjted States. 

Based in Washington, D.C., it wafjlounded injl980 by former United States Senator 
James Abourezk and has chapters Sationwide.l ADC sues on its own behalf and on behalf 
of its members and constituents. 


li 
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6. Plamttff Arab lCommilriity Qefite^ for Economic and Social Services 

(“ACCESS”) is a Detroit-ba^ed hurtiSn seiiieeslorganization committed to the 

■ ■ f • i 

development of the Arab-American eommipiity jin all aspects of its economic and cultural 

i.' A ' ; 

life. Among Other services, ACCESS opCrlt^s i Community Health and Research 
Center. ACCESS sues on its own bljialf hid on| behalf of its members, clients, and 


constituents. ^ ' i ' 

' ... f . ■ .1 .... 

7. Plaiiitiff Bridge Refugee &fporisorsiip.Services,^^I^^ (“Bridge”) is an 

■ »?' ‘ I . I , .. ' ’ ' 

ecumenical, non-profit orgahizatiori|)as’ed|in Kiioxville; J'ennessee, dedicated to helping 
refugees and asyluitt|seekeMbecorn| 'aii4 stiy sjelf-siifficiept. Bridge is affiliated with 

I ; f I i I . - ? 

Church World Service and-^ith Ep'i|bopal|dig^atioii Ministries. Bridge recruits and 

i * s f I . j ■ 

trains church sponsors to help refugees creMe nfe# lives in East Teimessee, and provides 

^ I I f - ,j “ 

services until refugees are el|giblcj:^sapp:ly||or iJnited States citizenship. Bridge sues on 


t 


I ^ » r 'i ‘ i 

its own behalf and oh behalf of its clients, i j j 


8. Plainiff Council on lIlamicsRelatibns (“CAIR”) is a non-profit, 

mainstream, grassroots orgahizatiOi^dedic4^ed to enhancing' the public s understanding of 
Islam and Muslims. CAIR fe the largest ll|lami|; civil liberties organization in the United 
States. CAIR is baked in W^shin^(^, li(|.| ai|l;haS chapters nationwide and in Canada. 

' 1 1 . i ' ■ 

CAIR sues on its ov|n behalf and orfbehaf |)f its members and constituents. 


i.i'; 'it; 

f. ■ ■ ' ' 

9. Plaihfiff Islamic C^riler of Portland, Masjed As-Saber (“ICPMA”), is a 

non-profit organization that .serves!$p religious needs of Muslims in and around 

5 . I ■ 

Portland, Oregon. ICPMA owns anti! administers a mosque known as Masjed As-Saber 
and an Islamic school known as tKclIslamtciSchool of Portland. ICPMA sues on its own 

: ' Vi-!*. f 

'a . ^ I i ' 

behalf and on behalf of its commimty hto|r|bei|siand students. 
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10. Defendant Attorney Gineralpohni Asheroft heads the United States 
Department of Justice, which is the agency of the United States government responsible 
for enforcement of federal criminal laws and domestic intelligence investigations. 
Defendant Attorney General Ashcroft has ultimate authority for supervising all of the 
operations and functions of the Dep(attfnent(Of Justice. The Department of Justice 
includes the FBI, the agency authorized to use tljc law challenged in this case. 

1 1 . Defendant Robert Mueller is the Director of the FBI, which is the 
principal investigative arm of the U.nitcd Sfates Department of Justice. Defendant Robert 
Mueller is responsible for supervisingiall of the |operations and functions of the FBI. The 
FBI is the agency authorized to use; the law c-haljlenged in this case. 

STATUTORY LANGUAGE AT ISSUE 

12. The Foreign Intelligehee Sifryeihance Act (“FISA”), 50 U.S.C. § 1801 et 
seq., was enacted in 1978 to govenifFBI surveillance of foreign powers and their agents 
inside the United States. 5ee Pub. E. 95-5 i I, 92 Stat. 1 783 (Oct. 25, 1 978). Through 
FISA Congress created the Foreign^lhtelligence Surveillance Court (“FISA Court”), 

* ■„ M . 

originally composed of seven (now bleve4 federal district judges empowered to grant or 
deny government applications for FISA si(r^eillancc orders. See 50 U.S.C. § 1803. 

13. Since 1978, Congres|'|ias= ended FISA numerous times, each time 

■ ■ > ■ , I 1 i 

! . 5 i . 

adding new tools to the FBI’s foreigfi inteiligence toolbox or expanding the class of 
investigations in which such toolsjnlay bC|employcd. 

•: , ; I 

14. One amendment, w,hi6h? was 'codified as Subchaptcr IV of FISA, 

f V 

authorized the FBI to obtain “businiss reG|ords’f from vehicle rental agencies, common 
carriers, storage facilities, and oth^rsimilapbusincsses if the FBI had “specific and 
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■ i"% ’> I ^ • I ’i^ ' ^ 

articulable facts” givilig reasqn to bel|evestlia| thiTCcotds in question pertained to a 

^ ' Hr ill ' ’ ^ ' 

foreign agent br power. See ^b. l| £05-|'|2| Title § 602, 112 Stat. 2411 (Oct. 20, 


i§*; i. I I 

yn 


1998). 


15. The Patriot Act was passed on October 26, 200 1 . 

t *1" ' 

16. Secti4215 0fthcP4jotAHaniended Subchapter IV of FISA ^ 

i ' ' i s I I • i ■ ■ 

(i) allowing the FBI & demand thc|)|ddupt|(in Ojf f auy tangible things (including books, 
records, papers, doc|nents, |nd ot||-!iteii|)l” Jnd^imt juk;business records; (ii) allowing 

' •’ : )>• 5 ^ ; I v .i '' 

the FBI to demand books, Records aitdotheb .tangible things from anyone, and not just 

' • '' 'A -A ^ : 

from vehicle rental %encie^ and oth|r th^rd parlies; and (iii)? allowing the FBI to demand 

■ ■ r i n I ' ' ' 

books, records and other tangible th|igs without showing any evidence that the person 
whom it is investigating isialfbreigi^ei|t| Sed 50 iJ.SX^. § (1861(a)(1). 

If I ' ii p ; ; ' 


17. Section 215 does not|rcqi(ir^tthe|FBl!to show probable cause or any reason 

: ' 4 ^ , ? I p j , 

to believe that the records or persohaTbelon^in^s sought pprtain to a person involved in 

criminal activity onto a foreign agcntf or ifdrligii power. See id: ^ 1861(b)(2). The 

^ ^ ^ ■ i:'4 ^ - j .r ■ ^ ■ , ■ 

provision requires cAly thatjthe Fl||(|crt^|c|^il FfSA Gourt that the books, records, or 
other tangible things demanded on the authority/ of the provision are sought for a 

■ '' ' I vil It- ' 

foreign intelligence| clandestine iiitll|ig|nf;|,5or ihtematiohal terrorism investigation. As 

I ^ ^ ■ 

a result of the chanles effected b^lthb Patnk ^ct, the FBI is now authorized to use 

?. ■ : ' "I ' t .P :i ' P ’’ 

Section 215 even against pebplc w^| are ^bw|nito be altogether unconnected to criminal 

I ' ' n .ir ■ - > ' ' ^ ^ 

activity or espionage. t f • i | ^' I ’ 

18. Section 215 require^thc f|^A Coiirt to defer (o the FBI’s specification 

that the records or person|lfbelongm%s |o|lgWby a;Sectiori'215^o^ are sought for an 


investigation to obtain foreign intcfegerice infoOT Or to protect against international 




terrorism or clandestine intelligence^dtivities. The FISA Court has no statutory authority 


•' ^ ; 

to examine the foundation of the Fl5l|s specification dr to reject 'the specification as 



unfounded. § 1861(b)(2) & <;e)(l).' 

19. Section 2 1 5 does not require; the FBI to have reason to believe that the 
records or personal belongings sou||tlpertaih to|a particular suspect or a particular 
offense. Accordingly, the FBI cou|cl|i|se Sec;tion 215 to obtain from a bookstore a list of 
people who had purchased a particullr bdok.ior )o obtain from a health clinic a list ot 

■ jf' ' ^ i ' , 

patients who had received medical blre. The FBI need not state or even know in advance 

; f ^ 1 .* : 

which individuals’ privacy will be |n)tringe|i.i 

20. At a hearing before ;We HquW Judiciary Committee on June 5, 2003, 
Defendant Attorney General John |ilhcroft stated that, priofto the Patriot Act, the 

government “used tq have [to allcgeiji a reasijn to believe that the target is an agent ot a 

' / f ; ; t ‘ ; 

foreign power,” a standard he agre,e|*was ‘’Ipwer than probable cause.” He 
acknowledged that, under Section 2 15, thej government may now obtain “all relevant, 
tangible items” without such a showing. ’ 

2 1 . Section 2 1 5 does n©t|r;eqiiii|e«the| FBI ever to notify sur\'eillance targets 
that it has obtained their records or persdn|i| bcjdngings. 

22. Section 215 ;does rl4 incluije arjy procedure that would allow a person or 
entity served with a Section' 215 o|(fer to c|h|ille|nge the.ordcr’s constitutionality before 
turning over the records or persongi|Seion‘gjng? sought by the order. 

23. Section 2 1 5 authorizg^ theiPBI to obtain records or personal belongings of 
United States citizens and pennanbntresi|ehtsj based in part on “activities protected by 
the first amendment to the Constitutibn.” ilc/. §| 1861(a)(1); see also § 1861(a)(2)(B). 



. ’ t: , ; i I . ' ( • 

: 1 . ‘ 

24. Sectioii 215 ^i^oriz^theiF^tciob^inr^eiysb^perscmalbelongu^^ of 

■ I r: : ' ' ; . i . 

people who are not United States citizens p| |>ermanQnt residents based solely upon 
“activities protected’% thel^irst Ain^dnfe|it|to the Constitution.’’ See id. § 1861(a)(1), 
see also § 1861(a)(2)(B). » S ^ > H 

' ' # I ■ 

25. Sectidh 215 requires^ tJicF|§A Court ^od^^^ 

,1 ■ i'l* J 1 1 ‘ . . . ; . : , 

that the investigatioh'iis notibfeing c|»|*du’pte^|>f | United Statps person solely upon the 
basis of activities prqtected(l|y the Fki^t |Anj<^ndurpnt. The FISA Cdurt has no statutory 

^ >. ' 31 f I -'i' ' I V ■ " . ■ 

authority to examinelthe foundation Ilf the FBI’s spepificatid,n;or|o reject the 


specification as unfounded? ^ 

^ iiei4) |l|wi|ig provision: “No person shall 

disclose to any othe|person|;otherfl|ai^th||^ to-produce the tangible 

things under this seefion) that the F^Jeral Bur'e|u of Investigation has sought or obtained 

, j ■ f L ■ 1 1 J : ; 

tmgible things under this section.” ^ee | 1^6;l(d). Section 215 gag orders are 

■ 1 I ' I . ' , - 

indefinite, and do ndt requirp the E^llito n|ake 4 sho|ving that secrecy is necessary in any 

^ : : j. ^ ^ . 

. i ■_ 1 ■ 1 . ' ■ 

particular case. j : j 

I 4 ‘ ^ ^ . 

27. Defeidant Attorney f[eue*r|lJJolin Asherdft has refused to disclose 

' ^ ' H I ' ' ^ ' ' ■ ■ • 

publicly even the mdst basic inforn||itiori aboui the FBI’s use of Section 215. He has 
refused to say, for e|ampld,Jhow ifiany iii|s^h<prdvision hasJbeen used to obtain 


inforaiation from public libraries, ,m Jr(y times it has been used to obtain information 

' f t ■/ J ■- *rj 

about United Sta^teslcitizehs or permanen^lsidents, and ho^ mafly times it has been used 

5 ! i 4 - 3 V ^ ^ 


^ ' ' 1 -4 1 ' ' ' 

in response to a perlon’s engageiiff^t ir^a|;|iyity protected by the First Amendment. 
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28. Through a request submitted 


iiudcr the Freedom of Information Act, the 


American Civil Liberties Union obtained he'avily redacted documents that indicate that 
the FBI has already used Section 215,. 

29. At a June 2003 hearing,. Defendant Attorney General Ashcroft informed 
the House Judiciary Committee thaf it is his‘ posi tion that Section 215 could be used to 
obtain, among other things, library add bqoytorc records, computer files, education 
records, and even genetic informatipriJ ' ; 

FACT|fVL:B4CKGROUND 

'• t '■ - • t 

I ■' 

30. Based, on their personal experiences and the g'ovcmmcnf s own actions, 

plaintiffs have a welLfoundcd belie hit hat th'ey and their members, clients, and 

' . ' I ; i 

■ ft. 

constituents (hereinafter “members' tHtd-cJiGrits’’;,) have been or arc currently the targets of 

■ 'i . ' i -1 

investigations conducted under Scctipn 2 1 5.; Because Section 215 does not require the 
government to provide notice to surfeillancG targets, and because it strictly gags 

recipients from disclosing that theFpi haslspught or obtained information from them, 

] ’ 

I ’ , ' : , 

plaintiffs and other innocent targets of FBI surv,eillance have no way to know with 
certainty that their privacy has bee^feompfomiyd. 

' H i ‘ 

3 1 . The FBI has already ’targeted; plaintiffs, their members, and their clients in 

a number of ways. ’ ^ ■ 

32. The FBI has sought mlonria|ion' directly from some of the plaintiffs about 

their members and clients. j | i 

33. The FBI has sough i .mform'ati on from some of the plaintiffs’ members and 
clients directly, cither during visits 'to their homes- and businesses, or through numerous 


) Ir 





M 


i i f. i i i.i it. j i 


registration and inte^iew prpgram^^|reGted at ’Muslims of Arab and South Asian 


descent. 


s 


34. Plairitiffs hate riiany4mcm|4*s |nd clients who were required to register 
under the National Security Entry-Exit f^egiltra|tion System .(NSEERS), an INS program 
that thus far has been applied almo'sl exclu'sfvely’to nationals Of predominantly Arab and 

Muslim countries. Maiiy inlividuafs who (appeared in good faith for registration were 

' ' ^ jt' ' ' I " ) ' ■ 

then detained by thcilNS fot allcg|(|inimig4atioh viblationss The FBI also interviewed 

J -f I ^ ^ 

many of plaintiffs’ member^ and clients of Arab, Muslim, and South Asian descent in 


March 2002. Finally, the FBI inter|icwed|i|ian|yipf plainti^^^^ members and clients of 
Iraqi descent in March 2003, as pi^of “Pplratipn liberty Shield.” 

35. During theseiintcrvilws; mMy members were questioned about their 

religious and politicll beliefs, activities, fat| associations. Sortie of plaintiffs’ members 

'I. i- ■ S V ■ • 1 ? 1 ' 

expressed opposition to the war in|lfaq, |o|l|nite| States support for Israeli policies, and 

■'-'•'if ' r 'I 

to other aspects of United ^States fO^ignipolicyl Fla;intiffs’ members and clients believe 

■ ■ i ■ ^ i i > . 

that the FBI may hafe selected thcln for ‘irlvestigation under Section 215 because of 
information obtained duriiig these ^iltervlewsi !j 

' " ' 8"l '■ t f f - * ' ' 

; SI . i ^ ' i ■ " 

36. The Attorney Genefll»sta|e|iipuiliciy in November 2002 that the Justice 

i' jl- I ' : ' ' : M ' : ■ 

Department had a ‘^previously undisplo'se(|il|itell|gence prog^^ involv[ihg] tracking 

thousands of Eaqi eitizenSsand Iraqif Am'eflanI With dual citizenship.” 

' ; I'l' ^ ^ ' 
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37. The FBI is currently Siivekighting a number of charities suspected of 

t 'll :r ' - ' 

providing material slippdrt to Forclii! Tdrroristjdrganizdtions. Some of plaintiffs’ 

■ ' f ; ! •• ■ ' . 

rtiembers and clients contributed fin^ncidllyi to illese chanties before the charities were 




accused of having provided matcriailj suppiri. 



38. Some of the plaintiffs arid their members and clients have direct contacts 
with people whom the INS detained aiid the FBI interrogated after September 11 .The 
FBI routinely interrogated INS detainees, asking .questions not only about the detainees’ 
own immigration status, political views, religious beliefs, and foreign connections but 
also about the political views, religious beliks, and foreign connections of the detainees’ 

friends and family members. 

39. Many nf plaintiffs’ rheihhersj aridjclients emigrated to the United States 
from countries the government has a|ckised| df sponsoring terrorism, such as Syria and 
Iraq. Defendant Mueller hasfrtatcdi|felicl|/ thaj a “substantial” number of persons are 
under constant surveillance, particftlaiily ift^communities like New York and Detroit, 
where plaintiffs have thousands ofWrab-Ahleri|an members and clients. 

. 5 i 'i 

40. Many of the plaintiffs directly syrve Muslim communities, or have 

significant numbers of members of |lcntsK^hojare Muslim. Two of the plamtifft, the 

’ S' f '■'* 

Muslim Community Association ofy%m^rhor1and the Islamic Center of Portland, 

Masjed As-Saber, operate mosques.. 

41 . Section 2 1 5 has caiiCed sorhd of] plaintiffs’ members and clients to be 
inhibited from publicly expressing their p|litickl views, attending mosque and practicing 
their religion, participating in public debaie; engaging in political activity, associating 

f A 

with legitimate political and religious org^izations, donating money to legitimate 
charitable organizations, exercisiri^eanddmn private conversations, researching sensitive 
political and religious topics, visiting particular websites, and otherwise engaging m 
activity that is protected by the FirsfiAmdndmpnt to the United States Constitution. 
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Muslim P’nmm ftl'iitv. lssociatio n.ofAnn Arbor 

42 MCA is a non-profit, ’t^emlblbls^ fhat owns and 

; ‘1 — ’ ' ] ■ H ■ i :w . ; . 

administers a mosquifnd an Islamic Mid(|l|iie |vlict]jig& Islamic Acadetny, in Ann 

i' ' '(* ’■ i * '■ I '■ 

Arbor, Michigan. Ap|roximaiely lG(|o?pteb|lfe afend services at the mosque each Friday; 

' i ■: 1 . ^ 

as many as 2500 attend services on FeligioU^ Mi|layss MCA employs approximately 20 

people and has about loo regikercd, dues-pkiing mepheK^^ 

43 . Approlimatelj 200 ^t|^enfs |afc e^nroUbd at the Michigan Islamic 
Academy, which offels ela^ls fror^ |feli ilWgh ll"’ gmde. In addition to offering the 
standard academic cumcuhlrn uscdaS of Michigan for public schools, the 
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school offers classes InAraibfo langiifee; 0yanfc|:e(|Moil and Islamic Studies. The 


mission of the schoolis to provide ^|iti| l|ie ba^e required to preserve 

their Islamic heritag£| religion knd fc||u,!-|l|l Jily^ J 

44. MCA’haS spept a sigtfi|icaia| aiti^ifiit Of tiihe, staff resources, and funds 

discussing the impa4 of sitembe^ It"' i|^^p4ot Act on the civil rights of 
Muslims. It sponsored civil rights hi Ji|iuary 26. 2ft02; Apnl 14, 2002; October 

13, 2002; and March 12, 2p03. Eagiy 

Act. The MCA has also sponsored nurnerlisTalliesf and related to the Rabih 

^ ' I ^ i ' 

Haddad case; atthesb events, the,I|a|inotNcl w^i# almost always diseUssed. 

45. Because of the rcla|i§nship’befv|een MCA, its members and leaders, and 

■' i -J " ’ " I 1 ' ' ' ' ■ 

persons and brganizations iiivesti^a^bd,- qile'stioned, “detained, or arrested since September 

' ; i h ; I S ; I ^ ^ ' 

1 1* MCA reasonably believes thathhe FBl|has Used or is;currently using Section 215 to 


him: 

i i .. i 


obtain records or personal belongings abo|i:| ft pd its members, students, and 


constituents. 


. I 1 1 4 
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46. For example, ;thc M,t|A, its Idlade'rship, and its members have been 

' 'I 

associated with Rabih Haddad. RJl^ih Haddad is a 41'-year-old native of Lebanon who 
came legally to the United States and^ived until recently in Ann Arbor with his wife and 
four children. He was an active membenof MGA and a volunteer teacher at MCA’s 
Michigan Islamic Academy. In 1992f he qoHoiinded the Global Relief Foundation, a 

humanitarian organization which the'-fcder^l gojvemmcnt has accused of having provided 

.■ '■ ' 

material support for terrorism. In plcembpr 20joi, Mr. Haddad was arrested on 


immigration charges. Though nevef accusjcd of threatening or harming anyone, Mr. 
Haddad was denied bond and heldiifi "solitary confinement for months with almost no 

a 1 , I J 

access to his family or the outside y|)jrld.f The liNS commenced removal proceedings 

against him based on visa vi6lations'=and;the gojvcmment attempted to close the INS 

if ‘ ' 

'• if - . I ' • ■ 

hearings to the press^and public. Th!e^ACL»U, the Detroit Free Press, Representative John 

• ; ■ 1 i ' 

Conyers and others successfully sifedho op‘cji the; hearings. Mr. Haddad was ultimately 
imprisoned for approximately ninet|e'n months,! and deported to Lebanon in July 2003. 

'A ' 

He was never charged with any crime’. ; ' 

^ k* n 

47. Some MCA membeVf ibundejd tl'ic Free Rabih Haddad Committee in 

i 4 ■ 5 '1 

December 2001. The Free Rabih ifaddad Ct)mmittee supported the Haddad family 

during Mr. Haddad’s imprisonment, |raisedjmonJey to assist in his defense, organized 

1 1; ■ I ■ ' 

public demonstrations in support oIITt.; Had'dad, and organized a letter-writing 

'a u ' ' ' s r ' 

campaign. The Free Rabih; Haddad ^]onnr|it|ee jeontinues to educate the public about the 

" ", M ) 1 

government’s treatment of Mr. Haddt^d. The MCA itself also held numerous fundraisers 
and public rallies to protest Mr. H^dllad’s detention. 


i - ' I . ’ i ? , fw nit . : , ^ , 

48. Almo.tlum4^gs4|e^4l^RabftHad<Mfc^ 

MCA. During his det|ition,’4T. HakladrilhicW Wekly (els|iiotle|calls to the MCA m 

: ' I ^ : I .:. ^ : f ! i t 

order to speak with MCA leaders and men^b^^s.- s 

49. The ME A, its leadersli|!, iidcjifs ntemBers have also been associated with 

Dr. Sami Al-Arian. U Octobdr 2002, Sir. Sliini Ah Arian spoke at the MCA mosque on 
the “Eroding Status of Our Ciitil Lib!e^es.”| Dr. lA'l-tWanjis a Kuwaiti-bom former 
professor at thb Univ|sitsldf Southliorida! «ejwas indicted hitte Middle District of 
Florida in February 2IJ03 for Mlegelly a»i|^an,i abetting tetrdrism in the oceupied West 

Bank. The federal govenmieht ** 

through wiretaps autjorized ilder ||:(thei j>|triitActu^^^^ toFlSA. Dr. Al- 

: ■ ;i: ! i'll • 1 ^ i 


Arian’s daughter, Lafla Ai^/fian, ^ke ijer f^er^sease;at MCA’s mosque in 
March 2003. ; ' V. . i ; j 

50 OtherSM€Aimcmbersiiina^lQa|lcrs We beep tadivi^ually targeted for 

investigation by thq FBI. \ ^ • j ’ 

51. For ekampli,'MCAjr|enihe| tfomm^Albaroudj was bom in Syria and 

came to the United States Inn987.1 |fe r^|i|^e(| a Masters in Engineering from Missoun 
State Univei^ity ar^ a Ph.D: in University. He is now a 

united States eitiz4. He is.marri4|fo»te Sttfes citizen and has three children, all 
United States citizels. Hd works l|anitjn^|ie^r*r a Form^^ 100 company. 

52 Mr lilbaroufe hasS%n |i|iiitie member of MCA since 1999. He was a 

member of the Mieligan Islamic |fide^s for 3 years. 

53.. Mr.^lbar(|iaiika^afeel|a^mt)erctfCjMR"sMich^^ 

. ' ^ I ¥ * 3 M I : ■ 

approximately three years. ; ?| . !| j , 
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54. In 1993, Mr. Albaroudi co-founded the Islamic Assembly of North 
America (“lANA”), a non-profit organization dedicated to educating the public about 
Islam. While he was associated with the organization, lANA organized conferences, 
published religious books, and supplied QCirans! to incarcerated Muslims. Mr. Albaroudi 
served as lANA’s Executive Directdnfrorn the organization’s founding in 1996 until 

i ■ * 

1 997, when he stepped down frorr|his posit|3n and ended his association with lANA 
because of personal differences witl|fother 1 Xn|a leaders,. The FBI raided lANA’s 
offices in February 2003, seizing ephiputersiand taking photographs of books. The 
computers contained information aTput Mf. ;All;|aroudi. FBI agents also questioned 
lANA associates and cx-cmployeesfabout Mr. rt.lbaroudi, notwithstanding that his 
association with IAN A ended in 1997. ; ' 

55. Mr. Albaroudi was also a fdundGr of the Free Rabih Haddad Committee. 

; ‘ ■ j 

Mr. Albaroudi convened the initial' meeting bf the C.bmmittcc on the premises of the 
MCA. ^ I . ■ ^ C ’ 

56. Mr. Albaroudi has t|^iec been contacted by the FBI. On the first occasion, 

' ' ' ' * \ - I 

which was approximately four year^agp; Mr. Albaroudi was on an employment-related 

. U ■ : • 

consulting assignment in Indiana Wlfch thefFBIjcame looking for him at his home in 
Michigan. When the FBI discovered that idr. /Ilbaroudi was not at home, they left their 
cards with Mr. Albaroudi’s wife, aslling thatMf. Albaroudi contact them when he 
returned, Mr. Albaroudi did so. Thp FBI di|l not pursue efforts to speak with Mr. 
Albaroudi after he infonned them |hnt lie 4id tip! feel comfortable speaking with them 
without an attorney present. ' ' | 
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62. Mrs. Abouzahr scrv|:| bn NfC^A’s Outreach Committee, whose mandate is 

•i ^ ■ ’• 

to educate Americans about Islam, i |^s a member of the Otitreach Committee, she has 

’ , s : 

visited numerous local schools and community organizations to give presentations about 

t 

Islam. Mrs. Abouzahr also serves informally as an advisor to Michigan Islamic 
Academy’s new imrhigrant students and their parents who have questions about adjusting 
to life in the United States. , 

63. Mrs. Abouzahr is an active tTiembcr of the Ann Arbor Area Conunittec for 
Peace (AAACP). As a member ofithat orglmizition, Mrs. Abouzahr attended 

' I . i * . , 

demonstrations against the Gulf Waf-iagainsj the Patriot Act, against the FBI’s 
“voluntary” interview program, andjih favorlof a just peace between Israel and Palestine. 


Mrs. Abouzahr has .also spoken pubi|bly atjefempnstrations sponsored by AAACP and 
MCA, including at dgmonstrationstin support of Rabih Haddad. 

64. Mrs. Abouzahr is al's® an active member of the Free Rabih Haddad 

- I ' 

Committee. As one bf the CbmmiiJ|e’s twjojMedia Coordinators, she drafts press 
releases, speaks to the media, and ©|ganizesfpublic dpmonstrations. She has also spoken 

' ■' ■ • j ■■ 

Uv ' 'it ■' 

publicly in support Of Mr. Haddad,? For example, in February 2002, after she had traveled 

to Washington, D.C., with Mr. Hadd^ad’SfViiife, she spoke at an informational forum 

* ; 5 ■' J ■ 

-f ' i i ■ . 

organized and co-spqnsorcd by the AAACPpnd the Free Rabih Haddad Committee to 
mtonn the local community about H^ddadjs|c'ase. 

65. The Free Rabih Haddhd Cbmmitjee’s;,post office box is registered in Mrs. 

Abouzahr’s name. , ' 

A? i ■ 

66. Mrs. Abouzahr reasonably he'liex^cs that, because of her religion, her 
leadership role in the Free Rqbih H'a|dad qdnimittcc, her membership in AAACP, and 
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her membership and leadership role the FBI has used or is currently using 

-■'^ ?• §■■ ^ -^ i. 6 ■ 

> i •■' 9' ■■■ ■ • ^ i 

Section 2 1 5 to obtaitfjher records and perscfnM belongings. 

■ ■ ' * 4^ If , j ; ' . ■ ' ■ 

67. MCA |nember Nazili flaSsan lvas| born in Lebanon in 1969. He emigrated 

! I ' ■ ! '» : , ' 

to Canada in 1988 and beearne a Canadian .bitizen in 1993. Mr. Hassan received his 

. ' f i fe,' ,, : ' f J ; 

B.Esc. from the University b|Wes^OTG>ntaigo in 1994. 

68. Mr. Hassan cAne toltne Unitefd-Sta'tcsjin 1994 to study at Eastern 

’ ■ f ' ■ f I ' I 5 ' 

i i s ~ ] . : ' : 

Michigan University | He repeivcd h|stM.'S| |nf(7'omp,uter Infoimation Systems from that 


institutionin 1997. <1 i ‘ ] 

■ ' . 4 - j ' ' V' ‘ ■ 

69. Mr. Hassan became hflGgal permanent resident in 2001 . He is married and 

■ it’ 

has three children, tvio of wl|om are |jj,nited States citizens. Mr. Hassan now works as a 

' - ' ,-i iH ■ ^ i|.4 i . ' ' ‘ ‘ 

technology consultant and ifesides in|¥psMah|i; Michigan. 

3 . ll; ^ r • ■ ' ' • 

70. Mr. Hassanhasbechfafmemfer of the MCA since 1994. Since January 

’ ■ i , ' ^ ' ' 1 I ' '] ' : :■ J ■' 

2O02, he has served as MCA?s Pre^iddnt.i; Alvanousitiihes since 1995, he also served as 

; . ^ ’ I*. I I I j ' ' ‘ ' 

Editor of MCA’s nei|slettef,|as MdJis Sblrltkly' and as MCA’s Vice President. 


71. Mr. Hassan whs a foundcrio)f|he|Free Rabih Haddad Committee. As one 

i ■ ^ ^ ^ ' i ' J ' ■ 

of the Committee’s two Media CoqrdinatpEs,* hc|drafts press releases, speaks to the 

'■ . ,9 i = ! S I '■ 


media, and organizesipublie demonstratiqns.* 


72. Mr. Biissan teasonabl|lbellevbs that, because of his religion^ his ethnicity, 

!;■ ^ ; i j I — I ■ ' 

his place of birth, hiSfleadership rol);^ thcMcc‘Rabih Haddad Committee, and his 

‘ 4 1-: ■ ' 1 1 i ' ■ 


'I 

membership and leadershipjrble in h^A,; th| FBI has used or is currently using Section 

215 to obtain, his records aitd{person|Pbeiongings. 

: : I S I T '( ' 

73. MCA also rbasonabliy|bel levies that it could be served with a Section 2 1 5 

■■■; ■ J " V' ' r ; k i ’ • . 

order. It then would have noiabilit^ tq' challenge theiorder before compromising the 
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privacy and free speech rights ot its^imcmhe^rs. MCA maintains various records 
pertaining to its members, including |c'coijds pf members’ names, telephone numbers, c- 
mail, home and business addresses, !and citi-zenship status and national origin. MCA 

I 

keeps records relating to members ’|raarriagbs and divorces, and relating to members’ 

f y 

^ -'Wv ‘ . 

family problems that MCA’s Imam|ai]|i S'o|ial Crimmittee help resolve. MCA also keeps 
records documentingdhe usejof zal4|(mernbcrsf charitable donations). The Michigan 
Islamic Academy also maintains a |iriet}f (Iftediicational and counseling records about its 

ill ■ i ‘ ■ ; 

students. Finally, MCA has a vari4t| bf refigious documents associated with the mosque 
and the Michigan Islamic Apademy.f j i ; 

'.5’ t ' vj I 

74. MCA has a policy ofllrictl;^ tnaiiitaining the privacy of its records and 

V ' ' i ' 

routinely assures its members that any ihfonnation they provide to MCA will be kept 

1 •> 5 » ‘ 

confidential. MCA’s members rely Ih MQA’s assurances that their records will be kept 

f ■ - 

confidential. - ^ 

It' ^ i ' ' 

75. Section 215 comprdnlises^MCA)s ability to maintain the confidentiality of 

.i' ^ . 

records pertaining to its members andistudents, and to protect individual members and 

^ t ' 'i , 

students from harassment, threats, and vibljcncej MCA has been the target of harassment 
since September 1 1"’) For example, Ln some oc|casi6ns after MCA President Nazih 
liassan was quoted ih newspaper alfiples^, file MCA received several hate letters. After 

Mr. Hassan wrote a letter to the .Aiiiv Arbbr |lcws at;thc end of March 2003, an unknown 

; I ^ . 

individual or group placed hate flierS bn ct|rs outside the mosque. Were the 
confidentiality of MCA’s records to|3e compromised and MCA’s membership list to 

become public knowledge, MCA’s individuiil members would be subjected to verbal 

; ' 1 

harassment, threats, and even violen|c.. ■ ■ : , | 
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76. f^CA*Jabilit| jio keep^ j^orifi|fe|t|4 fllQ allows MCA to protect 

its ftiembers and studelits firoLl the p^^ibili^nhal Ihe^govdrhnieht will target them for 

■ -I 3 ** ‘ \ \ , i 4 . 

^ ^ ' ' 11 ;^'' ' ' ■■ 

their exercise of First Arnendihent rights, iheljiding their ‘rights to free speech, free 

■' ‘ - ' V: ' ! ^ ' ' : 

association, and free idkercisfe of religion. ■ 

1 ' — : • ^ 1 vi s 

77 . Because of thc!likelili 6 ;o^d ;tia| |he!FBI is using provisions of the Patriot 
Act to target MCA, iti leadersjhip, ah^its meiibris, sPme MGA members are afraid to 
attind mosque, to praltice their relig^n, dr |(| express their opi^ons about religious and 

political issues. Sevelal peopje have|dld M(|A leaders thatthey do not attend mosque 

^ ‘i< - i i ‘ , 

for fear that the FBI ii sUrveiling hlid intdads to investigate those who are 

; ■ ' . rf-' ! i * ? ] '■ ^ ‘ ‘ ■ 

associated with the oiganization. ^ • I 

) ; 1 , 

Ani eri(im-ArabMntilll>iicriminationCoi^ 

" ^ tf \ 

78. ADC is a non-profit oTvilrights o'rgamzation cormnitted to defending the 

‘-rii ! II ■ ; j ' ' : , ' 

rights and promoting the rich|cultu^a||ieHt4gerirpe^ qf Aral? descent. ADC has 

I ; i ■ [ I ^ , -i ' ' ■ : >j ■ ^ H - 

members and volunfoer-baSed chapt^S inf many : states. It is headquartered in 

■ . ■ / * _ -i ^ .■ 

Washington, D.C., add has puffed o^ces York City, Detroit, San Diego, and San 


Francisco. 


' ■■ 
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79. Sinceihe passage o| 4ib J’k^iit Act, ADC has spent a significant amount 

r 'i 'S '■ >■ I < ’ 

of time, staff resources, and funds iidadv 4 (la|ing against the eiyil rights encroachments 

' ■■ ' " i 'I ' J 

authorized by the Acl ADfcjhas c©'lpQns 0 i|d eongfeSsional briefings in Washington, 

■* -r *' ■ ' I i*. ^ ■ 

D.C., and held town hall meetings tlfrqU^h|)4tdl:ic country to educate the public about the 
Act. Most recently j ADC #as a mtifpr eq-sjionsor of a national cohgressional briefing 
held on Capitol Hilllm June 4, 2003| ^The ibfifefing, which was attended by several 
prominent senators Ind representafives, ieatliied testimony from immigrants who had 

* t V . 1 I - 
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sufftred civil rights vi«latioBSflfter4ffeem4t 1 U". On June 2, 2003, ADC co-sponsored 

' ' I 

another congressionallitaff briefing the Act anU other post-September 1 1 

Department of Justice initiatives. Aixi stall rfiembers have spoken about the Patriot Act 

i 

at over 150 conferences, seminars, and uniyersityi events around the nation. Additionally, 
ADCs National Conventio^^ for 2O0| andl|^3 included several panels discussing the 
Patriot Act and other government prp^fam^s and policies implenrented after the Patnot 
Act became law. AOfc spokespeoglf , ;incii|ding: Communications Director Hussein 

i,. ? 

Ibish, arc among the leading advocatfein n|tjonal media against the Patriot Act. 

Moreover, the ADC liegal Departm:4|f pr0V|iies piitine assistance to anyone contacting 
ADC for help concerning law enforcffoeift |)| other activities related to the Patriot Act. 

Finally, ADC’s Legal Department i|^|i aet|v| participant in coalition-based policy 

i ' f ^ 

advocacy to amend or repeal parts Oti^the Act! 

/ ' 5 
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go. ADC monitors the dpf process aiid equal protection rights of all Arab- 
Americans, including thosotwho weKttdetaSned 4n by the fNS after September ll‘ and 

‘ fr ... 

those who have been.caught up in t'e|rpr<is4 investigations. 

81. For example, ADC aM its ihemtlcrs publicly condemned the use of secret 

t.i ?• ' ' 

evidence in the deterifion of Dr. Mazen Al-?Najjm, formerly a University of South Florida 
professor. Though incarcerated for |ver tllrle >jeafs> Dr. Al-Najjar was never charged 
with any criminal offense. He was |ltimafely; deported for visa violations. 

8^ ADC and its memberlthave: ilsojriiadb public statements ot concern about 

r|,; ' s J J 

due process issues in the case of Ra|ih Hajldad], a community leader m Ann Arbor, 
Michigan who was detained by thi IWS injl|ecimber 200 1 , imprisoned for approximately 
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nineteen months, and |ltimafe|y depf^id in July 2f03 without having been charged with 


any crime. 


83 . BecausI of the relationship b|t|veeif ADC, its members, and persons 
questioned, detained,; or deported sincl Septehiber ADC feasonably believes that the 
FBI has used or is cuifently using Se<|iion '2l| to oWain records and personal belongings 

' ' * ; n h j ' 

about it and its members. ' '[ IV- i'- 

84. ADC dlso reasonably |elief ^|th^ it could be served with a Section 2 1 5 

^ ' I’ 1 J i..- ' 

order. ADC would tbpn would have no alfill^ ic; eKallenge the order before 

I' ^ t i j - 

compromising the privacy rights of ill me^b|rs.j ^DG maintains g variety of records 

■' " s'‘ ’ " ■ I -• ■ 

about members, including their narrie^land ii^me^s of farniiy members, home and business 
mailing addresses, phbne numbers, |;niail addresses, credit card information, and 
checking account inf|rmatio4. ADcIhas h |)|liOy of maintaming foe confidentiality of its 


members and their private in|omiati(|i\. Al|C de»es not disclose membership numbers or 
any other information about members. ; | ! ; 

^ ^ ‘ M 1 ; ^ 

85. Section 21 5 compromises AtefC’S' ability to rnaintain the confidentiality of 

! } J ’• 5 ' 1 I 

records pertaining to|ts menlbers, a|i to ^|4ec| members from harassment, threats, and 
violence. ADC has documented a si|fstap||l in|cireasd in hate crimes, discrimination, and 
harassment against Aab-Anierican’s|sinc^ foe September 14‘^attacks. Many of these 
incidents are described in tlii ADQ pjtiblieatron,' ReporJ on Hatej,Crimes and 

' M Ji 1 ' ^ ' 

Discrimination Against Arab Ameritansj' The Ppst-September 1 1- Backlash.” Over 700 

violent incidents occurred in- the fifslbinc .wfeek’S following the attack, including several 

' i - si! ! ■ « :■ 

murders. In foe firsf year after thc«4iacfe,UD(C doeurftented over 80 cases in which 

: . 

airlines had discriminated against pdssengj:rs wihq were perceived to be Arab. There 
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were also over 800 cases of ernployriiciitfdisl^rimi^^^ against Arab-Americans, an 
approximately four-fold increase over previous lannual rates, and numerous instances of 
denial of service, discriminatory scr\ ice arid housing discrimination. These numbers 
remain significantly above pre-September if’ levels today. Were the confidentiality of 
ADC’s records to be compromised On ADC’s full membership list to become public 
knowledge, ADC’s members could risk harassment, threats, and even violence. 

Arab Community Qebter foViEcdnomic and Social Services 

^ T I 4 I ; 

; 1 :■ ^ 1 

86. ACCESS is,afoumanfservicp’ organization committed to the development 
of the Arab-American community in' the Umtcdl States. Its staff and volunteers serve 

' . 6 . r ' 

low-income families, help newly am ved immigrants adapt to life in the United States, 

- 'r : M 1 - 

and educate Americans about Arab! dfilturel ^AC;CESS provides a wide range of social, 

5 1 ' " i' 

mental health, educational, artistic,iemplo>|n|ent, legal and medical services. ACCESS 
has more than 2500 members and a|p|)roxirnately 150 fiill-time staff 

87. ACCESS provides d.^e'r seventy ilifferent programs to more than a 

* ' T 

hundred thousand people of all ethni|:iand |cligfous backgrounds. In the last fiscal year, 
ACCESS provided more than 5 7,290; services ini the area of social and legal services, 
more than 12,600 counseling, and p's;|chiatr|G|semces, more than 60,300 in health and 
health education services, and more fhan 5|,60oJ employment and vocational services. 

i ' ' ; j 

ACCESS also provided more than |t6,590*hourjS of educational and recreational services 
to youths and their parents, land sponsored eiiltural events and activities attended by many 

■b" i ‘ 'i? ' 

thousands of people. .■ • 

‘ . A '■ ^ i 

88. For example, ACCE^6j nmsja Cejraraunity Health and Resources Center 
that offers a wide range of medical,;piiblie health, mental health and family counseling 





services and programs. Its .di\lision o||syeKo’soc)al Rfehabilitation for Survivors of 

; . i ’a 5 j I } ! ■ ; 

Torture and Refugee Pamily^arengthlnin||i|)Vij^^ mental liealth services to torture 

victims and refugees. ^ACC^1§S also provides spicialized services to Victims of domestic 

' ^ ■' 1 J ’ 'j 

violence, administers a breast and cerV'ical|cancer control program, and provides 

’ ' . t • ^ j : 
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HiV/AIDS and STD Education, coun|eJing aifd testing. The Genter’s research division 


kiirl 


has twice sponsored afNation|l Confe%nc| pn Hpalth lssues in the Arab Community. 


89. ACCE|S’s De^rtmc^*ofSlcial^S'cirvices offers emergency food 

1 'I: m ‘ ■ 

nee, immigratipn serv'iees, and|hpn^efessness pfevcntion programs. Its Department 


assistance, immigration serv;iees, 


of Employment and Training pffet«^|ari^'^f progr^, language 


instruction, and fami'l| acculturation Icrvile^ftp immigrants integrate into their new 
society. The Youth aid Education pl,|ar|Je|ilTrovides a.fter schPol homework 

? 3 I ■ ' I I • • V • ' ’ - 

assistance to students! specialiprogra|?'s fi|r(a|-ris^kjyo|ith, ^nd recreation programs and 

teen dialogue opportunities lor youn^pe'oi)|e| ; ! 

: tf ; s I I 1 - : - ' ■ 

90. Because of M relatiofehip- |eM Jen AGGESSj its members and clients, 

• 'Wi ’-11' J ' ' ■' ’ 

and persons questioned, detailed, or^6po|f|:| siii|e|^epteniber l-l*^, ACCESS reasonably 

n't • • i ! '■ ' 

believes that the FBI lias used or is fel^renllyliSing Section 215 tn obtain records or other 

personal belongingsjhout it and itsj.raemllel| and jclientS. 

J, i I - ' M ’ ■ ■ ' ' ; ; 

91. SomeMAGpESS’slilemllersianii clients have been individually targeted 


for investigation by tie FBI I | 

92. For eMample^ ACCE>s||meml|er Ihmkd Ali Ghosn was bom in Lebanon 

^ I I ; J , L', i ' 

in 1965. He has beel a legal ■perminj|it rpsideni; 6f the Unhed States since 1993. Mr. 
Ghosn’ s application for natilalizatiln|haS iejen pending for over seven years. Mr. Ghosn 

■ t ' V 1 1 j h I ’ I ' ' , 

first submitted his ap|licatibn in JunM9^61 Tfhc INS later informed Mr. Ghosn that it 


«■ 1 " 


i I . 


had lost the applicatton and advise|l||m.tQ submit two duplicate applications. Mr. Ghosn 
did so. He received.an acknowledg|ment hotice from the TNS in January 1998 - over 
five years ago. Since January 1 99S|thc Iff S hak required Mr. Ghosn to be fingerprinted 
on multiple occasions but it has nevbr sought to| schedule a naturalization interview. 

93. The TIMS most recc4t|Vreqmfi;d Mr. Ghosn to be fingerprinted in February 

■' .V 

2002. When Mr. Ghosn appeared ashe ha|l'becn asked to, he was greeted not only by an 


111 
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INS criminal investigator but also bf two f il argents, who questioned him for over two 

' , 1 H 

hours about his associations ;>vith ya|ibus! indivi|duals and charitable organizations in 
Lebanon. The FBI agents inFornietl%'Ir. Gho.sn|that he could be naturalized if he 
cooperated with them, but that if he|hd np|,liis;,children would be seized by the 




government and placed in foster caVc, J iy[r.f 4 ho‘in answered the FBI’s questions to the 
best of his ability but refused their request ilk tie become an FBI or INS spy. He was not 




advised of his right to counsel. 

94. Because of the FBI’s 'actions, Mr|. Ghosn reasonably believes that the FBI 

■ ’• -S' 

has used or is currently using Section 215 to.'obtain his records or other personal 


belongings. 


95. 


• I ' 

ACCESS also reasonably beliWes^that it could be served with a Section 
2 15 order. It would then have no ability tolchallengc the order before compromising the 
privacy rights of its rhemberS and clithts. ^CCESS maintains a wide range of highly 

I , 

personal, sensitive records relating toHhe seryices it offers to clients. For example, the 

; ' " 1 ’ i ' 

Community Health and Research Confer maintains medical records for torture victims 

^ T' . ■ J ■’t . 1 

and refugees, and forfereast c'ancer,|incntaliipalt)T, and FllV/AIDS patients. It also 


'Sty#. 


'%*' J 






maintains files on domestic violence^ ^iptims and famfy cpujiseling clients. ACCESS 

' ^ 1 1 ■ j f i 

routinely assures its clients that the ihfor^iat|dn they provide will be kept confidential, 
r Bridge RcUlke St Ipdnsorsliip Services 


' . j'. ' •; 1: 
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96. Bridge is an ecumenifcak ndn|pJr6fit;organizati6n thathelps refugees and 


asylum-seekers beconie and istay self-|uffipiMt, ■ 


97. Bridgelis affiliated wiithtChuich World Service (“CWS”), which is the 

1 ij J ^ ' ? “ ■ ^ 


1%, 


relief, development, aftd refug^ee assis|ance minis^tiy of 36 i*fo;testant. Orthodox, and 


Anglican denominatrojis in the United) Stafes,|aml 


ivith Episcopal Migration Ministries 


s.* 


(“EMM”), which is the arm bf the EJ)|!.co^a| Church that adv©eates for the protection of 
the refugees. ‘ 


s- 


'» * ? ■ 

HI 
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98. Bridge!emplOyS eight- staft members aid has offices in Knoxville, 


Chattanooga, and Bristol, Tennessee. | - 

' . . i 4 - “i 

ii ' I 

, 99. Bridge|generally obtains dlfehts in' 

tlr h ■ ' ’ ' 
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person residing in the United States asks B'rid'ge loy assist a^ relative whom the United 


either of two vvays. In some cases, a 


States has granted reflgee status but\^^o ha|s.|n6f 


"1 
1 , 

■ I f 


these cases (called “falnily reunification” Gaa|s),|Bridge begins working with the 


‘ i. 


yet arrived in the' United States. In 


re&gee’s family while the refligee is |fill iuilide 


the United SdateS. In other cases, 


Bridge is assigned refigees’- files by# Affiliate |fganizations such as CWS and EMM 


These cases (called “fiee” cdses) usMly lihydlye 


V 
i i 


United States. 


i; !■;’ 

i 


refugees who 'do not have family in the 


1 00. Historically, Pfidge h£gi‘serv|(|i approximately 200 new refugees and 


asylum seekers In a year. Bfidge’s qi^Eehf daleldalli which includes refugees who arrived 


I-! 


1^1 A, 
! 


in the United States Ofer the- last fivesy^ars, firicludes approxiihatfely 500 files 

't* ‘ ‘ 
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101. Bridge ordinarily seiryes its pSienfs through individual sponsors, whom 
Bridge recruits from local churches, mosqties, and synagogues. 

1 02. Sponsors sign confidentiality 'agrjeements, Bridge staff explain and review 
the confidentiality agreement in spofisor training sessions. 

103. Bridge provides its clients with aj broad spectrum of resettlement services. 
For example, Bridge st^iff and sponsors ensure that, new refugees have accommodations, 
fiimiUirc, clothing, and food; accoti|any ne\y rqfugces to the Department of Health for 
medical examinations and immuniza|ipns;; proyi|dc English language tutors to refugees 

! ' ■ i ; i 

who require them; ensure that refugee ichijldVcn enroll in school; provide cultural 

wf ■ I 

counseling to educate new refugees cib^ouf Ariierican customs; assist new refugees in 

■ f I ' 

finding employment as quickly as po|siblp;|a?ssist new refugees in complying with 
immigration requirements; assist refugees in kpplying for permanent residence and 
citizenship; direct refugees to social |crvicejsfpro|vided by other organizations or by the 
federal and state governments; and botinsel fefugecs about personal problems, including 
substance abuse, sexual abuse, disefiminafiori atjwork or school, domestic violence, 
family planning, and divorce. ; A; 

' I i ■ 

1 04. Bridge maintains var^i^ils recjjfds 'pertaining to its clients, including 

' ' ■ n i 

records of clients’ names, telephone ||mtief4 arijd residential addresses. Bridge also 

• • ^ ^ ‘ i ' i 

keeps records of its clients’ dates ofk^ival ini the United States. 

■' f : ' " ' 

105. In many cases, Bridge|sfilesiailsojinclude case notes taken by Bridge staff 
Case notes may docurnent medical qc||iitibnSffom whicUthc client has suffered in the 
past or that the client suffers currentlyi:,. Case hotes may also document the nature of the 

. ^ 'if ) 

■ ^ . ■ , 

persecution that the client faced in Uej^home^ Country. 

27 ^ 
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106. In sonfe cases,, clients ^onsii||3n|ige staff abrfut personal problems, 

including substance abuse, sexual abuse, diso^ination at work or school, domestic 

t 4 ^ ; 

violence, family planning, and divorce. In 4ne c^e, for example. Bridge coxmseled a 

* ' , I ? ■: 

client about a venereal disease that she had |ilquired as a result of rape by a soldier. In 

/s , i !■: ■ !- ■■ 1 '1 ' 1 , 

^ ot fl ■ 5 4 1 j . 

another case, Bridge counseled an el^crlylc|ient^whp was being mistreated by his 
daughters. Bridge’s dase notes incliile doiclipieiitatiop' of conversations relating to these 

' ■' \ ■ ■ f -f. : . 

and similarly intimate', persoiial probMns; ; J 

i 1 * ' I’ ' 1 ■ 

107. In many cases! Bridgets refugee Glients can obtain the assistance they need 

I ^ ■' ' ■ 

only from Bridge. There is nb other EesettleiBcnt services organization in East Tennessee 

*■ 'Si ^ 'I ' ' ' 1 ' 

whose staff have the relevantdanguage and pfofes^ibMl skills. When Bridge’s clients 
decide that they cannot afford to eniriist the|r|pe|sbnal information to Bridge, those 
clients generally do not obtqift the help Mt|4ey;need ffoifi anywhere. They simply deal 

with their problems “including scrioiis mefi|al|'i|id personal problems - on their own. 

^ V ' ^ f- 1 ^ ■ ] V ■ ■ . 

108. Bridg| is coiicbmcd t%t Sec|i|)h ?>15 eoinpromises its ability to maintain 


- ' , n" J ; ■ " ■ ■ : i ' . 

the confidentiality offits clients’ reebrds. BOTgC regularly assures its clients that the 
information they pro’fide willl be kep|Gonfidentialt, and explains that, under state law, the 
confidentiality of the information tha||:lientsjprovide’is protected by a social worker 
privilege. Bridge provides |tS clientstYith a| confilential% agrebment that assures clients 

. £ : ' 1 fi 1 

, ‘I I ; : , , 

that Bridge will disclose theirj recor^i|.bnly ; fo facilitate the continuation of proper 

i ' ‘ Vi I * 1 * ' I ' * ■ 

medical treatment and social service^’? V : 

’ ■ ’ I ' V : , 

109. Bridge reasonably believes; that itj could bC; served with a Section 215- 


order. Bridge would |hen Wo|ild have hp ability to challjefge the order before 


compromising the privacy rights of Its members .i 

" , t - : ' t ' ■ 



A 


1 10. The FBI has approached Bridge for information about its clients on at least 

two occasions. In early November 2002, the FBI approached Bridge to ask it to disclose 

■ , 1 

T' i I . i 

all records relating to its Iraqi-bom clients. Bridge declined to disclose the records 
because the records included sensitiyd, persorlal i nfomiation, including medical 
information. ’ 

111. On November 12, 20'(l2t Bmdgc w|as served with a Subpoena To Testify 
Before Grand Jury, ordering the prodiiclionlof ‘V^^ny and all records of Bridge . . . relating 
to any and all Iraqi-born people who-iiave^b^en assisted by Bridge Refugee and 

: ■- 5 '■ ' 

Sponsorship Services, Inc., including|rpcords«thay provide the name, address, telephone 

number, employer, and personal circfimstanbes of such persons.” Bridge moved to quash 

I ' 1 I ; 

y ■ I > i 

the subpoena but withdrew its motioif when the FBI agreed not to seek more infonnation 

; S : s- . I r 

than Bridge’s clients would alreadyil|aVe provided to the INS. The FBI made clear. 


AaL 


however, that it might eventually denMnd:rn6jc information. The FBI did not indicate 

t-, ^ ' ' 

what form such a demand might take? i 

- ri i 

1 12. Bridge client Muwafa^Albaraqi wjas bom in 1968 in Najaf, Iraq, where he 

‘ : 1, % I 

i 'h ' ' ■ • i ■ 

lived until 1991. In 1991, at the enequragementjof the United States, Mr. Albaraqi 

' ‘'ll''. 

t ^ j ' ’i ' ' 

participated in an uprising against the goviemment of Saddam Hussein. Although the 

r ■ j-;- I 

uprising was successful in Najaf, Aincricantsupport did not materialize and ultimately the 

■ ; ; r : j , 

city fell again to the Iraqi Republicai|Guar|.j Tlose who had participated in the uprising 
were labeled traitors and were tortured, impMsoned, or killed. Mr. Albaraqi fled to Saudi 
Arabia. ? ' 


Ail t '■ ■ ' 
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113. Mr. j^lbaraqi lived ^nfaUijitc|li>|atioAs-adnimisteFedrefo^ 

. " ■ ' " t t ' ,i -'I '] 

Saudi Arabia from March 1^91 to S|ptembelr .1994. "He applied for political asylum in 

' . ‘ ' u " . ■ - 

the United States wMle living at thp-pamp.l ; i 

' I , if ! >■ ' I ; ’ 

1 14. Mr. Mbaracfi came to;;the United States in September 1994. His file, 

< ' • I u-'s ' t i % ] 

■ If I .1 

which was initially u|sigridllo anoi^jr refugee prganiization, was transferred to Bridge 

when Mr. Albaraqi tfeeidedflihat he?w,^uld reside in Tennessee, where he had fiiends. 

■' ^ f f f t f| , ; : ' ■■ ■■ ■ 

115. Bridge assisted Mr.|4baVaq'i in adjuslihg to life in Tennessee. For 

1 ■ ' IP n ( 3 I ■ ^ 

• ' ■ ’ ll ’ 4 ' . i 1.: ' , 

example, Bridge sho|ved Mr. Albara|[i ar^lTd^Kmoxyi^le, pointing out where he could 

- V fp ‘f 3 ' ' ; ■ • ■ : 

buy groceries Md cl^hing^iand showed' liim^pwtio use the bus.system; Bridge helped 

Mr. Albaraqi find a place t® live, pailhisifirltfmpnth’s ftint and utilities, and bought him 

If'" H ;r!l ' f ■ ' 

groceries for his firs|week ip the c|Mtiy5 ffldge also helped'Mr. Albaraqi apply for 

, - ■ '!> I. ' ' 

federal assistance^ including feod sl^psialil sopi^ securily; Bridge accompanied Mr. 


f 1^ . • '» I ' 


Albaraqi to the Depi^tmentj of Health,? whefg Ml . lAlbaraqi waS given a medical 


examination and iniir|uni 2 ati|)ns. B^iigc faM helped? Mir. ’ Albara(|i withihis application 

. ? I j I I • i I' • ' 

for permanent residb|ce and,. eventu|lily, his jappljcaidn |?r citizenship. 

1 16. I Mr. A|baraqi iecamh^ UniM Stafes pitfeen in 1999. Mr. Albaraqi now 
works as a check-out|clerk at!a gro|(|y st|)|e|m j^pxyille, Tennessee. He is also a part- 

,! ' f I fr i Tj ' 4 4 ^ ' ■ 

time student in electrical engineerih^it tHcfl|iliversity of ‘Tennessee. 


117. The FBI camel to Mil Mbajr^qrs workplacfe in. Jandary 2003, stating that 

■ >3 . i ■ T’ I H J * ‘ ' 

"* £ i f i ^ ^ - if ' 

they wanted to talk tti hint. -Fllr. Al^^-aqi jw^s npt.tolp that the interyiew was optional or 


■ 3 l| 


yoluntary or that he.liad a right to cotthCtj,ahfattprneyJ.andfeave an attorney present at the 


mteryiew. 


;r 
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1 1 8. During the intervie\^,Hhc F^l; asked, among other questions, whether 
anyone associated with the Iraqi go^ernmeht had asked him to engage in terrorism 
against American targets; what he w^otild dO;if ah Iraqi agent asked him to engage in 
terrorism; and whether he might act jili I'ferently »f the Iraqi agent cut off his brother’s 

i t-' ■■ ' ' 

finger and sent it to him in (the mail ' ' ■ 

1 19. Mr. Alharaqi would' hot haye sought Bridge’s assistance for sensitive, 

personal matters hadihe thought thafithe FBI! could easily access Bridge’s records under 

4'- ' ^ .] 

Section 215. Based on his own experience^ as a refugee, he believes that other refugees 

. I'i .; ! i : I 

will be less likely to seek help fronlpridgc^ because the, FBI can obtain their sensitive, 

if ^ ^ 

personal records even when they ha|e, dohe nothing wrong. 

■ ^ ^ \ ^ ' 

Council ofifAmerichn-islamic Relations 

^ ■ i ' : 

120. CAIRris a non-profi|,4gras;sijOpts Jorganization dedicated to enhancing the 

i .! M ■ . 

public’s understanding of Islam and|vlus;lijns. (CAIR is the largest Islamic civil liberties 
organization in the United States. CAlR’sjnatiqnal office in Washington, D.C., has a 

' I 

permanent staff of about 25 people. ^Approximately the same number of people are 

• '• i 

employed by CAIR’s state and locafe;hapt|rs. j 

, . t- ' { } 

[21. Since the passage of |h'e Patriot Act, CAIR has spent a significant amount 

of time, staff resources, and funds inladvoe-atihg^ against the civil rights encroachments 
authorized by the Act. CAIR hosts|& ann^a'l conference each March. At both the 2002 

flj ' ! ] ^ ■ ' 

and 2003 conferences, multiple spe’ajkgrs e;|p*laincd the Patriot Act and discussed its 
import for Muslims in the United S|:|tb. 'CAIR|hosts an annual dinner each October. At 
both the 2001 and 2002 dinners, speakers e‘xplaincd the Patriot Act and discussed its 

. i •. 
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import for Muslims in the United Spates. ‘C;4lR [regularly distributes e-mail “Action 




'■'H 1 
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Alerts” to members arid others whoih^ve Subscribed to CAlfe’s Action Alert list. Since 

4 I ' I ’I I ^ '= ' '■ 

the Patriot Act became law,|GAIR hai^dism;b|]tedinumerous Action Alerts related to the 
Patriot Act. GAIR has also isisued riifherous’neYS releases related to the Patriot Act. 

122. CAIR^onitb^ the di||pr4G^|sja| id equal protectSpn rights of all Muslims 

living in the United 'States, infcludin||hos:e jiltai aed on immigfaiion charges after 

• , ■ ■' ' I ; I i i . 

September 11th and iliose caught up|ii tefr|n|sir. ihyestigations. In 2002, GAIR issued a 
54-page “Civil Rights Repprl” that,lfmqrig|o|her things,; examined the impact that “anti- 
terrorism” policies, iidluding the P^f tot AI| h^d|h^d bn ftie^ciyil liberties of American 

,.S ; j 1 - ■ : I i • I ' '■ * " ‘ ■ 

Muslims. GAIR issuld a sibiilar C|4ilRig|t| Report* in 2001- attd issued a new Civil 

I- ^ -• i " 1 f l ':1 ' , ' V- .. 

Ri^its Report in July|2003.; 


* I 
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123. Becatlse of thi relatfoliiliil ||twe|ff GAIR, its nfetobers, and persons 


I * ’' ■ 1 -1 1 I I ' ' ’ ' 

questioned, dfetainedfor departed su^fe Sellihld 11*, 'GAIR: reasonably believes that 


the FBI is currently using Section 21®j tp ^fotein. 

' " if 


reqofds and personal belongings of GAIR 


and its members. 


:r!l 
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1 24. For eXampld, GAIR -ii|nil|e| Idadia BavoUnii was bom in Cairo, Egypt, in 

' '' ^ P > ^ i - ' ] ■ ' ' " ’■ ' 

1956. She came to ftie United State|in|l;9|| and became a United States citizen in 1988. 

- ' f ? ; ■ 'll ’ Hlvly ■ ^ ' 

Mrs. Bayoumi has b|en a mdmbcr ;bf CA^]|:|br:|apprpximately four years. 


125. Mrs., Bayoumi is mailtod an^AVs three children, of whom the youngest is 

' ' r ^ s I i ' ^ ' i ' i. 


i 

f,ii. 


10 and the eldest 17.^ Mrs.Bayoun^i 5 S‘husb:a|id 


was also bom in Gafto, Egypt. He 
Vks. BayqurUi's children are United States 
citizens. Mr^ Bayoiimi and'her fanftly Iwp in Syracuse, New York. 


became a United States. citizen in 1-9P;1. |^ll|of 

.< .«■ C ■ ! ^ f 


1 3 


1 26. Mrs; Bayoumi worltsSs a?vb|uh^eer for several community organizations. 

; , ' 1'^ , f 1 I 4 I ’■ "■ 


she currently chairs the hoard of the; 


AgI 


yisoiy Group for the Special-Education 





Director of the Syracuse School Di'sfrict. She serves as a board member of the Central 
New York Parent's Coalition for Chijdrefi WithjSpecial Needs. She co-founded and 
serves on the board of the of Autism; Support Group. She founded and serves on the 

board of the Ed Smith School's Support Group for Children With Special Needs. 

^ i-., \ 

127. Mrs. Bayoumi and her husbahd co-founded and serve on the board of the 

■ f J f 31- ; . ■ ’ 

, j j -It i '■ ‘1 

Central New York Chapter of the l^ric^Muslitn Council, an organization that was 
established in 1990 to increase thc|e|'fectivieipar|ticipation of American Muslims in the 
political process. - | | , 

128. Two jFBI agents camiitd Mr|. Bayoumi's home on Febmary 26, 2003. 

They first informed Mrs. BayoumltlatOheyiwantcdito question her husband. When Ms. 

Bayoumi told the agents that her hiisDand |yas not at home, however, they began to 

question her instead" i | i 

■ *"* i 

129. The FBI's question i'rfgifoc used' o |n a donation that Mrs. Bayoumi and her 
husband had made to a charity ealleU:! lelp^the Nbedy. Mrs. Bayoumi and her husband 

t I , ; 

had donated several hundred dollar^lo thejoVga^nization the previous year. 

t i " i ' 

1 30. The agents asked Mif^ Baybumi' how much money she and her husband 

^ ' If"' ' ’ ' 

had contributed to the charity, whet|er she had attended a dinner that Flelp the Needy had 

i 

recently hosted, whether she knewi^hatitlieldonation was being used for, and whether she 
would be upset if the money had be|n used to build, a mosque. Mrs. Bayoumi told the 

r : i 

FBI that she and her- husband had d©hated|ai few hundred dollars to the charity in each of 
the previous few years, had attendelilhc recent dinner, and had assumed that the donation 
would be used to provide food and |tedifcmc for needy people in Iraq. 


li Jr 
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131. The FBI dids hot inf^iSri Mts. Ba|ourai hdw they had learned that she and 

■ i i 'i ' i ■ 

her husband had made a donation t|)aFlelil the Njiedyl 

132. On thfe same day th4t|lhe FBI; questioned Mrs. Bayoumi, the Department 
of Justice announced that a federal|grandjLiry in Byracush, New York, had returned an 


I ^ 

I 


indictment chargingTIclp the Nee4y|and T 0 urur dividuals associated with it of 
transferring funds t6|persons in Iraiqlwithplitthaying obtained the proper license. AVhile 


Help the Needy was|ffot accused of hayihgyroiiding anything other than humanitarian 


I. I 


aid to people living in Iraq^ the Jusjti^e D|||rtmeiit's, press rek accused Help the 

Needy of attemptingito undermineft^g Pfeliferit's efforts “to end Saddam Hussein's 

: ' lit ‘ H':- Tr '■ , • . . 


tyranny and support for teftor.' 


4’‘ 
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133. Mrs. Bayouihi reas 0 ^blyl|e|iev 

» * i . i I '} i j 

S v I M i 

Hcl|>|l|e‘N, 


e*s that because of her religion, her 
ejpdy, the FBI has used and is currently 


using Section 215 to^obtain her redo¥ds ^|l|othy personal belongings. 


134. CAlB also reasonabl|lbeMe|vbs t* 

<[ 

order. CAIR would then would hs^vj^'no |a|)i|ity 




hat it could be served with a Section 215 
tb challenge the order before 


compromising the privacy .rights of its ntembers., CAIR maintains a variety of records 

' j , : f n I I ' 

about members, including their nanfet!, ho|ife;and business mailing addresses, phone 

U . 

numbers, email addresses, credit ck^i infonhation, and checking account information. 
CAIR has a policy of mairitainingalmcokMdn|iality of its members and their private 
information. CAIRitioes ilOt disclo|6^rneii|ership numb;ers|or arty other information 


about individual mertibers; 

K 


i. ; t ^ i 

I ?T' ; ' I - 1 ! .. '■] 


135. Sectil)n 215 Compromises^ C|Lm ability to maintain the confidentiality of 

- 4 f rH ' - ' ^ ' 

records pertaining tq its members,^a|i|i to |rptect members from harassment, threats, and 





violence. CAIR has documented a siihstant-ial increase in hate crimes, discrimination, 
and harassment against Muslim and;^Arab-Americans since the September 1 1th attacks. 
Many of these incidents are. described :in CAlR’si 2001, 2002, and 2003 Civil Rights 
Reports. Were the confidentiality pflCAlRf si records to be compromised and CAIR’s 

i 

membership list to become public Mriioiwledge, CAIR members could risk harassment, 

C' : ' ; ; ; ' 

A ' . 

threats, and even violence. i j, i ■ 

Iq i ' i ■ ■ 

Islamic Centhfeof Rortlahd,;Ma.sjed As-Saber 

1 36. The Islamic Center bf|Poftynd, ^|dasjed As-Saber (“ICPMA”), is a non- 

- ' . -i I ' ' - 

profit organization that owns and administqrs a ijn'osque known as Masjed As-Saber and 
an Islamic school known as; the Islamic School cif Portland. Approximately 450 people 
attend services at the mosque each Friday; as mlrty as 3500 attend services on religious 
holidays. ICPM A employs' approximately |l6 people. Approximately 60 students are 
enrolled at the school. i, - 

1 37. Because of the relationship between ICPMA, its community members and 

leaders, and persons and organizatiphs inypstigated, questioned, detained, or arrested 
since September 1 1th, ICPMA rea^otrably believes that the FBI has used or is currently 
using Section 215 to 'obtain records iifd pferspnajl belongings pertaining to it and its 
community members and students. > ; 

138. Some 'ICPMA community: rnembers have been individually targeted for 

; * ' i > ! 

investigation by the FBI. ' | v 

139. In October, 2002, a fG.deraI grJancl jury in the District of Oregon indicted 

A- ' ' ■ 

six individuals and charged them wi|H various cjo.unfs of conspiracy to wage war against 

M ■' 

the United States and to provide mhfeHal‘s|i{^poll'to Al Qaeda; a seventh individual was 




tii -..i 


i : 5 


■ * r ■ 


indicted on similar eharges’ in A^ril |003f. |A trial is, ‘currently scheduled for January 2004 

' II'! ; i ■ I 'i : 

in this case, which ilknown jas the|iP,brtMd 7’] Case. Some of the defendants, Jeffrey 




Leon Battle, Patrice Lumumba For|l| andrIIdbisMbdulla af Saoub, attended the ICPMA. 

^ ■ I? > I 1 ‘ 

In an affidavit submftted in' support bf the indictment of the defendants. Police Officer 

g ^ ^ ' I t " 

Thomas W. McCarhley stated that|a||'ired|infomT[ant recorded conversations inside the 

'fc. * '■ 

Islamic Center of POttland, Masicdj§s-Sahcr, ,oh June 6, 2002. ’The electronic 

- ' ,1 .. ; I i ; j ■ . 


surveillance was aut|orized imdcr knbthcWatript Act amendment to FISA. The affidavit 

* I ^ ^ f I * ' ' 

' ' 1 1 j ' 

also states that the gfvemi|ient obtamcd a number of rccoriis relating to the investigation. 

Ifj ,!rl » : 

The affidavit does n|t state the iegMautltofityi utilized in obtaihihg these records. The 

’• § - • - f'S'l '• 4 ^ \ t ' ' 

; J ■■ ,£■ r ■ 1 t i ^ ' 

government has stated pubii|ly thajMe invicstigation into: the alleged conspiracies is 

'I rf : jf; r j • . ' ^ ^ 

ongoing. - • | ;J : j | . 

■ -L 5 ■ i ■ ' 

1 40. The *I has dlso sought re(|drds' from ICBMA. In March 2003, the 

ii: M t , «■ 

' ■ I Pi I' f 'I I t j I 'I 

ICPMA was served with a si|bpoei?aMeGkimg< financial records related to the defendants 

: ' ' *1! : UT- ! 

and their spouses in |he Poitland 7|:®se; refained lawyers who moved to quash 

■ ^ ^ ! [ |.' I 

the subpoena becaus| of the|mpac| ||i th^lpfiVacy rights of IGPMA’s constituents, but 

*' i >■ ; I ■ 

was ultimately requifed to disclos^me rec 0 r|ls. : Some oCICP&lA’s constituents are now 

' ir ; ^ll ; i’ ' ^ : ' ! ■ ; -■ ' 

afraid to donate to ICPMA'because' they Fear their donations Wilfprovoke FBI 

^ > !?*! IM-' . 


; i ■■ f { 1:4 ' - i ^ ' j ' ' ■ 

investigation and ha|assme]a|. Thc®I-hbs |lsd spiked subpoenas to over 25 people in 
- ^ V? 1 1 1 M J;: . ■ ' ; ^ * 

the Portland area, sope of whom aMnd IOBMA mosques. The FBI has 


interviewed some IQPMA Communify mlmle'rl aridtbaS asked questions about other 


'ifi ■ f if Ml‘ 


worshipers and their ipolitidd and fewgiomSHiews. 


Cdi: 




141. In addition, sOme of KP1 V^|s |l|aders appear to be under investigation by 


5 t 1 A * i I , - ■ ; 

the FBI but have noQbeen charged '^ith;any|:ritjne. f 


? ^ * '1 - i- 






142. For example. lCPM.A,pVesidenl Alaa Abumjem was born in Saudi Arabia 

and came lo tire Lmiled States in I '^^89.’ I le became a IJ.S. cili/cn in Mi. .Abunijem 

is married to a U.S. cili/en and has I'o'ur childreil He holds a B.S. degree in [declrical 
liiiuineerinu and an M.S. in Engineering and 1 eehnology Management. I le curreiilly 
works as an engineer lor a Fortune 10t;) cdmpains and has ll\ ed in Portland, (dregon. 
since 1 000 , 

143. On December I 7 . 2(:H)2'. Mr.kAbunijem was stopped at the Seattle airport 
by IkS. ( ustoms and t|ueslioned by^.both -UlS. ciistoms and FBI olticials regarding the 
purpose of his trip lo Saudi .Arabia,-' ,d 'he officials searched his documents, business cards. 

and credit cards lor thirtc minutes tscdoreireturning them to him. On his return Irom 

• i ‘ 

Saudi Arabia on .lanuary 0, 2U0-A ifis lugga'gc aiid documents w ere searched for over an 
hour and a half, and he was questioiicd by ollicials about his trip. 

1 44. On February 26. 2003., an FB'l agent called Mr. Abunijem at his work 
place and questioned him about a donation- he had made lo a charitc' called I lelp the 
Needy Mr Abumiem had made donations ofseveral hundred dollars to the organization 

I T 

o\cr the past few vears. The FBI did dot- iitlonn Mr, .Abunijem how they had learned that 
I' ' yv . J ; . 

•f . • 

he made a donation lo Help the Needy. MT.cAbunijem told the FBI agent that he did not 
feel comfortable talking to the FBl'\\ithout a lawyer. 

145. On the same clav that-'the FI3L qiieslioned Mr. Abuiiijem. the Department 

' ii- ' * 

of.luslicc announced that a federaltgrand jLii'y in Syracuse. New York. Iiad returned an 
indictment chargingd lelp the Needyaiid; fpijr indie iduals associated w ith it ol 
transferring binds lo persons in Iraq^wvitluiut having obtained the picipei license. \\ hile 
I lelp the Needv wasaiol accused of|4iving I'oroyiding an> thing other than humanitarian 




aid to people living in Iraq, the Justi4e^Dcpat|:mGnt's press release accused Help the 
Needy of attempting to undermine the Presidenf|S efforts “to end Saddam Hussein's 

tyranny and support for terror.” ‘ ' 

146 Since 4 999, Mr. AbMijein has served as a board member of the Islamic 

>: , .i 

Assembly of North America (“lAN|i”), 4i]on-profit organization dedicated to educating 
the public about Islam. IAN A organizes fciriferences, publishes religious books, and 
supplies Qurans to incarcerated mI^ httsi The Fll raided lANA’s offices m Michigan in 
or about Fcbniary 2003, seizing coilf(uters]a;nditaking photographs of books. The 

•I: - H i 

computers contained information a|i)Lit'ME. .Abunijcm The goyernment has not charged 

' f i 

IAN A with any crim'e, but has arrested one of the organization s tormer presidents, 
Bassem K. Khafagi,jon federal ban^;fraud|dhar| 5 es. Assistant U.S. Attorney Terry 

Derden of Boise, Idaho has stated iiubliclyithat “the investigation could expand to other 

^ i ■ ;i ? 

' li' ^ ' '% 

directors and Islamic Assembly eih|lpyecs.’’ - 

147. Mr. Abunijem has not, been' charged with nny crime and strongly maintains 

-i ' 

his innocence. ' .. s : 

148 Mr Abunijem reasbntiblv believes that because of his religion, his 

? SJ ' 1 'I ‘ 

: ^ : i i . 

ethnicity, his place of birth, iis Icadershipiroledn ICPMA and lANA, and his donations to 
Help the Needy, the, FBI is currently fusing Seciion 215 to obtain his records and personal 
belongings. , A , ; , N , 

h' i ; 

149. ICPMA reasonablji bilicvestthat it could be served with a Section 215 
order It would then have no ability to challenge the order before compromising the 

' , ■ I , I . 

privacy rights of its members. ICP'MA rniiintairis a variety of records about community 
rnembers, including their names an|lthehiames of family members, home and business 




VA h 1 i I i LAA t 1 Aa 




inailin ‘4 addresses, phone numbers, icnuiil addres'ses, credil card iidormation, and 
checking account information. K’lfNlA also retains records ot services it piovides to 
cominunitN members, including Islatuic man'iage contracts, and iccoids ol divoicc 
procecdiiuis and rmaiicial assistance,gl\ eri to neecK' lamilies. I he Islamic School ol 
Portland retains health, financial and cducafir>na'l records pertaining to all ol its students 


and slalT. ICPMA has a policy of liuuntam'jiig- the confidentiality of all records pertaining 
to its communitc members, stall and students. 

150. Section 215 compronji’sesdrPMAi's ability to maintain the confidentiality 
of its records, and to protect community members and students Irom harassment, threals, 
and violence. Since the September ;Mth aturcky, ICPMA community members and other 
Anib-Americans ha\ e repcaledK been the 'target of harassment. Were the confidentiality 
of ICPMA’s records to be compromised and ICPMA’s community list or other records to 


become public knowledge. fCPMA'-sJconihVunity members and students could risk \erbal 

i ^ 

harassment, threats, and e\:en violenc.e. 

4 

151. ICPM.A’s abilitc tot-keep its feccads confidential also allows ICPMA to 


protect its community members Irom the possibility that the gocernment will ttngct them 
for their association with ICPM A.Smcludihg theii rights to' free s|recch. Iree association. 


and free exercise ol 'religion. 

152. [fccause ICPMA coifimunit\i members belicce that (he f Bl is currentK' 
using pro\ isions ol the Patriot Act toUarget'IC, PMA, and because the FBI has iecoii.led 
eon\ ersalions and ser\ ices inside the mosl|iie ahid sought recoids tiom IF I M.A. man\ 
ICPM.A cc>mmunil\' 'members are atraid to attend mosc|tic, practice theii icligion. oi 
express their opinions about religious anif polilical issues. 


3d 


6 & 1 1 ' 
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CAlilSES 0F ACTION 

i 

1 53 . Section 2 1 5 violates the Fourth Amendment by authorizing the FBI to 

* ' i ' 

execute searches without criminal oriforeigniintelligence probable cause. 

1 54. Section 2 1 5 violates* the Fourth Amendment by authorizing the FBI to 
execute searches without providing targeted hrdividuals with notice or an opportunity to 
be heard. 

155. Section 215;violates fhe Fjfihi Amendment by authorizing the FBI to 
deprive individuals of property with|ut dul process. 

156. Section 215 violates lie Firki Amendment by categorically and 

t ' 1 

pennanently prohibiting any person.®onl disclosing to any other person that the FBI has 

■ ' i :i 

; < 

sought records or personal belongings. p • 

157. Section 2 1 5 violates the Eiijst Amendment by authorizing the FBI to 

' f ■■ j 

investigate individuals based on thhihexcrcise of First Amendment rights, including the 

■ - i ' i • • * 

rights of free expression, ffe.e assoc ih'tidn, ,^hd free exercise of religion. 

prAyerI for .relief 

' •*. ■■ r ’ i 

WHEREFORE Plaintiff respectfuflfi-equGsts that the Court: 

1 . Declare that Section|2^jl 5 isiuncijnstitutional under the First, Fourth, and 
Fifth'Amendments. 

f ■ 

2. Pemianently-'enjoin |)|;fendants:|from using Section 215. 

3. Award Plaintiff fcCsfand cos)s pursuant to 28 U.S.C. § 2412. 

■ J ' 

4 Grant such other and* furtherlrclief as the Court deems just and proper. 

■ A ' 


I 




Respectfully sLibniiUed. 


ANN LfF.l-.SON 
JAMl':nL,.IAFFfR 
National Legal Department 
American ( l\ il Liberties Union 
Fouiulation 

12c Broad Street, IS*'' Floor 
New York. NY 1(1(104-2400 
(212) 540-2501) 


MICllALL ,1. STLINBLRG i 
NOLL SALLH ' 

KARY L, MOSS 

American C ivil Liberties Ldiion 1 unU 
of Michigan 
60 West 1 lancoek 
Detroit, Ml 45201-134,5 
(31,5)378-6500 . v 


Dated: July 30, 2003 
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Title: NEW LEGISLATION 

PATRIOT ACT OF 2001 

PROVISIONS ADDRESSING INVESTIGATWE ISSUES 


b2 


Synopsis: To supplement guidance previously provided on the USA PATRIOT ACT of 2001 by 
highlighting provisions of the USA PATRIOT Act of 2001 which are of the most immediate 
interest to FBI investigations. 

Reference: 66F-HQ-A1 247863 Serial 70 

66F-HQ-A1 247863 Serial 71 
66F-HQ-A1323588 Serial 364 

Details: 

Background 

On October 26, 2001, the President signed the “Uniting and Strengthening 
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 
2001" (otherwise referred to as the “USA PATRIOT Act” or “Patriot Act”) which enhances 
many investigative tools available to the FBI. Over the last several months, the Office of the 
General Counsel (OGC) has provided guidance to the field on this Act in the form of e-mails, 
ECs, and presentations/training. Among the documents provided are a detailed section-by- 
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section analysis of certain provisions of the Act;’ two separate ECs prepared by OGC's National 
Security Law Unit, dated October 26, 2001, entitled “NEW LEGISLATION, REVISIONS TO 
FCLIT LEGAL AUTHORITIES, FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)” 
and “NEW LEGISLATION, REVISIONS TO FBI/IT LEGAL AUTHORITIES, NATIONAL 
SECURITY LETTERS”; and an EC prepared by OGC's Legal Forfeiture Unit, dated 
January 1 1, 2002, entitled “ASSET FORFEITURE MATTER.” The purpose of this 
communication is to consolidate into one document the guidance previously provided and to 
highlight those provisions of the Patriot Act of greatest interest to FBI investigative efforts. 

This EC has been broken down into three sections. Section I, Investigative Tools, 
addresses the provisions which modify, amend, or create investigative tools which may apply to 
many types of investigations. Section n, Money Laundering, highlights some of the new crimes 
and investigative tools aimed at the financial networks of criminal enterprises. The International 
Money Laundering Abatement and Financial Anti -Terrorism Act of 2001 was incorporated into 
the Patriot Act and was intended to significantly increase the United States’ ability to combat the 
financing of terrorism. This section of the EC is only intended to summarize some of the 
highlights of the Act. Additional, more comprehensive guidance will be forthcoming. Section 
in. New Terrorism Offenses, summarizes some of the important changes in the criminal statutes 
regarding terrorist offenses. The forfeiture provisions, information sharing provisions, and other 
national security related provisions were addressed in detail in the aforementioned ECs and 
therefore will not be covered by this EC. 

Many of the investigative tools provided in the Patriot Act are governed by a 
sunset provision which will result in their expiration on December 31, 2005 unless renewed by 
Congress.^ In order to be prepared to justify their renewal, offices are encouraged to keep records 
of the effective use of these tools. Important information to be maintained includes both the 
number of times the investigative tool was effectively used and specific information on 
noteworthy cases. 


’This document was prepared by the Department of Justice and provided via e-mail to all 
Chief Division Counsels on October 30, 2001. 

^Title 3 of the Patriot Act, entitled the International Money Laundering Abatement and 
Financial Anti-Terrorism Act of 2001, has a slightly different sunset provision in that it will only 
expire if Congress enacts a joint resolution containing specific language. The result is that the 
provisions will continue unless Congress acts otherwise. 
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I. Investigative Tools 
Information from Communications Providers 


Voice Mail - Law enforcement can now obtain all voice mail which is stored by a 
communications provider, including unopened voice mail, using the procedures set forth in 18 
U.S.C. §2703 (such as a search warrant). This also applies to other wire communications as 
defined by the statute. Voice messages stored and in the possession of the user, such as an bs 

answering machine, are not covered by this statute. 

[fhis tool is set to expire under the sunset provision. 

See 18 U.S.C. § 2510; 18 U.S.C. § 2703. 

Basic Subscriber Information - The list of information law enforcement can 
obtain with a subpoena was expanded to include records of session times and durations, any 
temporarily assigned network address, and the means and source of payment that a customer uses 
to pay for his/her account with a communications provider. 1 8 U.S.C. § 2703(c). 

Nationwide Search Warrants for E-mail - Courts with jurisdiction over an 
investigation can now issue a search warrant with nationwide jurisdiction to compel the 
production of information held by a service provider, such as unopened e-mail. Previously, the 
search warrant had to be issued by a court in the district where the service provider was located. 

This tool is set to expire under the sunset provision. 1 8 U.S.C. § 2703. 

Clarification of the Cable Act - In the past there were two statutory standards for 
privacy protection: one governing cable service (47 U.S.C. § 551, the “Cable Service Act”), and 
the other governing telephone and Internet privacy (18 U.S.C. § 2510, etseq. [wiretap statute], 

18 U.S.C. § 2701, etseq. [ECPA], 18 U.S.C. § 3121 etseq. [pen/trap statute]). This opened the 
door for cable companies which provide telephone and Internet services to argue that the ECPA, 
wiretap, and pen/trap statutes did not apply to them. The Patriot Act clarified this issue by 
stating that the ECPA, wiretap, and pen/trap statutes govern disclosures by cable companies that 
relate to the provision of communication services. See 47 U.S.C. § 551(c)(2)(D). 

Voluntary Disclosures - The law now explicitly permits, but does not require, a 
service provider to disclose to law enforcement either content or non-content customer records in 
emergencies involving an immediate risk of death or serious physical injury to any person. This 
voluntary disclosure, however, does not create an affirmative obligation to review customer 
communications in search of such imminent dangers. The Act also allows a communications 
service provider to disclose non-content records to protect their rights and property. This will 
most often be used when the communications service provider itself is a victim of computer 
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hacking. This provision will expire under the sunset provision. See 18 U.S.C. § 2702(b) & 
(c)(3); 18 U.S.C. § 2703(c)(2)(F). 

Electronic Surveillance 


Expanded Predicates for Title III - The predicate offenses for Title HI were 
expanded to include crimes relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C. 
§§ 2332, 2332a, 2332b, 2332d, 2339A, and 2339B), and felony violations of computer fraud and 
abuse (18 U.S.C. § 1030). This is set to expire under the sunset provision. See 18 U.S.C. § 

2516. 


Nationwide Effect of Pen/Trap Orders - The Act amends the pen/trap statute to 
give federal courts the authority to compel assistance from any provider of communication 
services in the United States whose assistance is appropriate to effectuate the order. See 1 8 
U.S.C. § 3127(2). 

For example, a federal prosecutor may obtain an order to trace calls made to a 
telephone within the prosecutor’s local district. The order applies not only to the local carrier 
serving that line, but also to other providers (such as long-distance carriers and regional carriers 
in other parts of the country) through whom calls are placed to the target telephone. In some 
circumstances, the investigators may have to serve the order on the first carrier in the chain and 
receive from that carrier information identifying the communication’s path to convey to the next 
carrier in the chain. The investigator would then serve the same court order on the next carrier, 
including the additional relevant connection information learned from the first carrier; the second 
carrier would then provide the connection information in its possession for the communication. 
The investigator would repeat this process until the order had been served on the originating 
carrier who was able to identify the source of the communication. 

When prosecutors apply for a pen/trap order using this procedure, they generally 
will not know the name of the second or subsequent providers in the chain of communication 
covered by the order. Thus, the application and order will not necessarily name these providers. 
The amendments to section 3123 therefore specify that, if a provider requests it, law enforcement 
must provide a “written or electronic certification” that the order applies to that provider. OGC 
will provide additional guidance on language for such certification in the near future. 

Intercepting Communications of Computer Trespassers - The wiretap statute was 
amended to explicitly rovide victims of computer attacks the ability to invite law enforcement 
into a protected computer to monitor the computer trespasser’s communications. In the past, the 
law was ambiguous on this point. Before monitoring can occur, however, four requirements must 
be met. First, consent from the owner or operator of the protected computer must be obtained. 
Second, law enforcement must be acting pursuant to an ongoing investigation. Both criminal and 
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intelligence investigations qualify, but the authority to intercept ceases at the conclusion of the 
investigation. Third, law enforcement must have reasonable grounds to believe that the contents 
of the communication to be intercepted will be relevant to the ongoing investigation. And fourth, 
investigators must only intercept the communications sent or received by trespassers. Thus, this 
section would only apply where the configuration of the computer system allows the interception 
of communications to and from the trespasser, and not the interception of non-consenting users 
authorized to use the computer. Additionally, based on the definition of a “computer trespasser,” 
communications of users who have a contractual relationship with the computer owner may not 
be monitored, even if their use is in violation of their contract terms (i.e. spammers). This is set 
to expire under the sunset provision. See 18 U.S.C. § 1030(e)(2); 18 U.S.C. § 2510 (20) & (21); 
18U.S.C. §2511(2)(i). 

Pen Register/Trap and Trace Reporting Requirement - The statute created a new 
reporting requirement whenever the government uses its own pen register or trap and trace 
equipment on a packet-switched data network of an electronic communications service to the 
public. While this provision was aimed at the use of the DCS- 1000 (earlier versions were known 
as Carnivore), it will also apply to the use of other government owned equipment/software, such 
as Etherpeek, on a service provider’s network. While additional detailed guidance will be 
forthcoming, this new requirement imposes a duty to maintain records relating to the use of this 
equipment and to file these records with the court which authorized the pen register or trap and 
trace. See 18 U.S.C. § 3123(a)(3). 

OPR Inquiry and Civil Liability for Unauthorized Disclosures - If a court, 
appropriate department, or agency, 1) finds that the government violated the wiretap statute (18 
U.S.C. § 2520, et seq.) or the Electronic Communications Privacy Act (ECPA codified at 18 
U.S.C. § 2701, et seq.y, and 2) seriously questions if a government employee acted willfully or 
intentionally in such violation, the statute now requires that an OPR inquiry be initiated to 
determine if disciplinary action is warranted. The Department of Justice Inspector General will 
be notified of the results of the inquiry, including justification for the outcome. Violations 
warranting an OPR inquiry include improper disclosure of information obtained pursuant to Title 
in, ECPA, a pen register/trap and trace order, and national security letters under 18 U.S.C. § 
2709. The United States is now civilly liable for certain violations of FISA [Section 106(a) 
codified at 50 U.S.C. § 1806(a) (the use of information in the ELSUR context). Section 305(a) 
codified at 50 U.S.C. § 1825(a) (the use of information in the physical search context), and 
Section 405(a) codified at 50 U.S.C. § 1 845(a) (the use of information in the pen register/trap 
and trace context)], the wiretap statute, and ECPA with minimum damages awarded at $10,000 
plus legal fees. See 18 U.S.C. § 2520(f) & (g); 18 U.S.C. § 2707(d) &. (g); and 18 U.S.C. § 2712. 
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Search Warrants 


Delayed Notice for Search Warrants - The Act created a uniform statutory 
standard authorizing courts to delay the provision of required notice if the court finds “reasonable 
cause” to believe that providing immediate notification of the execution of the warrant may have 
an adverse result as defined by 18 U.S.C. § 2705 (including endangering the life or physical 
safety of an individual, flight firom prosecution, evidence tampering, witness intimidation, or 
otherwise seriously jeopardizing an investigation or unduly delaying a trial). The Act provides 
for the giving of notice within a “reasonable period” of a warrant’s execution, which period can 
be fiirther extended by a court for good cause. See 18 U.S.C. § 3103a. 

Single Jurisdiction Search Warrants for Terrorism - In domestic terrorism (as 
defined within the act) or international terrorism cases, a search warrant may be issued by a 
magistrate judge in any district in which activities related to the terrorism have occurred for a 
search of property or persons located within or outside of the district. See Fed. R. Crim. P. 41(a). 
U.S. Attorneys' Offices had been advised to coordinate all search warrants in the investigation 
into the September 1 1 terrorist attacks with the DOT Terrorism and Violent Crimes Section in 

order to avoid duplication of eff ort and prevent inadvertent interference with ongoing 

investigations in another district] 


Miscellaneous Tools 


Obtaining Financial Records and Consumer Reports - Section 358 of the Act 
amended the Right to Financial Privacy Act and the Fair Credit Reporting Act to provide for the 
ability to obtain financial records or consumer reports related to “intelligence or 
counterintelligence activity, investigation or analysis related to international terrorism.” See 31 
U.S.C. § 5311; 12 U.S.C. § 3412(a). 

DNA Predicates - Section 503 extends DNA sample collection to all federal 
offenders convicted of the types of offenses that are likely to be committed by terrorists (as set 
forth in 18 U.S.C. § 2332b(g)(5)(B)) or any crime of violence (as defined in 18 U.S.C. §16). See 
42 U.S.C. §14135a(d)(2). 

Emergency Assistance from DOD - The Act broadened the Attorney General’s 
authority to request assistance from the Secretary of Defense in emergency situations involving 
weapons of mass destruction. See 18 U.S.C. § 2332e. 

Educational Records - Law enforcement can now obtain educational records held 
by an educational agency or institution if they are relevant to an authorized investigation of 
domestic or international terrorism or other offenses found under 18 U.S.C. § 2332b(g)(5)(B). 
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Assistant Attorney General approval is required. This includes individually identifiable 
information which may be in the possession of the National Center for Education Statistics. See 
20 U.S.C. § 1232g; 20 U.S.C. § 9007. 

Expanded Foreign Jurisdiction - The special maritime and territorial jurisdiction 
of the United States explicitly is extended to U.S. diplomatic and consular premises and related 
private residences overseas for offenses committed by or against a U.S. national. This clarified 
inconsistent prior caselaw to establish that the United States may prosecute offenses committed 
in its missions abroad, by or against its nationals. The provision explicitly exempts offenses 
committed by members or employees of the U.S. armed forces and persons accompanying the 
armed forces, who are covered under a provision of existing law, 18 U.S.C. § 3261(a). See 18 
U.S.C. § 7. 


Expansion of the Computer Fraud and Abuse Act (18 U.S.C. § 1030) - The Act 
included a variety of modifications to strength the criminal statute used most often in computer 
hacking cases (18 U.S.C. § 1030). The Patriot Act increases penalties for hackers who damage 
protected computers (from a maximum of 10 years to a maximum of 20 years); clarifies the mens 
rea required for such offenses to make explicit that a hacker need only intend damage, not a 
particular type of damage; adds a new offense for damaging computers used for national security 
or criminal justice purposes; expands the coverage of the statute to include computers in foreign 
countries so long as there is an effect on U.S. interstate or foreign commerce; counts state 
convictions as “prior offenses” for the purpose of recidivist sentencing enhancements; and allows 
losses to several computers from a hacker’s course of conduct to be aggregated for purposes of 
meeting the $5,000 jurisdictional threshold. See 18 U.S.C. § 1030. 

II. Money Laundering 


New Offenses 


Bulk Cash Smuggling - The Act makes it an offense to smuggle more than 
$10,000 in currency into or out of the United States with the intent to evade the CMIR reporting 
requirement. The House Report specifically states that this provision will apply to conduct 
occurring before the effective date of the Act. 31 U.S.C. § 5332. 

Money Transmitting Businesses - The scope of 18 U.S.C. § 1960 is expanded to 
include any business, licensed or unlicensed, that involves the movement of funds that the 
defendant knows were derive d from a criminal offense, or were intended to be used “to promote 
or support unlawful activity.” 

b5 
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It is already an offense under Sections 1956 and 1957 for any person to conduct a 
financial transaction involving criminally derived property. But Section 1957 has a $10,000 
threshold requirement, and Section 1956 requires proof of speeific intent either to promote 
another offense or to conceal or disguise the criminal proceeds. New Seetion 1960 contains 
neither of these requirements if the property is criminal proceeds; or alternatively, if there is 
proof that the purpose of the financial transaction was to commit another offense, it does not 
require proof that the transmitted funds were tainted by any prior misconduct. See 18 U.S.C. § 
1960. 

New Investigative Tools 

Expansion of Money Laundering Predicates - The list of foreign crimes in the 
definition of “specified unlawful activity” is expanded to include public corruption and other 
foreign offenses. Similarly, amendment to RICO makes a long list of aets relating to terrorism 
predicates for money laundering. Moreover, under Section 1956(a)(2)(A), it will be an offense to 
send any money from any souree into or out of the United States with the intent to promote such 
an offense. 


Subpoenas for Overseas Bank Records - A new statute, 31 U.S.C. § 5318(k)(3), 
provides that the Attorney General or the Secretary of the Treasury may serve “a summons or 
subpoena” on any foreign bank that has a correspondent account in the United States, and request 
records relating to that correspondent account or any records maintained outside of the United 
States relating to the deposit of funds into the foreign bank. Congress has ereated this authority 
by requiring that any foreign bank that maintains a eorrespondent account in the United States 

must appoint a representative to accept a s ubpoena issued by the Attorney General or the 

Secretary of the Treasury for bank records. 


This section of the Act became effective on December 25, 

2001 . 


Long-Arm Jurisdiction - The Act expanded the court’s jurisdiction to include a 
foreign person, including a foreign bank, if the money laundering offense occurred in part in the 
United States, or the foreign bank has a correspondent account in the United States. See 18 
U.S.C. § 1956(b). 

Voluntary Disclosure by Banks - The Act provides immunity from civil liability 
for any financial institution that makes a voluntary disclosure of any possible violation of law or 
regulation to a government agency. It further prohibits, with some limited exceptions, the person 
or entity making such disclosure from notifying the person involved in the suspicious transaction 
that the transaction has been reported. See 31 U.S.C. § 5318(g)(3). 
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III. New Terrorism Offenses 


Definitions 


Domestic Terrorism - The Act created a new definition of “domestic terrorism,” 
corresponding to the existing definition of “international terrorism.” The term is defined to mean 
activities occurring primarily within the territorial jurisdiction of the United States involving acts 
dangerous to human life that are a violation of the criminal laws of the United States or any state 
and appear to be intended to intimidate or coerce a civilian population, influence the policy of a 
government by intimidation or coercion, or affect the conduct of a government by mass 
destruction, assassination, or kidnaping. Investigations of “domestic terrorism” and 
“international terrorism” have additional investigative tools including nationwide service of 
search warrants and disclosure of educational records. See 18 U.S.C. § 2331; Fed. R. Crim. P. 
41(a); 20 U.S.C. § 1232g; 20 U.S.C. § 9007. 

Federal Crime of Terrorism (18 U.S.C. § 2332b(g)(5))- The definition was 
modified to include several offenses likely to be committed by terrorists, including a number of 
aircraft violence crimes and certain computer crimes, to the list of predicate offenses. Due to 
Congressional concerns about overbreadth, some crimes were removed from the list (primarily 
offenses involving assault and less grave property crimes). These offenses are now RICO 
predicates (see USA Patriot Act § 813), have a longer or no statute of limitations (18 U.S.C. § 
3286), and are predicates for the collection of DNA (see Section I. above). 

New Offenses 


Attacks on Mass Transportation Systems - The law now prohibits various violent 
offenses against mass transportation systems, vehicles, facilities, or passengers. Specifically, it 
prohibits disabling or wrecking a mass transportation vehicle; placing a biological agent or 
destructive substance or device in a mass transportation vehicle with intent to endanger safety or 
with reckless disregard for human life; setting fire to or placing a biological agent or destructive 
substance or device in a mass transportation facility knowing or having reason to know that the 
activity is likely to disable or wreck a mass transportation vehicle; disabling mass transportation 
signaling systems; interfering with personnel with intent to endanger safety or with reckless 
disregard for hiunan life; use of a dangerous weapon with intent to cause death or serious bodily 
injury to a person on the property of a mass transportation provider; conveying false information 
about any such offense; and attempt and conspiracy. The provision carries a maximum sentence 
of 20 years imprisonment, or life imprisonment if the crime results in death. See 18 U.S.C. § 
1993. 


Harboring Terrorists - Previously the harboring offense prohibited only the 
harboring of spies (see 18 U.S.C. §792); there was no comparable terrorism provision. The new 
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law prohibits harboring or concealing persons who have committed or are about to commit a 
variety of terrorist offenses, including destruction of aircraft or aircraft facilities, use of nuclear 
materials or chemical or biological weapons, use of weapons of mass destruction, arson or 
bombing of government property, destruction of energy facilities, sabotage of nuclear facilities, 
or aircraft piracy. See 18 U.S.C. § 2339. 

Expert Advice/Assistance and Material Support - The prohibition on providing 
material support or resources to terrorists was expanded to include expert advice and assistance. 

This makes the offense applicable to experts who provide advice or assistance knowing or 
intending that it is to be used in preparing for or carrying out terrorism crimes, such as the civil 
engineer providing advice on the best manner to destroy a building. This provision expanded the 
criminal law by eliminating the restriction that such material support be within the United States, 
clarifying that prohibited material support includes all types of monetary instruments, and adding 
to the list of underlying terrorism crimes for which provision of material support is barred. 

Additionally, material support offenses can be prosecuted in any district in which the underlying 
offense was committed. The Act also clarified that the Trade Sanctions Reform and Export 
Enhancement Act of 2000 does not limit this prohibition. See 1 8 U.S.C. § 2339A. 

Possession of a Biological Agent - The Act established an additional offense to 
the biological weapons statute of possessing a biological agent or toxin of a type or in a quantity 
that, under the circumstances, is not reasonably justified by a prophylactic, protective, bona fide 
research, or other peaceful purpose. Additionally it created a new offense for certain restricted 
persons (including felons, persons indicted for felonies, fugitives, drug users, illegal aliens, 
mentally impaired persons, aliens from certain terrorist states, and persons dishonorably 
discharged from the U.S. armed services) to possess a biological agent or toxin listed as a “select 
agenf’ by the Secretary of Health and Human Services. See 18 U.S.C. § 175. 

Attempt and Conspiracy - The Act amended several terrorism crimes to add a 
prohibition on attempt and conspiracy resulting in penalties equal to the underlying offenses. See 
18 U.S.C. § 81 (arson); 18 U.S.C. § 930(c) (killings in federal facilities); 18 U.S.C. § 1362 
(injuring or destroying communications lines or systems); 18 U.S.C. § 1363 (injuring or 
destroying buildings or property within the special maritime and territorial jurisdiction of the 
United States); 18 U.S.C. § 1992 (wrecking trains); 18 U.S.C. § 2339A (material support to 
terrorists); 18 U.S.C. § 2340A (torture); 42 U.S.C. § 2284 (sabotage of nuclear facilities or fuel); 

49 U.S.C. § 46504 (interference with flight crew members and attendants); 49 U.S.C. § 46505 
(carrying weapons aboard aircraft); and 49 U.S.C. § 60123(b) (damaging or destroying an 
interstate gas or hazardous liquid pipeline facility). 

Additional Information and Manual Changes 

Additional guidance and associated manual changes will be f orthcoming. Any 
questions should be directed to the Investigative Law Unit, The text of the law, 
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Summary 

The Foreign Intelligence Surveillance Act, 50 U.S.C. § 1801 etseq., (FISA) as 
passed in 1 978, provided a statutory framework for the use of electronic surveillance 
in the context of foreign intelligence gathering. In so doing, the Congress sought to 
strike a delicate balance between national security interests and personal privacy 
rights. Subsequent legislation expanded federal laws dealing with foreign 
intelligence gathering to address physical searches, pen registers and trap and trace 
devices, and access to certain business records. The Uniting and Strengthening 
America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism (USA PATRIOT) Act of 2001, P.L. 107-56, made significant changes to 
some of these provisions. Further amendments were included in the Intelligence 
Authorization Act for Fiscal Year 2002, P.L. 107-108, and the Homeland Security 
Act of 2002, P.L. 107-296. In addressing international terrorism or espionage, the 
same factual situation may be the focus of both criminal investigations and foreign 
intelligence collection efforts. The changes in FISA under these public laws facilitate 
information sharing between law enforcement and intelligence elements. In its Final 
Report , the 9/1 1 Commission noted that the removal of the pre-9/1 1 “wall” between 
intelligence and law enforcement “has opened up new opportunities for cooperative 
action within the FBI.” 

On May 17, 2002, the U.S. Foreign Intelligence Surveillance Court (FISC) 
issued a memorandum opinion and order written by the then Presiding Judge of the 
court, and concurred in by all of the other judges then on the court. The unclassified 
opinion and order were provided to the Senate Judiciary Committee in response to 
a letter from Senator Leahy, Senator Grassley, and Senator Specter, who released 
them to the public on August 22, 2002. In the decision, the FISC considered a 
motion by the U.S. Department of Justice “to vacate the minimization and ‘wall’ 
procedures in all cases now or ever before the Court, including this Court’s adoption 
of the Attorney General’s July 1995 intelligence sharing procedures, which are not 
consistent with new intelligence sharing procedures submitted for approval with this 
motion.” The FISC granted the Department’s motion, but modified part of the 
proposed minimization procedures. While this FISC decision was not appealed 
directly, the Department of Justice did seek review of an FISC order authorizing 
electronic surveillance of an agent of a foreign power and of an FISC order renewing 
that surveillance, both subject to restrictions based upon the May 1 7* memorandum 
opinion and order by the FISC. The U.S. Foreign Intelligence Surveillance Court of 
Review reversed and remanded the FISC orders on November 18, 2002. 

This report will examine the detailed statutory structure provided by FISA and 
related provisions of E.0. 12333. In addition, it will discuss the decisions of the U.S. 
Foreign Intelligence Surveillance Court and the U.S. Foreign Intelligence 
Smweillance Court of Review. Bills from the 108* Congress relating to FISA are 
addressed in CRS Report RL32608, Foreign Intelligence Surveillance Act: Selected 
Legislation front the 108th Congress. 
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The Foreign Intelligence Surveiiiance Act: 
An Overview of the Statutory Framework 
and Recent Judiciai Decisions 


Introduction 

On October 26, 2001, President George W. Bush si^ed P.L. 107-56, the 
Uniting and Strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism Act or the USA PATRIOT Act. Among its 
provisions are a number which impacted or amended the Foreign Intelligence 
Surveillance Act, 50 U.S.C. § 1801 et seq. (FISA). For example, the new law 
expanded the number of United States district court judges on the Foreign 
Intelligence Surveillance Court and provided for roving or multipoint electronic 
surveillance authority under FISA. It also amended FISA provisions with respect to 
pen registers and trap and trace devices and access to business records. In addition, 
FISA, as amended, substantially expanded the reach of the business records 
provisions. The amended language changed the certification demanded of a federal 
officer applying for a FISA order for electronic surveillance from requiring a 
certification that the purpose of the surveillance is to obtain foreign intelligence 
information to requiring certification that a significant purpose of the surveillance 
is to obtain foreign intelligence information. FISA, as amended, also affords persons 
aggrieved by inappropriate use or disclosure of information gathered in or derived 
from a FISA surveillance, physical search or use of a pen register or trap and trace 
device a private right of action. Of the amendments made by the USA PATRIOT 
Act, all but the section which increased the number of judges on the Foreign 
Intelligence Surveillance Court will sunset on December 31, 2005. Subsequent 
amendments to FISA were made by the Intelligence Authorization Act for Fiscal 
Year 2003, P.L. 107-108 (H.R. 2883), and by the Homeland Security Act of 2002, 
P.L. 107-296. 


On May 17, 2002, the U.S. Foreign Intelligence Surveillance Court (FISC) 
issued an opinion and order' written by the then Presiding Judge of the court, U.S. 
District Judge Royce C. Lamberth. All of the other judges then on the FISC 
concurred in the order. The opinion was provided by the current Presiding Judge of 
the FISC, U.S. District Judge Colleen Kollar-Kotelly, to the Senate Judiciary 
Committee in response to a July 3 1 letter from Senator Leahy, Senator Grassley and 


' In re All Matters Submitted to the Foreign Intelligence Surveillance Court, 218 F. Supp. 
2d 611(U.S. Foreign Intell. Surveil. Ct. 2002) (hereinafter F/SC o/?.). 
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Senator Specter.^ On August 22, 2002, the unclassified opinion was released to the 
public by Senator Leahy, Senator Grassley and Senator Specter. 

In the memorandum opinion and order, the FISC considered a motion by the 
U.S. Department of Justice “to vacate the minimization and ‘wall’ procedures in all 
cases now or ever before the Court, including this Coiut’s adoption of the Attorney 
General’s July 1995 intelligence sharing procedures, which are not consistent with 
new intelligence sharing procedures submitted for approval with this motion.”^ In 
its memorandum and accompanying order, the FISC granted the Department of 
Justice’s motion, but modified the second and third paragraphs of section U.B of the 
proposed minimization procedures.'* 

The FISC's May 17* memorandum opinion and order were not appealed 
directly. However, the Justice Department sought review in the U.S. Foreign 
Intelligence Court of Review (Court of Review) of an FISC order authorizing 
electronic surveillance of an agent of a foreign power, subject to restrictions flowing 
from the May 1 7* decision, and of an FISC order renewing that surveillance subject 
to the same restrictions.^ The Court of Review reversed and remanded the FISC 
orders.® This opinion, the first issued by the U.S. Foreign Intelligence Surveillance 


^ See, Statement of Sen. Patrick Leahy, Chairman, Committee on the Judiciary, “The USA 
PATRIOT Act in Practice: Shedding Light on the FISA Process” (Sept. 10, 2002), 
[http://leahy.senate.gOv/press/2002209/091002.html]; “Courts,” National Journal’s 
Technology Daily (August 22, 2002, PM Edition); “Secret Court Rebuffs Ashcroft; Justice 
Dept. Chided on Misinformation,” by Dan Eggen and Susan Schmidt, Washington Post, p. 
A1 (August 23, 2002). 

^ FISC op., 218 F. Supp. 2d at 613. 

LM at 624-27. 

^ In re Sealed Case, 310 F.3d 7 1 7 (U.S. Foreign Intell. Surveil. Ct. Rev. 2002) (hereinafter 
Court of Review op.). 

® The Foreign Intelligence Surveillance Act, P.L. 95-511, as amended (hereinafter FISA), 
Title I, § 103, 50 U.S.C. § 1803, created both the U.S. Foreign Intelligence Surveillance 
Court and the U.S. Foreign Intelligence Surveillance Court of Review. As originally 
constituted the FISC was made up of 7 U.S. district court judges publicly designated by the 
Chief Justice of the United States. As amended by the USA PATRIOT Act, P.L. 107-56, 
§ 208, the membership in the FISC was expanded to 1 1 members, at least 3 of whom must 
live within a 20 mile radius of the District of Columbia. The U.S. Foreign Intelligence 
Surveillance Court of Review is made up of 3 U.S. district court or U.S. court of appeals 
judges publicly designated by the Chief Justice. 

The current language of 50 U.S.C. § 1803 provides: 

§ 1803. Designation of judges 

(a) Court to hear applications and grant orders; record of denial; transmittal to 
court of review 

The Chief Justice of the United States shall publicly designate 1 1 district 
court judges from seven of the United States judicial circuits of whom no fewer 

(continued...) 
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® (...continued) 

than 3 shall reside within 20 miles of the District of Columbia who shall 
constitute a court which shall have jurisdic tion to hear applications for and grant 
orders approving electronic surveillance amy^where within the United States under 
the procedures set forth in this chapter, except that no judge designated under 
this subsection shall hear the same application for electronic surveillance under 
this chapter which has been denied previously by another judge designated under 
this subsection. If any judge so designated denies an application for an order 
authorizing electronic surveillance under this chapter, such judge shall provide 
immediately for the record a written statement of each reason for his decision 
and, on motion of the United States, the record shall be transmitted, under seal, 
to the court of review established under subsection (b) of this section. 

(b) Court of review; record, transmittal to Supreme Court 

The Chief Justice shall publicly designate three judges, one of whom shall 
be publicly designated as the presiding judge, from the United States district 
courts or courts of appeals who together shall comprise a court of review which 
shall have jurisdiction to review the denial of any application made under this 
chapter. If such court determines that the application was properly denied, the 
court shall immediately provide for the record a written statement of each reason 
for its decision and, on petition of the United States for a writ of certiorari, the 
record shall be transmitted under seal to the Supreme Court, which shall have 
jurisdiction to review such decision. 

(c) Expeditious conduct of proceedings; security measures for maintenance of 
records 

Proceedings under this chapter shall be conducted as expeditiously as 
possible. The record of proceedings under this chapter, including applications 
made and orders granted, shall be maintained under security measures 
established by the Chief Justice in consultation with the Attorney General and 
the Director of Central Intelligence. 

(d) Tenure 

Each judge designated imder this section shall so serve for a maximum of 
seven years and shall not be eligible for redesignation, except that the judges first 
designated under subsection (a) of this section shall be designated for terms from 
one to seven years so that one term expires each year, and that judges first 
designated imder subsection (b) of this section shall be designated for terms of 
three, five, and seven years. 

The reference in subsection (a), (b), and (c) to “this chapter” refers to chapter 36 of Title 1 8, 
U.S.C., where the Foreign Intelligence Surveillance Act, as amended, is codified. This act, 
as amended, deals with electronic surveillance (50 U.S.C. § 1801 etseq.), physical searches 
(50 U.S.C. § 1821 etseq.), pen registers and trap and trace devices (50 U.S.C. § 1841 et 
seq.), and “access to certain business records for foreign intelligence and international 
terrorism investigations” (50 U.S.C. § 1861). The judges of the FISC are given jiuisdiction 
over applications for physical searches for the purpose of obtaining foreign intelligence 
information anywhere in the United States under 50 U.S.C. § 1822(c). Under 50 U.S.C. § 
1842(b), an application for an order authorizing or approving the installation and use of a 

(continued...) 
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Court of Review since its creation in 1978, was also released to the public. This 
report will provide background on the Foreign Intelligence Surveillance Act, discuss 
its statutory framework, and review these two decisions. 

Background 

Investigations for the purpose of gathering foreign intelligence give rise to a 
tension between the Government’s legitimate national security interests and the 
protection of privacy interests.^ The stage was set for legislation to address these 
competing concerns in part by Supreme Court decisions on related issues. In Katz 
V. United States, 389 U.S. 347 (1967), the Court held that the protections of the 
Fourth Amendment extended to circumstances involving electronic surveillance of 
oral communications without physical intrusion.® The Katz Court stated, however, 
that its holding did not extend to cases involving national security.’ In United States 
V. United States District Court, 407 U.S. 297 (1972) (the Keith case), the Court 
regarded Katz as “implicitly recogniz[ing] that the broad and unsuspected 
governmental incursions into conversational privacy which electronic surveillance 
entails necessitate the application of Fourth .I'^endment safeguards.”” Mr. Justice 
Powell, writing for the Keith Court, framed the matter before the Court as follows; 

The issue before us is an important one for the people of our country and 
their Government. It involves the delicate question of the President’s power, 
acting through the Attorney General, to authorize electronic surveillance in 
internal security matters without prior judicial approval. Successive Presidents 
for more than one-quarter of a century have authorized such surveillance in 
varying degrees, without guidance from the Congress or a definitive decision of 
this Court. This case brings the issue here for the first time. Its resolution is a 
matter of national concern, requiring sensitivity both to the Government’s right 


® (...continued) 

pen register or trap and trace device for foreign intelligence or international terrorism 
investigations may be made to either a judge of the FISC or to a U.S. Magistrate Judge 
publicly designated by the Chief Justice of the United States to have the power to hear 
applications for and grant orders on behalf of an FISC j udge approving such installation and 
use. Similarly, under 50 U.S.C. § 1861(b), an application for an order for production of 
tangible things under the “business records” provision may be made either to an FISC judge 
or to a U.S. Magistrate Judge publicly designated by the Chief Justice of the United States 
to hear such an application and to grant such an order on behalf of an FISC judge. 

^ The Fourth Amendment to the United States Constitution states: 

The right of the people to be secure in their persons, houses, papers, and 
effects, against unreasonable searches and seizures, shall not be violated, and no 
Warrants shall issue, but upon probable cause, supported by Oath or affirmation, 
and particularly describing the place to be searched, and the persons or things to 
be seized. 

® Katz V. United States, 389 U.S. 347, 353 (1967). 

'’M, at 359, n. 23. 

” United States v. United States District Court, 407 U.S. 297, 313-14 (1972). 
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to protect itself from unlawful subversion and attack and to the citizen’s right to 
be secure in his privacy against unreasonable Government intrusion." 

The Court held that, in the case of intelligence gathering involving domestic security 
surveillance, prior judicial approval was required to satisfy the Fourth Amendment.'^ 
Justice Powell emphasized that the case before it “require[d] no judgment on the 
scope of the President’s surveillance power with respect to the activities of foreign 
powers, within or without the country.”'^ The Court expressed no opinion as to “the 
issues which may be involved with respect to activities of foreign powers or their 
agents.”’"^ However, the guidance which the Court provided in Keith with respect to 
national security surveillance in a domestic context to some degree presaged the 
approach Congress was to take in foreign intelligence surveillance. The Keith Court 
observed in part: 

. . . We recognize that domestic surveillance may involve different policy 
and practical considerations from the surveillance of “ordinary crime.” The 
gathering of security intelligence is often long range and involves the 
interrelation of various sources and types of information. The exact targets of 
such surveillance may be more difficult to identify than in surveillance 
operations against many types of crime specified in Title III [of the Omnibus 
Crime Control and Safe Streets Act, 18 U.S.C. § 2510 etseq.]. Often, too, the 
emphasis of domestic intelligence gathering is on the prevention of unlawful 
activity or the enhancement of the Government’s preparedness for some possible 
future crisis or emergency. Thus, the focus of domestic surveillance may be less 
precise than that directed against more conventional types of crimes. Given these 
potential distinctions between Title III criminal surveillances and those involving 
domestic security, Congress may wish to cionsider protective standards for the 
latter which differ from those already prescribed for specified crimes in Title III. 
Different standards may be compatible with the Fourth Amendment if they are 
reasonable both in relation to the legitimate need of Government for intelligence 
information and the protected rights of our citizens. For the warrant application 
may vary according to the governmental interest to be enforced and the nature 

of citizen rights deserving protection It may be that Congress, for example, 

would judge that the application and affidavit showing probable cause need not 


" 407 U.S. at 299. 

Id., at 391-321. Justice Powell also observed that, 

National security cases . . . often reflect a convergence of First and Fourth 
Amendment values not present in cases of “ordinary” crime. Though the 
investigative duty of the executive may be stronger in such cases, so also is there 
greater jeopardy to constitutionally protected speech. “Historically the struggle 
for freedom of speech and press in England was bound up with the issue of the 
scope of the search and seizure power,” Marcus v. Search Warrant, 367 U.S. 

717, 724 (1961) Fourth Amendment protections become the more necessary 

when the targets of official surveillance may be those suspected of unorthodoxy 
in their political beliefs. The danger to political dissent is acute where the 
Government attempts to act under so vague a concept as the power to protect 
“domestic security.” .... 

"M, at 308. 

"/d., at 321-22. 
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follow the exact requirements of § 2518 but should allege other circumstances 
more appropriate to domestic security cases; that the request for prior court 
authorization could, in sensitive cases, be made to any member of a specially 
designated court . . and that the time and reporting requirements need not be 
so strict as those in § 25 1 8. The above paragraph does not, of course, attempt to 
guide the congressional judgment but rather to delineate the present scope of our 
own opinion. We do not attempt to detail the precise standards for domestic 
security warrants any more than our decision in Katz sought to set the refined 
requirements for the specified criminal surveillances which now constitute Title 
III. We do hold, however, that prior judicial approval is required for the type of 
domestic surveillance involved in this case and that such approval may be made 
in accordance with such reasonable standaids as the Congress may prescribe.'^ 

Court of appeals decisions following Keith met more squarely the issue of 
warrantless electronic surveillance in the context of foreign intelligence gathering. 
In United States v. Brown, 484 F.2d 418 (5*^ Cir. 1973), cert, denied, 415 U.S. 960 
(1974), the Fifth Circuit upheld the legality of a warrantless wiretap authorized by 
the Attorney General for foreign intelligence purposes where the conversation of 
Brown, an American citizen, was incidentally overheard. The Third Circuit in United 
States V. Butenko, 494 F.2d 593 (3"* Cir. 1974), cert, denied sub nom, Ivanov v. 
United States, 419 U.S. 881 (1974), concluded that warrantless electronic 
surveillance was lawftil, violating neither Section 605 of the Communications Act 
nor the Fourth Amendment, if its primary puqjose was to gather foreign intelligence 
information. In its plurality decision in Zweihon v. Mitchell, 516 F.2d 594, 613-14 
(D.C. Cir. 1975), cert, denied, 425 U.S. 944 (1976), the District of Columbia Circuit 
took a somewhat different view in a case involving a warrantless wiretap of a 
domestic organization that was not an agent of a foreign power or working in 
collaboration with a foreign power. Finding that a warrant was required in such 
circumstances, the plurality also noted that “an analysis of the policies implicated by 
foreign security surveillance indicates that, absent exigent circumstances, all 
warrantless electronic surveillance is unreasonable and therefore unconstitutional.” 

With the passage of the Foreign Intelligence Siuveillance Act (FISA), P.L. 95- 
511, Title I, Oct. 25, 1978, 92 Stat. 1796, codified as amended at 50 U.S.C. § 1801 
et seq. , Congress sought to strike a delicate balance between these interests when the 
gathering of foreign intelligence involved the use of electronic surveillance.'® 
Collection of foreign intelligence information through electronic surveillance is now 
governed by FISA and E.O. 12333.” This report will examine the provisions of 


” 407 U.S. at 323-24. 

'® For an examination of the legislative history of P.L. 95-51 1 , see S. Rept. 95-604, Senate 
Committee on the Judiciary, Parts I and II (Nov. 15, 22, 1977); S. Rept. 95-701, Senate 
Select Committee on Intelligence (March 14, 1978); H.Rept. 95-1283, House Permanent 
Select Committee on Intelligence (June 8, 1978); H. Conf Rept. 95-1720 (Oct. 5, 1978); 
Senate Reports and House Conference Report are reprinted in 1978 U.S. Code Cong. & 
Admin. News 3904. 

” Physical searches for foreign intelligence information are governed by 50 U.S.C. § 1821 
et seq., while the use of pen registers and trap and trace devices in connection with foreign 
intelligence investigations is addressed in 50 U.S.C. § 1841 et seq. Access to certain 

(continued...) 
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FISA which deal with electronic surveillance, in the foreign intelligence context, as 
well as those applicable to physical searches, the use of pen registers and trap and 
trace devices under FISA, and access to business records and other tangible things 
for foreign intelligence purposes. As the provisions of E.0. 12333 to some extent set 
the broader context within which FISA operates, we will briefly examine its pertinent 
provisions first. 


Executive Order 12333 

Under Part 2.3 of E.0. 12333, the agencies within the Intelligence Community 
are to "collect, retain or disseminate informa.tion concerning United States persons 
only in accordance with procedures established by the head of the agency concerned 
and approved by the Attorney General, consistent with the authorities provided by 
Part 1 of this Order. ..." Among the types of information that can be collected, 
retained or disseminated under this section are; 

(a) Information that is publicly available or collected with the consent of 
the person concerned; 

(b) Information constituting foreign intelligence or counterintelligence, 
including such information concerning corporations or other commercial 
organizations. Collection within the United States of foreign intelligence not 
otherwise obtainable shall be undertaken by the FBI or, when significant foreign 
intelligence is sought, by other authorized agencies of the Intelligence 
Community, provided that no foreign intelligence collection by such agencies 
may be undertaken for the purpose of acquiring information concerning the 
domestic activities of United States persons; 

(c) Information obtained in the coirrse of a lawful foreign intelligence, 
counterintelligence, international narcotics or international terrorism 
investigation; 

(d) Information needed to protect the safety of any persons or organizations, 
including those who are targets, victims or hostages of international terrorist 
organizations; 

(e) Information needed to protect foreign intelligence or counterintelligence 
sources or methods from unauthorized disclosure. Collection within the United 
States shall be undertaken by the FBI except that other agencies of the 
Intelligence Community may also collect such information concerning present 
or former employees, present or former intelligence agency contractors or their 
present or former employees, or applicants for any such emplojment or 
contracting; 

(f) Information concerning persons who are reasonably believed to be 
potential sources or contacts for the purpose of determining their suitability or 
credibility; 

(g) Information arising out of a lawful personnel, physical or 
communications security investigation; 

(i) Incidentally obtained information that may indicate involvement in 
activities that may violate federal, state, local or foreign laws; and 

(j) Information necessary for administrative purposes. 


(...continued) 

business records for foreign intelligence or international terrorism investigative purposes 
is covered by 50 U.S.C. § 1861 et seq. 
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In addition, agencies within the Intelligence Community may disseminate 
information, other than information derived from signals intelligence, to each 
appropriate agency within the Intelligence Community for purposes of allowing 
the recipient agency to determine whether the information is relevant to its 
responsibilities and can be retained by it. 

In discussing collections techniques, Part 2.4 of E.O. 12333 indicates that 
agencies within the Intelligence Community are to use 

the least intmsive collection techniques feasible within the United States or 
directed against United States persons abroad. Agencies are not authorized to 
use such techniques as electronic surveillance, unconsented physical search, mail 
surveillance, physical surveillance, or monitoring devices unless they are in 
accordance with procedures established by the head of the agency concerned and 
approved by the Attorney General. Such procedures shall protect constitutional 
and other legal rights and limit use of such information to lawful governmental 
purposes. . . . 

Part 2.5 of the Executive Order 12333 states that: 

The Attorney General hereby is delegated the power to approve the use for 
intelligence purposes, within the United States or against a United States person 
abroad, of any technique for which a warrant would be required if undertaken for 
law enforcement purposes, provided that such techniques shall not be undertaken 
unless the Attorney General has determined in each case that there is probable 
cause to believe that the technique is directed against a foreign power or an agent 
of a foreign power. Electronic surveillance, as defined in the Foreign 
Intelligence Surveillance Act of 1978 [section 1 80 1 et seq. of this title], shall be 
conducted in accordance with that Act, as well as this Order. 

The Foreign Intelligence Surveillance Act 

The statutory Framework 

Electronic surveillance under FISA. The Foreign Intelligence 
Surveillance Act (FISA), P.L. 95-511, Title I, Oct. 25, 1978, 92 Stat. 1796, codified 
at 50 U.S.C. § 1801 et seq., as amended, pjrovides a framework for the use of 
electronic surveillance,’* physical searches, pen registers and trap and trace devices 


50 U.S.C, § 1801(f)(2) defines “electronic surveillance” to mean: 

(1) the acquisition by an electronic, mechanical, or other surveillance device of 
the contents of any wire or radio communication sent by or intended to be 
received by a particular, known United States person who is in the United States, 
if the contents are acquired by intentionally targeting that United States person, 
under circumstances in which a person has a reasonable expectation of privacy 
and a warrant would be required for law enforcement purposes; 

(2) the acquisition by an electronic, mechanical, or other surveillance device of 
the contents of any wire communication to or from a person in the United States, 
without the consent of any person thereto, if such acquisition occurs in the 
United States, but does not include the acquisition of those communications of 

(continued..,) 
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to acquire foreign intelligenee information.*^ This measure seeks to strike a balance 


** (...continued) 

computer trespassers that would be permissible under section 2511 (2) (i) of Title 
18; 

(3) the intentional acquisition by an electronic, mechanical, or other surveillance 
device of the contents of any radio communication, under circumstances in 
which a person has a reasonable expectation of privacy and a warrant would be 
required for law enforcement purposes, and if both the sender and all intended 
recipients are located within the United States; or 

(4) the installation or use of an electronic, mechanical, or other surveillance 
device in the United States for monitoring to acquire information, other than 
from a wire or radio communication, under circumstances in which a person has 
a reasonable expectation of privacy and a warrant would be required for law 
enforcement purposes. 

The italicized portion of Subsection 1801(f)(2) v/as added by Sec. 1003 of P.L. 107-56. 

19 “pQj-eigji intelligence information” is defined in 50 U.S.C. § 1801(e) to mean: 

(1) information that relates to, and if concerning a United States person is 
necessary to, the ability of the United States to protect against- 

(A) actual or potential attack or other |;rave hostile acts of a foreign power 
or an agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a 
foreign power; 

(C) clandestine intelligence activities by an intelligence service or network 
of a foreign power or by an agent of a foreign power; or 

(2) information with respect to a foreign power or foreign territory that relates 
to, and if concerning a United States person is necessary to- 

(A) the national defense or the security of the United States; or 

(B) the conduct of the foreign affairs of the United States. 

“International terrorism” is defined in 50 U.S.C. § 1801(c) to mean activities that: 

(1) involve violent acts or acts dangerous to human life that are a violation of the 
criminal laws of the United States or of any State, or that would be a criminal 
violation if committed within the jurisdiction of the United States or any State; 

(2) appear to be intended- 

(A) to intimidate or coerce a civilian population; 

(B) to influence the policy of a government by intimidation or coercion; or 

(C) to affect the conduct of a government by assassination or kidnapping; 
and 

(3) occur totally outside the United States, or transcend national boundaries in 
terms of the means by which they are accomplished, the persons they appear 
intended to coerce or intimidate, or the locale in which their perpetrators operate 
or seek asylum. 

“Sabotage” is defined in 50 U.S.C. § 1801(d) to mean “activities that involve a violation of 
chapter 105 of Title 18, or that would involve such a violation if committed against the 
United States.” 
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between national security needs in the context of foreign intelligence gathering and 
privacy rights.^’’ 

Under 50 U.S.C. § 1802, the President, through the Attorney General, may 
authorize electronic surveillance to acquire foreign intelligence information for up 
to one year without a court order if two criteria are satisfied. First, to utilize this 
authority, the Attorney General must certify in writing under oath that; 

(A) the electronic surveillance is solely directed at — 

(i) the acquisition of the contents of communications transmitted by 
means of communications used exclusively between or among foreign 
powers, as defined in section 1801(a)(1), (2), or (3) of this title; or 

(ii) the acquisition of technical intelligence, other than the spoken 
communications of individuals, from property or premises under the open 
and exclusive control of a foreign power, as defined in section 1 80 1 (a)( 1 ), 

(2) or (3) of this title; 

(B) there is no substantial likelihood that the surveillance will acquire the 
contents of any communication to which a United States person is a party; and 


In addition to the provisions dealing with electronic surveillance, physical searches and 
pen registers and trap and trace devices, FISA includes a section which permits the Director 
of the FBI or his designee (whose rank may be no lower than an Assistant Special Agent 
in Charge) to apply for an order requiring “production of any tangible things (including 
books, records, papers, documents, and other items) for an investigation to obtain foreign 
intelligence information not concerning a United States person or to protect against 

international terrorism or clandestine intelligence activities ” 50 U.S.C. § 1861(a)(1). 

Where such an investigation is of a United States person, it may not be conducted “solely 
upon the basis of activities protected by the first amendment to the Constitution.” Id. 
Although this section is entitled “access to certain business records for foreign intelligence 
and international terrorism investigations,” it encompasses substantially more than just 
business records. The current language of 50 U.S.C. §§ 1861 and 1862 (which deals with 
congressional oversight of all such requests for production of tangible things under § 1 861) 
was added by the USA PATRIOT Act, and amended by P.L. 107-108. It replaced former 
50 U.S.C. §§ 1861-1863, added by P.L. 105-272, title VI, § 602, 1 12 Stat. 241 1 (Oct. 20, 
1 998), which defined various terms, provided for applications for orders for access to certain 
limited types of business records (relating to reco rds in the possession of common carriers, 
physical storage facilities, public accommodation facilities, and vehicle rental facilities) for 
foreign intelligence and international terrorism investigations, and provided for 
congressional oversight of such records requests. 

H.R. 1157, IDS'" Congress, as introduced, would amend 50 U.S.C. § 1861 to prohibit 
applications from being made under that section “with either the purpose or effect of 
searching for, or seizing from, a bookseller or library documentary materials that contain 
personally identifiable information concerning a patron of a bookseller or library,” but 
would not preclude a physical search for such documentary materials under other provisions 
of law. This measure would also expand reporting requirements with respect to applications 
for tangible things under 50 U.S.C. § 1861. H.R. 1157 was introduced March 6, 2003 and 
referred to the House Judiciary Committee and the House Permanent Select Committee on 
Intelligence. On May 5, 2003, it was referred to the Subcommittee on Crime, Terrorism, 
and Homeland Security of the House Judiciary Committee. 
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(C) the proposed minimization procedures with respect to such surveillance 
meet the definition of minimization procedures under section 1801(h) of this 
title;^' .... 


Minimization procedures vwth respect to electronic surveillance are defined in 50 U.S.C. 
§ 1801(h) to mean: 

(1) specific procedures, which shall be adopted by the Attorney General, 
that are reasonably designed in light of the purpose and technique of the 
particular surveillance, to minimize the acquisition and retention, and prohibit 
the dissemination, of nonpublicly available information concerning unconsenting 
United States persons consistent with the need of the United States to obtain, 
produce, and disseminate foreign intelligence information; 

(2) procedures that require that nonpublicly available information, which 
is not foreign intelligence information, as defined in subsection (e)(1) of this 
section, shall not be disseminated in a manner that identifies any United States 
person, without such person’s consent, unless such person’s identity is necessary 
to understand foreign intelligence information or assess its importance; 

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the 
retention and dissemination of information that is evidence of a crime which has 
been, is being, or is about to be committed and that is to be retained or 
disseminated for law enforcement purposes; and 

(4) notwithstanding paragraphs (1), (2), and (3), with respect to any 
electronic surveillance approved pursuant to section 1802(a) of this title, 
procedures that require that no contents of any communication to which a 
United States person is a party shall be disclosed, disseminated, or used for any 
purpose or retained for longer than 72 hours unless a court order under section 
1805 of this title is obtained or unless the Attorney General determines that the 
information indicates a threat of death or serious bodily harm to any person. 

Sec. 314(a)(1) of H.Rept. 107-328, the conference report on the Intelligence Authorization 
Act for Fiscal Year 2002 to accompany H.R. 2883, amended 50 U.S.C. § 1801(h)(4) to 
change to 72 hours what was previously a 24 hour period beyond which the contents of any 
communication to which a U.S. person is a party may not be retained absent a court order 
under 50 U.S.C. § 1 805 or a finding by the Attorney General that the information indicates 
a threat of death or serious bodily injury. The conference version of H.R. 2883 received the 
approbation of both houses of Congress, and was forwarded to the President on December 
18, 2001, for his signature. It became P.L. 107-108. 

“United States person” is defined in 50 U.S.C. § 1801(i) to mean 

a citizen of the United States, an alien lawfully admitted for permanent residence 
(as defined in section 1 101(a)(20) of Title 8), an unincorporated association a 
substantial number of members of which are citizens of the United States or 
aliens lawfully admitted for permanent residence, or a corporation which is 
incorporated in the United States, but does not include a corporation or an 
association which is a foreign power, as defined in subsection (a)(1), (2), or (3) 
of this section. 

“Foreign power” is defined in 50 U.S.C. § 1801(a) to mean: 

(1) a foreign government or any component thereof, whether or not 
recognized by the United States; 


(continued...) 
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(2) a faction of a foreign nation or nations, not substantially composed of 
United States persons; 

(3) an entity that is openly acknowledged by a foreign government or 
governments to be directed and controlled by such foreign government or 
governments; 

(4) a group engaged in international terrorism or activities in preparation 
therefor; 

(5) a foreign-based political organization, not substantially composed of 
United States persons; or 

(6) an entity that is directed and controlled by a foreign government or 
governments. 

“Agent of a foreign power” is defined in 50 U.S.C. § 1801(b) to mean: 

(1) any person other than a United States person, who- 

(A) acts in the United States as an officer or employee of a foreign 
power, or as a member of a foreign power as defined in subsection (a)(4) 
of this section; 

(B) acts for or on behalf of a foreign power which engages in 
clandestine intelligence activities in the United States contrary to the 
interests of the United States, when the circumstances of such person’s 
presence in the United States indicate that such person may engage in such 
activities in the United States, or when such person knowingly aids or abets 
any person in the conduct of such activities or knowingly conspires with 
any person to engage in such activities; or 

(2) any person who- 

(A) knowingly engages in clandestine intelligence gathering activities 
for or on behalf of a foreign power, which activities involve or may involve 
a violation of the criminal statutes of the United States; 

(B) pursuant to the direction of an intelligence service or network of 
a foreign power, knowingly engages in any other clandestine intelligence 
activities for or on behalf of such foreign power, which activities involve 
or are about to involve a violation of the criminal statutes of the United 
States; 

(C) knowingly engages in sabc)tage or international terrorism, or 
activities that are in preparation therefor, or on behalf of a foreign power; 
or 

(D) knowingly enters the United States under a false or fraudulent 
identity for or on behalf of a foreign power or, while in the United States, 
knowingly assumes a false or fraudulent identity for or on behalf of a 
foreign power; or 

(E) knowingly aids or abets any person in the conduct of activities 
described in subparagraph (A), (B), or (C) or knowingly conspires with any 
person to engage in activities described in subparagraph (A), (B), or (C). 

As introduced, both S. 1 1 3 and a parallel bill S. 123, 108* Congress, would amend the 
definition of “foreign power” in 50 U.S.C. § 1801(a)(4) to read “a person, other than a 
United States person, or a group that is engaged in international terrorism or activities in 
preparation therefor.” As reported out of the Senate Judiciary Committee on March 1 1 , 
2003 , S. 1 1 3, 1 08* Congress, would strike this language amending the definition of “foreign 
power” in 50 U.S.C. § 1801(a)(4), and would instead amend the definition of “agent of a 

(continued...) 
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Second, in order for the President, through the Attorney General, to use this authority 

... the Attorney General [must report] such minimization procedures and any 
changes thereto to the House Permanent Select Committee on Intelligence and 
the Senate Select Committee on Intelligence at least thirty days prior to their 
effective date, unless the Attorney General determines immediate action is 
required and notifies the committees immediately of such minimization and the 
reason for their becoming effective immediately. 

Such electronic surveillance must be conducted only in accordance with the Attorney 
General’s certification and minimization procedures adopted by him. A copy of his 
certification must be transmitted by the Attorney General to the court established 
under 50 U.S.C. § 1 803(a) (hereinafter the FISC).^^ This certification remains under 


(...continued) 

foreign power” in 50 U.S.C. § 1801(b)(1) to add a new subparagraph “(C) engages in 
international terrorism or activities in preparation therefor; or.” The effect of this language 
would be to included in the definition of “agent of a foreign power” non-U.S. persons who 
engage in international terrorism without requiring affiliation with an international terrorist 
group. During floor consideration, S. 1 13 as reported was amended to permit a court, upon 
application by the Federal official seeking a FISA order, to presume that a non-U.S. person 
who is knowingly engaged in sabotage or international terrorism, or activities that are in 
preparation therefore, is an agent of a foreign power. This provision would be “subject to 
the sunset provision in section 224 of the USA PATRIOT Act of 2001 (Public Law 107-56, 
1 1 5 Stat. 295), including the exception provided in subsection (b) of such section 224.” The 
sunset provision in Section 224 of P.L. 107-56, would take effect on December 31 , 2005. 
S. 113 passed the Senate on May 8, 2003. The measure was referred to the House 
Subcommittee on Crime, Terrorism and Homeland Security on June 25, 2003. A precursor 
of S. 1 13 and S. 123, as introduced, was S. 2586, hitroduced in the 107* Congress. Hearings 
were held on that measure before the Senate Select Committee on Intelligence on July 3 1 , 

2002. S. 123 was referred to the Senate Judiciary Committee on January 9, 2003. For a 
more detailed discussion of S. 11 3, see CRS Report RS21472, by Jennifer Elsea, entitled 
“Proposed Change to the Foreign Intelligence Surveillance Act (FISA) under S. 113” 
(August 9, 2004). 

Section 1 503 of S . 22, 1 08* Congress, if enacted, would, in effect, eliminate the sunset 
provision (as applicable to all sections not excepted from its terms by Section 224), by 
bringing all of those provisions which would sunset on December 3 1 , 2005, back into force 
on January 1, 2006. S. 22 was referred to the Senate Judiciary Committee on January 7, 

2003. 

Under 50 U.S.C. § 1803(a), as amended by Section 208 of P.L. 107-56, the Chief Justice 
of the United States must publicly designate eleven U.S. district court judges from seven of 
the United States judicial circuits, of whom no fewer than three must reside within 20 miles 
of the District of Columbia. These eleven judges constitute the court which has jurisdiction 
over applications for and orders approving electronic surveillance anywhere within the 
United States under FISA. If an application for electronic surveillance under this act is 
denied by one judge of this court, it may not then be considered by another judge on the 
court. If a judge denies such an application, he or she must immediately provide a written 
statement for the record of the reason(s) for this decision. If the United States so moves, this 

(continued...) 
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record must then be transmitted under seal to a court of review established under 50 U.S.C. 
§ 1803(b). The Chief Justice also publicly designates the three U.S. district court or U.S. 
court of appeals judges who together make up the court of review having jurisdiction to 
review any denial of an order under FISA. If that court determines that an application was 
properly denied, again a written record of the reason(s) for the court of review’s decision 
must be provided for the record, and the United States may petition for a writ of certiorari 
to the United States Supreme Court. All proceedings imder this act must be conducted 
expeditiously, and the record of all proceedings including applications and orders granted, 
must be maintained under security measures established by the Chief Justice in consultation 
with the Attorney General and the Director of Central Intelligence. 50 U.S.C. § 1803(c). 

Section 2 of S. 436, 108* Congress, as introduced, would add a new 50 U.S.C. 
§ 1 803(e), authorizing the FISC and the Foreign Intelligence Surveillance Court of Review 
“to establish such rules and procedures, and take: such actions, as are reasonably necessary 
to administer their responsibilities under this act.” These rules and procedures would be 
recorded and transmitted to the judges of these two courts, the Chief Justice of the United 
States, the House and Senate Judiciary Committees, the Senate Select Committee on 
Intelligence, and the House Permanent Select Committee on Intelligence. S. 436 also 
includes new reporting requirements. The Attorney General would be required to issue a 
public annual report on: aggregate numbers of US. persons targeted for orders issued under 
FISA for electronic surveillance, physical searches, pen registers, and access to records 
under section 501 of the act (18 U.S.C. § 1861); the number of times the Attorney General 
has authorized information obtained under 50 U S.C. §§ 1806, 1824, 1842, or 1861, or any 
derivative information, to be used in a criminal proceedings; and the number of times that 
a statement which is required under 50 U.S.C. §§ 1 806(b) (electronic surveillance), 1 825(c) 
(physical searches), or 1845(b) (pen registers) to accompany disclosure of information 
obtained under FISA or derived therefrom was completed, stating that such information 
“may only be used in a criminal proceeding with the advance authorization of the Attorney 
General.” In addition, S. 436 would require the Attorney General’s public report to include, 
“in a manner consistent with the protection of tlie national security of the United States,”; 

(A) the portions of the documents and applications filed with the courts 
established under section 103 [50 U.S.C. § 1803] that include significant 
construction or interpretation of the provisions of this Act or any provision of the 
United States Constitution, not including the facts of any particular matter, which 
may be redacted; 

(B) the portions of the opinions of the orders of the courts established under 
section 103 that include significant construction or interpretation of the 
provisions of this Act or any provision of the United States Constitution, not 
including the facts of any particular matter, which may be redacted; and 

(C) in the first report submitted under this section, the matters specified in 
subparagraphs (A) and (B) for all documents and applications filed with the 
courts established under section 1 03, and all otherwise unpublished opinions and 
orders of that court, for the 4 years before the preceding calendar year in addition 
to that year.”. 

Section 3 of S. 436 would also add a new sentence to 18 U.S.C. § 2709(e), dealing 
with counterintelligence access to telephone toll and transactional records. Subsection 
2709(e) requires the Director of the FBI, on a semiannual basis, to fiilly inform the House 
Permanent Select Committee on Intelligence and the Senate Select Committee on 
Intelligence, the Senate Judiciary Committee and the House Judiciary Committee, 

(continued...) 
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seal unless an application for a court order for surveillance authority is made under 
50U.S.C. §§ 1801(h)(4) and 1804,^^ or the certification is necessary to determine the 
legality ofthe surveillance under 50 U.S.C. § 1806(f).^'‘ 50U.S.C. § 1 802(a)(2) and 
(a)(3). 

In connection with electronic surveillance so authorized, the Attorney General 
may direct a specified communications common carrier to firaiish all information, 
facilities, or technical assistance needed for the electronic surveillance to be 
accomplished in a way that would protect its secrecy and minimize interference with 
the services provided by the carrier to its customers. 50 U.S.C. § 1802(a)(4)(A). In 
addition, the Attorney General may direct the specified communications common 
carrier to maintain any records, under security procedures approved by the Attorney 
General and the Director of Central Intelligence, concerning the surveillance or the 
assistance provided which the carrier wishes to retain. 50 U.S.C. § 1802(a)(4)(B). 
Compensation at the prevailing rate must be made to the carrier by the Government 
for providing such aid. 

If the President, by written authorization, empowers the Attorney General to 
approve applications to the FISC, an application for a court order may be made 
pursuant to 50 U.S.C. § 1802(b). A judge receiving such an application may grant 
an order under 50 U.S.C. § 1 805 approving electronic surveillance of a foreign power 
or an agent of a foreign power to obtain foreign intelligence information. There is 
an exception to this, however. Under 50 U.S.C. § 1802(b), a court does not have 
jurisdiction to grant an order approving electronic surveillance directed solely as 
described in 50 U.S.C. § 1802(a)(1)(A) (that is, at acquisition of the contents of 
communications transmitted by means of communications used exclusively between 
or among foreign powers, or acquisition of technical intelligence, other than the 
spoken communications of individuals, from property or premises under the open and 
exclusive control of a foreign power), unless the surveillance may involve the 
acquisition of communications of a United States person. 50 U.S.C. § 1802(b). 

An application for a court order authorizing electronic surveillance for foreign 
intelligence purposes may be sought under 50 U.S.C. § 1804. An application for 
such a court order must be made by a federal officer in writing on oath or affirmation 
to an FISC judge. The application must be approved by the Attorney General based 
upon his finding that the criteria and requirements set forth in 50 U.S.C. § 1801 et 
seq. have been met. Section 1804(a) sets out what must be included in the 
application: 

(1) the identity of the Federal officer making the application; 


(...continued) 

concerning all requests made under subsection 2709(b). Section 3 of S. 436, as introduced, 
would require that the information provided under 18 U.S.C. § 2709(e) “shall include a 
separate statement of all such requests made of institutions operating as public libraries or 
serving as libraries of secondary schools or institutions of higher education.” S. 436 was 
referred to the Senate Judiciary Committee on February 25, 2003. 

50 U.S.C. § 1804 is discussed at pages 15-20 of this report, infra. 

50 U.S.C. § 1806 is discussed at pages 27-33 of this report, infra. 
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(2) the authority conferred on the Attorney General by the President of the 
United States and the approval of the Attorney General to make the application; 

(3) the identity, if known, or a description of the target of the electronic 
surveillance; 

(4) a statement of the facts and circumstances relied upon by the applicant 
to justify his belief that — 

(A) the target of the electronic surveillance is a foreign power or an 
agent of a foreign power; and 

(B) each of the facilities or places at which the electronic surveillance 
is directed is being used, or is about to be used, by a foreign power or an 
agent of a foreign power; 

(5) a statement of the proposed minimization procedures; 

(6) a detailed description of the nature of the information sought and the 
type of communications or activities to be subjected to the surveillance; 

(7) a certification or certifications by the Assistant to the President for 
National Security Affairs or an executive branch official or officials designated 
by the President from among those executive officers employed in the area of 
national security or defense and appointed by the President with the advice and 
consent of the Senate^^ — 

(A) that the certifying official deems the information sought to be 
foreign intelligence information; 


Under Section 1-103 of Executive Order 12139, the Secretary of State, the Secretary of 
Defense, the Director of Central Intelligence, the Director of the FBI, the Deputy Secretary 
of State, the Deputy Secretary of Defense, and the Deputy Director of Central Intelligence 
were designated to make such certifications in support of applications to engage in 
electronic surveillance for foreign intelligence purposes. Neither these officials nor anyone 
acting in those capacities may make such certifications unless they are appointed by the 
President with the advice and consent of the Senate. 
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(B) that a significant^ pu>POse of the surveillance is to obtain foreign 


“ Section 218 of P.L. 107-56 amended the requisite certifications to be made by the 
Assistant to the President for National Security Affairs, or other designated official (see 
footnote 1 8). Heretofore, the certifying official had to certify, among other things, that the 
purpose of the electronic surveillance under FISA was to obtain foreign intelligence 
information. Under the new language, the certifying official must certify that a significant 
purpose of such electronic surveillance is to obtain foreign intelligence information. This 
change may have the effect of somewhat blurring the line between electronic surveillance 
for foreign intelligence purposes and that engaged in for criminal law enforcement purposes. 

Past cases considering the constitutional sufficiency of FISA in the context of 
electronic surveillance have rejected Fourth Amendment challenges and due process 
challenges under the Fifth Amendment to the use of information gleaned from a FISA 
electronic surveillance in a subsequent criminal prosecution, because the purpose of the 
FISA electronic surveillance, both initially and throughout the surveillance, was to secure 
foreign intelligence information and not primarily oriented towards criminal investigation 
or prosecution. United States v. Megahey, 553 F. Supp. 1 1 80, 1 1 85-1 193 (D.N.Y.), affd729 
F.2d 1444 (2d Cir. 1982); United States v. Ott, 827 F.2d 473, 475 (9* Cir. 1987); United 
States. V Badia, 827 F. 2d 1458, 1464 (1 1*" Cir. 1987). See also. United States v. Johnson, 
952 F.2d 565, 572 (P'Cir. 1991), rehearing and cert, denied, 506 U.S. 816 (1991) (holding 
that, although evidence obtained in FISA electronic surveillance may later be used in a 
criminal prosecution, criminal investigation may not be the primary purpose of the 
surveillance, and FISA may not be used as an end-run around the 4* Amendment); United 
States v.Pelton, 835 F.2d 1067, 1074-76 (4th Cir. 1987), cert. 486 U.S.lOlO (1987) 

(holding that electronic surveillance under FISA passed constitutional muster where primary 
purpose of surveillance, initially and throughout surveillance, was gathering of foreign 
intelligence information; also held that an otherwise valid FISA surveillance was not 
invalidated because later use of the fruits of the surveillance in criminal prosecution could 
be anticipated. In addition, the court rejected Pelton’s challenge to FISA on the ground that 
allowing any electronic surveillance on less than the traditional probable cause standard-i.e. 
probable cause to believe the suspect has committed, is committing, or is about to commit 
a crime for which electronic surveillance is permitted, and that the interception will obtain 
commimications concerning that offense-for issuance of a search warrant was violative of 
the 4* Amendment, finding FISA’s provisions to be reasonable both in relation to the 
legitimate need of Government for foreign intelligence information and the protected rights 
of U.S. citizens ); United States v. Rahman, 861 F. Supp. 247, 251 (S.D. N.Y. 1994). Cfi, 
United States v. Bin Laden, 2001 U.S. Dist. LEXIS 15484 (S.D. N.Y., October 2, 2001); 
United States v. Bin Laden, 126 F. Supp. 264, 277-78 (S.D. N.Y. 2000) (adopting foreign 
intelligence exception to the warrant requirement for searches targeting foreign powers or 
agents of foreign powers abroad; noting that tliis “exception to the warrant requirement 
applies until and unless the primary purpose of the searches stops being foreign intelligence 
collection. ... If foreign intelligence collection is merely a purpose and not the primary 
purpose of a search, the exception does not apply.”) Cf., United States v. Sarkissian, 841 
F.2d 959, 964-65 (9* Cir. 1988) (FISA court order authorizing electronic surveillance, which 
resulted in the discovery of plan to bomb the Honorary Turkish Consulate in Philadelphia, 
and of the fact that bomb components were being transported by plane from Los Angeles. 
The FBI identified the likely airlines, flight plans, anticipated time of arrival, and suspected 
courier. Shortly before the arrival of one of those flights, the investigation focused upon an 
individual anticipated to be a passenger on a particular flight meeting all of the previously 
identified criteria. An undercover police officer spotted a man matching the suspected 
courier’s description on that flight. The luggage from that flight was sniffed by a trained 
dog and x-rayed. A warrantless search was conducted of a suitcase that had been shown by 

(continued...) 
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(...continued) 

x-ray to contain an unassembled bomb. Defendants unsuccessfully moved to suppress the 
evidence from the FISA wiretap and the warrantless search. On appeal the court upheld the 
warrantless suitcase search as supported by exigent circumstances. Defendants contended 
that the FBI’s primary purpose for the surveillance had shifted at the time of the wiretap 
from an intelligence investigation to a criminal investigation and that court approval for the 
wiretap therefore should have been sought under Title ni of the Omnibus Crime Control and 
Safe Streets Act, 18 U.S.C. § 2510 et seq., rather than FISA. The court, while noting that 
in other cases it had stated that “the purpose of [electronic] surveillance” under FISA “must 
be to secure foreign intelligence information”, “not to ferret out criminal activity,” declined 
to decide the issue of whether the standard under FISA required “the purpose” or “the 
primary purpose” of the surveillance to be gathering of foreign intelligence information. 
The court stated, “Regardless of whether the test is one of purpose or primary purpose, our 

review of the government’s FISA materials convinces us that it is met in this case We 

refuse to draw too fine a distinction between criminal and intelligence investigations. 
“International terrorism by definition, requires the investigation of activities that 
constitute crimes. 50 U.S.C. § 1 806(f). That the government may later choose to prosecute 
is irrelevant. FISA contemplates prosecution based on evidence gathered through 
surveillance. . . . “Surveillances . . . need not stop once conclusive evidence of a crime is 
obtained, but instead may be extended longer where protective measures other than arrest 
and prosecution are more appropriate.” S. Rep. No. 701, 95* Cong., U‘ Sess. 11 . . . 

.[(1978)] FISA is meant to take into account “the differences between ordinary criminal 

investigations to gather evidence of specific crimes and foreign counterintelligence 
investigations to uncover and monitor clandestine activities ...” Id. ... . At no point was 
this case an ordinary criminal investigation.”). Cf., United States v. Falvey, 540 F. Supp. 
1306 (E.D.N.Y. 1982) (distinguishing United States v. Truong Dinh Hung, 629 F.2d 908, 
912-13 (4* Cir. 1980); and United States v. Butenko, 494 F.2d 593, 606 (3d Cir.) {en banc), 
cert, denied sub nom, Ivanov v. United States, 419 U.S. 881 (1974), which held that, while 
warrantless electronic surveillance for foreign intelligence purposes was permissible, when 
the pxupose or primary purpose of the surveillance is to obtain evidence of criminal activity, 
evidence obtained by warrantless electronic surveillance is inadmissible at trial, 540 F. 
Supp. at 13 13; on the theory that the evidence in the case before it was obtained pursuant 
to a warrant-a lawfully obtained court order under FISA, id. at 1314. The court noted that 
the “bottom line of Truong is that evidence derived from warrantless foreign intelligence 
searches will be admissible in a criminal proceeding only so long as the primary purpose of 
the surveillance is to obtain foreign intelligence information.” Id. at 1 3 1 3-14. After noting 
that Congress, in enacting FISA, “expected that evidence derived from FISA surveillances 
could then be used in a criminal proceeding,” the court concluded that “it was proper for the 
FISA judge to issue the order in this case because of the on-going nature of the foreign 
intelligence investigation. . . . The fact that evidence of criminal activity was thereafter 
uncovered during the investigation does not render the evidence inadmissible. There is no 
question in [the court’ s] mind that the purpose of the surveillance, pursuant to the order, was 
the acquisition of foreign intelligence information, Accordingly, [the court found] that the 
FISA procedures on their face satisfy the Fourth Amendment warrant requirement, and that 
FISA was properly implemented in this case.” Id. at 1314.). 

It is worthy of note that none of these decisions were handed down by the U.S. Foreign 
Intelligence Surveillance Court or the U.S. Foreign Intelligence Surveillance Court of 
Review. For a discussion of the recent decisions of those two courts regarding the Attorney 
General’s 2002 minimization procedures, please see the discussion in the portion of this 
report regarding “Recent Decisions of the FISC and the U.S. Foreign Intelligence 
Surveillance Court of Review,” infra. Nor do the decisions of the U.S. district courts and 

(continued...) 
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intelligence information; 

(C) that such information cannot reasonably be obtained by normal 
investigative techniques; 

(D) that designates the type of foreign intelligence information being 
sought according to the categories described in 1801(e) of this title; and 

(E) including a statement of the basis for the certification that — 

(i) the information sought is the type of foreign intelligence 
information designated; and 

(ii) such information cannot reasonably be obtained by normal 
investigative techniques; 

(8) a statement of the means by which the surveillance will be effected and 
a statement whether physical entry is required to effect the surveillance; 

(9) a statement of the facts concerning all previous applications that have 
been made to any judge under this subchapter involving any of the persons, 
facilities, or places specified in the application, and the action taken on each 
previous application; 

(10) a statement of the period of time for which the electronic surveillance 
is required to be maintained, and if the nature of the intelligence gathering is 
such that the approval of the use of electronic surveillance under this subchapter 
should not automatically terminate when the described type of information has 
first been obtained, a description of facts supporting the belief that additional 
information of the same type will be obtained thereafter; and 

(1 1) whenever more that one electronic, mechanical or other surveillance 
device is to be used with respect to a particular proposed electronic surveillance, 
the coverage of the devices involved and what minimization procedures apply to 
information acquired by each device. 

The application for a court order need not contain the information required in 
Subsections 1804(6), (7)(E), (8), and (11) above if the target of the electronic 
surveillance is a foreign power and each of the facilities or places at which 
surveillance is directed is owned, teased, or exclusively used by that foreign power. 
However, in those circumstances, the application must indicate whether physical 
entry is needed to effect the surveillance, and must also contain such information 
about the surveillance techniques and communications or other information regarding 
United States persons likely to be obtained as may be necessary to assess the 
proposed minimization procedures. 50U.S.C. § 1804(b). 


(...continued) 

U.S. courts of appeal reflect recent legislative amendments to the FISA statute. However, 
the FISC, in its decision, did not address potential Fourth Amendment implications, and the 
U.S. Foreign Intelligence Court of Review, in its decision, appears to imply that some 
Fourth Amendment issues in the FISA context may be non-justiciable. Alternatively, the 
language in the Court of Review opinion might mean that the issue has not yet been 
considered by the courts. Using a balancing test it derived from Keith between foreign 
intelligence crimes and ordinary crimes, the Court of Review found surveillances under 
FISA, as amended by the USA PATRIOT Act, to be reasonable and therefore constitutional, 
while at the same time acknowledging that the constitutional question presented by the case 
before it-“whether Congress’ disapproval of the primary purpose test is consistent with the 
Fourth Amendment-has no definitive jurisprudential answer.” Court of Review op., 301 
F.3d at 746. 
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Where an application for electronic surveillance under 50 U.S.C. § 1804(a) 
involves a target described in 50 U.S.C. § 1 801(b)(2) ” the Attorney General must 
personally review the application if requested to do so, in writing, by the Director of 
the Federal Bureau of Investigation, the Secretary of Defense, the Secretary of State, 
or the Director of Central Intelligence.^* The authority to make such a request may 
not be delegated unless the official involved is disabled or otherwise unavailable.^'^ 
Each such official must make appropriate arrangements, in advance, to ensure that 
such a delegation of authority is clearly established in case of disability or other 
unavailability.*® If the Attorney General determines that an application should not 
be approved, he must give the official requesting the Attorney General’s personal 
review of the application written notice of the determination. Except in cases where 
the Attorney General is disabled or otherwise unavailable, the responsibility for such 
a determination may not be delegated. The Attorney General must make advance 
plans to ensure that the delegation of such responsibility where the Attorney General 
is disabled or otherwise xmavailable is clearly established.*' Notice of the Attorney 
General’s determination that an application should not be approved must indicate 
what modifications, if any, should be made in the application needed to make it meet 
with the Attorney General ’ s approval .*^ The official receiving the Attorney General ’ s 
notice of modifications which would make the application acceptable must modify 
the application if the official deems such modifications warranted. Except in cases 
of disability or other unavailability, the responsibility to supervise any such 
modifications is also a non-delegable responsibility.** 

If a judge makes the findings required under 50 U.S.C. § 1 805(a), then he or she 
must enter an ex parte order as requested or as modified approving the electronic 
surveillance. The necessary findings must include that: 

(1) the President has authorized the Attorney General to approve 
applications for electronic surveillance for foreign intelligence information; 

(2) the application has been made by a Federal officer and approved by the 
Attorney General; 

(3) on the basis of the facts submitted by the applicant there is probable 
cause to believe that — 

(A) the target of the electronic surveillance is a foreign power or an 
agent of a foreign power; Provided, That no United States person may be 
considered a foreign power or an agent of a foreign power solely upon the 
basis of activities protected by the first amendment to the Constitution of 
the United States; and 


For a list of those covered in 50 U.S.C. § 1801(b)(2), see footnote 14, supra. 
50 U.S.C. § 1804(e)(1)(A). 

50 U.S.C. § 1804(e)(1)(B). 

*“ 50 U.S.C. § 1804(e)(1)(C). 

50 U.S.C. § 1804(e)(2)(A). 

50 U.S.C. § 1804(e)(2)(B). 

** 50 U.S.C. § 1804(e)(2)(C). 
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(B) each of the facilities or places at which the electronic surveillance 

is directed is being used, or is about to be used, by a foreign power or an 

agent of a foreign power; 

(4) the proposed minimization procedures meet the definition of 
minimization procedures under section 1801(h) of this title; and 

(5) the application which has been filed contains all statements and 
certifications required by section 1804 of this title and, if the target is a United 
States person, the certification or certifications are not clearly erroneous on the 
basis of the statement made under section 1804(a)(7)(E) of this title and any 
other information furnished under section 1804(d) of this title. 

In making a probable cause determination under 50 U.S.C. § 1805(a)(3), the judge 
may consider past activities of the target as well as facts and circumstances relating 
to the target’s current or future activities.^'’ An order approving an electronic 
surveillance under Section 1805(c) must: 

(1) specify- 

(A) the identity, if known, or a description of the target of the electronic 
surveillance; 

(B) the nature and location of each of the facilities or places at which the 
electronic surveillance will be directed, ifknown;^^ 

(C) the type of information sought to be acquired and the type of 
communications or activities to be subjected to the surveillance; 

(D) the means by which the electronic surveillance will be effected and 
whether physical entry will be used to effect the surveillance; 

(E) the period of time during which the electronic surveillance is approved; 
and 

(F) whenever more than one electronic, mechanical, or other surveillance 
device is to be used under the order, the authorized coverage of the device 
involved and what minimization procedures shall apply to information subject 
to acquisition by each device; and 

(2) direct- 

(A) that the minimization procedures be followed; 

(B) that, upon the request of the applicant a specified communication or 
other common carrier, landlord, custodian, or other specified person, or in 
circumstances where the Court finds that the actions of the target of the 
application may have the effect of thwarting the identification of a specified 
person, such other persons, furnish the applicant forthwith all information, 
facilities, or technical assistance necessary to accomplish the electronic 
surveillance in such a manner as will protect its secrecy and produce a minimiun 
of interference with the services that such carrier, landlord, custodian, or other 
person is providing that target of electronic surveillance; 

(C) that such carrier, landlord, custodian, or other person maintain under 
security procedures approved by the Attorney General and the Director of 
Central Intelligence any records concerning the surveillance or the aid furnished 
that such person wishes to retain; and 


50 U.S.C. § 1805(b). 

Section 314(a)(2)(A) of H.Rept. 107-328, the conference report on the Intelligence 
Authorization Act for Fiscal Year 2002, to accompany H.R. 2883, added “if known” to the 
end of Section 1805(c)(1)(B) before the semi-colon. The conference version of the bill 
passed both the House and the Senate, and was signed by the President on December 28, 
2001. 
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(D) that the applicant compensate, at the prevailing rate, such carrier, 
landlord, custodian, or other person for furnishing such aid.^® 

The italicized portions of Section 1805(c)(1)(B) and Sectionl 805(c)(2)(B) 
reflect changes, added by P.L. 107-108 and P.L. 107-56 respectively, intended to 
provide authority for “multipoint” or “roving” electronic surveillance where the 
actions of the target of the surveillance, such as switching phones and locations 
repeatedly, may thwart that surveillance. The Conference Report on H.R. 2338, the 
Intelligence Authorization Act for Fiscal Yeair 2002, H.Rept. 107-328, at page 24, 
provided the following explanation of these changes: 

The multipoint wiretap amendment to FISA in the USA PATRIOT Act 
(section 206) allows the FISA court to issue generic orders of assistance to any 
communications provider or similar person, instead of to a particular 
communications provider. This change permits the Government to implement 
new surveillance immediately if the FISA target changes providers in an effort 
to thwart surveillance. The amendment was directed at persons who, for 
example, attempt to defeat surveillance by changing wireless telephone providers 
or using pay phones. 

Currently, FISA requires the court to “specify” the “nature and location of 
each of the facilities or places at which the electronic surveillance will be 
directed.” 50 U.S.C. § 105(c)(1)(B). Obviously, in certain situations under 
current law, such a specification is limited. For example, a wireless phone has 
no fixed location and electronic mail may be accessed from any number of 
locations. 

To avoid any ambiguity and clarify Congress’ intent, the conferees agreed 
to a provision which adds the phrase, “if known,” to the end of 50 U.S.C. § 
1805(c)(1)(B). The “if known” language, which follows the model of 50 U.S.C. 

§ 1805(c)(1)(A), is designed to avoid any uncertainty about the kind of 
specification required in a multipoint wiretap case, where the facility to be 
monitored is typically not known in advance. 

If the target of the electronic surveillance is a foreign power and each of the 
facilities or places at which the surveillance is directed is owned, leased, or 
exclusively used by that foreign power, the order does not need to include the 
information covered by Section 1805(c)(l)(C:), (D), and (F), but must generally 
describe the information sought, the communications or activities subject to 
surveillance, the type of electronic surveillance used, and whether physical entry is 
needed. 50 U.S.C. § 1805(d). 

Such an order may approve an electronic surveillance for the period of time 
necessary to achieve its purpose or for ninety days, whichever is less, unless the order 


50 U.S.C. § 1805(c). The italics in 50 U.S.C. § 1805(c)(2)(B), above, indicates new 
language added by Section 206 of P.L. 107-56. Where circumstances suggest that a target’s 
actions may prevent identification of a specified person, this new language appears to permit 
the Foreign Intelligence Surveillance Court to require a service provider, other common 
carrier, landlord, custodian or other persons to provide necessary assistance to the applicant 
for a FISA order for electronic surveillance. The heading to Section 6 of P.L. 107-56 refers 
to this as “roving surveillance authority.” H.Rept. 107-328 calls this a “multipoint” wiretap. 
Intelligence Authorization Act for Fiscal Year 2002, 107* Cong., U'Sess., H.Rept. 107-328, 
Conference Report, at 24 (Dec. 6, 2001). 
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is targeted against a foreign power. In that event, the order shall approve an 
electronic surveillance for the period specified in the order or for one year, whichever 
is less. An order under FISA for surveillance targeted against an agent of a foreign 
power who acts in the United States as an officer or employee of a foreign power, or 
as a member of a group engaged in international terrorism or activities in preparation 
therefor, may be for the period specified in the order or 120 days, whichever is less.^’ 
Generally, .upon application for an extension, a court may grant an extension of an 
order on the same basis as an original order. An extension must include new findings 
made in the same manner as Aat required for the original order. However, an 
extension of an order for a surveillance targeting a foreign power that is not a United 
States person may be for a period of up to one year if the judge finds probable cause 
to believe that no communication of any individual United States person will be 
acquired during the period involved. In addition, an extension of an order for 
surveillance targeted at an agent of a foreign power who acts in the United States as 
an officer or employee of a foreign power or as a member of a group engaged in 
international terrorism or activities in preparation therefore may be extended to a 
period not exceeding one year. 50 U.S.C. § 1805(e)(2)(A) and (B).^* 


” 50 U.S.C. § 1805(e)(1)(B), as added by Section 207 of P.L. 107-56. 

Section 207 of P.L. 107-56 appears to have included a mistaken citation here, referring 
to 50 U.S.C. § 1805(d)(2) instead of 50 U.S.C. § 1805(e)(2) (emphasis added). The 
amending statutory language discussed above appears to reflect an intended change to 
subsection 1805(e)(2), as there is no existing statutory language readily susceptible to such 
an amendment in subsection 1805(d)(2). Section 3 14(c)(1) of P.L. 107-108, the conference 
version of H.R. 2883, in H.Rept. 107-328, corrected the apparent error from P.L. 107-56, 
Section 207, so that the reference is now to 50 U.S.C. § 1 805(e)(2). The conference version 
of H.R. 2883 was signed into law by the President on December 28, 2001. 
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Emergency situations are addressed in 50 U.S.C. § 1805(f).^^ Notwithstanding 
other provisions of this subchapter, if the Attorney General reasonably determines 
that an emergency situation exists with respect to the employment of electronic 
surveillance to obtain foreign intelligence information before an order authorizing 
such surveillance can with due diligence be obtained and that the factual basis for 
issuance of an order under this subchapter to approve such surveillance exists, he 
may authorize electronic surveillance if specified steps are taken. At the time of the 
Attorney General ’ s emergency authorization, he or his designee must inform an FISC 
judge that the decision to employ emergency electronic surveillance has been made. 
An application for a court order under Section 1804 must be made to that judge as 
soon as practicable, but not more than 72 hours after the Attorney General authorizes 
such surveillance. If the Attorney General authorizes emergency electronic 
surveillance, he must require compliance with the minimization procedures required 
for the issuance of a judicial order under this subchapter. Absent a judicial order 
approving the emergency electronic surveillance, the surveillance must terminate 
when the information sought is obtained, when the application for the order is denied, 
or after 72 hours from the time of the Attorney General’s authorization, whichever 
is earliest.'*” If no judicial order approving the surveillance is issued, the information 


50 U.S.C. § 1805(g) authorizes officers, employees, or agents of the United States to 
conduct electronic surveillance in the normal course of their official duties to test electronic 
equipment, determine the existence and capability of equipment used for unauthorized 
electronic surveillance, or to train intelligence personnel in the use of electronic surveillance 
equipment. Under 50 U.S.C. § 1 805(h), the certifications of the Attorney General pursuant 
to 50 U.S.C. § 1 802(a) and applications made and orders granted for electronic surveillance 
under FISA must be retained for at least 10 years. 

Section 225 of P.L. 107-56 appears to create a second subsection 1805(h), which 
precludes any cause of action in any court “against any provider of a wire or electronic 
communication service, landlord, custodian, or other person (including any officer, 
employee, agent, or other specified person thereof) that furnishes any information, facilities, 
or technical assistance in accordance with a court order or request for emergency assistance” 
under FISA. This immunity provision is included in 50 U.S.C. § 1805, and was 
denominated “Immunity for Compliance with FISA Wiretap” in Section 225 of the USA 
PATRIOT Act, both facts which might lead one to conclude that it applied only to electronic 
surveillance under FISA. However, in H.Rept. 107-328, the conference report accompanying 
H.R. 2883, which became P.L. 107-108, the conferees expressed the view that “the text of 
section 225 refers to court orders and requests for emergency assistance ‘under this act,’ 
which makes clear that it applies to physical searches (and pen-trap requests-for which there 
already exists an immunity provision, 50 U.S.C, § 1842(f)-and subpoenas) as well as 
electronic surveillance.” Id. at 25. 

Section 314(a)(2)(C) of P.L. 107-108, the conference report version of H.R. 2883, in 
H.Rept. 107-328, changed subsection (h), which was added to 50 U.S.C. § 1805 by Section 
225 of P.L. 107-56, to subsection (i). In addition, Section 314(a)(2)(D) of the conference 
report version of H.R. 2883 added “for electronic surveillance or physical search” to the end 
of the newly designated 50 U.S.C. § 1805(i) before the final period. The measure was 
signed into law by the President on December 28, 2001 . 

Section 314(a)(2)(B) of the conference report version of H.R. 2883, the Intelligence 
Authorization Act for Fiscal Year 2002, H.Rept. 1 07-328, replaced 24 hours with 72 hours 
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garnered may not be received in evidence or otherwise disclosed in any court 
proceeding, or proceeding in or before any grand jury, department, office, agency, 
regulatory body, legislative committee, or other authority of the United States, a 
State, or political subdivision thereof. No information concerning any United States 
person acquired through such surveillance may be disclosed by any Federal officer 
or employee without the consent of that person, unless the Attorney General approves 
of such disclosure or use where the information indicates a threat of death or serious 
bodily harm to any person.*' * 


‘'® (...continued) 

in each place that it appears in 50 U.S.C. § 1805(f). The measure was forwarded to the 
President for his signature on December 18, 2001, and signed into law on December 28, 
2001,asP.L. 107-108. 

Some of the provisions dealing with interception of wire, oral, or electronic 
communications in the context of criminal law investigations, 18 U.S.C. §§ 2510 et seq., 
may also be worthy of note. With certain exceptions, these provisions, among other things, 
prohibit any person from engaging in intentional interception; attempted interception; or 
procuring others to intercept or endeavor to intercept wire, oral, or electronic 
communication; or intentional disclosure; attempting to disclose; using or endeavoring to 
use the contents of a wire, oral or electronic communication, knowing or having reason to 
know that the information was obtained by such an iimlawful interception. 1 8 U.S.C. §2511. 
“Person” is defined in 1 8 U.S.C. § 25 1 0(6) to include “any employee, or agent of the United 
States or any State or political subdivision thereof, and any individual, partnership, 
association, joint stock company, trust, or corporation.” Among the exceptions to Section 
2511 are two of particular note: 

(2)(e) Notwithstanding any other provision of this title or section 705 or 
706 of the Communications Act of 1934, it shall not be unlawful for an officer, 
employee, or agent of the United States in the normal course of his official duty 
to conduct electronic surveillance, as defined in section 101 of the Foreign 
Intelligence Surveillance Act of 1978, as authorized by that Act. 

(2)(f) Nothing contained in this chapter or chapter 121, or section 705 of 
the Communications Act of 1 934, shall be deemed to affect the acquisition by the 
United States Government of foreign intelligence information from international 
or foreign communications, or foreign intelligence activities conducted in 
accordance with otherwise applicable Federal law involving a foreign electronic 
communications system, utilizing a means other than electronic surveillance as 
defined in section 101 of the Foreign Intelligence Surveillance Act of 1978, and 
procedures in this chapter and the Foreign Intelligence Surveillance Act of 1978 
shall be the exclusive means by which electronic surveillance, as defined in 
section 101 of such Act, and the interception of domestic wire and oral 
communications may be conducted. 

Among other things. Section 2512 prohibits any person from intentionally 
manufacturing, assembling, possessing, or selling any electronic, mechanical, or other 
device, knowing that its design renders it primarily useful for the purpose of the 
surreptitious interception of wire, oral, or electronic communications and that such device 
or any component thereof has been or will be sent through the mail or transported in 
interstate or foreign commerce. It also prohibits any person from intentionally sending such 
a device through the mail or sending or carrying such a device in interstate or foreign 
commerce, knowing that such surreptitious interception is its primary purpose. Similarly, 
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(...continued) 

intentionally advertising such a device, knowing or having reason to know that the 
advertisement will be sent through the mail or transported in interstate or foreign commerce 
is foreclosed. Again an exception to these general prohibitions in Section 2512 may be of 
particular interest: 

(2) It shall not be unlawful under this section for — 

(a) . . . 

(b) an officer, agent, or employee of, or a person under contract with, 
the United States ... in the normal course of the activities of the United 
States . . ., 

to send through the mail, send or cany in interstate or foreign commerce, or 
manufacture, assemble, possess, or sell any electronic, mechanical, or other 
device knowing or having reason to know that the design of such device renders 
it primarily useful for the purpose of the surreptitious interception of wire, oral, 
or electronic communications. 

In addition, Section 107 of the Electronic Communications Privacy Act of 1986, P.L. 
99-508, 100 Stat. 1858, October 21, 1986, [which enacted 18 U.S.C. §§ 1367, 2621, 2701 
to 2711, 3117, and 3121 to 3126; and amended 18 U.S.C. §§ 2232, 2511-2513, and 2516- 
2520], provided generally that, “[njothing in this act or the amendments made by this act 
constitutes authority for the conduct of any intelligence activity.” It also stated: 

(b) Certain Activities Under Procedures Approved by the Attorney 
General.-Nothing in chapter 119 [interception of wire, oral or electronic 
communications] or chapter 1 2 1 [stored wire and electronic communications and 
transactional records access] of title 18, United States Code, shall affect the 
conduct, by officers or employees of the United States Government in 
accordance with other applicable Federal law, under procedures approved by the 
Attorney General of activities intended to- 

(1) intercept encrypted or other official communications of United 
States executive branch entities or United States Government contractors 
for communications security purposes; 

(2) intercept radio communications transmitted between or among 
foreign powers or agents of a foreiipi power as defined by the Foreign 
Intelligence Surveillance Act of 1978 [50 U.S.C. § 1801 et seq.]; or 

(3) access an electronic communication system used exclusively by 
a foreign power or agent of a foreign power as defined by the Foreign 
Intelligence Surveillance Act of 1978 [50 U.S.C. § 1801 et seq.]. 

In addition, Chapter 121 of title 18 of the United States Code deals with stored wire 
and electronic communications and transactional records. Under 18 U.S.C. § 2701, 
intentionally accessing without authorization a facility through which an electronic 
communication service is provided, or intentionally exceeding an authorization to access 
such a facility and thereby obtaining, altering, or preventing authorized access to a wire or 
electronic communication while it is in electronic storage in such system is prohibited. 
Upon compliance with statutory requirements in 18 U.S.C. § 2709, the Director of the FBI 
or his designee in a position not lower than deputy Assistant Director may seek access to 
telephone toll and transactional records for foreign counterintelligence purposes. The FBI 
may disseminate information and records obtained under this section only as provided in 
guidelines approved by the Attorney General for foreign intelligence collection and foreign 
counterintelligence investigations conducted by the FBI, and, “with respect to dissemination 
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The uses to which information gathered under FISA may be put are addressed 
imder 50 U.S.C. § 1806/^ Under these provisions, disclosure, without the 


(...continued) 

to an agency of the United States, only if such information is clearly relevant to the 
authorized responsibilities of such agency.” 18 U.S.C. § 2709(d). 

The provisions of Section 1806 are as follows: 

(a) Compliance with minimization procedures; privileged communications; 
lawful purposes 

Information acquired from an electronic surveillance conducted pursuant 
to this subchapter concerning any United States person may be used and 
disclosed by Federal officers and employees without the consent of the United 
States person only in accordance with the minimization procedures required by 
this subchapter. No otherwise privileged communication obtained in accordance 
with or in violation of this subchapter shall lose its privileged character. No 
information acquired from an electronic surveillance pursuant to this subchapter 
may be used or disclosed by Federal officers or employees except for lawful 
purposes. 

(b) Statement for disclosure 

No information acquired pursuant to this subchapter shall be disclosed for 
law enforcement purposes unless such disclosure is accompanied by a statement 
that such information, or any information derived therefrom, may only be used 
in a criminal proceeding with the advance authorization of the Attorney General. 

(c) Notification by United States 

Whenever the Government intends to enter into evidence or otherwise use 
or disclose in any trial, hearing, or other proceeding in or before any court, 
department, officer, agency, regulatory body, or other authority of the United 
States, against an aggrieved person, any information obtained or derived from an 
electronic surveillance of that aggrieved pe rson pursuant to the authority of this 
subchapter, the Government shall, prior to the trial, hearing, or other proceeding 
or at a reasonable time prior to an effort to so disclose or so use that information 
or submit it in evidence, notify the aggrieved person and the court or other 
authority in which the information is to be disclosed or used that the Government 
intends to so disclose or so use such information. 

(d) Notification by States or political subdivisions 

Whenever any State or political subdivision thereof intends to enter into 
evidence or otherwise use or disclose in any trial, hearing, or other proceeding 
in or before any court, department, officer, agency, regulatory body, or other 
authority of a State or a political subdivision thereof, against an aggrieved person 
any information obtained or derived from an electronic surveillance of that 
aggrieved person pursuant to the authority of this subchapter, the State or 
political subdivision thereof intends to so disclose or so use such information. 

(e) Motion to suppress 

Any person against whom evidence obtained or derived from an electronic 
surveillance to which he is an aggrieved person is to be, or has been, introduced 
or otherwise used or disclosed in any trial, hearing, or other proceeding in or 
before any court, department, officer, agency, regulatory body, or other authority 
of the United States, a State, or a political subdivision thereof, may move to 
suppress the evidence obtained or derived from such electronic surveillance on 
the grounds that— 
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(...continued) 

(1) the information was unlawfully acquired; or 

(2) the surveillance was not made in conformity with an order of 

authorization or approval. 

Such a motion shall be made before the trial, hearing, or other proceeding unless 
there was no opportunity to make such a motion or the person was not aware of 
the grounds of the motion. 

(f) In camera and ex parte review by district court 

Whenever a court or other authority is notified pursuant to subsection (c) 
or (d) of this section, or whenever a motion is made pursuant to subsection (e) 
of this section, or whenever any motion or request is made by an aggrieved 
person pursuant to any other statute or mle of the United States or any State 
before any court or other authority of the United States or any State to discover 
or obtain applications or orders or other materials relating to electronic 
surveillance or to discover, obtain, or suppress evidence or information obtained 
or derived from electronic surveillance under this chapter, the United States 
district court or, where the motion is made before another authority, the United 
States district court in the same district as the authority, shall, notwithstanding 
any other law, if the Attorney General files an affidavit under oath that disclosure 
or an adversary hearing would harm the national security of the United States, 
review in camera and ex parte the application, order, and such other materials 
relating to the surveillance as may be necessary to determine whether the 
surveillance of the aggrieved person was lawfully authorized and conducted. In 
making this determination, the court may disclose to the aggrieved person, under 
appropriate security procedures and protective orders, portions of the application, 
order, or other materials relating to the surveillance only where such disclosure 
is necessary to make an accurate determination of the legality of the surveillance. 

(g) Suppression of evidence; denial of motion 

If the United States district court pursuant to subsection (f) of this section 
determines that the surveillance was not lawfully authorized or conducted, it 
shall, in accordance with the requirements of law, suppress the evidence which 
was unlawfully obtained or derived from electronic surveillance of the aggrieved 
person or otherwise grant the motion of the aggrieved person. If the court 
determines that the surveillance was lawfully authorized and conducted, it shall 
deny the motion of the aggrieved person except to the extent that due process 
requires discovery or disclosure. 

(h) Finality of orders 

Orders granting motions or requests under subsection (g) of this section, 
decisions under this section that electronic surveillance was not lawfully 
authorized or conducted, and orders of the United States district court requiring 
review or granting disclosure of applications, orders, or other materials relating 
to a surveillance shall be final orders and binding upon all courts of the United 
States and the several States except a United States court of appeals and the 
Supreme Court. 

(i) Destruction of unintentionally acquired information 

In circumstances involving the unintentional acquisition by an electronic, 
mechanical, or other surveillance device of the contents of any radio 
communication, under circumstances in which a person has a reasonable 
expectation of privacy and a warrant would be required for law enforcement 
purposes, and if both the sender and all intended recipients are located within the 
United States, unless the Attorney General determines that the contents indicate 
a threat of death or serious bodily harm to any person. 
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consent of the person involved, of information lawfully acquired under FISA which 
concerns a United States person must be in compliance with the statutorily mandated 
minimization procedures. Communications which were privileged when intercepted 
remain privileged. Where information acquired under FISA is disclosed for law 
enforcement purposes, neither that information nor any information derived therefrom 
may be used in a criminal proceeding without prior authorization of the Attorney 
General. If the United States Government intends to disclose information acquired 
under FISA or derived therefrom in any proceeding before a court, department, officer 


(...continued) 

(j) Notification of emergency employment of electronic surveillance; contents; 
postponement, suspension or elimination 

If an emergency employment of electronic surveillance is authorized under 
section 1805(e) of this title and a subsequent order approving the surveillance is 
not obtained, the judge shall cause to be served on any United States person 
named in the application or on such other United States persons subject to 
electronic surveillance as the judge may determine in his discretion it is in the 
interest of justice to serve, notice of- 

(1) the fact of the application; 

(2) the period of the surveillance; and 

P) the fact that during the period information was or was not 
obtained. 

On an ex parte showing of good cause to the judge the serving of the notice 
required by this subsection may be postponed or suspended for a period not to 
exceed ninety days. Thereafter, on a further ex parte showing of good cause, the 
court shall forgo ordering the serving of ttie notice required under this 
subsection. 

(k) (l) Federal officers who conduct electronic surveillance to acquire foreign 
intelligence information under this title may consult with Federal law enforcement 
officers or law enforcement personnel of a State or political subdivision of a State 
(including the chief executive officer of that State or political subdivision who has the 
authority to appoint or direct the chief law enforcement officer of that State or 
political subdivision) to coordinate efforts to investigate or protect against- 

(A) actual or potential attack or other grave hostile acts of a foreign power or an 
agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a 
foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network of a 
foreign power or by an agent of a foreign power. 

(2) Coordination authorized under paragraph (1) shall not preclude the certification 
required by section 104(a)(7)(B) [50 U.S.C. § 1804(a)(7)(B) (referring to a 
certification by the Assistant to the President for National Security Affairs or other 
designated certifying authority “that a significant purpose of the surveillance is to 
obtain foreign intelligence information”)] or the entry of an order under section 105 
[50 U.S.C. § 1805]. 

(Emphasis added.) Subsection 1806(k) was added by Section 504 of P.L. 107-56. The 
italicized portion of subsection 1806(k)(l), above, was added by Section 898 of the 
Homeland Security Act of 2002, P.L. 107-296. The term “aggrieved person,” as used in 
connection with electronic surveillance under FISA, is defined under 50 U.S.C. § 1801(k) 
to mean “a person who is the target of an electronic surveillance or any other person whose 
communications or activities were subject to electronic surveillance.” 
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regulatory body or other authority of the United States against an aggrieved person, 
then the Government must give prior notice of its intent to disclose to the aggrieved 
person and to the court or other authority involved. Similarly, a State or political 
subdivision of a State that intends to disclose such information against an aggrieved 
person in a proceeding before a State or local authority must give prior notice of its 
intent to the aggrieved person, the court or other authority, and the Attorney 
General.''^ 


For the definition of “aggrieved person” as that term is used with respect to targets of 
electronic surveillance under FISA, see fn. 42, supra. 

It is worthy of note that Section 892 of the Homeland Security Act of 2002, P.L. 107-296, 
while not expressly amending FISA, addressed procedures for the sharing of homeland 
security information. It required the President to prescribe and implement procedures under 
which relevant federal agencies, including those in the intelligence community, would share 
relevant and appropriate homeland security information with other federal agencies and, 
where appropriate, with State and local personnel. Section 892 provided, in part: 

Sec. 892. Facilitating Homeland Security Information Sharing Procedures. 

(a) Procedures for Determining Extent of Sharing of Homeland Security 
Information.- 

(1) The President shall prescribe and implement procedures under 
which relevant Federal agencies- 

(A) share relevant and appropriate homeland security 
information with other Federal agencies, including the Department, 
and appropriate State and local persoimel; 

(B) identify and safeguard homeland security information that 
is sensitive but unclassified; and 

(C) to the extent that such information is in classified form, 
determine whether, how, and to what extent to remove classified 
information, as appropriate, and w^ith which such personnel it may be 
shared after such information is removed. 

(2) The President shall ensure that such procedures apply to all 
agencies of the Federal Government. 

(3) Such procedures shall not change the substantive requirements for 
the classification and safeguarding of classified information. 

(4) Such procedures shall not change the requirements and authorities 
to protect sources and methods. 

(b) Procedures for Sharing of Homeland Security Mormation.- 

(1) Under procedures prescribed by the President, all appropriate 
agencies, including the intelligence community, shall, through information 
sharing systems, share homeland security information with Federal 
agencies and appropriate State and local persoimel to the extent such 
information may be shared, as determined in accordance with subsection 
(a), together with assessments of the credibility of such information. 

(2) Each information sharing system through which information is shared 
under paragraph (1) shall- 

(A) have the capability to transmit unclassified or classified 
information, though the procedur es and recipients for each capability 
may differ; 

(B) have the capability to restrict delivery of information to 
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Section 1806 also sets out in camera and ex parte district court review 
procedures to be followed where such notification is received, or where the aggrieved 


(...continued) 

specified subgroups by geographic location, type of organization, 
position of a recipient within an organization, or a recipient’s need to 
know such information; 

(C) be configured to allow the efficient and effective sharing of 
information; and 

(D) be accessible to appropriate State and local personnel. 

(3) The procedures prescribed in paragraph (1) shall establish 
conditions on the use of information shared under paragraph (1)- 

(A) to limit the redisseraination of such information to ensure 
that such information is not used for an unauthorized purpose; 

(B) to ensure the security and confidentiality of such 
information; 

(C) to protect the constitutional and statutory rights of any 
individuals who are subjects of such information; and 

(D) to provide data integrity through the timely removal and 
destruction of obsolete or erroneous names and information. 

(4) . . . . 

(5) Each appropriate Federal agency, as determined by the President, 
shall have access to each information sharing system through which 
information is shared under paragraph (1), and shall therefore have access 
to all information, as appropriate, shared under such paragraph. 

(6) The procedures prescribed under paragraph (1) shall ensure that 
appropriate State and local personnel are authorized to use such 
information systems- 

(A) to access information shared with such personnel; and 

(B) to share, with others who have access to such information 
sharing systems, the homeland security information of their own 
jurisdictions, which shall be marked appropriately as pertaining to 
potential terrorist activity. 

(7) Under procedures prescribed jointly by the Director of Central 
Intelligence and the Attorney General, each appropriate Federal agency, as 
determined by the President, shall review and assess the information shared 
under paragraph (6) and integrate such information with existing 
intelligence. 


Subsection (t)(l) of Section 892 of P.L, 107-296, defined “homeland security 
information” to mean “information possessed by a Federal, State, or local agency” that 
“relates to the threat of terrorist activity;” “relates to the ability to prevent, interdict, or 
disrupt terrorist activity;” “would improve the identification or investigation of a suspected 
terrorist or terrorist organization;” “or would improve the response to a terrorist act.” “State 
and local personnel” is defined to mean persons involved in prevention, preparation, or 
response for terrorist attack who fall within the following categories: “State Governors, 
mayors, and other locally elected officials;” “State and local law enforcement personnel and 
firefighters;” “public health and medical professionals;” “regional. State, and local 
emergency management agency personnel, including State adjutant generals;” “other 
appropriate emergency response agency personnel;” and “employees of private-sector 
entities that affect critical infrastructure, cyber, economic, or public health security, as 
designated by the Federal Government in procedures developed pursuant to this section.” 
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person seeks to discover or obtain orders or applications relating to FISA electronic 
surveillance, or to discover, obtain, or suppress evidence or information obtained or 
derived from the electronic surveillance, and the Attorney General files an affidavit 
under oath that such disclosure would harm U.S. national security. The focus of this 
review would be to determine whether the surveillance was lawfully conducted and 
authorized. Only where needed to make an accurate determination of these issues 
does the section permit the court to disclose to the aggrieved person, under 
appropriate security measures and protective orders, parts of the application, order, 
or other materials related to the surveillance. If, as a result of its review, the district 
court determines that the surveillance was unlawful, the resulting evidence must be 
suppressed.'*^ If the surveillance was lawfully authorized and conducted, the motion 
of the aggrieved person must be denied except to the extent that due process requires 
discovery or disclosure. Resultant coint orders granting motions or requests of the 
aggrieved person for a determination that the surveillance was not lawfully conducted 
or authorized and court orders requiring revie w or granting disclosure are final orders 
binding on all Federal and State courts except a U.S. Court of Appeals and the U.S. 
Supreme Court. 


But see. United States v. Thomson, 752 F. Supp. 75, 77 (W.D. N.Y. 1990), stating that. 

If the Court determines that the surveillance was unlawfully authorized or 
conducted, it must order disclosure of the FISA material. 50 U.S.C. § 1806(g) 

.... In United States v. Belfleld, 692 F.2d 141 (D.C. Cir. 1982), the court stated 
that “even when the government has purported not to be offering any evidence 
obtained or derived from the electronic surveillance, a criminal defendant may 
claim that he has been the victim of an illegal surveillance and seek discovery of 
the FISA surveillance material to ensure that no fruits thereof are being used 
against him.” Id. at 146. 

It may be noted that the Section 1806(g) does not state that a court must order 
disclosure of the FISA material if the court finds that the FISA electronic sxirveillance was 
unlawfully authorized or conducted. Rather, the provision in question states in pertinent 
part that, “If the United States district court pursuant to subsection (f) of this section 
determines that the surveillance was not lawfiilly authorized or conducted, it shall, in 
accordance with the requirements of law, suppress the evidence which was unlawfully 
obtained or derived from electronic surveillance of the aggrieved person or otherwise grant 
the motion of the aggrieved person. . . .” While a district court will normally consider in 
camera and ex parte a motion to suppress under Subsection 1 806(e) or other statute or rule 
to discover, disclose, or suppress information relating to a FISA electronic surveillance, 
Subsection 1 806(f) does permit a district court, in determining the legality of a FISA 
electronic surveillance, to disclose to the aggrieved person, under appropriate security 
procedures and protective orders, portions of the application, order or other materials 
relating to the surveillance only to the extent necessary to make an accurate determination 
of the legality of the surveillance. Belfleld indicated tto a criminal defendant may seek to 
discover FISA surveillance material to ensure that no fruits of an illegal surveillance are 
being used against him, but it appears to stop short of saying that in every instance where 
the court finds an illegal surveillance disclosine must be forthcoming. “The language of 
section 1 806(f) clearly anticipates that an ex parte, in camera determination is to be the rule. 
Disclosure and an adversary hearing are the exception, occurring only when necessary.” 
Belfleld, supra, 692 F.2d at 147. See also. United States v. Squillacote, 221 F.3d 542, 552- 
554 (4* Cir. 2000), cert, denied, U.S. , 2001 U.S. LEXIS 2915 (April 16, 2001). 
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If the contents of any radio communication are unintentionally acquired by an 
electronic, mechanical, or other surveillance device in circumstances where there is 
a reasonable expectation of privacy and where a warrant would be required if the 
surveillance were to be pursued for law enforcement purposes, then the contents must 
be destroyed when recognized, unless the Attorney General finds that the contents 
indicate a threat of death or serious bodily harm to any person. 

As noted above. Section 1 805 provides for emergency electronic surveillance in 
limited circumstances, and requires the subsequent prompt filing of an application for 
court authorization to the FISC in such a situation. Under Section 1806, if the 
application is unsuccessfiil in obtaining court approval for the surveillance, notice 
must be served upon any United States person named in the application and such 
other U.S. persons subject to electronic surveillance as the judge determines, in the 
exercise of his discretion, is in the interests of justice. This notice includes the fact 
of the application, the period of surveillance, and the fact that information was or was 
not obtained during this period. Section 1806 permits postponement or suspension 
of service of notice for up to ninety days upon ex parte good cause shown. Upon a 
further ex parte showing of good cause thereafter, the court will forego ordering such 
service of notice.'*^ 

P.L. 107-56, Section 504, added a new subsection 1806(k)(l). Under this new 
subsection, federal officers who conduct electronic surveillance to acquire foreign 
intelligence under FISA are permitted to consult with Federal law enforcement 
officers to coordinate investigative efforts or to protect against- 

(A) actual or potential attack or other grave hostile acts of a foreign power or an 
agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a foreign 
power; or 

(C) clandestine intelligence activities by an intelligence service or network of a 
foreign power or by an agent of a foreign power. 


Cf„ United States Attorney’s Manual, §§ 1-2.106 (Office of Intelligence Policy and 
Review organization and functions). This section indicates, in part, that the Office of 
Intelligence Policy and Review 

. . . prepares certifications and applications for electronic surveillance under the 
Foreign Intelligence Surveillance Act, 50 U.S.C. § 1801 et seq., and represents 
the United States before the United States Foreign Intelligence Surveillance 
Court. It processes requests for Attorney General Authority to use FISA material 
in adjudicatory proceedings and assists in responding to challenges to the legality 
of FISA surveillances. 

See also, 28 C.F.R. §§ 0.33a-0.33c (regarding Counsel for Intelligence Policy); United States 
Attorneys’ Criminal Resource Manual, §§ 9-1073, 9-1075, 9-1076, 9-1077, 9-1079 
(regarding FISA-50 U.S.C. § 1809); United States Attorneys’ Manual §§ 9-60.400 
(regarding criminal sanctions against illegal electronic surveillance under FISA, 50 U.S.C. 
§ 1809); 9-90.210 (contacts with the Intelligence Community regarding criminal 
investigations or prosecutions). 
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This new subsection indicates further that such coordination would not preclude 
certification as required by 50 U.S.C. § 1 804(a)(7)(B) or entry of a court order under 
50U.S.C. § 1805. 

Reporting requirements are included in Sections 1 807 and 1 808. Under Section 
1807, each year in April, the Attorney General is directed to transmit to the 
Administrative Office of the United States Courts and to the Congress a report 
covering the total number of applications made for orders and extensions of orders 
approving electronic surveillance under FISA during the previous year, and the total 
number of orders and extensions granted, modified, or denied during that time period. 
Section 1808(a) requires the Attorney General to fiilly inform the House Permanent 
Select Committee on Intelligence and the Senate Select Committee on Intelligence 
semiannually about all electronic surveillance under FISA."*’ Each such report must 
contain a description of each criminal case in which information acquired under FISA 
“has been passed for law enforcement purposes” during the period covered by the 
report, and each criminal case in which infbnnation acquired under FISA has been 
authorized to be used at trial during the reporting period.'**’ 

Section 1 809 provides criminal sanctions for intentionally engaging in electronic 
surveillance under color of law except as authorized by statute; or for disclosing or 
using information obtained under color of law by electronic surveillance, knowing or 
having reason to know that surveillance was not authorized by statute.'*^ The 
provision makes it a defense to prosecution under this subsection if the defendant is 
a law enforcement officer or investigative officer in the course of his official duties 
and the electronic surveillance was authorized by and conducted under a search 


Subsection 1808(b) directed these committees to report annually for five years after the 
date of enactment to the House and the Senate respectively concerning implementation of 
FISA, including any recommendations for amendment, repeal, or continuation without 
amendment. P.L. 106-567, Title VI, Sec. 604(b) (Dec. 27, 2000), 1 14 Stat. 2853, required 
the Attorney General to submit to the Senate Select Committee on Intelligence, the Senate 
Judiciary Committee, the House Permanent Select Committee on Intelligence, and the House 
Judiciary Committee a report on the authorities and procedures utilized by the Department 
of Justice to determine whether or not to disclose information acquired under FISA for law 
enforcement purposes. 50 U.S.C. § 1806 note. 

50 U.S.C. § 1808(a)(2). 

Section 1075 of the United States Attorneys ’ Criminal Resource Manual indicates that 
Section 1809(a) “reaches two distinct acts: (1) engaging in unauthorized electronic 
surveillance under color of law; and (2) using or disclosing information obtained under color 
of law through unauthorized electronic surveillance. Each offense involves an ‘intentional’ 
state of mind and unauthorized ‘electronic surve:illance.’” Section 1075 further notes: 

Even though none of these elements mentions foreign intelligence, one 
court has explained that “the FISA applies only to surveillance designed to gather 
inf ormation relevant to foreign intelligence, ” United States v. Koyomejian, 970 
F. 2d 536, 540 (9* Cir. 1992) (en banc), cert denied, 506 U.S. 1005 (1992). In 
fact, all applications for an order from the Foreign Intelligence Surveillance 
Court require a certification from a presidentially designated official that the 
purpose of the surveillance is to obtain foreign intelligence. 50 U.S.C. § 
1804(a)(7). 
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warrant or court order of a court of competent jurisdiction. Section 1 809 provides for 
Federal jurisdiction over such an offense if the defendant is a Federal officer or 
employee at the time of the offense. Civil liability is also provided for under Section 
1810, where an aggrieved person, who is neither a foreign power nor an agent of a 
foreign power, has been subjected to electronic surveillance, or where information 
gathered by electronic surveillance about an aggrieved person has been disclosed or 
used in violation of Section 1 809. 

Finally, Section 1811 provides that, notwithstanding any other law, the 
President, through the Attorney General, may authorize electronic surveillance 
without a court order to acquire foreign intelligence information for up to 1 5 calendar 
days following a declaration of war by Congress. 

Physical searches for foreign intelligence gathering purposes. 

Physical searches for foreign intelligence purposes are addressed in 50 U.S.C. § 1 82 1 
et seq.^° While tailored for physical searches, the provisions in many respects follow 
a pattern similar to that created for electronic surveillance. The definitions fi'om 50 
U.S.C. § 1801 for the terms “foreign power,” “agent of a foreign power,” 
“international terrorism,” “sabotage,” “foreign intelligence information,” “Attorney 
General,” “United States person,” “United States,” “person,” and “State” also apply 
to foreign intelligence physical searches except where specifically provided 
otherwise. A “physical search” under this title means; 

any physical intmsion within the United States into premises or property 
(including examination of the interior of property by technical means) that is 
intended to result in seizure, reproduction, inspection, or alteration of 
information, material, or property, under circumstances in which a person has a 
reasonable expectation of privacy and a v/^arrant would be required for law 
enforcement purposes, but does not include (A) “electronic surveillance”, as 
defined in section 1801(f) of this title [50 U.S.C.], or (B) the acquisition by the 
United States Government of foreign intelligence information from international 
or foreign communications, or foreign intelligence activities conducted in 
accordance with otherwise applicable Federal law involving a foreign electronic 
communications system, utilizing a means other than electronic surveillance as 
defined in section 1801(f) of this title.’’ 

Minimization procedures also apply to physical searches for foreign intelligence 
purposes. Those defined under 50 U.S.C. § 1821(4) are tailored to such physical 
searches, and like those applicable to electronic surveillance under 50 U.S.C. § 
1 801(h), these procedures are designed to minimize acquisition and retention, and to 
prohibit dissemination of nonpublicly available information concerning unconsenting 


The physical search provisions of FISA were added as Title III of that act by P.L. 1 03-359, 
Title VIII, on October 14, 1994, 108 Stat. 3443. Some of these provisions were 
subsequently amended by P.L. 106-567, Title VI, on December 27, 2000, 1 14 Stat. 2852-53; 
and by P.L. 107-56. 

” 50 U.S.C. § 1821(5). 
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U.S. persons, consistent with the needs of the United States to obtain, produce and 
disseminate foreign intelligence.^^ 

Under 50 U.S.C. § 1 822, the President, acting through the Attorney General may 
authorize physical searches to acquire foreign intelligence information without a court 
order for up to one year if the Attorney General certifies under oath that the search is 
solely directed at premises, property, information or materials owned by or under the 
open and exclusive control of a foreign power or powers.*^ For these purposes, 
“foreign power or powers” means a foreign government or component of a foreign 
government, whether or not recognized by the United States, a faction of a foreign 
nation or nations, not substantially composed of U.S. persons; or an entity that is 
openly acknowledged by a foreign government or governments to be directed and 
controlled by such foreign government or governments.^'' In addition, the Attorney 
General must certify that there is no substantial likelihood that the physical search 
will involve the premises, information, material or property of a U.S. person, and that 
the proposed minimization procedures with respect to the physical search are 


Specifically, 50 U.S.C. § 1821(4) defines “minimization procedures” with respect to 
physical search to mean: 

(A) specific procedures, which shall be adopted by the Attorney General, that are 
reasonably designed in light of the purposes and technique of the particular 
physical search, to minimize the acquisition and retention, and prohibit the 
dissemination, of nonpublicly available information concerning unconsenting 
United States persons consistent with the need of the United States to obtain, 
produce, and disseminate foreign intelligemce information; 

(B) procedures that require that nonpublicly available information, which is not 
foreign intelligence information, as defined in section 1801(e)(1) of this title, 
shall not be disseminated in a manner that identifies any United States person, 
without such person’s consent, unless such person’s identity is necessary to 
understand such foreign intelligence infoimation or assess its importance; 

(C) notwithstanding subparagraphs (A) and (B), procedures that allow for the 
retention and dissemination of information that is evidence of a crime which has 
been, is being, or is about to be committed and that is to be retained or 
disseminated for law enforcement purposes; and 

(D) notwithstanding subparagraphs (A), (B), and (C), with respect to any 
physical search approved pursuant to section 1 822(a) of this title, procedures that 
require that no information, material, or property of a United States person shall 
be disclosed, disseminated, or used for any purpose or retained for longer than 
72 hours, unless a court order under section 1824 of this title is obtained or 
unless the Attorney General determines that the information indicates a threat of 
death or serious bodily harm to any person. 

Section 314(a)(3) ofP.L. 107-108, the conference version of the Intelligence Authorization 
Act of 2002, H.R. 2883, from H.Rept. 107-328, changed the previous 24 hour period in the 
minimization procedures under 50 U.S.C. § 1821(4)(D)toa72hourperiod. The bill passed 
both houses of Congress and was signed by the President on December 28, 2001. 

The president provided such authority to the Attorney General by Executive Order 1 2949, 
Section 1, 60 Fed. Reg. 8169 (February 9, 1995), if the Attorney General makes the 
certifications necessary under 50 U.S.C. § 1822(a)(1). 

See 50 U.S.C. § 1801(a)(1), (2), or (3). 
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consistent with 50 U.S.C. § 1821(4)(l)-(4).^^ Under normal circumstances, these 
minimization procedures and any changes to them are reported to the House 
Permanent Select Committee on intelligence and the Senate Select Committee on 
Intelligence by the Attorney General at least 30 days before their effective date. 
However, if the Attorney General determines that immediate action is required, the 
statute mandates that he advise these committees immediately of the minimization 
procedures and the need for them to become effective immediately. In addition, the 
Attorney General must assess compliance with these minimization procedures and 
report such assessments to these congressional committees. 

The certification of the Attorney General for a search under 50 U.S.C. § 1822 
is immediately transmitted under seal to the Foreign Intelligence Surveillance Court, 
and maintained there under security measures established by the Chief Justice of the 
United States with the Attorney General’s concurrence, in consultation with the 
Director of Central Intelligence. Such a certification remains under seal unless one 
of two circumstances arise: (1) either an application for a court order with respect to 
the physical search is made to the Foreign Intelligence Surveillance Court under 50 
U.S.C. § 1821(4) (dealing with minimization procedures) and § 1823 (dealing with 
the process by which a federal officer, with the approval of the Attorney General, may 
apply for an order Ifom the FISC approving a physical search for foreign intelligence 
gathering purposes); or (2) the certification is needed to determine the legality of a 
physical search under 50 U.S.C. § 1825 (dealing with use of the information so 
gathered). 

In connection with physical searches under 50 U.S.C. § 1822, the Attorney 
General may direct a landlord, custodian or other specified person to furnish all 
necessary assistance needed to accomplish the physical search in a way that would 
both protect its secrecy and minimize interference with the services such person 
provides the target of the search. Such person may also be directed to maintain any 
records regarding the search or the aid provided under security procedures approved 
by the Attorney General and the Director of Central Intelligence. The provision of 
any such aid must be compensated by the Govemment.^^ As in the case of 
applications for electronic surveillance under FISA, the Foreign Intelligence 
Surveillance Court (FISC) has jurisdiction to hear applications and grant applications 
with respect to physical searches imder 50 U.S.C. § 1821 etseq. No FISC judge may 
hear an application already denied by another FISC judge. If an application for an 
order authorizing a physical search under FISA is denied, the judge denying the 
application must immediately provide a written statement of reasons for the denial. 
If the United States so moves, the record is then transmitted under seal to the court 
of review established under 50 U.S.C. § 1803(b). If the court of review determines 
that the application was properly denied, it, in turn, must provide a written statement 
of the reasons for its decision, which must be transmitted under seal to the Supreme 


While this is the citation cross-referenced in Section 1 822, it appears that the cross- 
reference should read 50 U.S.C. § 1821(4)(A)-(D). 

50 U.S.C. § 1822(a)(4). 
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Court upon petition for certiorari by the United States.*’ Any of the proceedings with 
respect to an application for a physical search under FISA must be conducted 
expeditiously, and the record of such proceedings must be kept under appropriate 
security measures. 

The requirements for application for an order for a physical search under FISA 
are included in 50 U.S.C. § 1823. While tailored to a physical search, the 
requirements strongly parallel those applicable to electronic surveillance under 50 
U.S.C. § 1804(a)(l)-(9).*^ Like Section 1804(a)(7)(B) with respect to required 


*’ 50 U.S.C. § 1822(c), (d). 

Each application for an order approving such a physical search, having been approved by 
the Attorney General based upon his understanding that the application satisfies the criteria 
and requirements of 50 U.S.C. § 1821 etseq., must be made by a Federal officer in writing 
upon oath or affirmation to a FISC judge. Under subsection (a) of Section 1823, the 
application must include: 

(1) the identity of the Federal officer making the application; 

(2) the authority conferred on the Attorney General by the President and the 
approval of the Attorney General to make the application; 

(3) the identity, if known, or a description of the search, and a detailed 
description of the premises or property to be searched and of the information, 
material, or property to be seized, reproduced, or altered; 

(4) a statement of the facts and circumstances relied upon by the applicant to 
justify the applicant’s belief that- 

(A) the target of the physical search is a foreign power or an agent of a 
foreign power; 

(B) the premises or property to be searched contains foreign intelligence 
information; and 

(C) the premises or property to be searched is owned, used, possessed by, 
or is in transit to or from a foreign power or an agent of a foreign power; 

(5) a statement of the proposed minimization procedures; 

(6) a statement of the nature of the foreign intelligence sought and the manner in 
which the physical search is to be conducted; 

(7) a certification or certifications by the Assistant to the President for National 
Security Affairs or an executive branch official or officials designated by the 
President from among those executive branch officers employed in the area of 
national security or defense and appointed by the President, by and with the 
advice and consent of the Senate- 

(A) that the certifying official deems the information sought to be foreign 
intelligence information; 

(B) that a significant purpose of the search is to obtain foreign intelligence 
information; 

(C) that such information cannot reasonably be obtained by normal 
investigative techniques; 

(D) that designates the type of foreign intelligence information being 
sought according to the categories described in section 1 80 1 (e) of this title; 
and 

(E) includes a statement explaining the basis for the certifications required 
by subparagraphs (C) and (D); 

(8) where the physical search involves a search of the residence of a United 

(continued...) 
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certifications for an application for electronic surveillance under FISA, Section 
1 823(a)(7)(B) was amended by P.L. 107-56, Section 2 1 8, to require that the Assistant 
to the President for National Seouity Affairs or designated executive branch officiaP^ 
certify, among other things, that a significant purpose (rather than “that the purpose”) 
of the physical search is to obtain foreign intelligence information.®” Section 1 823(d) 
also parallels Section 1804(e) (dealing with requirements for some applications for 
electronic surveillance under FISA), in that, if requested in writing by the Director of 
the FBI, the Secretary of Defense, the Secretary of State, or the DCI,®' the Attorney 
General must personally review an application for a FISA physical search if the target 
is one described by Section 1801(b)(2). 50 U.S.C. § 1801(b)(2) deals with targets 
who knowingly engage in clandestine intelligence gathering activities involving or 
possibly involving violations of federal criminal laws by or on behalf of a foreign 
power; targets who, at the direction of an intelligence service or network of a foreign 
power, engage in other clandestine intelligence activities involving or potentially 
involving federal crimes by or on behalf of a foreign power; targets who knowingly 


(...continued) 

States person, the Attorney General shall state what investigative techniques 
have previously been utilized to obtain the foreign intelligence information 
concerned and the degree to which these techniques resulted in acquiring such 
information; and 

(9) a statement of the facts concerning all previous applications that have been 
made to any judge under this subchapter involving any of the persons, premises, 
or property specified in the application, and the action taken on each previous 
application. 

Under Section 1823(b), the Attorney General may require any other affidavit or 
certification from any other officer in connection with an application for a physical search 
that he deems appropriate. Under Section 1823(c), the FISC judge to whom the application 
is submitted may also require that the applicant provide other information as needed to make 
the determinations necessaiy under 50 U.S.C. § 1824. 

In Section 2 of E.O. 12949, 60 Fed. Reg. 8169 (Febmary 9, 1995), the President 
authorized the Attorney General to approve applications to the Foreign Intelligence 
Surveillance Court under 50 U.S.C. § 1 823, to obtain court orders for physical searches for 
the purpose of collecting foreign intelligence information. In Section 3 of that executive 
order, the President designated the Secretary of State, the Secretary of Defense, the Director 
of Central Intelligence, the Director of the Federal Bureau of Investigation, the Deputy 
Secretary of State, the Deputy Secretary of Defense, and the Deputy Director of Central 
Intelligence to make the certifications required by 50 U.S.C. § 1823(a)(7), in support of an 
application for a court order for a physical search for foreign intelligence purposes. None 
of these officials may exercise this authority to make the appropriate certifications unless 
he or she is appointed by the President, with the advice and consent of the Senate. 

As in the case of the change from “the purpose” to “a significant purpose” in the case of 
electronic surveillance, the parallel language change in Section 1823 with respect to 
physical searches may also have the effect of blurring the distinction between physical 
searches for foreign intelligence purposes and those engaged in for law enforcement 
purposes. 

®' The authority of these officials to make such a written request is non-delegable except 
where such official is disabled or unavailable. Each must make provision in advance for 
delegation of this authority should he or she become disabled or unavailable. 50 U.S.C. § 
1823(d)(1)(B) and (C). 
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engage in sabotage or international terrorism, activities in preparation for sabotage 
or international terrorism, or activities on behalf of a foreign power; targets who 
knowingly aid, abet, or conspire with anyone to engage in any of the previously listed 
categories of activities; or targets who knowingly enter the United States under false 
identification by or on behalf or a foreign power or who assume a false identity on 
behalf of a foreign power while present in the United States.^^ 

Should the Attorney General, after reviewing an application, decide not to 
approve it, he must provide written notice of his determination to the official 
requesting the review of the application, setting forth any modifications needed for 
the Attorney General to approve it. The official so notified must supervise the 
making of the suggested modifications if the official deems them warranted. Unless 
the Attorney General or the official involved is disabled or otherwise unable to carry 
out his or her respective responsibilities under Section 1 823, those responsibilities are 
non-delegable. 

As in the case of the issuance of an order approving electronic surveillance under 
50 U.S.C. § 1805(a), certain findings by the FISC judge are required before an order 
may be forthcoming authorizing a physical search for foreign intelligence information 
under 50 U.S.C. § 1824(a). Once an application under Section 1823 has been filed, 
an FISC judge must enter an ex parte order, either as requested or as modified, 
approving the physical search if the requisite findings are made. These include 
findings that: 

(1) the President has authorized the Attorney General to approve applications for 
physical searches for foreign intelligence purposes; 

(2) the application has been made by a Federal officer and approved by the 
Attorney General; 

(3) on the basis fo the facts submitted by the applicant there is probable cause to 
believe that- 

(A) the target of the physical search is a foreign power or an agent of a 
foreign power, except that no United States person may be considered an 
agent of a foreign power solely on the basis of activities protected by the 
first amendment to the Constitution of the United States; and 

(B) the premises or property to be searched is owned, used, possessed by, 
or is in transit to or from an agent of a foreign power or a foreign power; 

(4) the proposed minimization procedures meet the definition of minimization 
contained in this subchapter; and 

(5) the application which has been filed contains all statements and certifications 
required by section 1823 of this title, and, if the target is a United States person, 
the certification or certifications are not clearly erroneous on the basis of the 
statement made under section 1823(a)(7)(E) of this title and any other 
information furnished under section 1 823(c) of this title. 

Like Section 1805(b) regarding electronic surveillance under FISA, a FISC judge 
making a probable cause determination imder Section 1 824 may consider the target’s 


“ See fii. 2\, supra. 
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past activities, plus facts and circumstances pertinent to the target’s present or future 
activities.®^ 

As in the case of an order under 50 U.S.C. § 1 805(c) with respect to electronic 
surveillance, an order granting an application for a physical search under FISA must 
meet statutory requirements in 50 U.S.C. § 1 824(c) as to specifications and directions. 
An order approving a physical search must specify: 

(A) the identity, if known, or a description of the target of the physical search; 

(B) the nature and location of each of the premises of property to be searched; 

(C) the type of information, material, or property to be seized, altered, or 
reproduced; 

(D) a statement of the manner in which the physical search is to be conducted 
and, whenever more than one physical sccU’ch is authorized under the order, the 
authorized scope of each search and what minimization procedures shall apply 
to the information acquired by each search; and 

(E) the period of time during which the physical searches are approved; 

In addition, the order must direct: 

(A) that the minimization procedures be followed; 

(B) that, upon the request of the applicant, a specified landlord, custodian, or 
other specified person furnish the applicant forthwith all information, facilities, 
or assistance necessary to accomplish the physical search in such a manner as 
will protect its secrecy and produce a minimum of interference with the services 
that such landlord, custodian, or other person is providing to the target of the 
physical search; 

(C) that such landlord, custodian, or other person maintain under security 
procedures approved by the Attorney General and the Director of Central 
Intelligence any records concerning the search or the aid furnished that such 
person wishes to retain; 

(D) that the applicant compensate, at the prevailing rate, such landlord, custodian, 
or other person for furnishing such aid; and 

(E) that the federal officer conducting the physical search promptly report to the 
court the circumstances and results of the physical search.®'* 

Subsection 1824(d) sets the limits on tlie duration of orders under this section 
and makes provision for extensions of such orders if certain criteria are met.®® 


50 U.S.C. § 1824(b). 

50 U.S.C. § 1824(c)(1), (2). 

P.L. 107-56, Section 207(a)(2), amended 50 U.S.C. § 1824(d)(1) so that it provided: 

(1) An order under this section may approve a physical search for the 
period necessary to achieve its purpose, or for 90 days, whichever is less, except 
that (A) an order under this section shall approve a physical search targeted 
against a foreign power, as defined in paragraph (1), (2), or (3) of section 101(a) 

[50 U.S.C. § 1 801(b)(1)(A)], for the period specified in the application or for one 
year, whichever is less, and (B) an order under this section for a physical search 
against an agent of a foreign power as defined in section 101(h)(1)(A) [50 U.S.C. 

(continued...) 
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Subsection 1 824(e) deals with emergency orders for physical searches. It permits the 
Attorney General, under certain circumstances, to authorize execution of a physical 
search if the Attorney General or his designee informs a FISC judge that the decision 
to execute an emergency search has been made, and an application under 50 U.S.C. 
§ 1821 et seq. is made to that judge as soon as possible, within 72 hours“ after the 
Attorney General authorizes the search. The Attorney General ’ s decision to authorize 
such a search must be premised upon a determination that “an emergency situation 
exists with respect to the execution of a physical search to obtain foreign intelligence 
information before an order authorizing such search can with due diligence be 
obtained,” and “the factual basis for issuance of an order under this title [50 U.S.C. 
§ 1821 et seq.] to approve such a search exists.”®’ If such an emergency search is 
authorized by the Attorney General, he must require that the minimization procedures 
required for issuance of a judicial order for a physical search under 1 8 U.S.C. § 1 82 1 
et seq. be followed.®* If there is no judicial order for a such a physical search, then 
the search must terminate on the earliest of the date on which the information sought 
is obtained, the date on which the application for the order is denied, or the expiration 
of the 72 hour period from the Attorney General’s authorization of the emergency 


(...continued) 

§ 1801(h)(1)(A)] may he for the period specified in the application or for 120 
days, whichever is less. 

The language in italics reflects the changes made by P.L. 107-56. The 90 day time period 
reflected in the first sentence replaced earlier language which provided for forty-five days. 

Section 207(b)(2) of P.L. 107-56 amended 50 U.S.C. § 1824(d)(2) to provide: 

(2) Extensions of an order issued under this title [50 U.S.C. §§ 1821 et 
seq.] may be granted on the same basis as the original order upon an application 
for an extension and new findings made in the same manner as required for the 
original order, except that an extension of an order under this Act for a physical 
search targeted against a foreign power, as defined in section 1 0 1 (a)(5) or (6) [50 
U.S.C. § 1801(a)(5) or (6)], or against a foreign power, as defined in section 
1 0 1 (a)(4) [50 U. S . C . § 1 80 1 (a)(4)] , that is not a United States person, or against 
an agent of a foreign power as defined in section 101(h)(1)(A) [50 U.S.C. § 
1801(h)(1)(A)], may be for a period not to exceed one year if the judge finds 
probable cause to believe that no property of any individual United States person 
will be acquired during the period. 

(Emphasis added.) Under subsection 1 824(d)(3), the judge, at or before the end of the time 
approved for a physical search or for an extension, or at any time after the physical search 
is carried out, may review circumstances under wMch information regarding U.S. persons 
was acquired, retained, or disseminated to assess compliance with minimization techniques. 

®® Section 314(a)(4) of the Intelligence Authorization Act for Fiscal Year 2002, P.L. 107- 
108, amended 50 U.S.C. § 1824(e) by striking “24 hours” where it occurred and replacing 
it with “72 hours.” 

50 U.S.C. § 1824(e)(l)(A)(i) and (ii). See fn.66, supra, regarding substitution of “72 
hours” for “24 hours” in Subsection 50 U.S.C. g 1824(e)(3)(C) by P.L. 107-108, Sec. 
314(a)(4). 

50 U.S.C. § 1824(e)(2). 
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search.^® If an application for approval is denied or if the search is terminated and no 
order approving the search is issued, then neither information obtained from the 
search nor evidence derived from the search may be used in evidence or disclosed in 
any 


. . . trial, hearing, or other proceeding in or before any court, grand jiuy, 
department, office, agency, regulatory body, legislative committee, or other 
authority of the United States, a State, or political subdivision thereof, and no 
information concerning any United States person acquired from such search shall 
subsequently be used or disclosed in any other manner by Federal officers or 
employees without the consent of such person, except with the approval of the 
Attorney General, if the information indicates a threat of death or serious bodily 
harm to any person. A denial of the application made under this subsection may 
be reviewed as provided in section 302 [50 U.S.C. § 1822].’® 

Subsection 1824(f) requires retention of applications made and orders granted under 
50 U.S.C. § 1821 etseq., for a minimum of 10 years from the date of the application. 

Like 50 U.S.C. § 1806 with respect to electronic surveillance under FISA, 50 
U.S.C. § 1825 restricts and regulates the uses of information secured under a FISA 
physical search. Such information may only be used or disclosed by Federal officers 
or employees for lawful purposes. Federal officers and employees must comply with 
minimization procedures if they use or disclose information gathered from a physical 
search under FISA concerning a United States person. ’ ' If a physical search involving 
the residence of a United States person is authorized and conducted under 50 U.S.C. 
§ 1824, and at any time thereafter the Attorney General determines that there is no 
national security interest in continuing to maintain the search’s secrecy, the Attorney 
General must provide notice to the United States person whose residence was 
searched. This notice must include both the fact that the search pursuant to FISA was 
conducted and the identification of any property of that person which was seized, 
altered, or reproduced during the search.” Disclosure for law enforcement purposes 
of information acquired under 50 U.S.C. § 1821 et seq., must be aecompanied by a 
statement that such information and any derivative information may only be used in 
a criminal proceeding with advance authorization from the Attorney General.” 

The notice requirements relevant to intended use or disclosure of information 
gleaned from a FISA physical search or derivative information, are similar to those 
applicable where disclosure or use of information garnered from electronic 
surveillance is intended. If the United States intends to use or disclose information 
gathered during or derived from a FISA physical search in a trial, hearing, or other 
proceeding before a court, department, officer, agency, regulatory body or other 
authority of the United States against an aggiieved person, the United States must 


® 50 U.S.C. § 1824(e)(3), 
™ 50 U.S.C. § 1824(e)(4), 
” 50 U.S.C. § 1825(a). 
”50 U.S.C. § 1825(b). 

” 50 U.S.C. § 1825(c). 
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first give notice to the aggrieved person, and the court or other authority/'' Similarly, 
if a State or political subdivision of a state in tends to use or disclose any information 
obtained or derived from a FISA physical search in any trial, hearing, or other 
proceeding before a court, department, officer, agency, regulator body, or other State 
or political subdivision against an aggrieved person, the State or locality must notify 
the aggrieved person, the pertinent court or other authority where the information is 
to be used, and the Attorney General of the United States of its intention to use or 
disclose the information/^ An aggrieved person may move to suppress evidence 
obtained or derived from a FISA physical search on one of two grounds: that the 
information was unlawfiilly acquired; or that the physical search was not made in 
conformity with an order of authorization or approval. Such a motion to suppress 
must be made before the trial, hearing or other proceeding involved unless the 
aggrieved person had no opportunity to make the motion or was not aware of the 
grounds of the motion/® 

In camera, ex parte review by a United States district court may be triggered by 
receipt of notice under Subsections 1 825(d) or (e) by a court or other authority; the 
making of a motion to suppress by an aggrieved person under Subsection 1 825(f); or 
the making of a motion or request by an aggrieved person under any other federal or 
state law or mle before any federal or state court or authority to discover or obtain 
applications, orders, or other materials pertaining to a physical search authorized 
under FISA or to discover, obtain, or suppress evidence or information obtained or 
derived from a FISA physical search. If the Attorney General files an affidavit under 
oath that disclosure of any adversary hearing would harm U.S. national security, the 
U.S. district court receiving notice or before whom a motion or request is pending, 
or, if the motion is made to another authority, the U.S. district court in the same 
district as that authority, shall review in camera and ex parte the application, order, 
and such other materials relating to the physical search at issue needed to determine 
whether the physical search of the aggrieved person was lawfully authorized and 
conducted. If the court finds it necessary to make an accurate determination of the 
legality of the search, the court may disclose portions of the application, order, or 
other pertinent materials to the aggrieved person under appropriate security 
procedures and protective orders, or may require the Attorney General to provide a 
summary of such materials to the aggrieved person.^’ 

If the U.S. district court makes a determination that the physical search was not 
lawfully authorized or conducted, then it must “suppress the evidence which was 
unlawfully obtained or derived from the physical search of the aggrieved person or 
otherwise grant the motion of the aggrieved person.” If, on the other hand, the court 
finds that the physical search was lawfully authorized or conducted, the motion of the 


50 U.S.C. § 1825(d). “Aggrieved person,” as defined in 50 U.S.C. § 1821(2), “means a 
person whose premises, property, information, or material is the target of a physical search 
or any other person whose premises, property, information, or material was subject to 
physical search.” 

50 U.S.C. § 1825(e). 

50 U.S.C. § 1825(f). 

"^50 U.S.C. § 1825(g). 
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aggrieved person will be denied except to the extent that due process requires 
discovery or disclosure.^* 

If the U.S. district court grants a motion to suppress under 50 U.S.C. § 1 825(h); 
deems a FISA physical search unlawfully authorized or conducted; or orders review 
or grants disclosure of applications, orders or other materials pertinent to a FISA 
physical search, that court order is final and binding on all federal and state courts 
except a U.S. Court of Appeals or the U.S. Supreme Coiul.’^ 

As a general matter, where an emergency physical search is authorized under 50 
U.S.C. § 1824(d), and a subsequent order approving the resulting search is not 
obtained, any U.S. person named in the application and any other U.S. persons subject 
to the search that the FISC judge deems appropriate in the interests of justice must be 
served with notice of the fact of the application and the period of the search, and must 
be advised as to whether information was or was not obtained during that period.*® 
However, such notice may be postponed or suspended for a period not to exceed 90 
days upon an ex parte showing of good cause to the judge, and, upon further good 
cause shown, the court must forego such notice altogether.*' 

Section 504(b) of P.L. 107-56, added a new 50 U.S.C. § 1825(k) to the statute, 
which deals with consultation by federal officers doing FISA searches with federal 
law enforcement officers. Section 899 of the Homeland Security Act of 2002, P.L. 
107-296 expanded this authority to also permit consultation with “law enforcement 
personnel of a State or political subdivision of a State (including the chief executive 
officer of that State or political subdivision who has the authority to appoint or direct 
the chief law enforcement officer of that State or political subdivision).” Under this 
new language, as amended, federal officers “who conduct physical searches to acquire 
foreign intelligence information” under 50 U.S.C. § 1821 etseq., may consult with 
federal law enforcement officers or state or local law enforcement personnel: 

... to coordinate efforts to investigate or protect against 

(A) actual or potential attack or other grave hostile acts of a foreign power 
or an agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a 
foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network 
of a foreign power or by an agent of a foreign power. 

Such coordination does not preclude certification required under 50 U.S.C. § 
1823(a)(7) or entry of an order under 50 U.S.C. § 1824.** 


50 U.S.C. § 1825(h). 

™ 50 U.S.C. § 1825(i). 

50 U.S.C. § 1825(j)(l). 
*' 50 U.S.C. § 1825(j)(2). 

50 U.S.C. § 1825(k)(l). 
** 50 U.S.C. § 1825(k)(2). 
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50 U.S.C. § 1826 provides for semiannual congressional oversight of physical 
searches under FISA. The Attorney General is directed to "folly inform" the 
permanent Select Committee on Intelligence of the House of Representatives and the 
Select Committee on Intelligence of the Senate with respect to all physical searches 
conducted under 50 U.S.C. § 1 82 1 et seq. Also on a semiannual basis, the Attorney 
General is required to provide a report to those committees and to the House and 
Senate Judiciary Committees setting forth: the total number of applications for orders 
approving FISA physical searches during the preceding six month period; the total 
number of those orders granted, modified, or denied; the number of such physical 
searches involving the residences, offices, or personal property of United States 
persons; and the number of occasions, if any, the Attorney General gave notice under 
50 U.S.C. § 1825(b).®'' 

Section 1 827 imposes criminal sanctions for intentionally executing a physical 
search for foreign intelligence gathering purposes xmder color of law within the 
United States except as authorized by statute. In addition, criminal penalties attach 
to a conviction for intentionally disclosing or using information obtained by a 
physical search under color of law within the United States for the purpose of 
gathering intelligence information, where the offender knows or has reason to know 
that the information was obtained by a physiCcil search not authorized by statute. In 
either case, this section provides that a person convicted of such an offense faces a 
fine of not more than $10,000,®^ imprisonment for not more than five years or both. 
Federal jurisdiction attaches where the offense is committed by an officer or 
employee of the United States. It is a defense to such a prosecution if the defendant 
was a law enforcement or investigative officer engaged in official duties and the 
physical search was authorized and conducted pursuant to a search warrant or court 
order by a court of competent jurisdiction. 

In addition, an aggrieved person other than a foreign power or an agent of a 
foreign power as defined under section 1801(a) or 1 801(b)(1)(A),®® whose premises, 
property, information, or material within the United States was physically searched 
under FISA; or about whom information obtained by such a search was disclosed or 
used in violation of 50 U.S.C. § 1827, may bring a civil action for actual damages, 
punitive damages, and reasonable attorney's fees and other investigative and litigation 
costs reasonably incurred.®’ 


See fn. 72, supra, and accompanying text. 

This section was added in 1994 as Title III, Section 307 of P.L. 95-511, by P.L. 103-359, 
Title Vffl, § 807(a)(3), 108 Stat. 3452. If a fine were to be imposed under the general fine 
provisions 18 U.S.C. § 3571, rather than under the offense provision, the maximum fine 
would be $250,000 for an individual. 

For definitions, see fn. 21, supra. 

50 U.S.C. § 1 828. Actual damages are defined to be "not less than liquidated damages of 
$1,000 or $100 per day for each violation, whichever is greater." 50 U.S.C. § 1828(1). 
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In times of war, the President, through the Attorney General, may authorize 
physical searches under FISA without a court order to obtain foreign intelligence 
information for up to 15 days following a declaration of war by Congress.*® 

Pen registers or trap and trace devices®® used for foreign 
intelligence gathering purposes. Title IV of FISA, 50 U.S.C. § 1841 etseq., 
was added in 1998, amended by P.L. 107-56,^® and amended further by Section 
314(5) of P.L. 107-108. Under 50 U.S.C. § 1842(a)(1), notwithstanding any other 
provision of law, the Attorney General or a designated attorney for the Government 
may apply for an order or extension of iin order authorizing or approving the 
installation and use of a pen register or trap and trace device "for any investigation 
to protect against international terrorism or clandestine intelligence activities, 
provided such investigation of a United States person is not conducted solely upon 
the basis of activities protected by the first amendment to the Constitution" conducted 
by the Federal Bureau of Investigation (FBI) under guidelines approved by the 
Attorney General pursuant to E.O. 12333 or a successor order.®' This authority is 
separate from the authority to conduct electronic surveillance under 50 U.S.C. § 1 80 1 

. 92 

et seq. 

Each such application is made in writing upon oath or affirmation to a FISC 
judge or to a U.S. magistrate judge publicly designated by the Chief Justice of the 
United States to hear such applications and grant orders approving installation of pen 
registers or trap and trace devices on behalf of a FISC judge. The application must 
be approved by the Attorney General or a designated attorney for the Government. 
Each application must identify the federal officer seeking to use the pen register or 


** 50 U.S.C. § 1829. 

*® Under 50 U.S.C. § 1841(2), the terms "pen register" and "trap and trace device" are given 
the meanings in 18 U.S.C. § 3127. Under Section 3127, “pen register” 

. . . means a device which records or decodes electronic or other impulses which 
identify the numbers dialed or otherwise transmitted on the telephone line to which 
such device is attached, but such term does not include any device used by a provider 
or customer of a wire or electronic communication service for billing, or recording as 
an incident to billing, for communications services provided by such provider or any 
device used by a provider or customer of a wire communication service for cost 
accounting or other like purposes in the ordinary course of its business; 

As defined by 1 8 U.S.C. § 31 27(4), “trap and trace device” “means a device which captures 
the incoming electronic or other impulses which identify the originating number of an 
instrument or device from which a wire or electronic communication was transmitted.” 50 
U.S.C. § 1841 is the section that defines terms applicable to the pen register and trap and 
trace device portions of FISA. 

Title rV of FISA was added by Title VI, Sec. 601(2) of P.L. 105-272, on October 20, 
1998, 1 12 Stat. 2405-2410, and amended by P.L. 107-56 and by P.L. 107-108. 

The italicized language was added by P.L. 107-56, Section 2 14(a)(1), replacing language 
which had read "for any investigation to gather foreign intelligence information or 
information concerning international terrorism." 

® 50 U.S.C. § 1842(a)(2). 
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trap and trace device sought in the application. It must also include a certification by 
the applicant "that the information likely to be obtained is relevant to an ongoing 
investigation to protect against international terrorism or clandestine intelligence 
activities, provided that such investigation of a United States person is not conducted 
solely upon the basis of activities protected by the first amendment to the 
Constitution. 

Under 50 U.S.C. § 1 842, as amended by P.L. 107-56, pen registers and trap and 
trace devices may now be installed and used not only to track telephone calls, but also 
other forms of electronic communication such as e-mail. Once an application is made 
under Section 1842, the judge^'* must enter an ex parte order^^as requested or as 


This language, added by P.L. 107-56, Section 2 14(a)(2), replaced stricken language which 
read: 


(2) a certification by the applicant that the information to be obtained is relevant 
to an ongoing foreign intelligence or international terrorism investigation being 
conducted by the Federal Bureau of Investigation under guidelines approved by 
the Attorney General; and 

(3) information which demonstrates that there is reason to believe that the 
telephone line to which the pen register or trap and trace device is to be attached, 
or the communication instrument or device to be covered by the pen register or 
trap and trace device, has been or is about to be used in communication with- 

(A) an individual who is engaging or has engaged in international terrorism 
or clandestine intelligence activities that involve or may involve a violation 
of the criminal laws of the United States; or 

(B) a foreign power or agent of a foreign power under circumstances giving 
reason to believe that the communication concerns or concerned 
international terrorism or clandestine intelligence activities that involve or 
may involve a violation of the criminal laws of the United States. 

This section refers simply to “judge.” In light of 50 U.S.C. § 1 842(b), it would appear that 
this may refer to either a FISC judge or a U.S. magistrate judge designated by the Chief 
Justice under Section 1842(b)(2) to hear applications for and grant orders approving 
installation and use of pen registers or trap and trace devices on behalf of a FISC judge. The 
legislative history on this provision does not appear to clarify this point. The language was 
included in the bill reported out as an original measure by the Senate Select Committee on 
Intelligence, S. 2052, as Sec. 601. The Committee’s report, S. Rept. 105-185, indicates that 
magistrate judges were included in the legislation to parallel their use in connection with 
receipt of applications and approval of pen registers and trap and trace devices in the context 
of criminal investigations, but reflected the Committee’s understanding that the authority 
provided in the legislation to designate magistrate judges to consider applications for pen 
registers and trap and trace devices in the foreign intelligence gathering context would be 
closely monitored by the Department of Justice and this designation authority would not be 
exercised until the Committee was briefed on the compelling need for such designations, 
as reflected, for example, through statistical information on the frequency of applications 
to the FISC under the new procedure. S. Rept. 105-185, at 28 (May 7, 1998). The 
provision creating on pen registers and trap and trace devices in foreign intelligence and 
international terrorism investigations. Sec. 601 of the bill as passed, was among those 
included in the conference version of H.R. 3694 which was passed in lieu of S. 2052. H. 
Conference Rept. 105-80, at 32 (October 5, 1998). 

” Under 50 U.S.C. § 1842(d)(2)(A), such an order 


(continued...) 
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modified approving the installation and use of a pen register or trap and trace device 
if the application meets the requirements of that section. 


(...continued) 

(AJ shall specify— 

(i) the identity, if known, of the person who is the subject of the 
investigation; 

(ii) the identity, if known, of the person to whom is leased or in whose name 
is listed the telephone line or other facility to which the pen register or trap 
and trace device is to be attached or applied; 

(Hi) the attributes of the communications to which the order applies, such 
as the number or other identifies, and, if known, the location of the 
telephone line or other facility to which the pen register or trap and trace 
device is to be attached or applied and, in the case of a trap and trace 
device, the geographic limits of the trap and trace order. 

(B) shall direct that- 

(i) upon request of the applicant, tlie provider of a wire or electronic 
communication service, landlord, custodian, or other person shall furnish 
any information, facilities, or technical assistance necessary to accomplish 
the installation and operation of the pen register or trap and trace device in 
such a manner as will protect its secrecy and produce a minimum amount 
of interference with the services that such provider, landlord, custodian, or 
other person is providing the person concerned; 

(ii) such provider, landlord, custodian, or other person- 

(I) shall not disclose the existence of the investigation or of the pen 
register or trap and trace device to any person unless or until ordered 
by the court; and 

(U) shall maintain, under security procedures approved by the 
Attorney General and the Director of Central Intelligence pursuant to 
section 1805(b)(2)(C) of this title, any records concerning the pen 
register or trap and trace device or the aid furnished; and 

(iii) the applicant shall compensate such provider, landlord, custodian, or 
other person for reasonable expenses incurred by such provider, landlord, 
custodian, or other person in providing such information, facilities, or 
technical assistance. 

The italicized portions of this section reflect amended language from P.L. 107-56, Section 
214(a)(4). 

P.L. 107-108, Section 314(a)(5)(B), replaced “of a court” at the end of 50 U.S.C. § 
1842(f) with “of an order issued,” so that the language now reads: 

(f) No cause of action shall lie in any court against any provider of a wire or 
electronic communication service, landlord, custodian, or other person (including 
any officer, employee, agent, or other specified person thereof) that furnishes any 
information, facilities, or technical assistance under subsection (d) in accordance 
with the terms of an order issued under this section. 

(Emphasis added.) Cf, 50 U.S.C. § 1805(f), which contains an immunity grant which, at 
first blush would appear to apply only to electronic surveillance under FISA, but which has 
been interpreted in H.Rept. 1 07-328, page 25, the conference committee accompanying H.R. 
2883, which became P.L. 1 07-108, to apply to electronic surveillance, physical searches and 
pen register and trap and trace devices. See discussion at fit. 39, supra. 
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Section 1843 of Title 18 of the United States Code focuses upon authorization 
for installation and use of a pen register or trap and trace device under FISA during 
specified types of emergencies. This provision applies when the Attorney General 
makes a reasonable determination that: 

(1) an emergency requires the installation and use of a pen register or trap and 
trace device to obtain foreign intelligence information not concerning a United 
States person or information to protect against international terrorism or 
clandestine intelligence activities, provided that such investigation of a United 
States person is not conducted solely upon the basis of a activities protected by 
the first amendment to the Constitution before an order authorizing the 
installation and use of the pen register or trap and trace device, as the case may 
be, can with due diligence be obtained under section 1842 of this title; and 

(2) the factual basis for issuance of an order under section 1842(c) of this title to 
approve the installation and use of the pen register or trap and trace device, as the 
case may be, exists.^* 

Upon making such a determination, the Attorney General may authorize the 
installation and use of a pen register or trap and trace device for this purpose if two 
criteria are met. First, the Attorney General or his designee must inform a judge 
referred to in Section 1842(b)’’ at the time of the emergency authorization that the 
decision to install and use the pen register or trap and trace device has been made. 
Second, an application for a court order authorizing a pen register or trap and trace 
device under 50 U.S.C. § 1842(a)(1) must be made to the judge as soon as 
practicable, but no later that 48 hours after tlie emergency authorization.’® If no order 
approving the installation and use of a pen register or trap and trace device is 
forthcoming, then the installation and use of such pen register or trap and trace device 
must terminate at the earlier of the time when the information sought is obtained, the 
time when the application for the order is denied under 50 U.S.C. § 1842, or the 
expiration of 48 hours from the time the Attorney General made his emergency 
authorization.” 

If an application for an order sought under Section 1 843(a)(2) is denied, or if the 
installation and use of the pen register or trap and trace device is terminated, and no 
order approving it is issued under 50 U.S.C. § 1842(b)(2), then no information 
obtained or evidence derived from the use of the pen register or trap and trace device 
may be received in evidence or disclosed in any trial, hearing or other proceeding in 
any court, grand jiuy, department, office, agency, regulatory body, legislative 
committee or other federal state or local authority. Furthermore, in such 
circumstances, no information concerning a United States person acquired from the 
use of the pen register or trap and trace device may later be used or disclosed in any 


50 U.S.C. § 1843(b) (italics reflect language added by P.L. 107-56, § 214(b)(2), in place 
of language which read “foreign intelligence information or information concerning 
international terrorism.”) Similar language was inserted in 50 U.S.C. § 1843(a) by P.L. 107- 
56, § 214(b)(1), in place of language that paralleled that stricken from subsection 1843(b). 

” See discussion of the term “judge” as used in Section 1842(b) in fn. 94, supra. 

**50 U.S.C. § 1843(a). 

”50 U.S.C. § 1843(c)(1). 
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other way by federal officers or employees without consent of the U.S. person 
involved, with one exception. If the Attorney General approves the disclosure 
because the information indicates a threat of death or serious bodily harm to anyone, 
then disclosure without consent of the U.S. person involved is permitted.'”^ 

If Congress declares war, then, notwithstanding any other provision of law, the 
President, through the Attorney General, may authorize use of a pen register or trap 
and trace device without a court order to acquire foreign intelligence information for 
up to 15 calendar days after the declaration of war.‘“' 

50 U.S.C. § 1 845 sets parameters with respect to the use of information obtained 
through the use of a pen register or trap and trace device under 50 U.S.C. § 1841 et 
seq. Federal officers and employees may only use or disclose such information with 
respect to a U. S . person without the consent of that person in accordance with Section 
1845.*“ Any disclosure 6y a Federal officer or employee of information acquired 
pursuant to FISA from a pen register or trap and trace device must be for a lawful 
purpose. Disclosure for law enforcement purposes of information acquired under 
50 U.S.C. § 1841 etseq. is only permitted where the disclosure is accompanied by a 
statement that the information and any derivative information may only be used in a 
criminal proceeding with the advance authorization of the Attorney General.*'” 

Under 50 U.S.C. § 1845(c), when the United States intends to enter into 
evidence, use, or disclose information obtained by or derived from a FISA pen 
register or trap and trace device against an aggrieved person***^ in any federal trial, 
hearing, or proceeding, notice requirements must be satisfied. The Government, 
before the trial, hearing, or proceeding or a reasonable time before the information is 
to be proffered, used or disclosed, must give notice of its intent both to the aggrieved 


"*'*50 U.S.C. § 1843(c)(2). 

*'" 50U.S.C. § 1844. 

'“50 U.S.C. § 1845(a)(1). 

*“50 U.S.C. § 1845(a)(2). 

*•”50 U.S.C. § 1845(b). 

*“ “Aggrieved person” is defined in 50 U.S.C. § 1 841(3) for purposes of 50 U.S.C. § 1 841 
et seq. as any person: 

(A) whose telephone line was subject to the installation or use of a pen register 
or trap and trace device authorized by subchapter IV [50 U.S.C. § 1841 et seq.]; 
or 

(B) whose communication instrument or device was subject to the use of a pen 
register or trap and trace device authorized by subchapter I V to capture incoming 
electronic or other communications impulses. 
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person involved'”® and to the court or other authority in which the information is to 
be disclosed or used. 

If a state or local government intends to enter into evidence, use, or disclose 
information obtained or derived from such a trap and trace device against an 
aggrieved person in a state or local trial, hearing or proceeding, it must give notice to 
the aggrieved person and to the Attorney General of the United States of the state or 
local government’s intent to disclose or use the information.'”’ 

The aggrieved person in either case may move to suppress the evidence obtained 
or derived from a FISA pen register or trap and trace device on one of two grounds: 
that the information was unlawfully acquired; or that the use of the pen register or 
trap and trace device was not made in conformity with an order of authorization or 
approval under 50 U.S.C. 1841 et seq}^^ 

If notice is given under 50 U.S.C. §§ 1845(c) or (d), or a motion or request is 
made to suppress or to discover or obtain any applications, orders, or other materials 
relating to use of a FISA pen register or trap and trace device or information obtained 
by or derived from such use, the Attorney General may have national security 
concerns with respect to the effect of such disclosure or of an adversary hearing. If 
he files an affidavit under oath that disclosure or any adversary hearing would harm 
the national security of the United States, the United States district court in which the 
motion or request is made, or where the motion or request is made before another 
authority, the U.S. district court in the same district, shall review in camera and ex 
parte the application, order, and other relevant materials to determine whether the use 
of the pen register or trap and trace device was lawfully authorized and conducted.'”® 
In so doing, the court may only disclose portions of the application, order or materials 
to the aggrieved person or order the Attorney General to provide the aggrieved person 
with a summary of these materials if that disclosure is necessary to making an 
accurate determination of the legality of the u se of the pen register or trap and trace 
device."” 

Should the court find that the pen register or trap and trace device was not 
lawfully authorized or conducted, it may suppress the unlawfully obtained or derived 
evidence or “otherwise grant the motion of the aggrieved person.”"' On the other 
hand, if the court finds the pen register or trap and trace device lawfully authorized 


The statute refers to notice to the “aggrieved person.” Here it is using this term in the 
context of a pen register or trap and trace device, as defined in 50 U.S.C. § 1 841(3) (see fh. 
105, supra). This term is also defined in both 50 U.S.C. §§ 1801(k) (in the context of 
electronic surveillance, see fn. 42, supra) and 1 825(d) (in the context of a physical search, 
see fn. 74, supra). 

*”’50 U.S.C. § 1845(d). 

50 U.S.C. § 1845(e). 

'“”50 U.S.C. § 1845(f)(1). 

50 U.S.C. § 1845(f)(2). 

"'50 U.S.C. § 1845(g)(1). 


and conducted, it may deny the aggrieved person’s motion except to the extent 
discovery or disclosure is required by due process.*'^ Any U.S. district court orders 
granting motions or request under Section 1 845(g), finding unlawfully authorized or 
conducted the use of a pen register or trap and trace device, or requiring review or 
granting disclosure of applications, orders or other materials regarding installation 
and use of a pen register or trap and trace device are deemed final orders. They are 
binding on all federal and state courts except U.S. courts of appeals and the U.S. 
Supreme Court. 

Section 1 846 deals with congressional oversight of the use of FISA pen registers 
and trap and trace devices. It requires the Attorney General semiannually to fully 
inform the House Permanent Select Committee on Intelligence and the Senate Select 
Committee on Intelligence regarding all FISA uses of pen registers and trap and trace 
devices. In addition, the Attorney General, on a semi-annual basis, must report to the 
House Permanent Select Committee on Intelligence, the Senate Select Committee on 
Intelligence, the House Judiciary Committee and the Senate Judiciary Committee on 
the total number of applications made for orders approving the use of such pen 
registers and trap and trace devices and the total number of such orders granted, 
modified, or denied during the previous six month period. 

Access to certain business records for foreign intelligence 
purposes. Added in 1998, Title V of FISA, 50 U.S.C. § 1861 et seq., was 
substantially changed by P.L. 107-56 and modified further by P.L. 107-108.“'’ 


50 U.S.C. § 1845(g)(2). 

'“50 U.S.C. § 1845(h). 

Title V of FISA was added by Title VI, Sec. 602, of P.L. 105-272, on October 20, 1998, 
1 12 Stat. 2411-12, and significantly amended by P.L. 107-56 and P.L. 107-108. The prior 
version of 50 U.S.C. § 1861 provided definitions for “foreign power,” “agent of a foreign 
power,” “foreign intelligence information,” “international terrorism,” and “Attorney 
General,” “common carrier,” “physical storage facility,” “public accommodation facility,” 
and “vehicle rental facility” for purposes of 50 U.S.C. § 1861 et seq. The prior version of 
Section 1862 was much more narrowly drawn than the new version added in P.L. 107-56 
and amended by P.L. 107-108. The earlier version read: 

(a) The Director of the Federal Bureau of Investigation or a designee of the 
Director (whose rank shall be no lower than Assistant Special Agent in Charge) 
may make an application for an order authorizing a common carrier, public 
accommodation facility, physical storage facility, or vehicle rental facility to 
release records in its possession for an investigation to gather foreign intelligence 
information or an investigation concerning international terrorism which 
investigation is being conducted by the Federal Bineau of Investigation under 
such guidelines as the Attorney General approves pursuant to Executive Order 
No. 12333, or a successor order. 

(b) Each application under this section- 

(1) shall be made to- 

(A) a judge of the court established by section 1803(a) of this title; or 

(B) a United States Magistrate Judge under chapter 43 of Title 28 [28 

(continued...) 
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Although denominated “access to certain business records for foreign intelligence and 
international terrorism investigations,” the reach of Section 1 86 1 , as amended by the 
USA PATRIOT Act and P.L. 107-108, is now substantially broader than business 
records alone. Under 50 U.S.C. § 1 86 1(a)(1), the Director ofthe FBI, or his designee 
(who must be at the Assistant Special Agent in Charge level or higher in rank) may 
apply for an order requiring 

... the production of any tangible thi ngs (including books, records, papers, 
documents, and other items) for an investigation to obtain foreign intelligence 
information not concerning a United States person or to protect against 
international terrorism or clandestine intelligence activities, provided that such 


(...continued) 

U.S.C. § 631 etseq.], who is publicly designated by the Chief Justice 
of the United States to have the power to hear applications and grant 
orders for the release of records under this section on behalf of a 
judge of that court; and 
(2) shall specify that- 

(A) the records concerned are sought for an investigation described 
in subsection (a); and 

(B) there are specific and articulable facts giving reason to believe 
that the person to whom the records pertain is a foreign power or an 
agent of a foreign power. 

(c) (1) Upon application made pursuant to this section, the judge shall enter an 
ex parte order as requested, or as modified, approving the release of records if 
the judge finds that the application satisfied the requirements of this section. 

(2) An order under this subsection shall not disclose that it is issued for purposes 
of an investigation described in subsection (a). 

(d) (1) Any common carrier, public accommodation facility, physical storage 
facility, or vehicle rental facility shall comply with an order under subsection (c). 

(2) No common carrier, public accommodation facility, physical storage facility, 
or vehicle rental facility, or officer, employee, or agent thereof, shall disclose to 
any person (other than those officers, agents, or employees of such common 
carrier, public accommodation facility , physical storage facility, or vehicle rental 
facility necessary to fulfill the requirement to disclose information to the Federal 
Bureau of Investigation under this section) that the Federal Bureau of 
Investigation has sought or obtained records pursuant to an order under this 
section. 

Congressional oversight was covered under the prior provisions by 50 U.S.C. § 1 863, which 
was similar, but not identical to the new Section 1862. The former Section 1863 stated: 

(a) On a semiatmual basis, the Attorney General shall fully inform the 
Permanent Select Committee on Intelligence of the House of Representatives and 
the Select Committee on Intelligence of the Senate concerning all request for 
records under this subchapter [50 U.S.C. § 1861 etseq.]. 

(b) On a semiannual basis, the Attorney General shall provide to the Committees 
on the Judiciary of the House of Representatives and the Senate a report setting 
forth with respect to the preceding 6-month period- 

( 1 ) the total number of applications made for orders approving requests for 
records under this subchapter [50 U.S.C. § 1861 et seq.\, and 

(2) the total number of such orders either granted, modified, or denied. 
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investigation of a United States person is not conducted solely upon the basis of 
activities protected by the first amendment to the Constitution.'*^ 

Subsection 1861(a)(2) requires that such an investigation must be conducted under 
guidelines approved by the Attorney General under E.0. 12333 or a successor order 
and prohibits such an investigation of a United States person based solely upon First 
Amendment protected activities. 

An application for an order under Section 1861 must be made to an FISC judge 
or to a U.S. magistrate judge publicly designated by the Chief Justice of the United 
States to hear such applications and grant such orders for the production of tangible 
things on behalf of an FISC judge. The application must specify that the 
“records”* are sought for “an authorized investigation conducted in accordance with 
[50 U.S.C. § 1862(a)(2)] to obtain foreign intelligence information not concerning a 
United States person or to protect against international terrorism or clandestine 


The italicized portion of Section 1861(a)(1) was added by Section 3 14(a)(6) of P.L. 107- 
108. H.Rept. 107-328, the conference report to accompany H.R. 2883, the Intelligence 
Authorization Act for Fiscal Year 2002 ( which became P.L. 107-108), at page 24, describes 
the purpose of this addition as follows: 

Section 215 of the USA PATRIOT Act of 2001 amended title V of the 
FISA, adding a new section 501 [50 U.S.C. § 1861]. Section 501(a) now 
authorizes the director of the FBI to apply for a court order to produce certain 
records “For an investigation to protect against international terrorism or 
clandestine intelligence activities.” Section 501(b)(2) directs that the application 
for such records specify that the purpose of the investigation is to “obtain foreign 
intelligence information not concerning a United States person.” However, 
section 501(a)(1), which generally authori;zes the applications, does not contain 
equivalent language. Thus, subsections (a)(1) and (b)(2) now appear 
inconsistent. 

The conferees agreed to a provision which adds the phrase “to obtain 
foreign intelligence information not concerning a United States person or” to 
section 50 1 (a)( 1 ). This would make the language of section 501 (a)( 1 ) consistent 
with the legislative history of section 215 of the USA PATRIOT Act {see 147 
Cong. Res. S 1 1006 (daily ed. Oct. 25, 2001) (sectional analysis)) and with the 
language of section 214 of the USA PATE JOT Act (authorizing an application 
for an order to use pen registers and trap and trace devices to “obtain foreign 
intelligence information not concerning a United States person.”). 

"®50 U.S.C. § 1861(b)(1). 

' ” While the language refers to “records,” it is worthy of note that the authority conferred 
upon the Director of the FBI or his designee under Section 1861(a) encompasses 
applications for orders requiring production of “any tangible thing (including books, 
records, papers, documents, and other items).” One might argue, therefore, that for 
Subsection 1861(a)(1) and Subsection 1861(b)(2) to be read in harmony, a court might 
interpret “records” more broadly to cover “any tangible thing.” On the other hand, if, by 
virtue of the specific reference in Subsection 1861(a)(1) to “records” as only one of many 
types of “tangible things,” the term “records” in Subsection 1861(b)(2) were to be read 
narrowly, it might lead to some confusion as to the nature and scope of any specification that 
might be required where an application seeking production of types of tangible things other 
than records is involved. 


CRS-56 


intelligence activities.”*'* When such an application is made, the judge must enter an 
ex parte order “as requested, or as modified, approving the release of records if the 
judge finds that the application meets the requirements of this section.”*'^ Such an 
order shall not disclose that it is issued for purposes of an investigation under 50 
U.S.C. § 1861(a).*^° Subsection 186 1(d) prohibits any person to disclose that the FBI 
has sought or obtained tangible things under Section 1861, except where the 
disclosure is made to persons necessary to the production of tangible things involved. 
Subsection 1861(e) precludes liability for persons who, in good faith, produce 
tangible things under such a Section 1861 order. It further indicates that production 
does not constitute a waiver of any privilege in any other proceeding or context. 

50 U.S.C. § 1862 deals with congressional oversight. Subsection 1862(a) 
requires the Attorney General semiannually to fully inform the House Permanent 
Select Committee on Intelligence and the Senate Select Committee on Intelligence 
regarding all request for production of tangible things under Section 1861.*^* 
Subsection 1862(b) requires the Attorney General to report to the House and Senate 
Judiciary Committees on the total number of applications for Section 1861 orders for 
production of tangible things and on the total number of such orders granted, 
modified, or denied during the previous six months. 

New Private Right of Action 

In addition to provisions which amended FISA explicitly, other provisions of the 
USA PATRIOT Act touched upon FISA, at least tangentially. For example. Section 
223 of the act, among other things, created a new 1 8 U.S.C. § 2712. This new section, 
in part, created an exclusive private right of action for any person aggrieved by any 
willful violation of sections 106(a), 305(a), or 405(a) of FISA (50 U.S.C. §§ 1806(a), 
1 825(a), 1 845(a), respectively) to be brought against the United States in U.S. district 
court to recover money damages. Such monetaiy relief would amount to either actual 
damages or $10,000, whichever is greater; and reasonably incurred litigation costs. 
It also set forth applicable procedures. *“ 


"*50 U.S.C. § 1861(b)(2). 

50 U.S.C. § 1861(c)(1). 

'“50 U.S.C. § 1861(c)(2). 

Section 3 14(a)(7) of P.L. 107-1 08 corrected two references in 50 U.S.C. § 1862 as passed 
in the USA PATRIOT Act. P.L. 107-108 replaced “section 1 842 of this title” with “section 
1861 of this title,” in both places in 50 U.S.C. § 1862 where it appeared. 

122 Another provision, Section 901 of the USA PATRIOT Act, amended 50 U.S.C. § 403- 
3(c) (Section 103(c) of the National Security Act of 1947) regarding the responsibilities of 
the Director of Central Intelligence (DCI). The amendment added to those authorities and 
responsibilities, placing upon the DCI the responsibility for the establishment of 

. . . requirements and priorities for foreign intelligence information to be 
collected imder the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. § 

1801 et seq.), and provide assistance to the Attorney General to ensure that 
information derived from electronic surveillance or physical searches under that 

(continued...) 


CRS-57 


USA PATRIOT Act Sunset Provision 

Section 224 of the USA PATRIOT Act set a sunset for many of the provisions 
in the act of December 3 1 , 2005 . Among those provisions which will sunset pursuant 
to this are all of the amendments to FISA, and subsequent amendments thereto, 
except the provision which increased the number of FISC judges from 7 to 1 1 
(Section 208 of P.L. 107-56). Section 224 also excepts from the application of the 
sunset provision any particular foreign intelligence investigations that began before 
December 3 1 , 2005, or any particular offenses or potential offenses which began or 
occurred before December 3 1 , 2005. As to those particular investigations or offenses, 
applicable provisions would continue in effect. 

Recent Decisions of the FISC and the U.S. Foreign 
Intelligence Surveillance Court of Review 

The FISC Decision 

Summary. In its May 17, 2002, decision, the FISC considered a government 
motion for the court “to vacate the minimization and ‘wall’ procedures in all cases 
now or ever before the Court, including this Court’s adoption of the Attorney 
General’s July 1995 intelligence sharing procedures, which are not consistent with 
new intelligence sharing procedures submitted for approval with this motion.”'^^ The 
court viewed the new intelligence sharing procedure under review as proposed new 
Attorney General minimization procedures. In a memorandum and order written by 
the then Presiding Judge, U.S. District Court Judge Royce Lamberth, issued on the 
last day of his tenure on the FISC, and concurred in by all of the judges then sitting 
on the FISC, the FISC granted the Department of Justice (DOJ) motion with 
significant modifications to section II.B. of the proposed minimization procedures. 
The court required a continuation of the Attorney General’s 1995 minimization 
procedures, as subsequently modified by the Attorney General and the Deputy 
Attorney General, and preservation of a “wall” procedure to maintain separation 
between FBI criminal investigators and DOJ prosecutors and raw FISA investigation 
data regarding the same facts or individuals, so as to prevent these law enforcement 


(...continued) 

Act is disseminated so it may be used efficiently and effectively for foreign 
intelligence purposes, except that the Director shall have no authority to direct, 
manage, or undertake electronic surveillance or physical search operations 
pursuant to that Act unless otherwise authorized by statute or Executive order. 

In re All Matters Submitted to the Foreign Intelligence Surveillance Court, 218 F. Supp. 
2d 61 1, 613 (U.S. Foreign Intell. Surveil. Ct. 2002). 
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personnel from becoming “de facto partners in FISA surveillances and searches, 
while permitting extensive sharing of information between such investigations. 

The FISC was particularly concerned with those aspects of section n.B. of the 
proposed procedures which would permit criminal prosecutors and law enforcement 
officers to initiate, direct or control electronic surveillance or physical searches under 
FISA, with an eye towards law enforcement objectives, rather than foreign 
intelligence information gathering. The FISC set the stage for its analysis by 
recounting a significant number of past instances where FISA applications had 
included false, inaccurate or misleading information regarding information sharing 
or compliance with “wall” procedures in FBI affidavits or, in one case, in a statutorily 
required certification by the FBI Director; and past occasions where the FISC’s orders 
had been violated in regard to information sharing and unauthorized dissemination 
of FISA information to criminal investigators and prosecutors. While both the FBI’s 
and DOT’S Offices of Professional Responsibility had been investigating these 
incidents for over a year at the time of the writing of the opinion, the court had not 
been advised of any explanations as to how such misrepresentations had occurred. 
The court’s dissatisfaction with these irregulariities formed a backdrop for its analysis 
of the motion and applications before it. 

Discussion of the Memorandum Opinion and Order. Its analysis was 
based upon its reading of the statutory language and premised, in part, on the fact that 
the USA PATRIOT Act had not amended the provisions of FISA dealing with 
minimization requirements, although other FISA provisions had been modified. The 
minimization provisions with respect to both electronic surveillance and physical 
searches under FISA continue to be designed to “minimize the acquisition and 
retention, and prohibit the dissemination, of non-publicly available information 
concerning unconsenting United States persons, consistent with the need of the 
United States to obtain, produce, and disseminate foreign intelligence information”'^^ 
The court regarded the standard it applied to the proposed procedures before it as 
“mandated in [50 U.S.C.] § 1805(a)(4) and § 1824(a)(4), which state that ‘the 
proposed minimization procedures meet the definition of minimization procedures 
under § 101(h), [§ 1801(h) and §1824(4)] of tlie act.’” 

In its memorandum opinion, the FISC first discussed the court’s jurisdiction, 
noting that the text of the statute “leaves little doubt that the collection of foreign 


Id. at 620. In Chapter 3 of The 9/1 1 Commission Report, Final Report of the National 
Commission on Terrorist Attacks Upon the United States 78-80 (W.W. Norton & Co. 2004) 
(final Report), the Commission perceived the evolution of the “wall” as a result of statutory 
language, court interpretation, DOT interpretation of the legislative language and court 
decisions, DOT procedures to manage information sharing between Justice Department 
prosecutors and the FBI, misunderstanding and misapplication of those procedures, OIPR’s 
stringent exercise of its gate-keeping role, and inaccurate perceptions of field agents. In 
Chapter 8 of the Final Report, at 269-72, the Commission recounted some of the effects of 
what it saw as the confosion surrounding the rules governing the use and sharing of 
information of information gathered through intelligence channels, 

•2' 50 U.S.C. §§ 1802(h), 1821(4)(A) (emphasis added). 
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intelligence information is the raison d’etre for the FISA.”*^® The court found 
support for this conclusion in a review of pertinent provisions of the act. It found 
further support in E.O. 12139 and E.O. 12949, which give the Attorney General 
authority to approve the filing of applications for orders for electronic surveillances 
and physical searches and authorize the Director of the FBI and other senior 
executives to make required certifications under FISA for the “purpose of obtaining 
foreign intelligence information.” The FISC therefore concluded that its jurisdiction 
was limited to granting FISA orders for electronic surveillance and physical searches 
for the collection of foreign intelligence information under the standards and 
procedures prescribed in the act.'^’ In reaching this conclusion, the FISC, in a 
footnote, characterized the issue before it as “whether the FISA authorizes electronic 
surveillance and physical searches primarily for law enforcement purposes so long 
as the Government also has ‘a significant’ foreign intelligence purpose.” Rejecting 
the approach taken by the Government in its supplemental brief in the case, the Court 
stated that “its decision is not based on the issue of its jurisdiction but on the 
interpretation of minimization procedures.”'^* Maintaining its focus upon the 
minimization procedures, the FISC also declined to reach the question raised by the 
Attorney General “whether FISA may be used primarily for law enforcement 
purposes.”’^® 


FISC op., 218 F. Supp. 2d at 613. “Foreign intelligence information” is a term of art in 
FISA, defined in 50 U.S.C. § 1801(e) to mean: 

(e)(1) information that relates to, and if concerning a United States person is 
necessary to, the ability of the United States to protect against- 

(A) actual or potential attack or other grave hostile acts of a foreign power 
or an agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a 
foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network 
of a foreign power or by an agent of a foreign power; or 

(2) information with respect to a foreign power or foreign territory that relates 
to, and if concerning a U.S. person is necessary to- 

(A) the national defense or the security of the United States; or 

(B) the conduct of the foreign affairs of the United States. 

In reaching its decision, the FISC indicated that it was not addressing directly the 
Department of Justice argument that, so long as a significant purpose of a FISA surveillance 
or physical search was to gather foreign intelligence infonnation, the primary purpose of 
such an investigation could be criminal investigation or prosecution. FISC o/?. , 2 1 8 F. Supp. 
2d at 615 n.2. The FISC was not receptive to the DOJ theory that a “wall” procedure 
separating a foreign intelligence investigation under FISA from a criminal investigation 
involving the same target or factual underpinnings was an artificial separation which was 
not compelled by FISA. 

FISC op., 218 F. Supp. 2d at 614. 

Id. at 614 n. 1 (emphasis added), 
at 615 n.2. 
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The court also regarded the scope of its findings regarding minimization‘^° as 
applicable “only to communications concerning U.S. persons as defined in § 1801(i) 
of the act: U.S. citizens and permanent resident aliens whether or not they are named 
targets in the electronic surveillance and physical searches.”'^' It emphasized that 
its opinion was not applicable to communications of foreign powers as defined under 
50 U.S.C. § 1801(a), or to non-U.S. persons.'^^ 

After stating its continued approval of the “Standard Minimization Procedures 
for a U.S. Person Agent of a Foreign Power,” the court turned its attention to two 
sections of supplementary minimization procedures adopted by the Attorney General 


FISA defines “minimization procedures” with respect to electronic surveillance in 50 
U.S.C. § 1 801(h). The term is defined under FISA with respect to physical searches in 50 
U.S.C. § 1821(4). As the two definitions are similar, the definition from Section 1801(h) 
is included for illustrative purposes. 

(h) “Minimization procedures”, with respect to electronic surveillance, means- 

(1) specific procedures, which shall be adopted by the Attorney General, 
that are reasonably designed in light of the purpose and technique of the 
particular surveillance, to minimize the acquisition and retention, and 
prohibit the dissemination, of nonpublicly available information concerning 
unconsenting United States persons consistent with the need of the United 
States to obtain, produce, and disseminate foreign intelligence information; 

(2) procedures that require that nonpublicly available information, which 
is not foreign intelligence information, as defined in subsection (e)(1) of 
this section, shall not be disseminated in a manner that identifies any 
United States person, without such person’s consent, unless such person’s 
identity is necessary to understand foreign intelligence information or 
assess its importance; 

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the 
retention and dissemination of infonnation that is evidence of a crime 
which has been, is being, or is about to be committed and that is to be 
retained or disseminated for law enforcement purposes; and 

(4) notwithstanding paragraphs (1), (2), and (3), with respect to any 
electronic surveillance approved pursuant to section (1802(a) of this title, 
procedures that require that no contents of any communication to which a 
United States person is a party shall be disclosed, disseminated, or used for 
any purpose or retained for longer than 72 hours unless a court order under 
section 1805 of this title is obtained or unless the Attorney General 
determines that the information indicates a threat of death or serious bodily 
harm to any person. 

FISC op., 218 F. Supp. 2d at 614. This provision defines U.S. persons as follows: 

... a citizen of the United States, an alien lawfully admitted for permanent 
residence (as defined in section 1101(a)(20) of Title 8), an unincorporated 
association a substantial number of members of which are citizens of the United 
States or aliens lawfully admitted for permanent residence, or a corporation 
which is incorporated in the United States, but does not include a corporation or 
an association which is a foreign power, as defined in subsection (a)(1), (2), or 
(3) of this section. 
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on March 6, 2002, regarding “II. Intelligence sharing procedures concerning the 
Criminal Division,” and “HI. Intelligence sharing procedures concerning a USAO 
[U.S. Attorney’s Office].” The FISC regarded these procedures as minimization 
procedures as that term is defined under FISA by virtue of the fact that they were 
adopted by the Attorney General and were “designed to minimize the acquisition and 
retention, and prohibit the dissemination, of nonpublicly available information 
concerning unconsenting United States persons.”*^^ Therefore, these procedures were 
measured against the standard for minimization procedures set forth in 50 U.S.C. § § 
1805(a)(4) and 1824(a)(4); 

. . . The operative language of each section to be applied by the Court 

provides that minimization procedures must be reasonably designed in light of 

their purpose and technique, and mean- 

specific procedures, which shall be adopted by the Attorney General, that 
are reasonably designed in light of the purpose and technique of the 
particular surveillance, [search] to minimize the acquisition and retention, 
and prohibit the dissemination, of nonpublicly available information 
concerning unconsenting United States persons consistent with the need of 
the United States to obtain, produce, and disseminate foreign intelligence 
information. §1801(h)(l) and §1821(4)(A).'^^ 

The court then reviewed the minimization procedures upon which it had been relying 
prior to the application before it, to wit, the Attorney General’s 1995 “Procedures for 
Contacts between the FBI and Criminal Division Concerning FI [Foreign 
Intelligence] and Foreign Counterintelligence Investigations,”as augmented by the 
Attorney General in January 2000 and expanded further by the Deputy Attorney 
General in August 2001. The FISC indicated that these procedures permitted the 
following “substantial consultation and coordination”; 

a. reasonable indications of significant federal crimes in FISA cases are to be 
reported to the Criminal Division of the Department of Justice; 

b. [t]he Criminal Division may then consult with the FBI and give guidance 
to the FBI aimed at preserving the option of criminal prosecution, but may 
not direct or control the FISA investigation toward law enforcement 
objectives; 

c. the Criminal Division may consult further with the appropriate U.S. 
Attorney’s Office about such FISA cases; 

d. on a monthly basis senior officials of the FBI provide briefings to senior 
officials of the Justice Department, inc luding OIPR [Office of Intelligence 
Policy and Review] and the Criminal Division, about intelligence cases, 
including those in which FISA is or may be used; 

e. all FBI 90-day interim reports and annual reports of counterintelligence 
investigations, including FISA cases, are being provided to the Criminal 


Id. at 616. 
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Division, and must now contain a section explicitly identifying any possible 
federal criminal violations; 

f. all requests for initiation or renewal of FISA authority must now contain a 
section devoted explicitly to identifying any possible federal criminal 
violations', 

g. the FBI is to provide monthly briefings directly to the Criminal Division 
concerning all counterintelligence investigations in which there is a 
reasonable indication of a significant federal crime; 

h. prior to each briefing the Criminal Division is to identify (from FBI reports) 
those intelligence investigations about which it requires additional 
information and the FBI is to provide the information requested; and 

i. since September II, 2001, the requirement that OIPR be present at all 
meetings and discussions between the FBI and Criminal Division involving 
certain FISA cases has been suspended; instead, OIPR reviews a daily 
briefing book to inform itself and this Court about those discussions.'^^ 

The FISC indicated further that it “routinely approved the use of information 
screening ‘walls’ proposed by the government in its applications” to maintain both 
the appearance and the fact that FISA surveillances and searches were not being used 
"'sub rosa for criminal investigations.”'^® In March 2000, September 2000, and March 
2001, the FISC was advised by the Department of Justice of a significant number of 
erroneous statements or omissions of material facts in FISA applications, almost all 
of which involved misstatements or omissions as to information sharing and 
unauthorized disseminations to criminal investigators and prosecutors.'^^ Although 
the FBI and the Department of Justice Office of Professional Responsibility had been 
investigating the circumstances involved in these misstatements and omissions for 
over a year, as of the date of the opinion, the court had not been advised of the 
reasons for these erroneous statements. The court responded to these concerns in 
2001 by instituting supervisory measures to assess compliance with “wall” 
procedures. 

In the case before the FISC here at issue, the government moved that all “wall” 
procedures be eliminated in international terrorism surveillances and physical 
searches under FISA. The FISC indicated that the new 2002 procedures proposed by 
the Attorney General would apply to two types of cases in which "FISA is the only 
effective tool available to both coimterintelligence and criminal investigators” 
(emphasis supplied)-those involving overlapping investigations (which the court 
described as cases, usually international terrorism cases, in which separate 
intelligence and criminal investigations of the same FISA target who is a U.S. person 


Id. at 619-20 (emphasis supplied.) 

'^®Mat620. 

The September 2000 notification to the FISC from the Department of Justice identified 
75 cases of cases involving misstatements or omissions in FISA applications. The court 
does not indicate the specific number of FISA applications involved in the notifications on 
the other dates mentioned in the opinion. See FISC qp., 218 F. Supp. 2d at 620-21 . 
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are conducted by different FBI agents, where separation can easily be maintained) and 
those involving overlapping interests (i.e., cases in which one investigation of a U.S, 
person FISA target is conducted by a team of FBI agents with both intelligence and 
criminal interests “usually involving espionage and similar cases in which separation 
is impractieal”).*^* In both types of investigations, the FISC indicated that the 2002 
proposed minimization procedures provided authority for “extensive consultations 
between the FBI and criminal prosecutors “to coordinate efforts to investigate or 
protect against actual or potential attack, sabotage, international terrorism and 
clandestine intelligence activities by foreign powers and their agents . . . Such 
consultation is expressly provided for in 50 U.S.C. §§ 1806(k)(l) and 1825(k)(l). 

Under the proposed minimization procedures, those consultations would include 
both providing prosecutors with access to “all information” developed in FBI 
counterintelligence investigations, including through FISA, among other information. 
Section II.B. of the proposed minimization techniques would authorize criminal 
prosecutors to “consult extensively and provide advice and recommendations to 
intelligence officials about ‘all issues necessary to the ability of the United States to 
investigate or protect against foreign attack, sabotage, terrorism, and clandestine 
intelligence activities.’” The FISC was particularly concerned about the authority 
given criminal prosecutors under Section II.B. “to advise FBI intelligence officials 
concerning ‘the initiation, operation, continuation, or expansion of FISA searches 
or surveillance. The court regarded this provision as “designed to use this 
Court’s orders to enhance criminal investigation and prosecution, consistent with the 
government’s interpretation of the recent amendments that FISA may now be ‘used 
primarily for a law enforcement purpose.’”*''® Under section III of the proposed 
procedures, U.S. attorneys are given the authority to engage in consultations to the 
same extent as the Criminal Division of DOJ under parts II.A. and H.B. in cases 
involving international terrorism. The FISC interpreted these procedures as giving 
criminal prosecutors “a significant role directing FISA surveillances and searches 
from start to finish in counterintelligence cases involving overlapping intelligence and 
criminal investigations or interests, guiding them to criminal prosecution.”''" 

In light of the court’s past experience with FISA searches and surveillances, the 
FISC found the proposed procedures to be “designed to enhance the acquisition, 
retention and dissemination of evidence for law enforcement purposes, instead of 
being consistent with the need of the United States to ‘obtain, produce, and 
disseminate foreign intelligence information ' (emphasis added [by the FISC]) as 
mandated in § 1801(h) and § 1821(4).”'''^ The court regarded the procedures as, in 
effect, an effort by the government to amend FISA’s definition of minimization 
procedures in ways that Congress had not and to substitute FISA for the electronic 
surveillance requirements of Title HI of the Omnibus Crime Control and Safe Streets 


FISC op., 218 F. Supp. 2d at 622. 
Mat 623. 

Id. (Emphasis added). 

Id. 

'^^Id. 
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Act, 18U.S.C. § 25 and for the search warrant requirements in Rule 41 of 

the Federal Rules of Criminal Procedure. The court found this unacceptable. Nor 
was the court persuaded by the government’s contention that the 1995 procedures’ 
prohibition against criminal prosecutors “directing or controlling” FISA cases should 
be revoked. “If criminal prosecutors direct both the intelligence and criminal 
investigations, or a single investigation having combined interests, coordination 
becomes subordination of both investigations or interests to law enforcement 
objectives.”''*^ 

The FISC stated: 

Advising FBI intelligence officials on the initiation, operation, continuation 
or expansion of FISA surveillances and searches of U.S. persons means that 
criminal prosecutors will tell the FBI when to use FISA (perhaps when they lack 
probable cause for a Title III electronic surifeillance), what techniques to use, 
what information to look for, what information to keep as evidence and when use 
of FISA can cease because there is enough evidence to arrest and prosecute. The 
2002 minimization procedures give the Depailment’s criminal prosecutors every 
legal advantage conceived by Congress to be used by U.S. intelligence agencies 
to collect foreign intelligence information, . . . based on a standard that the U.S. 
person is only using or about to use the places to be surveilled or searched, 
without any notice to the target unless arrested, and prosecuted, and, if prosecuted, 
no adversarial discovery of the FISA applications and warrants. All of this may 
be done by use of procedures intended to minimize collection of U.S. person 
information, consistent with the need of the United States to obtain and produce 
foreign intelligence information. If direction of counterintelligence cases 
involving the use of highly intrusive FISA surveillances and searches by criminal 
prosecutors is necessary to obtain and produce foreign intelligence information, 
it is yet to be explained to the Court. 

Having found section II. B. of the proposed minimization procedures inconsistent 
with the statutory standard for minimization procedures under 50 U.S.C. §§ 1 801 (h) 
and 1821(4), the court substituted its own language in place of the second and third 
paragraphs of II.B. as submitted by the Attorney General. The substitute language 
permitted consultation between the FBI, the Criminal Division of DO J, and the Office 
of Intelligence Policy and Review of DOJ (OIPR) “to coordinate their efforts to 
investigate or protect against foreign attack or other grave hostile acts, sabotage, 
international terrorism, or elandestine intelligence activities by foreign powers or 
[agents of foreign powers],” so that the goals and objectives of both the intelligence 
and law enforcement investigations or interests may be achieved. However, it 
prohibited law enforcement officials from making recommendations to intelligence 
officials regarding initiation, operation, continuation, or expansion of FISA 
surveillances and searches. In addition, the substitute language foreclosed law 
enforcement officials from directing or controlling the use of FISA procedures to 
enhance criminal prosecution; nor was advice intended to preserve the option of 
criminal prosecution to be permitted to inadvertently result in the Criminal Division 
directing or controlling an investigation involving FISA surveillance or physical 


Id. at 623-24 (emphasis in original), 
'^/d. at 624. 
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searches to achieve law enforcement objectives.'"*^ While direct consultation and 
coordination were permitted, the substitute language required OIPR to be invited to 
all such consultations and, where OIPR was unable to attend, the language required 
OIPR to be apprized forthwith in writing of the substance of the consultations, so that 
the FISC could be notified at the earliest opportunity.’'*® 

In its order accompanying the FISC memorandum opinion, the court held that 
the proposed minimization procedures, so modified, would be applicable to all future 
electronic surveillances and physical searches imder FISA, subject to the approval of 
the court in each instance.’'*^ In this order, the court also adopted a new 
administrative mle to monitor compliance. The new Rule 1 1 regarding criminal 
investigations in FISA cases provided: 

All FISA applications shall include informative descriptions of any ongoing 
criminal investigations of FISA targets, as well as the substance of any 
consultations between the FBI and criminal prosecutors at the Department of 
Justice or a United States Attorney’s Office. 

The Decision of the U.S. Foreign Intelligence Surveillance 
Court of Review 

Summary. The FISC memorandum opinion and order discussed above were 
not appealed directly. Rather, the Department of Justice sought review in the U.S. 
Foreign Intelligence Surveillance Court of Review (Court of Review) of an FISC 
order which authorized electronic surveillance of an agent of a foreign power, but 
imposed restrictions on the government flowing from the FISC’s May 1 7th decision, 
and of an order renewing that surveillance subjeet to the same restrictions. Because 
of the electronic surveillance context of these orders, the Court of Review’s analysis 
was cast primarily in terms of sueh surveillance, although some aspeets of its analysis 
may have broader application to other aspects of FISA. In its first decision ever, the 
Court of Review, in a lengthy per curiam opinion issued on November 1 8, 2002, 
reversed and remanded the FISC orders. In so doing the Court of Review 
emphasized that the May I?* decision, although never appealed, was “the basic 
decision before us and it [was] its rationale that the government challenge[d].’”'*^ 
After reviewing the briefs of the government and two amici curiae, the American 
Civil Liberties Union (joined on the brief by the Center for Democracy and 
Technology, the Center for National Security Studies, the Electronic Privacy 
Information Center, and the Electronic Fro:atier Foundation) and the National 
Association of Criminal Defense Lawyers, the Court of Review concluded that 
“FISA, as amended by the Patriot Act, supports the government’s position, and that 


Id. at 625. 

'^Ud 

Id at 621. 

In re Sealed Case, 310 F.3d 717, 721 (U.S. Foreign Intell. Surveil. Ct. Rev. 2002) 
(hereinafter Court of Review op.). 
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the restrictions imposed by the FISA court are not required by FISA or the 
Constitution.”'^” 

Discussion of the Opinion. The Court of Review began its analysis by 
articulating its view of the May 17* FISC decision. The Court of Review stated that 
the FISC appeared to proceed in its opinion from the assumption that FISA 
constructed a barrier between counterintelligence/intelligence officials and law 
enforcement officers in the Executive Branch, but did not support that assumption 
with any relevant language from the statute.'^' The Court of Review opined that this 
“wall” was implicit in the FISC’s “apparent” belief that “it can approve applications 
for electronic surveillance only if the government’ s objective is not primarily directed 
toward criminal prosecution of the foreign agents for their foreign intelligence 
activity,” while referencing neither statutory language in FISA nor USA PATRIOT 
Act amendments, which the government argued altered FISA to permit an application 
even if criminal prosecution was the primary goal.'^^ Instead, the Court of Review 
noted that the FISC relied upon its statutory a uthority with to approve “minimization 
procedures” in imposing the restrictions at issue. 

The Court of Review stated that the government raised two main arguments: 
First, DOJ contended that the restriction, recognized by several courts of appeals 


at 719-20. 

"'Mat 721. 

'^'M. 

The cases to which this appears to refer include decisions by both U.S. courts of appeals 
and U.S. district courts. Past cases considering the constitutional sufficiency of FISA in the 
context of electronic surveillance have rejected Fourth Amendment challenges and due 
process challenges under the Fifth Amendment to the use of information gleaned from a 
FISA electronic surveillance in a subsequent criminal prosecution, because the purpose of 
the FISA electronic surveillance, both initially land throughout the surveillance, was to 
secure foreign intelligence information and not primarily oriented towards criminal 
investigation or prosecution, United States v. Megahey, 553 F. Supp. 1180, 1185-1193 
(D.N.Y.), aff’d without opinion, 729 F.2d 1444 (2d Cir. 1982), re-aff d post-trial sub nom 
United States v. Duggan, 743 F.2d 59 (2d Cir. 1 984); United States v. Ott, 827 F.2d 473, 475 
(9* Cir. 1987); United States, v Badia, 827 F. 2d 1458, 1464 (11* Cir. 1987). See also, 
United States v. Johnson, 952 F.2d 565, 572 (l*‘Cir. 1991), rehearing and cert, denied, 506 
U.S. 816 (1991) (bolding that, although evidence obtained in FISA electronic surveillance 
may later be used in a criminal prosecution, criminal investigation may not be the primary 
purpose of the surveillance, and FISA may not be used as an end-run around the 4* 
Amendment); United States v. Pelton, 835 F.2d 1 067, 1 074-76 (4th Cir. 1 987), cert, denied, 
486 U.S. 1010(1 987) (holding that electronic surveillance under FISA passed constitutional 
muster where primary purpose of surveillance, initially and throughout surveillance, was 
gathering of foreign intelligence information; also held that an otherwise valid FISA 
surveillance was not invalidated because later use of the fruits of the surveillance in criminal 
prosecution could be anticipated. In addition, the court rejected Pelton’s challenge to FISA 
on the ground that allowing any electronic surveillance on less than the traditional probable 
cause standard-i.e. probable cause to believe the suspect has committed, is committing, or 
is about to commit a crime for which electronic surveillance is permitted, and that the 
interception will obtain communications concerning that offense~for issuance of a search 

(continued...) 
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(...continued) 

warrant was violative of the Fourth Amendment, finding FISA’s provisions to be reasonable 
both in relation to the legitimate need of Government for foreign intelligence information 
and the protected rights of U.S. citizens ); United States v. Cavanaugh, 807 F.2d 787, 790-9 1 
(9'*' Cir. 1987) (defendant, convicted of espionage, appealed district court’s refusal to 
suppress fruits of FISA electronic surveillance which intercepted defendant offering to sell 
defense secrets to representatives of Soviet Union. In affirming conviction, appellate court 
found FISA procedures had been followed, and upheld FISA against constitutional 
challenges. Court found, in part, that FISA probable cause requirement was reasonable 
under Fourth Amendment standard. “The application must state that the target of the 
electronic surveillance is a foreign power or an agent of a foreign power, and must certify 
that the purpose of the surveillance is to obtain foreign intelligence information and that the 
information cannot reasonably be obtained by normal investigative techniques. 50 U.S.C. 
§ 1804(a). It is true, as appellant points out in his brief, that the application need not state 
that the surveillance is likely to uncover evidence of a crime; but as the purpose of the 
surveillance is not to ferret out criminal activity but rather to gather intelligence, such a 
requirement would be illogical. See United States District Court, 407 U.S. at 322 
(recognizing distinction between surveillance for national security purposes and surveillance 
of ‘ordinary crime’); . . . And . . . there is no merit to the contention that he is entitled to 
suppression simply because evidence of his criminal conduct was discovered incidentally 
as the result of an intelligence surveillance not supported by probable cause of criminal 
activity. See Duggan, lA'i F.2d at 73n.5.”) United States v. Rahman, 86 1 F. Supp. 247, 25 1 
(S.D. N.Y. 1994). Cf., United States v. Bin Laden, 2001 U.S. Dist. LEXIS 15484 (S.D. 
N.Y., October 2, 2001); United States v. Bin Laden, 126 F. Supp. 264, 277-78 (S.D. N.Y. 
2000) (adopting foreign intelligence exception to the warrant requirement for searches 
targeting foreign powers or agents of foreign powers abroad; noting that this “exception to 
the warrant requirement applies until and unless the primary purpose of the searches stops 
being foreign intelligence collection. ... If foreign intelligence collection is merely a 
purpose and not the primary purpose of a search, the exception does not apply.”) 

Cf., United States v. Sarkissian, 841 F.2d 959, 964-65 (9* Cir. 1988) (FISA court order 
authorized electronic surveillance, which resulted in the discovery of plan to bomb the 
Honorary Turkish Consulate in Philadelphia, and of the fact that bomb components were 
being transported by plane from Los Angeles. The FBI identified likely airlines, flight 
plans, anticipated time of arrival, and suspected courier. Shortly before the arrival of a 
flight fitting these parameters, the investigation focused upon an individual anticipated to 
be a passenger on that flight. An undercover police officer spotted a man matcWg the 
suspected courier’s description on that flight. The luggage from that flight was sniffed by 
a trained dog and x-rayed. A warrantless search was conducted of a suitcase that had been 
shown by x-ray to contain an unassembled bomb. Defendants unsuccessfully moved to 
suppress the evidence from the FISA wiretap and the warrantless search. On appeal the 
court upheld the warrantless suitcase search as supported by exigent circumstances. 
Defendants contended that the FBI’s primary piupose for the surveillance had shifted at the 
time of the wiretap from an intelligence investigation to a criminal investigation and that 
court approval for the wiretap therefore should have been sought under Title III of the 
Omnibus Crime Control and Safe Streets Act, 18 U.S.C. § 2510 etseq., rather than FISA. 
The court, while noting that in other cases it had state that “the purpose of [electronic] 
surveillance” under FISA “must be to secure foreign intelligence information,” “not to ferret 
out criminal activity;” declined to decide the issue of whether the applicable standard was 
that “the purpose” or that “the primary purpose” of a FISA surveillance must be gathering 
of foreign intelligence information. The court stated, “Regardless of whether the test is one 
of purpose or primary purpose, our review of the government’s FISA materials convinces 

(continued...) 




CRS-68 


prior to the enactment of the USA PATRIOT Act, that FISA could only be used if the 
government’s primary purpose in gathering foreign intelligence information was not 
criminal prosecution was not supported by the statutory language or the legislative 
history of FISA, This argument was not presented to the FISC, but the Court of 
Review indicated that it could entertain this argument, because proceedings before 
the FISC and before the Court of Review were ex parte Second, the government 

argued that, even if the primary purpose test was appropriate prior to the passage of 
the USA PATRIOT Act, the amendments made by that act eliminated that concept. 
The government also argued that the FISC’s interpretation of the minimization 
procedures provisions misconstrued those provisions and amounted to “an end run” 
around the USA PATRIOT Act amendments. DOJ argued further that the FISC 
minimization procedures so intruded into the Department’s operations as to be 
beyond the constitutional authority of Article III judges. Finally, DOJ contended that 
application of the primary purpose test in a FISA case was not constitutionally 
compelled under the Fourth Amendment. 


(...continued) 

us that it is met in this case We refuse to draw too fine a distinction between criminal 

and intelligence investigations. “International terrorism by definition, requires the 
investigation of activities that constitute crimes. 50 U.S.C. § 1 806(f). That the government 
may later choose to prosecute is irrelevant. FISA contemplates prosecution based on 
evidence gathered through surveillance. . . . “Surveillances . . . need not stop once 
conclusive evidence of a crime is obtained, but instead may be extended longer where 
protective measures other than arrest and prosecution are more appropriate.” S. Rep. No. 
701, 95* Cong., T‘ Sess. 11 . . . .[(1978)]. . . .FISA is meant to take into account “the 
differences between ordinary criminal investigations to gather evidence of specific crimes 
and foreign counterintelligence investigations to uncover and monitor clandestine activities 
...” Id. ... . At no point was this case an ordinary criminal investigation.”). Cf., United 
States V. Falvey, 540 F. Supp. 1 306 (E.D.N.Y. 1982) (distinguishing United States v. Tmong 
Dinh Hung, 629 F.2d 908, 912-13 (4* Cir. 1980); and United States v. Butenko, 494 F.d 
593, 606 (3d Cir.) {en banc), cert, denied sub nom, Ivanov v. United States, 419 U.S. 881 
(1974), which held that, while warrantless electronic surveillance for foreign intelligence 
purposes was permissible, when the purpose or primary purpose of the surveillance is to 
obtain evidence of criminal activity, evidence obtained by warrantless electronic 
surveillance is inadmissible at trial, 540 F. Supp. at 13 13; on the theory that the evidence 
in the case before it was obtained pursuant to a warrant-a lawfully obtained court order 
under FISA, id. at 1314. The court noted that the “bottom line of Truong is that evidence 
derived from warrantless foreign intelligence searches will be admissible in a criminal 
proceeding only so long as the primary purpose of the surveillance is to obtain foreign 
intelligence information.” Id. at 1313-14. After noting that Congress, in enacting FISA, 
“expected that evidence derived from FISA surveillances could then be used in a criminal 
proceeding,” the court concluded that “it was proper for the FISA judge to issue the order 

in this case because of the on-going nature of the foreign intelligence investigation The 

fact that evidence of criminal activity was thereafter uncovered during the investigation does 
not render the evidence inadmissible. There is no question in [the court’s] mind that the 
purpose of the surveillance, pursuant to the order, v/as the acquisition of foreign intelligence 
information. Accordingly, [the court foimd] that the FISA procedures on their face satisfy 
the Fourth Amendment warrant requirement, and that FISA was properly implemented in 
this case.” Id. at 1314.). 

Court of Review <?/>., 310 F.3d at 722 n.6. 
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The Court of Review noted that, as enacted in 1978, FISA authorized the grant 
of an application for electronic surveillance to obtain foreign intelligence infonnation 
if there is probable cause to believe that “the target of the electronic surveillance is 
a foreign power or an agent of a foreign power,”'^^ and that “each of the facilities or 
places at which the surveillance is directed is being used, or is about to be used by a 
foreign power or an agent of a foreign power.”'-^® The reviewing court focused upon 
the close connection between criminal activity and the definitions of “agent of a 
foreign power” applicable to United States persons contained in 50 U.S.C. §§ 
1801(b)(2)(A) and (C), to wit: “any person who ‘knowingly engages in clandestine 
intelligence activities . . . which activities involve or may involve a violation of the 
criminal statutes of the United States,’ or ‘knowingly engages in sabotage or 
international terrorism, or activities that are in preparation therefor.’”’” The court 
noted further that FISA defined “international terrorism” to mean “activities that 
‘involve violent acts or acts dangerous to human life that are a violation of the 
criminal laws of the United States or of any State, or that would be a criminal 


The Court of Review did not include in its quotation of 50 U.S.C. § 1 805(a)(3)(A) the 
proviso that follows the quoted language: “Provided, That no United States person may be 
considered a foreign power or an agent of a foreign power solely upon the basis of activities 
protected by the first amendment to the Constitution of the United States.” 

Court of Review op., ZIQ F.3d at 722, quoting portions of 50 U.S.C. § 1805(a)(3). 

Id. at 723 (emphasis added by the Court of Review). The definitions of “agent of a 
foreign power” which apply to “any person” (including, by implication. United States 
persons) are set forth in 50 U.S.C. § 1801(b)(2). This subsection now contains five 
subparagraphs: 

(b) “Agent of a foreign power” means- 
(2) any person who- 

(A) knowingly engages in clandestine intelligence gathering activities 
for or on behalf of a foreign power, which activities involve or may 
involve a violation of the criminal statutes of the United States; 

(B) pursuant to the direction of an intelligence service or network of 
a foreign power, knowingly engages in any other clandestine 
intelligence activities for or on behalf of such foreign power, which 
activities involve or are about to involve a violation of the criminal 
statutes of the United States; 

(C) knowingly engages in sabotage or international terrorism, or 
activities that are in preparation therefor, for or on behalf of a foreign 
power; 

(D) knowingly enters the United States under a false or fraudulent 
identity for or on behalf of a foreign power, or, while in the United 
States, knowingly assumes a false or fraudulent identity for or on 
behalf of a foreign power; or 

(E) knowingly aids or abets any person in the conduct of activities 
described in subparagraph (A), (B), or (C) or knowingly conspires 
with any person to engage in activities described in subparagraph (A), 
(B),or(C). 

The current subparagraph (D) was added in 1999, and the former subparagraph (D) was 
redesignated subparagraph (E). 
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violation if committed within the jurisdiction of the United States or any State. 
“Sabotage,” as defined by FISA, covers activities that ‘“involve a violation of chapter 
105 of [the criminal code] [18 U.S.C. §§ 2151-2156], or that would involve such a 
violation if committed against the United States.’”'^® For purposes of its opinion, the 
Court of Review described these types of crimes as “foreign intelligence crimes.”'^® 


aXlTi, quoting 5Q\] .S.C. § 1801(c)(l)(emphasis added bythe Court ofReview). The 
remainder of the definition of “international terrorism” under 50 U.S.C. § 1801(c)(2) and 
(3) adds two more criteria for activities to be considered to be within this definition: 

(c) “International terrorism” means activities that- 

(2) appear to be intended- 

(A) to intimidate or coerce a civilian population; 

(B) to influence the policy of a government by intimidation or 
coercion; or 

(C) to affect the conduct of a government by assassination or 
kidnapping; and 

(3) occur totally outside the United States, or transcend national boundaries 
in terms of the means by which they are accomplished, the persons they 
appear to coerce or intimidate, or the locale in which their perpetrators 
operate or seek asylum. 

Court ofReview slip op. at 10, quoting 50 U.S.C. § 1801(d). 

Although later acknowledging the possibility that the Justice Department had accepted 
the dichotomy between foreign intelligence gathering and law enforcement purposes “in an 
effort to conform to district court holdings,” Court ofReview op., 310 F.3d at 111, (most of 
the published decriions were court of appeals decisions rather than district court decisions) 
the Court of Review expressed puzzlement that “the Justice Department, at some point 
during the 1980’s, began to read the statute as limiting the Department’s ability to obtain 
FISA orders if it intended to prosecute the targeted agents— even for foreign intelligence 
crimes,” while noting that 50 U.S.C. § 1804 at the time required that “a national security 
official in the Executive Branch-typically the Director of the FBI- , . . certify that ‘the 
purpose’ of the surveillance was to obtain foreign intelligence information (amended by the 
PaUiot Act to read ‘a significant purpose.’)” Id. at 723. The court did, however, discuss a 
seriesof 1982-1991 cases upholding the constitutional sufficiency of electronic surveillance 
under FISA as long as “the primary purpose” of the surveillance was gathering foreign 
intelligence information, rather than criminal prosecution. If foreign intelligence gathering 
was the primary purpose of a FISA electronic surveillance, initially and throughout the 
surveillance, and FISA was not being used as “an end run around the 4* Amendment,” the 
courts permitted use of the fruits of the surveillance in subsequent criminal prosecutions. 
See the discussion of these cases at fh. 153, supra, of this report. This “primary purpose” 
approach to these FISA cases appears consistent with the “primary purpose” approach taken 
in a number of pre-FISA cases involving Fourth Amendment challenges to warrantless 
foreign intelligence surveillances. See constitutional analyses in United States v. Brovra, 
484 F.2d 418 (5* Cir. 1973), cert, denied, 415 U.S. 960 (5“- Cir. 1974); United States v. 
Butenko, 494 F.2d 593 (3'‘‘ Cir. 1974) , cert, denied sub nom, Ivanov v. United States, 419 
U.S. 881 (1974), andZweibon v. Mitchell, 516 F.2d 594 (D.C. Cir. 1975), cert, denied, 425 
U.S. 944 (1976); along with the Supreme Court’s analysis, in a domestic surveillance 
context, in the Keith case. United States v. United States District Court, 407 U.S. 297 
(1972), discussed in the “Background” section of this report, supra. The Court ofReview 
appears to discount the significance of these decisions because the courts involved upheld 

(continued...) 
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The court observed that, as passed in 1978, 50 U.S.C. §1804 required a national 
security official of the Executive Branch, usually the FBI Director,*^' to certify that 
“the purpose” of the electronic surveillance under FISA was to obtain foreign 
intelligence information, and opined that “it is virtually impossible to read the 1978 
FISA to exclude from its purpose the prosecution of foreign intelligence crimes, most 
importantly because, as we have noted, the definition of an agent of a foreign 
power-if he or she is a U.S. person-is grounded on criminal conduct.”*® It found 
further support for its view that “foreign intelligence information” included evidence 
of “foreign intelligence crimes” from the legislative history as reflected in H.Rept. 95- 
1283 and S. Rept. 95-701, while acknowledging that the House report also stated 
that FISA surveillances “are not primarily for the purpose of gathering evidence of 
a crime. They are to obtain foreign intelligence information, which when it concerns 


*“ (...continued) 

lower court decisions permitting admission of information gathered under FISA in criminal 
trials. The Court of Review stated, “It may well be that the government itself, in an effort 
to conform to district court holdings, accepted the dichotomy it now contends is false. Be 
that as it may, since the cases that “adopt” the dichotomy do affirm district court opinions 
permitting the introduction of evidence gathered under a FISA order, there was not much 
need for the courts to focus on the opinion with which we are confronted.” Court of Review 
op.,310F.3dat727. 

The pertinent language of 50 U.S.C. § 1804(a)(7) as passed in 1978 provided that each 
application for an order authorizing electronic suiveillance under FISA shall include: 

(7) a certification or certifications by the Assistant to the President for 
National Security Affairs or an executive branch official or officials designated 
by the President from those executive officers employed in the area of national 
security or defense and appointed by the President with the advice and consent 
of the Senate- 

(A) that the certifying official deems the information sought to be 
foreign intelligence information; 

(B) that the purpose of the surveillance is to obtain foreign 
intelligence information; 

(C) that such information cannot reasonably be obtained by normal 
investigative techniques; 

(D) that designates the type of foreign intelligence information being 
sought according to the categories described in section 1 80 1 (e) of this title; 
and 

(E) including a statement of the basis for the certification that- 

(i) the information sought is the typOe of foreign intelligence 
information designated; and 

(ii) such information cannot reasonably be obtained by normal 
investigative techniques[.] 

Under 50 U.S.C. § 1 804(d) as passed in 1 978 and under current law, “The judge may require 
the applicant to furnish such other information as may be necessary to make the 
determinations required by section 1805 of this title.” 

Court of Review op., 310 F.3d at 723. 

Id. at 724-25, citing H.Rept. 95-1283, at 49 (1978) and S. Rept. 95-701, at 10-1 1 (1978). 
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United States persons must be necessary to important national concerns.”*'^ The 
Court of Review regarded the latter statement as an observation rather than a 
proscription. 

The Court of Review saw the U.S. Court of Appeals for the Fourth Circuit’s 
decision in United States v. Truong Dinh Hung, 629 F.2d 908 (4* Cir. 1980), a 
decision based upon constitutional analysis rather than FISA provisions, as the 
springboard for the “primary purpose” test cases interpreting FISA and upholding 
FISA surveillances against Fourth Amendment challenges. After reviewing a 
number of the FISA cases applying the primary purpose test, the Court of Review 
concluded that a dichotomy between foreign intelligence gathering and criminal 
investigations implicit in the application of the primary purpose test was not 
statutorily compelled. The court found that FISA, as originally passed, did not 
“preclude or limit the government’s use or proposed use of foreign intelligence 
information, which included evidence of certain kinds of criminal activity, in a 
criminal prosecution.”*®^ In addition, the Court of Review, relying on arguments of 
the Department of Justice and the language of subsection 1805(a)(5), interpreted 50 
U.S.C. §§ 1805 of FISA as originally enacted as not contemplating that the [FISC] 
would inquire into the government’s purpose in seeking foreign intelligence 
information.'®* 


H.Rept. 95-1283, at 36 (1978). 

Court of Review op., 310 F.3d at 725. 

*“ Although Truong Dinh Hung was among the cases cited by some of the subsequent FISA 
cases, a “primary purpose” test had been previously applied in the 1974 Third Circuit 
decision in Butenko, supra, upholding a warrantless electronic surveillance in the face of 
challenges based upon the Fourth Amendment and Section 605 of the Communications Act 
where the primary purpose of the investigation was gathering foreign intelligence 
information. See discussion in the “Background” section of this report, supra, as well as 
the summary of this and other cases at fhs. 153 and 160, supra. 

Court of Review op., 310 F.3d at 727. 

Id. at 723-24, 728. Section 1 805(a), as enacted in 1 978, set forth the necessary findings 
that a judge of the FISC had to make in order to enter an ex parte order as requested or as 
modified approving electronic surveillance under FISA: 

(1) the President has authorized the Attorney General to approve 
applications for electronic surveillance for foreign intelligence information; 

(2) the application has been made by a Federal officer and approved by the 
Attorney General; 

(3) on the basis of the facts submitted by the applicant there is probable 
cause to believe that- 

(A) the target of the electronic surveillance is a foreign power or an 
agent of a foreign power; Provided, That no United States person may be 
considered a foreign power or an agent of a foreign power solely upon the 
basis of activities protected by the first amendment to the Constitution of 
the United States; and 

(B) each of the facilities or places at which the electronic surveillance 
is directed is being used, or is about to be used, by a foreign power or an 
agent of a foreign power; 


(continued...) 
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Further, the court rejected the FISC’s characterization of the Attorney General’s 
1995 procedures, as modified and augmented in January 2000 and August 2001, as 
minimization procedures. These procedures were formally adopted by the FISC as 
minimization procedures defined in 50 U.S.C. §§ 1801(h) and 1 821(4) in November 
2001, after passage of the USA PATRIOT Act, and were incorporated in all 
applicable orders and warrants granted since their adoption by the FISC. On March 
6, 2002, the Attorney General adopted new “Intelligence Sharing Procedures,” 
intended to supercede prior procedures, to “allow complete exchange of information 
and advice between intelligence and law enforcement officials,” to “eliminate the 
‘direction and control’ test,” and to permit “exchange of advice between the FBI, 
OIPR, and the Criminal Division regarding ‘the initiation, operation, continuation, 
or expansion of FISA searches or surveillance.”'® The following day, the 
government filed a motion with the FISC advising the court of the Attorney General’s 
adoption of the 2002 procedures, seeking to have that court adopt the new procedures 
in all matters before the FISC and asking the court to vacate its orders adopting the 
prior procedures as minimization procedures and imposing “wall” procedures in 
certain types of cases. That motion led to the FISC decision to adopt the 2002 
procedures with modifications that was, by reference, before the Court of Review in 
its November 18, 2002, decision. 

The Court of Review characterized the FISC's adoption of the Justice 
Department's 1995 procedures, as modified and augmented, as minimization 
procedures as follows: 

Essentially, the FISA court took portions of the Attorney General's 
augmented 1995 Procedures— adopted to deal with the primary purpose standard— 
and imposed them genetically as minimization procedures. In doing so, the FISA 
court erred. It did not provide any constitutional basis for its action-we think 
there is none-and misconstrued the main statutory provision on which it relied. 

The court mistakenly categorized the augmented 1995 Procedures as FISA 
minimization procedures and then compelled the government to utilize a modified 
version of those procedures in a way that is clearly inconsistent with the statutory 
purpose.'™ 

The Court of Review interpreted “minimization procedures” under 50 U.S.C. § 
1801(h) to be designed to protect, as far as reasonable, against the acquisition, 
retention, and dissemination of nonpublic information which is not foreign 
intelligence information. In light of the Court of Review’s interpretation of 
“minimization procedures” under 50 U.S.C. § 1801(h), the court found no basis for 


(...continued) 

(4) the proposed minimization procedures meet the definition of 
minimization procedures under section 1801(h) of this title; 

(5) the application which has been filed contains all statements and 
certifications required by section 1804 of this title and, if the target is a United 
States person, the certification or certifications are not clearly erroneous on the 
basis of the statement made under section 1804(a)(7)(E) of this title and any 
other information furnished under section 1804(d) of this title. 

Court of Review op., 310 F.3d at 729. 

'™ Mat 730. 
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the FISC's reliance upon that section "to limit criminal prosecutors' ability to advise 
FBI intelligence officials on the initiation, operation, continuation, or expansion of 
FISA surveillances to obtain foreign intelligence information, even if such 
information includes evidence of a foreign intelligence crime."'^' 

In addition, the Court of Review found that the FISC had misconstrued its 
authority under 50 U.S.C. § 1805 and misinterpreted the definition of minimization 
procedures under 50 U.S.C. § 1 801(h). The Court of Review expressed approbation 
for the Government’s argument that the FISC, in imposing the modified 1995 
procedures upon the Department of Justice as minimization procedures, “may well 
have exceeded the constitutional bounds that restrict an Article HI court. The FISA 
court asserted authority to govern the internal organization and investigative 
procedures of the Department of Justice which are the province of the Executive 
Branch (Article II) and the Congress (Article I).”'^^ 

The Court of Review deemed the FISC’s “refusal ... to consider the legal 
significance of the Patriot Act’s crucial amendments [to be] error.”'^^ The appellate 
court noted that, as amended by the USA PATRIOT Act, the requirement in 50 
U.S.C. § 1804(a)(7)(B) that the Executive Branch officer certify that “the purpose” 
of the FISA surveillance or physical search was to gather foreign intelligence 
information had been changed to “a significant purpose.”'^'* The court noted that 
floor statements indicated that this would break down traditional barriers between law 
enforcement and foreign intelligence gathering,'’^ making it easier for law 
enforcement to obtain FISA court orders for surveillance or physical searches where 
the subject of the sxirveillance “is both a potential source of valuable intelligence and 
the potential target of a criminal prosecution.””* The court noted that some Members 
raised concerns about the Fourth Amendment implications of this language change 
which permitted the Government to obtain a court order under FISA “even if the 


Mat 731. 

at 73 1-32. 

Id. at 732. 

"Ud. at 728-29, 732-33. 

Id at 732, quoting Sen. Leahy, 147 Cong. Rec. S 10992 (Oct. 25, 2001). 

”* Id at 733, quoting Sen. Feinstein, 147 Cong. Rec. S10591 (Oct. 1 1, 2001). In Section 
13.5 of Chapter 13 of its Final Report, at 424, the 9/11 Commission, in discussing the 
future role of the FBI, observes in part: 

Counterterrorism investigations in the United States very quickly become matters 
that involve violations of criminal law and possible law enforcement action. 
Because the FBI can have agents working criminal matters and agents working 
intelligence investigations concerning the same international terrorism target, the 
full range of investigative tools against a suspected terrorist can be considered 
within one agency. The removal of the “wall” that existed before 9/11 between 
intelligence and law enforcement has opened up new opportunities for 
cooperative action within the FBI. 
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primary purpose is a criminal investigation.”'^^ Interestingly, although the Court of 
Review did not regard a dichotomy between foreign intelligence gathering and law 
enforcement purposes as necessarily implied by the 1978 version of 50 U.S.C. § 
1804(a)(7)(B), the court viewed the statutory change from "the purpose" to "a 
significant purpose" in the USA PATRIOT Act as recognizing such a dichotomy.”* 

The Court of Review disagreed with the FISC interpretation of the consultation 
authority under 50 U.S.C. § 1806(k).‘''® The Court of Review saw this provision as 
one which reflected the elimination of barriers between law enforcement and 
intelligence or counterintelligence gathering, without a limitation on law enforcement 
officers directing or controlling FISA surveillances. “[WJhen Congress explicitly 
authorizes consultation and coordination between different offices in the government, 
without even suggesting a limitation on who is to direct and control, it necessarily 
implies that either could take the lead.”'*® 

hi analyzing the “significant purpose” amendment to 50 U. S.C. § 1 804(a)(7)(B), 
the Court of Review deemed this a clear rejection of the primary purpose test. If 
gathering foreign intelligence information is a significant purpose, another purpose 
such as criminal prosecution could be primary . '^‘Further, the court found that the term 
“significant” “imposed a requirement that the government have a measurable foreign 
intelligence purpose, other than just criminal prosecution of even foreign intelligence 
crimes. . . . Although section 1805(a)(5) , . . may well have been intended to 
authorize the FISA court to review only the question whether the information sought 
was a type of foreign intelligence information, in light of the significant purpose 
amendment of section 1 804, it seems section 1 805 must be interpreted as giving the 
FISA court the authority to review the government’s purpose in seeking the 
information.”'*^ The Court of Review saw the “significant purpose” language as 
“excluding from the purpose of gaining foreign intelligence information a sole 
objective of criminal prosecution,”'** If the government, at the commencement of 
a FISA surveillance has not yet determined whether to prosecute the target, “[s]o long 
as the government entertains a realistic option of dealing with the agent other than 
through criminal prosecution, it satisfies the significant purpose test.”'*" Under the 
Court of Review’s analysis: 

If the certification of the application’s purpose articulates a broader objective 
than criminal prosecution-such as stopping £in ongoing conspiracy-and includes 
other potential non-prosecutorial responses, the government meets the statutory 
test. Of course, if the court concluded that the government’s sole objective was 


Id., quoting Sen. Feingold, 147 Cong. Rec. SI 1021 (Oct. 25, 2001). 

at 734-35. 

Id. at 733-34. 
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Id. at 734. 

Id. at 735. 

'^^Id. 




CRS-76 


merely to gain evidence of past criminal conduct-even foreign intelligence 
crimes-to punish the agent rather than halt ongoing espionage or terrorist activity, 
the application should be denied.*®^ 

The court stated further that, while ordinary crimes may be intertwined with foreign 
intelligence crimes, the FISA process may not be utilized to investigate wholly 
unrelated ordinary crimes. The Court of Review emphasized that the government’ s 
purpose as reflected in the Section 1804(a)(7)( B) certification is to be judged by the 
FISC on the basis of 

. . .the national security officer’ s articulation and not by a FIS A court inquiry into 
the origins of an investigation nor an examination of the personnel involved. It 
is up to the Director of the FBI, who typically certifies, to determine the 
government’s national security purpose, as approved by the Attorney General or 
Deputy Attorney General — That means, perforce, if the FISA court has reason 
to doubt that the government has any real non-prosecutorial purpose in seeking 
foreign intelligence information it can demand further inquiry into the certifying 
officer’s purpose-or perhaps even the Attorney General’s or Deputy Attorney 
General’s reasons for approval. The important point is that the relevant purpose 
is that of those senior officials in the Executive Branch who have the 
responsibility of appraising the government’s national security needs.”'*^ 

Turning from its statutory analysis to its examination of whether the statute, as 
amended, satisfied Fourth Amendment parameters, the Court of Review compared 
the FISA procedures with those applicable to criminal investigations of “ordinary 
crimes” under Supreme Court jurisprudence and under the wiretap provisions of Title 
III of the Omnibus Crime Control and Safe Streets Act. Relying upon Da//a v. United 
States, 441 U.S. 238, 255 (1979), the court indicated that in criminal investigations, 
beyond requiring that searches and seizures be reasonable, the Supreme Court has 
interpreted the Fourth Amendment’s warrant requirement to demand satisfaction of 
three criteria: a warrant must be issued by a neutral, detached magistrate; those 
seeking the warrant must demonstrate to the magistrate that there is probable cause 
to believe that the evidence sought will assist in a particular apprehension or 
conviction for a particular offense; and the warrant must describe with particularity 
the things to be seized and the place to be searched.'^* 

The Court of Review compared the procedures in Title III with those in FISA, 
finding in some respects that Title HI had hij;her standards, while in others FISA 
included additional safeguards. In both, there was provision for a detached, neutral 
magistrate. The probable cause standard in Title III for criminal investigations was 
deemed more demanding than that in FISA. Title III requires a showing of probable 
cause that a specific individual has committed, is committing, or is about to commit 
a particular criminal offense. FISA requires a showing of probable cause that the 
target of the FISA investigative technique is a foreign power or an agent of a foreign 


'“Mat 736. 
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power. A foreign power is not defined solely in terms of criminal activity. In the 
case of a target who is a U.S. person, the definition of “agent of a foreign power” 
contemplates, in part, the involvement of or, in the case of clandestine intelligence 
activities for a foreign power, the possibility of criminal conduct. The court regarded 
the lesser requirement with respect to criminal activity in the context of clandestine 
intelligence activities as to some extent balanced by the safeguard provided by FISA’ s 
requirement that there be probable cause to believe that the target is acting “for or on 
behalf of a foreign power.”^*^ 

With regard to the particularity requirement, as to the first element, Title m 
requires a finding of probable cause to believe that the interception will obtain 
particular communications regarding a specified crime. In contrast, FISA requires an 
official to designate the type of foreign intelligence information being sought and to 
certify that the information being sought is foreign intelligence information. When 
the target of the FISA investigation is a U.S. person, the standard of review applied 
by the FISC is whether there is clear error in the certification, a lower standard that 
a judicial finding of probable cause. While the FISC can demand that the government 
provide further information needed for the court to make its determination as to 
whether the certification is clearly erroneous, the statute relies also upon internal 
checks on Executive Branch decisions through the requirement that the certification 
must be made by a national security officer and approved by the Attorney General or 
Deputy Attorney General. 

In connection with the second particularity element. Title EH 

. . . requires probable cause to believe that the facilities subj ect to surveillance are 
being used or are about to be used in connection with commission of a crime or 
are leased to, listed in the name of, or used by the individual committing the 
crime, 18 U.S.C. § 2518(3)(d), [while] FISA requires probable cause to believe 
that each of the facilities or places at which the surveillance is directed is being 
used, or is about to be used by a foreign power or agent [of a foreign power] . 50 
U.S.C. § 1805(a)(3)(B). . . . Simply put, FISA requires less of a nexus between 
the facility and the pertinent communications that Title UI, but more of a nexus 
between the target and the pertinent communications.”'” 

The Court of Review also compared Title HI to FISA with respect to necessity 
(both statutes require that the information sought is not available through normal 
investigative procedures, although the standards differ somewhat),'®' duration of 


Id. at 738-39. 

Mat 740. 

191 pqj. electronic surveillance to be approved. Title III requires a judicial finding that 
normal investigative procedures have been tried and have failed or reasonably appear to be 
unlikely to succeed if tried or to be too dangerous. 1 8 U.S.C. § 25 1 8(3 )(c). FISA requires 
certification by the national security officer involved that the foreign intelligence 
information sought cannot reasonably be obtained by normal investigative means. 50 U.S.C. 
§ 1 804(a)(7)(C). The certification must include a statement of the basis for the certification 
that the information sought is the type of foreign intelligence information designated; and 
that such information cannot reasonably be obtained by normal investigative techniques. 
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surveillance (30 days under Title ffl, 18 U.S.C. § 2518(3)(c), as opposed to 90 days 
under FISA for U.S. persons, 50 U.S.C. § 1805(e)(1)), minimization and notice. 

With respect to minimization, the Court of Review noted that Title in, under 1 8 
U.S.C. § 2518(5), required minimization of what was acquired, directing that 
surveillance be carried out “in such a way as to minimize the interception of 
communications not otherwise subject to interception under this chapter.” FISA, on 
the other hand, “requires minimization of what is acquired, retained, and 
disseminated.”'^^ Observing that the FISC had found “in practice FISA surveillance 
devices are normally left on continuously, and the minimization occurs in the process 
of indexing and logging the pertinent communications,” the Court of Review deemed 
the reasonableness of such an approach to be dependent upon the facts and 
circumstances of each case:'^'* 

Less minimization in the acquisition stage may well be justified to the extent the 
intercepted communications are “ambiguous in nature or apparently involve[] 
guarded or coded language,” or “the investigation is focusing on what is thought 
to be a widespread conspiracy [where] more extensive surveillance may be 
justified in an attempt to determine the precise scope of the enterprise.” . . . 
Given the targets of FISA surveillance, it wll often be the case that intercepted 
communications will be in code or a foreign language for which there is no 
contemporaneously available translator, and the activities of foreign agents will 
involve multiple actors and complex plots. . . .'” 

With respect to notice, the Court of Review observed that under 18 U.S.C. § 
2518(8)(d), Title HI mandated notice to the target of the surveillance and, in the 
judge’ s discretion, to other persons whose communications were intercepted, after the 
surveillance has expired. In contrast, under 50 U.S.C. § 1806(c) and (d), FISA does 
not require notice to a person whose communications were intercepted unless the 
government intends to use, disclose, or enter into evidence those communications or 
derivative information in a trial, hearing, or other proceeding in or before any court, 
department, officer, agency, regulatory body, or other federal, state or local authority 
against that person. The Court of Review noted that where such information was to 


(...continued) 

50 U.S.C. § 1804(a)(7)(E)(i) and (ii). In issuing an ex parte order granting an application 
for electronic surveillance, the FISC judge must find that, in the case of a target who is a 
U.S. person, the certifications are not clearly erroneous on the basis of the statement made 
under 50 U.S.C. § 1 804(a)(7)(e) and any other information furnished under Section 1 804(d). 
Thus, the relevant findings to be made by the courts under the two statutes differ. 

Court of Review op., 3 10 F.3d at 740. The difference, in the court’s view, was “based on 
the nature of national security surveillance, which is ‘often long range and involves the 
interrelation of various sources and types of information.’ Keith, 407 U.S. at 322; see also 
S. Rep. at 16, 56.” The court also noted that in FISA the “longer surveillance period is 
balanced by continuing FISA court oversight of minimization procedures during that period. 
50 U.S.C. § 1805(e)(3); jee also S Rep. at 56.” 

Id. at 740-41. 
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be used against a criminal defendant, he or she would be given notice, and stated that 
“where such evidence is not ultimately going to be used for law enforcement,” 
Congress had observed that “[t]he need to preserve secrecy for sensitive 
counterintelligence sources and methods justifies elimination of the notice 
requirement.”'®^ In a footnote, the court noted that the Amici had drawn attention to 
the difference in the nature of the notice given the defendant or aggrieved person 
under Title III as opposed to FISA. Under Title UI, a defendant is generally entitled 
under 1 8 U.S.C. § 25 1 8(9) to obtain the application and order to challenge the legality 
of the surveillance. However, imder FISA, the government must give the aggrieved 
person and the court or other authority (or in the case of a State or local use, the state 
or political subdivision must give notice to the aggrieved person, the court or other 
authority, and the Attorney General) of their intent to so disclose or use 
communications obtained from the surveillance or derivative information. In 
addition, under 50 U.S.C. §§ 1 806(f) and (g), if the Attorney General files an affidavit 
under oath that disclosure or an adversary hearing would harm national security, the 
U. S . district court may review in camera and ex parte the application, order, and other 
materials related to the surveillance, to determine whether the surveillance was 
lawfully authorized and conducted, whether disclosure or discovery is necessary, and 
whether to grant a motion to suppress. The Court of Review noted that these 
determinations are to be made by the U.S. District Judge on a case by case basis, and 
stated that “whether such a decision protects a defendant’s constitutional rights in a 
given case is not before us.”'®^ 

Based on this comparison of Title III and FISA, the Court of Review found that 
“to the extent that the two statutes diverge in constitutionally relevant areas- in 
particular, in their probable cause and particularity showings-a FISA order may not 
be a ‘warrant’ contemplated by the Fourth Amendment — Ultimately, the question 
becomes whether FISA, as amended by the Patriot Act, is a reasonable response based 
on a balance of the legitimate need of the government for foreign intelligence 
information to protect against national security threats with the protected rights of 
citizens.”'®* 

The court framed the question as follows: “does FISA amplify the President’s 
power by providing a mechanism that at least approaches a classic warrant and which 
therefore supports the government’s contention that FISA searches are 
constitutionally reasonable.” In its analysis, the court first considered whether the 
Truong case articulated the correct standard. Truong held that the President had 
inherent authority to conduct warrantless searches to obtain foreign intelligence 
information, but did not squarely address FISA. Starting from the perspective that 
Truong deemed the primary purpose test to be constitutionally compelled as an 
application of the Keith case balancing standard, the Court of Review found that the 
Truong determination that “once surveillance becomes primarily a criminal 
investigation, the courts are entirely competent to make the usual probable cause 
determination, and . . . individual privacy interests come to the fore and government 
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foreign policy concerns recede when the government is primarily attempting to form 
the basis of a criminal investigation.”'^® The Court of Review found that this analysis 
was based upon a faulty premise that in the context of criminal prosecution “foreign 
policy concerns recede,” and found further that the line the Truong court “sought to 
draw was inherently unstable, unrealistic, and confusing. The Court of Review 
opined that in the context of counterintelligence, foreign policy concerns did not 
recede when the government moved to prosecute. Rather “the government’s primary 
purpose is to halt the espionage or terrorism efforts, and criminal prosecutions can be, 
and usually are, interrelated with other techniques used to frustrate a foreign power’s 
efforts.”"" 

In addition, the court found that the method of determining when an 
investigation became primarily criminal by looking to when the Criminal Division of 
the Department of Justice assumed the lead role, had led over time to the “quite 
intrusive organizational and personnel tasking the FISA court [had] adopted.”^^ The 
court found the “wall” procedure to generate dangerous confusion and create perverse 
organizational incentives that discouraged wholehearted cooperation of “all the 
government’s personnel who can be brought to the task.”^"^ This the court suggested 
could be thought to be dangerous to national security and could be thought to 
discourage desirable initiatives. 

In addition, the court saw the primary purpose test as administered by the FISC, 
“by focusing on the subjective motivation of those who initiate investigations . . . was 
at odds with the Supreme Court’s Fourth Amendment cases which regard subjective 
motivation of an officer conducting a search or seizure as irrelevant.” 

Assuming arguendo that FISA orders were not warrants within the scope of the 
Fourth Amendment, the Court of Review returned to the question of whether searches 
under FISA are constitutionally reasonable. While the Supreme Court has not 
considered directly the constitutionality of warrantless government searches for 
foreign intelligence purposes, the balance between the government’s interest and 
personal privacy interests is key to an examination of this question. The Court of 


Id. at 742-43, citing Truong, supra, 629 F.2d at 914-15. 

““M at 743. 
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Id., citing Whren v. United States, 517 U.S. 806, 13 (1996). See also, Arkansas v. 
Sullivan, 532 U.S. 769, 770-72 (2001); Scott v. United States, 438 U.S. 128, 135-138 
(1978). In these cases, the Court has held that in a Fourth Amendment probable cause 
analysis of a warrantless search or seizure, the fact that an otherwise lawful search or seizure 
may have been made as a pretext for searching for evidence of other criminal behavior does 
not render that search or seizure unconstitutional. One might note that the probable cause 
standard applicable to a search or seizure in a criminal investigation is different from that 
under FISA, so that the pretextual search criminal cases may not be directly analogous to 
the FISA situation. 
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Review viewed Keith as suggesting that a somewhat relaxed standard might be 
appropriate in foreign intelligence crimes as opposed to ordinaiy crimes.^^ 

The Court of Review then briefly touched upon the Supreme Court’s “special 
needs” cases, where the Court upheld searches not based on a warrant or 
individualized suspicion in extraordinary circumstances involving “special needs, 
beyond the normal need for law enforcement.” In City of Indianapolis v. Edmond, 
531 U.S. 32, 42 (2000), the U.S. Supreme Court held that a highway check point 
program designed to catch drug dealers was not within the “special needs” exception 
to the requirement that a search be based upon individualized suspicion, because “the 
government’s ‘primary purpose’ was merely ‘to uncover evidence of ordinary 
criminal wrongdoing.’” The Court stated that “the gravity of the threat alone cannot 
be dispositive of questions concerning what means law enforcement officers may 
employ to pursue a given purpose.”^"® The Court relied upon an examination of the 
primary purpose of the program, but not the motivations of individual officers, to 
determine whether the “special needs” standard had been met. The Supreme Court 
noted that an appropriately tailored road block could be used “to thwart an imminent 
terrorist attack. 

After summarizing JJi/wonc/, the Court of Review emphasized that it is the nature 
of the threat or emergency that took the matter beyond the realm of ordinary crime 
control.^'** It concluded that, while the gravity of the threat alone cannot be dispositive 
of the reasonableness of a search under the Fourth Amendment standard, it is a 
critical factor in the analysis. In its view, the “programmatic purpose” of FISA, “to 
protect the nation against terrorists and espionage threats directed by foreign powers,” 
was one which, Itom FISA’s inception, was distinguishable from “ordinary crime 
control.”^”’ The Court of Review also concluded that, “[ejven without taking into 
account the President’s inherent constitutional authority to conduct warrantless 
foreign intelligence surveillance, we think the procedures and government showings 
required imder FISA, if they do not meet the minimum Fourth Amendment warrant 
standards, certainly come close.”^^® Applying the balancing test that it had drawn 
from Keith between foreign intelligence crimes and ordinary crimes, the Court of 
Review held surveillances under FISA, as amended by the USA PATRIOT Act, were 
reasonable and therefore constitutional. In so doing, however, the Court of Review 

acknowledge[d] . . . that the constitutional question presented by this 
case-whether Congress’ disapproval of the primary purpose test is consistent 
with the Fourth Amendment-has no definitive jurisprudential answer. The 
Supreme Court’s special needs cases involve random stops (seizures) not 
electronic searches. In one sense, they can be thought of as a greater 
encroachment into personal privacy because they are not based on any particular 
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suspicion. On the other hand, wiretapping is a good deal more intrusive than an 

automobile stop accompanied by questioning.^'' 

The Court of Review reversed the FISC’s orders before it for electronic surveillance 
“to the extent they imposed conditions on the grant of the government’s applications, 
vacate[d] the FISA court’s Rule 11, and remand[ed] with instructions to grant the 
applications as submitted and proceed henceforth in accordance with this opinion.”^'^ 

50 U.S.C. § 1803(b) provides that, where the Court of Review upholds a denial 
by the FISC of a FISA application, the United States may file a petition for certiorari 
to the United States Supreme Court. Since consideration of applications for FISA 
orders is ex parte, there is no provision in FISA for an appeal to the United States 
Supreme Court from a decision of the Court of Review by anyone other than the 
United States. Nevertheless, on February 18, 2003, a petition for leave to intervene 
and a petition for writ of certiorari to the U.S. Foreign Intelligence Surveillance Court 
of Review was filed in this case in the U.S. Supreme Court by the American Civil 
Liberties Union, National Association of Criminal Defense Lawyers, American- Arab 
Anti-Discrimination Committee, and the Arab Community Center for Economic and 
Social Services. On March 14, 2003, the Bar Association of San Francisco filed a 
motion to file an amicus curiae brief in support of the motion to intervene and petition 
for certiorari. On March 24, 2003, the Supreme Court denied the motion for leave to 
intervene in order to file a petition for a writ of certiorari and denied the motion for 
leave to file an amicus curiae brief 

Conclusion 

The Foreign Intelligence Surveillance Act, as amended, provides a statutory 
stmcture to be followed where electronic surveillance, 50 U.S.C. § 1801 et seq., 
physical searches, 50 U.S.C. § 1821 etseq., or pen registers or trap and trace devices, 
50 U.S.C. § 1841 et seq., for foreign intelligence gathering purposes are 
contemplated. In addition, it provides a statutory mechanism for the FBI to seek 
production of “any tangible things” for an inve stigation seeking foreign intelligence 
information not involving a U.S. person or to protect against international terrorism 
or clandestine intelligence with respect to any person under the new version of 50 

U.S.C. § 1861 . FISA creates enhanced procedural protections where a United States 
person is involved, while setting somewhat less stringent standards where the 
surveillance involves foreign powers or agents of foreign powers. With its detailed 
statutory structure, it appears intended to protect personal liberties safeguarded by the 


^"Id. 
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American Civil Liberties Union v. United States, Docket No. 02M69, 538 U.S. 

(March 24, 2003). The disposition of the case appears on the Supreme Court’s Order List 
for that date. It is interesting to note that both the Petition for Leave to Intervene and 
Petition for a Writ of Certiorari filed by the American Civil Liberties Union, et al., and the 
motion to file an amicus cunae brief of the Bar Association of San Francisco were filed 
under the name In re; Sealed Case of the Foreign Intelligence Surveillance Court of Review 
No. 02-001. 
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First and Fourth Amendments while providing a means to ensure national security 
interests. 

The USA PATRIOT Act, P.L. 107-56, increased the number of FISC judges 
from 7 to 11, while expanding the availability of FISA electronic surveillance, 
physical searches and pen registers and trap and trace devices. For example, under 
P.L. 107-56, an application for a court order permitting electronic surveillance or a 
physical search under FISA is now permissible where “a significant” purpose of the 
surveillance or physical search, rather than “the” purpose or, as interpreted by some 
courts, the primary purpose of the surveillance is to gather foreign intelligence 
information. While the previous language withstood constitutional challenge, the 
Supreme Court has not yet determined the constitutional sufficiency of the change in 
the FISA procedures under the Fourth Amendment. 

The USA PATRIOT Act also amended FISA to allow court orders permitting 
so-called multipoint or “roving” electronic surveillance, where the orders do not 
require particularity with respect to the identification of the instrument, place, or 
facility to be intercepted, upon a finding by the court that the actions of the target of 
the surveillance are likely to thwart such identification. P.L. 107-108 further 
clarified this authority. 

Under the act, pen registers and trap and trace devices may now be authorized 
for e-mails as well as telephone conversations. In addition, the act expanded the 
previous FBI access to business records, permitting court ordered access in 
connection with a foreign intelligence or international terrorism investigation not just 
to business records held by common carriers, public accommodation facilities, 
physical storage facilities, and vehicle rental facilities, but to any tangible things. 

While expanding the authorities available for foreign intelligence investigations, 
FISA, as amended by the USA PATRIOT Act and the Intelligence Authorization Act 
for FY2002, also contains broader protections for those who may be the target of the 
various investigative techniques involved. For example, whether the circumstances 
involve electronic surveillance, physical searches, pen registers or trap and trace 
devices or access to business records and other tangible items, FISA, as amended by 
the USA PATRIOT Act, does not permit the court to grant orders based solely upon 
a United States person’s exercise of First Amendment rights.^'”* 

In addition, P.L. 107-56 created a new private right of action for persons 
aggrieved by inappropriate disclosure or use of information gleaned or derived from 
electronic surveillance, physical searches or the use of pen registers or trap and trace 
devices. These claims can be brought against the United States for certain willful 
violations by government personnel. 

Finally, the inclusion of a sunset provision for the FISA changes made in the 
U S A PATWOT Act, with the exception of the increase in the number of FISC judges, 


e.g.,50U.S.C. §§ 1805(a)(3)(A), 1824(a)(3)(A), 1842(a)(1), 1843(b), 186 1(a)(1), and 
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provides an opportunity for the new authorities to be utilized and considered, and an 
opportunity for the Congress to revisit them in light of that experience.^ 

Sections 898 and 899 of the Homeland Security Act of 2002, P.L. 107-296, 
amended FISA, 50 U.S.C. §§1806(k)(l) and 1825(k)(l) respectively, to permit 
federal officers conducting electronic surveillance or physical searches to acquire 
foreign intelligence information under FISA to consult with federal law enforcement 
officers “or law enforcement personnel of a state or political subdivision of a State 
(including the chief executive officer of that State or political subdivision who has the 
authority to appoint or direct the chief law enforcement officer of that State or 
political subdivision).” Such consultations are to coordinate efforts to investigate or 
protect against actual or potential attacks or other grave hostile acts of a foreign 
power or an agent of a foreign power; sabotage or international terrorism by a foreign 
power or an agent of a foreign power; or clandestine intelligence activities by an 
intelligence service or network of a foreign power or an agent of a foreign power. 
These sections also state that such consultations do not preclude the Assistant to the 
President for National Security Affairs or other designated executive branch officials 
from making the necessary certifications as part of the application process for a FISA 
court order under 50 U.S.C. §§ 1804(a)(7) or 1823(a)(7), nor are these consultations 
to preclude entry of an order under 50 U.S.C. §§ 1805 or 1824.^"^ 


Section 1503 of S. 22,108* Congress, as introduced, would amend Section 224(a) of the 
USA PATRIOT Act, P.L. 107-56, to insert “before the period the following: ‘and any 
provision of law amended or modified by this title and the amendments made under this title 
(except for the sections excepted) shall take effect January 1, 2006, as in effect on the day 
before the effective date of this act.’” The effect of this language would be to eliminate the 
sunset provision for the FISA provisions from P.L. 107-56, as amended, and all other 
provisions subj ect to the Section 224(a) sunset provision. The sunset provision as originally 
enacted by P.L. 107-56 by its terms applies to all but a specific list of designated provisions 
and takes effect on December 3 1 , 2005. 

Section 897 of the Homeland Security Act of 2002, which dealt with “Foreign 
Intelligence Information,” amended Section 203 (d)( 1 ) of the US A PATRIOT Act to provide 
authority, consistent with the responsibility of the DCl to protect intelligence sources and 
methods and that of the Attorney General to protect sensitive law enforcement information, 

for information revealing a threat of an actual or potential attack or other grave 
hostile acts of a foreign power or an agent of a foreign power, domestic or 
international sabotage, domestic or international terrorism, or clandestine 
intelligence gathering activities by an intelligence service or network of an 
foreign power or by an agent of a foreign power, within the United States or 
elsewhere, obtained as part of a criminal investigation to be disclosed to any 
appropriate Federal, State, local, or foreign government official for the purpose 
of preventing or responding to such a threat. Any official who receives 
information pursuant to this provision may use that information only as necessary 
in the conduct of that person’s official duties subject to any limitations on the 
unauthorized disclosure of such information, and any State, local, or foreign 
official who receives information pursuant to this provision may use that 
information only consistent with such guidelines as the Attorney General and the 
Director of Central Intelligence shall jointly issue. 


(continued...) 
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Because historically the decisions of the FISC have not been made public, and 
because the opinion of the U.S. Foreign Intelligence Surveillance Court of Review 
discussed in this report was the first decision ever made by that court, the recent 
decisions of the FISC and the Court of Review provided a unique opportunity to 
observe the decision-making processes and differing perspectives of the two courts 
created by FISA. 

The FISC’s decision was set against a backdrop of a significant number of 
instances in which the Department of Justice had failed to maintain a “wall” between 
foreign intelligence gathering and criminal investigations. All seven of the then 
sitting members of the FISC concurred in the May 1 7* order of the court, written by 
the then presiding judge of the court. The FISC, in its May 17* opinion and order, 
treated the Attorney General’s proposed 2002 “Intelligence Sharing Procedures for 
Foreign Intelligence and Foreign Counterintelligence Investigations Conducted by the 
FBI” as minimization procedures, and approved them as modified. The modifications 
made by the Court permitted the FBI, the Criminal Division, and OIPR to consult 
with one another “to coordinate their efforts to investigate or protect against foreign 
attack or other grave hostile acts, sabotage, international terrorism, or clandestine 
intelligence activities by foreign powers or their agents.” In so doing, the FISC 
permitted such cooperation and coordination to address, among other things, the 
exchange of information already acquired, identification of categories of information 
needed and being sought, prevention of either foreign intelligence gathering or 
criminal law enforcement investigation or interest from obstructing or hindering the 
other; compromise of either investigation, jmd long terra objectives and overall 
strategy of both investigations to insure that overlapping intelligence and criminal 
interests of the United States are both achieved.^'’ While permitting direct 
consultation and coordination between components, the FISC required that OIPR be 
invited to all consultations and, if OIPR was unable to attend, the modified 
procedures required that OIPR be “forthwith” informed in writing of the substance 
of the meeting so that the FISC could be notified promptly.^'^ In addition, under the 
procedures as modified by the FISC, law enforcement officials were prohibited fi*om 
making recommendations to intelligence officials regarding the initiation, operation, 
continuation or expansion of FISA searches or surveillances. Nor could law 
enforcement officials direct or control the use of FIS A procedures to enhance criminal 
prosecution. The FBI and the Criminal Division were given the responsibility to 
ensure that this did not occur, and were also required to make certain that advice 
intended to preserve the criminal prosecution option did not inadvertently result in the 
Criminal Division directing or controlling the investigation using FISA tools to 


(...continued) 

In light of the Court of Review’s interpretation of “foreign intelligence information” under 
FISA as including investigations of what the Court of Review termed “foreign intelligence 
crimes,” it is not clear whether this section might be interpreted as applicable to sharing of 
information gleaned from FISA surveillances, searches, pen registers, trap and trace devices, 
or business record requests, particularly where criminal prosecution is a goal of the 
investigation. 

FISC op., 218 F. Supp. 2d at 626. 

Id. 
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further law enforcement objectives.^'® In addition, the FISC adopted a new Rule 11, 
dealing with criminal investigations in FISA cases to monitor compliance with its 
May 17, 2002 order. This rule required all FISA applications to include informative 
descriptions of ongoing criminal investigations of FISA targets, as well as the 
substance of consultations between the FBI and criminal prosecutors at the 
Department of Justice or a U.S. Attorney’s office. 

In its November 18, 2002 opinion, the Court of Review took a starkly different 
view of the Attorney General’s proposed procedures and firmly rejected the FISC 
analysis and conclusions. The issue came before the Court of Review as an appeal 
of two FISC orders, one granting an application to authorize electronic surveillance 
of an agent of a foreign power subject to restrictions stemming from the FISC May 
17''’ opinion and order and the other renewing the authorization for electronic 
surveillance subject to the same conditions. 

The Court of Review held that the FISC 's interpretation of the augmented 1 995 
procedures and the proposed 2002 procedures as minimization procedures under 50 
U.S.C. § 1801(h) was in error. The Court; of Review found that the FISC had 
misconstmed 50 U.S.C. §§ 1801(h) and 1805 and may have overstepped its 
constitutional authority by asserting authority to govern the internal organization and 
investigative procedures of the Justice Department. 

It foimd that FISA, as originally enacted, did not create a dichotomy between 
foreign intelligence information gathering and law enforcement investigations, nor 
did it require maintenance of a “wall” between such investigations. While FISA as 
enacted in 1978 required that a national security official certify that “the purpose” of 
the investigation was to gather foreign intelligence information, the court regarded 
the definition of “foreign intelligence information” as including evidence of criminal 
wrongdoing where a U.S. person is the target of the FISA investigation. In light of 
the fact that the definition of “agent of a foreign power” applicable to U.S. persons 
involved criminal conduct, or, in the context of clandestine intelligence operations, 
the possibility of criminal conduct, the court distinguished “foreign intelligence 
crimes” from “ordinary crimes.” In foreign intelligence crimes, intelligence gathering 
and criminal investigations may become intertwined. 

The Court of Review reviewed past count decisions requiring that, in seeking a 
FISA order authorizing electronic surveillance, the government must demonstrate that 
the “primaiy purpose” of the surveillance was to gather foreign intelligence 
information and not to further law enforcement purposes. Rejecting the “primary 
purpose test” as applied by the FISC and the courts of appeals of several circuits, the 
Court of Review did not find it to be compelled by the statutory language of FISA as 
enacted or by the Fourth Amendment. 

The Court of Review also held the FISC to have been in error in its “refusal . . 

. to consider the legal significance of the Patriot Act’s cracial amendments . ...” In 
particular, the court focused upon the change of the required certification by the 
national secxirity offieial from a certification that “the purpose” of the surveillance 





CRS-87 

was to obtain foreign intelligence information to a certification that “a significant 
purpose” of the surveillance was to obtain foreign intelligence information in 50 
U.S.C. § 1804(a)(7)(B); and the enactment of 50 U.S.C. § 1806(k), authorizing 
consultation and coordination by federal officers engaged in electronic surveillance 
to acquire foreign intelligence information with federal law enforcement officers. 

Finding that the “significant purpose” amendment recognized the existence of 
a dichotomy between intelligence gathering smd law enforcement purposes, the Court 
of Review concluded that this test was satisfied if the government had “a measurable 
foreign intelligence purpose, other than just criminal prosecution of even foreign 
intelligence crimes.”^® While the gathering of foreign intelligence information for 
the sole objective of criminal prosecution would be precluded by the “significant 
purpose” language, if “the government entertains a realistic option of dealing with the 
agent [of a foreign power] other than through criminal prosecution,” the court found 
the “significant purpose” test satisfied.^^* Although the court was of the view that, 
prior to passage of the USA PATRIOT Act, the FISC may well not have had authority 
under 50 U.S.C. § 1 805(a)(5) to inquire into anything other than the issue of “whether 
the information sought was a type of foreign intelligence information, in light of the 
significant purpose amendment of section 1 804” the Court of Review concluded that 
“it seems section 1805 must be interpreted as giving the FISA court the authority to 
review the government’s purpose in seeking the information.”^^^ The court held that 
the government’s purpose under 50 U.S.C. § 1804(a)(7)(B) was “to be judged by the 
national security official’s articulation and not by a FISA court inquiiy into the 

origins of an investigation nor an examination of the personnel involved [I]f the 

FISA court has reason to doubt that the government has any real non-prosecutorial 
purpose in seeking foreign intelligence information it can demand further inquiry into 
the certifying officer’s purpose-or perhaps even the Attorney General’s or Deputy 
Attorney General’s reasons for approval.”^^^ 

The Court of Review also considered whether FISA, as amended, passed 
constitutional muster under the Fourth Amendment. It deemed the procedures and 
government showings required under FISA to come close to the minimum 
requirements for a warrant under the Fourth Amendment, if not meeting such 
requirements. Assuming arguendo that a FISA order was not a warrant for Fourth 
Amendment purposes, the Court of Review found FISA constitutional because the 
surveillances authorized thereunder were reasonable. 


'“W. at 735. 
Mat 736. 
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From: 


(OGC)(FBI) 


b6 
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To: 

(CTD) (FBI) 



/crDi\.l 

(OGC) (FBI) 

CGC) (FBI) 

(OGC) (FBI) 



Subject: Follow-up Re Director's Senate Testimony 


SENSITi 



UT UNCLA SSIFIED 


NON.REOQRD 


DATE: 12-13-2005 ALL INFORMATION CONTAINED 

CLASSIFIED BY 65 17 9ditih/ baw OS-cv-0845 HEREIN IS UNCLASSIFIED EXCEPT 
REASON: 1.4 (C) WHERE SHOWN OTHERWISE 

DECLASSIFY ON: 12-13-2030 


Here's some additional guidance beyond that which OCA offered (below). 

Some examples of PATRIOT Act success that may prove helpful: 

- Sharing grand jury, Title III, and criminal investigative information. [Sec. 203 was 
intended to eliminate barriers to timely sharing of information between criminal investigators 
and other entities (e.g., the 1C, ICE, DoD, etc.) involved in the protection of national security. It 
gave the FBI full discretion to share criminal investigative information, regardless of its source, 
whenever it involves foreign intelligence information.] 

- "Roving" FISA ELSUR authority. [ Sec. 206 was intended to counter a FISA target's 
attempts to use tradecraft to defeat ELSUR 


voiding the 


- Changes in FIS A PRATT 
previously reauired-i.ej 


Ivo 

is 




'' i cTO i c o '' "T '' d ' OTi r iu cum rio t n 'g vv '" 3 'c uDi ' TO ' <a i y 


oritv. fSec. 21 4 eliminated one of the showings that was 


] Now, the focus is simply on relevance to an 


b2 

b7E 


investigation.] 


b2 

b7E 


- Changes in FISA business records authority. [Sec. 215 assists the FBI in compelling 
production of business records. Previously, the FBI encountered situations in which holders of 
relevant records refused to produce them absent a subpoena or other compelling authority. 
Now, the FBI can seek a FISA court order for any such materials. Furthermore, the categories 
of things now attainable are much broader|_ 


- Also, if your folks happen upon any instances in which library records were obtained, 
that information would likewise be helpful. 

Again, sincere thanks to you and your folks for all your help. 


10/25/2005 
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Request ITOS I help regarding the Director's testimony before the Senate Judiciary Committee 
on 5 April regarding the USA PATRIOT Act. (I stopped by your office this morning to discuss 
this. Sorry I missed you. I'll try again later.) 


OCA is drafting the testimony. They've asked for our help in compiling operational examples 
of USA PATRIOT Act successes. Specifically, here's the guidance OCA provided: 



OCA needs a draft of the testimony by Tuesday, 22 March. Given that deadline and all that 
needs to be accomplished in the interim, would it be possibie to obtain the ITOS I response 
by Friday afternoon, 18 March? (Let me emphasize that we're not looking for every 
exampie--just an informai compiiation of good exampies that wouid assist the Director in 
driving home the Act's importance. And, as stated above, it's not important to be detailed or 
technical.) 


Sincere thanks! 
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Here's how I recommend revising your attached: 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEFT 
WHERE SHOWN QTHERWl BE 


m not so sure we should offer this case as an example. As I 
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Thanks again! 


From] CTD) (FBI) 

Se nt: Friday, March 18. 2005 9:58 AM 
To l t OGC)(FBI) 

Subjed:: Take a look 
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RECORD B6F-HQ-A1 41 9826-2 


Here is the example I wrote for Section 214. 
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Here is a bullet for th j | j iyision: 


(U) In September 2004, a reliable source adyised FBI that a subject of a Full Inyestigation had identified certain 
landmarks he/she wanted to attack. In addition to FISA ELSUR authority, FBI requested and receiyed approyal for 

mobile (roying) audio sur yeillance. While FBI ' — .. . 

utilize "roying" surveillanci ^ 


receiyed "roying" authority, technical issues did not allow FBI to 
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Could you get ooe raitonal examples for | [ jr this project which we are doing for Congressional Affairs. 
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]■ attached is some info that might assist in drafting testimony. 



After you've had a chance to review, please give me a call and we can chat. 


Special Counsel 

Office of Congressional Affairs 


b2 

b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNC LA SSIFIE D 


UNCLASSIFIED 


10/25/2005 




Message 


Page 1 of 1 





RMD) (FBI) 

From: 


;OGC)(FBI) 


Sent; 

To: 


Wednesday. March 23. 2005 1 1 :39 AM 
(OGC) (FBI) 


b6 

b7C 


Subject: FW: ITOS I PATRIOT ACT RESPONSES 


SENSITI VE BUT UNCLASS IFIED 
NON-RECORD 


— OmioaLMessagp- 

From 




ientiTu 

o 

)c 

iubject: 


3 


Se 
To 
C 

Subject: UOS I PATRIOT ACT RESPONSES 


jCTD)(FBI) 
I05 5:32 PM 
OGC)(FBI); 


b6 

b7C 


CTD) (FBI) 


rCTD) (FBI) 


SENSITIVE BU T UNCLASSIFIED 
NON-RECORD 


Attached is the combined response from ITOS I of Patriot Act Successes. 
Thanks, 
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Can you look at the below e- mail? If you have already pulled some of this together, would you mind sending 
.r ^ asked us to get this him, so he can forward to 


what you have to myself and SSA 
the Director. 


Thank You, 
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Director Mueller has asked EAD Bald to give him examples of where the PATRIOT Act was used, and 
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its ability to make a difference in a case. One example mentioned was th d T he 

Director would like to highlight the provision of the Act that these examples pertain too. EAD Bald wants 
this by noon on 3/24/05, so CTD Executive Staff requests the answers by COB on 3/23/2005. || 


Please send your sections responses, positive or negative, to SSA| 
coordinating this for EAD Bald. 


h/vho will be 


Thank you in advance. 
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SENSITIVE BUT UNCLASSIFIED 


;ALL INFORMATION CONTAINED 

|herein is unclassified 

!dATE 12-12-2005 BY 65179DMH/baw 05-CV-0845 


10/25/2005 




Message 


Page 1 of 1 



(RMD) (FBI) 

From: 

fCTD) (FBI) 

b6 


Sent: 

Tuesday. March 22. 2005 2:14 PM 

b7C 


To: 


□GCHFBn 


Cc: 


(CTD) (FBI) 


:;td) (FBI) 

Subject: Patriot Act issues for Conus 2 



SECRET7/ 

'^COIj.NOFORN 






RECORD ad 



BECLASaiEIED DY 6517Pdmh/baw 05 cv 0845 
ioN 12-12-2005 


10/25/2005 




Message 


SE(^r 


Page 1 of 2 


RMD) (FBI) 


From: 




tCTD) (FBI) 


Sent: Monday, March 21, 2005 1 2:53 PM 

To: 


Cc: 


pTD) (FBI) 
(OGC)(FBI) 


b6 

b7C 


Subject: RE: Bullets for Director's Senate Testimony 

SENSITIVE-BUT^CLASSIFIED 

NON-RECORD^ 


DATE: 12-12-2005 

CLASSIFIED BY 65 17 9drri,h/ baw 05-CV-0845 
REASON: 1.4 (C, D) 

DECLASSIFY ON: 12-12-2030 


Thanks 


is handling that, I'm not doing anything about the Patriot Act tasking. 


CTD/ITOS-1 


b2 

b6 

b7C 


ALT, TMFORMA.TTnH HOMTATNRD 
HEREIM IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Froml'"*"^' Moccano- 

Sen 


iCTD) (FBI) 


Sent: Friday. March 18. 2Q05 7:18 PM 

[CT D) (FBI) 


lOGQ(FBI) 


Subject: FW: Bullets for Director's Senate Testimony 

SiNSlII^W^^NOLASSIHED 
Ni)N-REC 



Patriot Act tasking 


unit unier 
CTD/ITOS 1 /Conus IV 



b2 

b6 

b7C 


O riginal Messaae- 

From:^ 


CTD) (FBI) 


Sent! Friday, March 18, 2005 11:01 AM 


Subject: Bullets for Director's Senate Testimony 



il) 

CTD) (FBI) 
UD) (FBI); 


(CTD) (FBI); 



(CTD) 











SENSITIVE BUT UNCLASSIFIED 


SE^T 


10/25/2005 








Message 


Page 1 of 4 




(RM[ 

)) (FBI) 

From: 


DGC)(FBI) 


Sent: 

To: 

Cc: 


Thursday, March 17, 20 05 9:58 AM 
(OGCI (FBir 


(OGC)(FBI)r 


“jDG'qiFBir 


(OGC) (FBI) 


pGC) (FBI) 


Subject: RE: Draft Testimony re Patriot Act 


b6 


b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 12 - 12-2005 BY 65 17 9 dmh/ baw 05 -CV -0845 

I've received the attached, and I'll be glad to assist. 

I plan to contact our ITOS I folks ASAP. In the meantime, if there are any documents or other 
e-mails that weren't included in the e-mails forwarded to me, please pass them along. 

Thanks. 


UNCLASSIFIED 

N ON-RECOR D 


b2 

b6 

b7C 


— OriflinaLMfissaoei 

From: 


(OGC) (FBI) 
Se nt; Thursday, March 17, 2005 9: 26 AM 
To| ](OGC) (FBI)| 


DILLINGHAM, WAYNE E (OGC)(FBI 
Subject: RE: Draft Testimony re Patriot Act 


(OGC) (FBI); 


(OGC) (FBI); 


UNCLASSIFIID 

NONrBiCOBD 


CTLU I will aladiv ^ ssist. I will havel 
for you. 


reach out to ITOS I and see what we can drum up 


b6 

b7C 


— O riginal Message — 

From J b GQ (FBI) 

S ent: Thursday. March 17. 2005 7: 30 AM 

To|_. — ■ (fbI)^ 

(FW)| PGC) (m)— 


Subject: RE: Draft Testimony re Patriot Act 


(OGC) (FBI); 


OGC) 


UNCLASSIHED 

NON-RECORD 


Here is the e-mail whicli 


is responding to 


b6 

b7C 


10/25/2005 





Message 


Page 2 of 4 


Do we have PAtriot Act successes. 


b6 

b7C 


— O riginal Messaae- 

From 
Ser ' 

TO 
Cc: 


nt; Wednesday. lyiarCTLn 
(FBb ^ 

Subject: RE; Two things 


■5t3o 


OCA) (FBI) 

05 2:49 PM 
GC) (FBI) 

iC) (FBI); THOMAS, JULIE F. (OGC) (FBI); Caproni, Valerie E. 


(OGC) 


UNCLASSIFIED 

NO N-RECORD 


I it sounds like you've got the ticket to start drafting testimony for the Director to use for the 
Senate Judiciary Committee Patriot Act hearing scheduled for 4/5/2005. See attached e-mail to GC 
Caproni with relevant dates - OCA needs to see a draft of the testimony by Tues, 3/22. 


b5 


Give me a call to discuss. Thanks, 


National Security Law Policy and Training Unit 
FRT RO Rnnm 7Q7»; 



Unclassiried 

1 FaxI 

Secure Fax: 




b2 

b6 

b7C 


OdnioaLMacfiaan- 

From| 

Sei 
To 

(OGC) (FBI)| 




rOGC) (FBI) 


lOGCJ fFBD 

16 AM 

[OGC) (FBI) 



JGLj (FBI) 

1 



UNCLASSIFIED 

NON-RECORD 


Could you get operaitonal examples for 

P.nnnraecinnal Affairs. 


D 


or this project which we are doing for 


National Security Law Policy and Training Unit 


10/25/2005 


I 





Message 


Page 3 of 4 


FBI HO Room 7975 



b2 

b6 

bVC 


b2 

b6 

b7C 


OriniDaLMessaae= 

From 


rOGC) (FBI) 


Sent: Wednesday. March 16^ 2005 3:39 PM 


SAjifr; 


(OCA) (FBI) 


SubjcK±: RE: Draft Testimony re Patriot Act 

UNCLASSIFIED 

NON-RECORD 


If you need operational examples please get them througl 


National Security Law Policy and Training Unit 
FBI HQ Room 7975 

I I 


Unclassifie d Faxf 
Secure Fax: 


From 


IdCA) (FBI) 


Se nt: Wednesday, March 16, 2005 3:36 PM 
T d ' \(OGO (FBI) 

CJ f OGC) (FBI); Caproni, Valerie E. (OGC) (FBI) 


pCA) (FBI); THOMAS, JULIE F. (OGC) (FBI) 
Subject: Draft Testimony re Patriot Act 

UNCLASSJFLED 

NON-RECORD 


b6 b7C 




attached is some info that might assist in drafting testimony. 


After you've had a chance to review, please give me a call and we can chat. 


b6 

b7C 


10/25/2005 






Message 


Page 4 of 4 


Special Counsel 

Office of Congress ional Affairs 

b2 


UNCLASSIFiED 


UNCLASSIFilD 


UNCLASSIFIE D 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


10/25/2005 




Message 


Page 1 of 3 


(RMD) (FBI) 


From: 


OGC) (FBI) 

b6 

b7C 

Sent: 

Thursday, March 17, 2005 9:26 AM 


To: 

fOGCI fFBh 

(OGC) (FBI) 


rn(OGC) (FBI)I 


|(ooc|\rpij — 


Subject: RE: Draft Testimony re Patriot Act 

Follow Up Flag: Follow up 
Flag Status: Flagged 


UmASSIFIED 

NQNrBECOBD 


Al.t TNPORMATTON CONTATNED 
HEREIN IS UNCLASSIFIED 

DATE 12-12-2005 BY 65179dmh/baw 05-CV-0845 


r.TI 1 1 1 will gladly assist. I will havd 


reach out to ITOS I and see what we can drum up for you. 


Original Messaoe- 


b6 

b7C 


JOGC) (FBI) 


C 


From 

Se nt: Thiimdav. March , 17, 2005 7: :^0 AM 

To:^ 


lOGC) (FBI) 
]0GC) (FBI) 




OGC) (FBI); 


OGC) (FBI); 


Subject: RE: Draft Testimony re Patriot Act 


b6 

b7C 


UNCLASSIFIED 

NON.RECORD 


I 1. 


Here is the e-mail whichj | is responding to 

Do we have PAtriot Act successes. 

ri rininal Mpccanp 

From i r OCAI (FBI) 

Se nt; Wednesday, March 16, 2005 2:49 PM 

To: 

Cc: 


(OGC) (FBI) 

t)GC) (FBI); THOMAS, JULIE F. (OGC) (FBI); Caproni, Valerie E. (OGC) (FBI) 


Subject: RE: Two things 


UNCLASSIFIED 

N ON-RECORD 

[ it sounds like you've got the ticket to start drafting testimony for the Director to use for the Senate 
Judiciary Committee Patriot Act hearing scheduled for 4/5/2005. See attached e-mail to GC Caproni with 
relevant dates - OCA needs to see a draft of the testimony by Tues, 3/22. 


10/25/2005 





Message 


Page 2 of 3 


Give me a call to discuss. Thanks, 


National Security Law Policy and Training Unit 
FBI HQ Room 7975 


Unclassifiec 

i Fax: 


b 2 Secure Fax: 




b6 


b7C 


— O riginal Message — 

Froml |(OGC) (FBI) 

Se nt: I Rur^dav: MafEhi y . 2005 7:26-^ 
To:| I (FBI); 


(FBll^ 


OGC) {t- 


OGC) (FBI] 


pGC) 


TTtr 


Subject: RE: Draft Testimony re Patriot Act 


UNCLA S SIFIED 

N ON - RECORD 


Could you get operaitonal examples foi [or this project which we are doing for Congressional 
Affairs 


National Security Law Policy and Training Unit 
FBI HO Room 7975 

r 1 

b2 

Unclassified Faxl 

b6 

Secure Fax: 

1 b7C 

— Original Message — 


From 

bGC) (FBI) 

Sent: Wednesday, March i 

l6, 2005 3:39 PM 


}CA) (FBI) 


Subject: RE: Draft Testimony re Patriot Act 


UNCLASSIFIED 

NON-RECORD 


b 2 If you need operational examples please get them through 

b6 

b7C 

National Security Law Policy and Training Unit 


FBI HQ Rnniri 7975 




Unclassified Fa?i 



10/25/2005 







UNCLASSIFIED 

UNCLASS IFIED 

UN CLASSIF I E D 

UN CLASSIFIE D 

U NCLASSI FIED 

10 / 25/2005 
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REFERENCE MATERIALS 

• USA PATRIOT Act (extract) 

• Homeland Security Act (extract) 
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• Rule 6 (e), Fed. R. Grim. P. (as amended) 

• Attorney General Guidelines 

• PowerPoint Presentation 
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HOW THE USA PATRIOT ACT HAS HELPED THE FBI 


I. Investigative Tools 

Obtaining Voice Mail and Other Stored Voice Communications 


Voice Mail - Under Section 2 09. law enforcement can now nbt^in all voice mail which is 

using the procedures set 


stored by a communications provider, 
forth in 18 U.S.C. §2703 (such as a se^ch warrantll 




b5 


J This tool will expire under the sunset provision. 


It should be noted that voice messages stored and in the possession of the user, such as 
communications stored on an answering machine, are not covered by the amended statute. 
See 18 U.S.C. § 2510; 18 U.S.C. § 2703. 


b2 
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Basic Subscriber Information - Under Section 210, the list of information which law 
enforcement can obtain with a subpoena was expanded to include records of session times and 
durations, any temporarily assigned network address, and the means and source of payment that a 
customer uses to pay for his/her account with a communications provider. 18 U.S.C. § 2703(c). 


Nationwide Search Warrants for E-mail - Section 220 enables courts with jurisdiction 
over an investigation to issue a search warrant with nationwide jurisdiction to co mpel the 

production of information held by a service provider Previously, the 

search warrant had to be issued by a court in the district where the service provider was located. 
This tool will also expire under the sunset provision. 18 U.S.C. § 2703. 


b2 

b7E 


Clarification of the Cable Act -In the past there were two statutory standards for privacy 
protection: one governing cable service (47 U.S.C. § 551, the “Cable Service Act”), and the other 
governing telephone and Internet privacy (18 U.S.C, § 2510, et seq. [wiretap statute], 18 U.S.C. 

§ 2101, et seq. [ECPA], 18 U.S.C. § 3121 et seq. [pen/trap statute]). This opened the door for 
cable companies which provide telephone and Internet services to argue that the ECPA, wiretap, 
and pen/trap statutes did not apply to them. Section 21 1 of the Patriot Act clarified this issue by 
stating that the ECPA, wiretap, and pen/trap statutes govern disclosures by cable companies that 
relate to the provision of communication services. See 47 U.S.C. § 551(c)(2)(D). 

Voluntary Disclosures - Section 212 of the Patriot Act now explicitly permits (but does 
not require) a service provider to disclose to law enforcement either content or non-content 
customer records in emergencies involving an immediate risk of death or serious physical injury 
to any person. This voluntary disclosure, however, does not create an affirmative obligation to 
review customer communications in search of such imminent dangers. The Act also allows a 
commxmications service provider to disclose non-content records to protect their rights and 
property. This will most often be used when the communications service provider itself is a 
victim of computer hacking. This provision will expire under the sunset provision. See 1 8 
U.S.C. § 2702(b) & (c)(3); 18 U.S.C. § 2703(c)(2)(F). 




Electronic Surveillance 


Expanded Predicates for Title III - The predicate offenses for Title III were expanded to 
include crimes relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C. §§ 2332, 
2332a, 2332b, 2332d, 2339A, and 2339B), and felony violations of computer fraud and abuse (18 
U.S.C. § 1030). These also are set to expire under the sunset provision. See 18 U.S.C. § 2516. 

Nationwide Effect of Pen/Trap Orders - The Act amends the pen/trap statute to give 
federal courts the authority to compel assistance from any provider of communication services 
in the United States whose assistance is appropriate to effectuate the order. See 18 U.S.C. 

§ 3 127(2). Moreover, the amendments to the law clarify that orders for the installation of pen 
register and trap and trace devices mav obtain p iv non-content information - i.e. | | 

I— used in the nrooessing anH tran cmitfinn r»f imr/^ 

and electronic communications 


For example, a federal prosecutor may now obtain an order to trace calls made to a 
telephone within the prosecutor’s local district. The order applies not only to the local carrier 
serving that line, but also to other providers (such as long-distance carriers and regional carriers 
in other parts of the country) through whom calls are placed to the target telephone. In some 
circumstances, however, investigators still have to serve the order on the first carrier in the chain 
and receive from that carrier information identifying the communication’s path to convey to the 
next carrier in the chain. The investigator then serves the same court order on the next carrier, 
including the additional relevant connection information learned from the first carrier; the second 
carrier then provides the connection information in its possession for the communication. The 
investigator must repeat this process until the order had been served on the originating carrier 
who was able to identify the source of the communication. 

When prosecutors apply for a pen/trap order using this procedure, they generally will not 
know the name of the second or subsequent providers in the chain of communication covered by 
the order. Thus, the application and order will not necessarily name these providers. The 
amendments to section 3123 therefore specify that, if a provider requests it, law enforcement 
must provide a “written or electronic certification” that the order applies to that provider. 

Intercepting Communications of Computer Trespassers - The wiretap statute was 
amended by Section 217 to explicitly provide victim s of computer attacks the ability to invite law 
enforcement into a protected computer to monitor the computer trespasser’s communications. In 
the past, the law was ambiguous on this point. Before monitoring can 

occur, however, four requirements must be met. First, consent from the ovwier or operator of the 
protected computer must be obtained. Second, law enforcement must be acting pursuant to an 
ongoing investigation. Both criminal and intelligence investigations qualify, but the authority to 
intercept ceases at the conclusion of the investigation. Third, law enforcement must have 
reasonable grounds to believe that the contents of the communication to be intercepted will be 
relevant to the ongoing investigation. And fourth, investigators must only intercept the 
communications sent or received by trespassers. Thus, this section would only apply where the 



configuration of the computer system allows the interception of communications to and from the 
trespasser, and not the interception of non-consenting users authorized to use the computer. 
Additionally, based on the definition of a “computer trespasser,” communications of users who 
have a contractual relationship with the computer owner may not be monitored, even if their use 
is in violation of their contract terms (i.e. spammers). This is set to expire under the sunset 
provision. See 18 U.S.C. § 1030(e)(2); 18 U.S.C. § 2510 (20) & (21); 18 U.S.C. § 2511(2)(i). 

Pen Register/Trap and Trace Reporting Requirement - Section 216 of the Act created a 
new reporting requirement whenever the government uses its own pen register or trap and trace 
equipment on a packet-switched data network of an electronic communications service to the 
public. While this provision was aimed at the use of the DCS- 1 000 (earlier versions were known 
as “Carnivore”), it will also apply to the use of other government owned equipment/software on a 
service provider’s network. This new requirement imposes a duty to maintain records relating to 
the use of this equipment and to file these records with the court which authorized the pen 
register or trap and trace. See 18 U.S.C. § 3123(a)(3). 

Search Warrants 


Delayed Notice for Search Warrants - The Act created a uniform statutory standard 
authorizing courts to delay the provision of required notice if the court finds “reasonable cause” 
to believe that providing immediate notification of the execution of the warrant may have an 
adverse result as defined by 18 U.S.C. § 2705 (including endangering the life or physical safety 
of an individual, flight from prosecution, evidence tampering, witness intimidation, or otherwise 
seriously jeopardizing an investigation or unduly delaying a trial). The Act provides for the 
giving of notice within a “reasonable period” of a warrant’s execution, which period can be 
further extended by a court for good cause. See 1 8 U.S.C. § 3103a. 

Single Jurisdiction Search Warrants for Terrorism - Under prior law, Rule 41(a) of the 
Federal Rules of Criminal Procedure required that a search warrant be obtained with a district for 
searches conducted with that district. The only exception was for cases in which property or a 
person within the district might leave the district prior to the execution of the warrant. The rule 
created unnecessary delays and burdens for the government in the investigation of terrorism 
activities and networks that spanned a number of districts. 

Section 219 resolves this problem by providing that, in domestic and international 
terrorism cases, a search warrant may be issued by a magistrate judge in any district in which 
activities related to terrorism have occurred for a search of property or persons located within or 
outside of the district. 


Miscellaneous Tools 
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Title: Emergency Disclosures under ECPA 

18U.S.C. §2702 
Reporting Requirement 


Synopsis: This EC advises receiving field offices of the reporting requirement under 18 U.S.C. 
Section 2702(b)(7) regarding any voluntary disclosures made by a service provider to the FBI 
under this emergency disclosure provision. Field offices must immediately report if they 
received any voluntary disclosures of content or records from service providers under this 
provision between January 24, 2003 and March 31, 2003. Negative reports are not required. 
Additional reports will be required at later dates. 

£nclosure(s): Sample report 

Details: The Electronic Communications Privacy Act (ECPA), codified in 18 U.S.C. § 2701, et. 
seq., provides privacy protection for electronic communications, such as e-mail, and associated 
records. It also outlines the compulsory process that law enforcement can use to obtain both the 
content of communications and records held bv an electronic communicatio ns service provider or 
a remote computing service ] I The USA Patriot Act 

created a voluntary disclosure provision which explicitly permits, but does not require, a service 
provider to disclose to law enforcement either content or non-content customer records in 
emergencies involving an immediate risk of death or serious physical injury to any person. 1 8 
U.S.C. § 2702(b)(7); 18 U.S.C. § 2702(c)(4). The Homeland Security Act modified this 
provision and created a reporting requirement for every disclosure made under this provision. 

This EC provides guidance on the reporting requirement and notifies the field of 
urgent deadlines in order to ensure full compliance with the statutory deadlines. Further 
guidance will be issued in the near future on the use of the provision. 
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I. DISCLOSURE TO TTIC OF CRIMINAL INFORMATION 
OBTAINED IN INTERNATIONAL TERRORISM (315) CASES 


A. Authorities and restrictions imposed bv process 

1. Federal Grand Jury (FGJ) Material may be disclosed to 
the Terrorist Threat Information Center (TTIC) , as a component of 
the Intelligence Community (IC) , pursuant to Section 203 (a) of 
the USA Patriot Act, which amended Rule 6(e), Federal Rules of 
Criminal Procedure; and, if it is "foreign intelligence," it must 
be disclosed to the Director of Central Intelligence (DCI) , 
pursuant to Section 905 of the Patriot Act., which amended 50 
U.S.C. § 102B. (U) 




(U) 


2. Title III Material may be disclosed to TTIC, as a 
component of the IC, pursuant to Section 203 (b) of the Patriot 
Act, which amended 18 U.S.C. § 2517 (6), which permits, but does 
not require, the disclosure of foreign intelligence, counter- 
intelligence, or foreign intelligence information (as defined in 
18 U.S.C. § 2510) to federal intelligence officials.' In 
addition, 50 U.S.C. § 102B requires disclosure of foreign 
intelligence to the DCI acquired during a criminal investigation 
(which would include foreign intelligence information acquired by 
a Title III intercept) . (U) 




* 
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3. Other Criminal Processes: The following processes- -by 

which evidence or other information is obtained in the course of 
a criminal investigation- -impose no statutory or regulatory 
restrictions or marking or notice requirements that would affect 
disclosure of the information to TTIC and the IC. Although 
there is no process-specific statutory authority to share this 
information, the general authority to share with the IC foreign 
intelligence, counter-intelligence, or foreign intelligence 
information obtained in a criminal investigation pursuant to 
Section 203 (d) of the USA Patriot Act and the requirement to 
share foreign intelligence with the DCI pursuant 50 U.S.C. § 102B 
would certainly apply to disclosure to TTIC of such information 
produced by these processes that falls within these cateqories 
(U) 


a- Pen Register and Trap and Trace Information 

obtained under the authority of 18 U.S.C. §§ 3121 through 3127. 
(Disclosure of FISA Pen Register and Trace and Trace Information 
is governed by 50 U.S.C. § 1845.) (U) 

Stored Electronic Communications obtained under the 
authority of 18 U.S.C. §§ 2701-2704. (U) 

Administra tive Subpoenas issued under the authority 
of 21 U.S.C. § 876 (for drug investigations) and 18 U.S.C. § 3486 
(for health care fraud and child sexual exploitation 
investigations) . (U) 


d. Search Warrants pursuant to Rule 41, Federal Rules 
of Criminal Procedure. (U) 






Markings : Pursuant to 50 U.S.C. § 1806(b), FISA information 

cannot be disclosed to TTIC for law enforcement purposes unless 
the disclosure is accompanied by a statement that such 
information, or any information derived therefrom, may only be 
used in a criminal proceeding with the advance authorization of 
the Attorney General . (U) 
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C. FISA pen register and trap and trace devices, 50 U.S.C. § 
1842, et sea. 

Information concerning a United States person may be used 
and disclosed by Federal officers only in accordance with Section 
1845. This section specifies that information acquired from a 
FISA pen register/trap and trace device may be disclosed to TTIC 
for lawful purposes. Any disclosure for law enforcement purposes 
must be accompanied by a statement that such information, or 
information derived therefrom, may not be used in a criminal 
proceeding without the advance authorization of the Attorney 
General. There are no process requirements or other limitations 
on dissemination. (U) 

D . National Security Letters 

1. The NSIG provide that information obtained from National 
Security Letters issued under 15 U.S.C. § § 1681u, 12 U.S.C. § 
3414, and 18 U.S.C. § 2709 may be disseminated in accordance with 
the general standards of the NSIG as set forth above in Section 
II. A. 1., subject to any limitations within each statute itself. 
There are no marking or process requirements. (U) 

a. Financial Records obtained pursuant to 12 U.S.C. § 
3414 may be disclosed to TTIC only as provided in the NSIG and 
only if such information is clearly relevant to the authorized 
responsibilities of the receiving agency. (U) 

b. Consximer information obtained pursuant to 15 U.S.C. 
§ 1681u may be disseminated to TTIC only if such dissemination is 
necessary for the approval or conduct of a foreign 
counterintelligence investigation. (U) 

c. Toll and transactional records obtained pursuant to 
18 U.S.C. § 2709 may be disclosed to TTIC only as provided in the 
NSIG and only if such information is clearly relevant to the 
authorized responsibilities of the receiving agency. (U) 







SI 



1 Page 


b2 

b6 

b7C 


From: 

To: 

Date: 

Subject: 

Spike, 


b7C 


SPIKE (MARION) BOWMAN 
Qim Mgr -in 9 000 5;53 PM 


(S) 


DATE: 12-10-2005 

CLASSIFIED BY 65 17 9DMH/ LP/' cpb 05-CV-0845 
REASON: 1.4 (c) 

DECLASSIFY ON; 12-10-2030 



While all who reviewed the me mo had similar thoughts the attached is significantly (if not almost entirely) 


based upon the work product ofl 
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thoughts/analysis on paper, (please make sure Larry knows of her contribution) 
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I'll be in tomorrow and expect this will be the topic du jour. j^g 

Sorry it took so long. ...things are busy down here. b7C 
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The Patriot Act, Section 212, amended 18 U.S.C. 2702 (b)(6)(C) to permit ISPs to 
disclose content or non-content based communications to law enforcement "if the provider 
reasonably believes that an emergency involving immediate danger of death or serious physical 
injury to any person requires disclosure of the information without delay." The disclosure is 
voluntary, and the provider has no, affirmative obligation to review customer communications to 
detect imminent dangers. 

Section 212 also amended 18 U.S.C. 2702 ( c)(3) to specifically allow for the disclosure 






of non-content customer records "as may be necessarily incident to the rendition of the service or 
to the protection of the rights or property of the provider of that service." Section ( c) (4) was 
added to allow the disclosure of non-content records to a "governmental entity, if the provider 
reasonably believes that an emergency involving immediate danger of death or serious physical 
injury to any person justifies disclosure of the information." ISPs already had the authority to 
disclose content-based communications "as may be necessarily incident to the rendition of the 
service or to the protection of the rights or propertj^ of the provider of that service." 1 8 U.S.C. 
2702 (b)(5). 
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Expanded Predicates for Title III- The predicate offenses for Title III were expanded to 
include crimes relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C. §§ 2332, 
2332a, 2332b, 2332d, 2339A, and 2339B), and felony violations of computer fraud and abuse 
(18 U.S.C. § 1030). These also are set to expire under the sunset provision. See 18 U.S.C. § 
2516. 


Nationwide Effect of Pen/Trap Orders - The Act amends the pen/trap statute to give 
federal courts the authority to compel assistance from any provider of communication services 
in the United States whose assistance is appropriate to effectuate the order. See 18 U.S.C. 


§ 3127(2). Moreover, the amendments to the 1 

aw clarify that orders for the installatinn nf npin 
py non-content information - | 

- used in the nrocessina and transmitting of wire 
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For example, a federal prosecutor may now obtain an order to trace calls made to a 
telephone within the prosecutor’s local district. The order applies not only to the local carrier 
serving that line, but also to other providers (such as long-distance carriers and regional carriers 
in other parts of the country) through whom calls are placed to the target telephone. In some 
circumstances, however, investigators still have to serve the order on the first carrier in the chain 
and receive from that carrier information identifying the communication’s path to convey to the 
next carrier in the chain. The investigator then serves the same court order on the next carrier, 
including the additional relevant connection information learned from the first carrier; the second 
carrier then provides the connection information in its possession for the communication. The 
investigator must repeat this process until the order had been served on the originating carrier 
who was able to identify the source of the communication. 

When prosecutors apply for a pen/trap order using this procedure, they generally will not 
know the name of the second or subsequent providers in the chain of communication covered by 
the order. Thus, the application and order will not necessarily name these providers. The 
amendments to section 3123 therefore specify that, if a provider requests it, law enforcement 
must provide a “written or electronic certification’’ that the order applies to that provider. 

Intercepting Communications of Computer Trespassers - The wiretap statute was 
amended by Section 217 to explicitly provide victims of computer attacks the ability to invite 
law enforcement into a protected computer to monitor the computer trespasser’s 
communications. In the past, the law was ambiguous on this point. Before monitoring can 
occur, however, four requirements must be met. First, consent from the owner or operator of the 
protected computer must be obtained. Second, law enforcement must be acting pursuant to an 
ongoing investigation. Both criminal and intelligence investigations qualify, but the authority to 
intercept ceases at the conclusion of the investigation. Third, law enforcement must have 
reasonable grounds to believe that the contents of the communication to be intercepted will be 
relevant to the ongoing investigation. And fourth, investigators must only intercept the 
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From: SIOC ADMIN 

To: All AO'S & OSM Employees Listing, All ASAC Employees Listing, ALL LEGAT 

GROUP, All SAC Employees Listing 
Date: 3/18/02 9:07PM 

Subject: Joint Intelligence Committee Inquiry 

Understandably, there have been many questions generated by the EC that was sent out Friday night 
(3/15/02). Hopefully this e-mail will provide additional clarification. 

When we asked for information responsive to the questions in referenced EC, it should only apply to 
information generated by or originated from your field office or Legat. If a field office received briefing 
material from HQ or another office which is 00, that information will be provided by HQ or that 00, 
respectively to the Congressional inquiry team. 

Regarding Title III and 6(e) Material: There should not be much "Title III" for the classifications requested 
as the vast majority will be FISA. The USA Patriot Act, signed by President Bush on October 26, 2001 , 
now allows the sharing of Title III and 6(e) Grand Jury material with the intelligence community, including 
those working intelligence investigations in the FBI. This law would permit the sharing of Title III and 6(e) 
material with HPSCI and SSCI. The Attorney General is drafting Guidelines on how to do this, however, 
they are not completed. In the interim, before Title III or 6(e) material is shared with anyone, including 
FBI employees, for intelligence purposes, the case agent in the field must go to his/her AUSA and explain 
why the information must be shared and with whom. The AUSA will then get an OK from the responsible 
Judge. Then, the information can be shared with those of us working the Task Force and with HPSCI and 
SSCI. 

Regarding FISA material, that information should have been translated, reviewed for pertenence and the 
results transcibed unto "logs." Those logs should have been serialized in a subfile of the main 
investigative file or other pertinent file. If that material has not been uploaded into ACS, then it must be 
captured in this process. 

I 

As far as source information (134, 137, 270) : At this stage, we are not pulling and shipping 
asset/informant'CW files. We will work under the premise that pertinent and responsive information for 
this inquiry will be contained in a substantive investigative file which will be captured in that manner. If 
any office is aware of information that is responsive to the contrary, please advise. 

On the list of classifications we provided, classification "283" did not exist until 10/1/93 so you won't have 
any cases under that file from 1/1/93 to 10/1/93. Disregard classification 163F. 

Anything which has been uploaded into ACS or has been scanned or entered into INTELPLUS does not 
need to be sent to be scanned at this time. If you are unsure about information not being in either of those 
two formats, then it should be sent to the designated location for scanning. 

Regarding the planned conference call with the Director, those details are still being worked out as he has 
been out of the country for the past week and a half. Details will be provided as soon as they are 
available. 

Many of the phone calls we are receiving touch on a variety of topics ranging from (1 ) the specifics on the 
committee's inquiry, to (2) the technical aspects of the scanning project, to (3) ACS and document 
uploading in general. In an attempt to provide you with better point of contact (POC) information, you can 
either call or e-mail the following individuals with questions, respectively: b2 



1 





b6 


b7C 

b2 

Additional e-mails will be forthcoming to address questions and provide additional clarification. Thanks 
much for your efforts on this matter. 






SECRET/DRAFi 


of non-content customer records "as may be necessariljMncident to the rendition of the service or 
to the protection of the rights or property of the provi^r of that service." Section ( c) (4) was 
added to allow the disclosure of non-content records/o a "governmental entity, if the provider 
reasonably believes that an emergency involving imipdiate danger of death or serious physical 
injury to any person justifies disclosure of the information." ISPs already had the authority to 
disclose content-based communications "as may be necessarily incident to the rendition of the 
service or to the protection of the rights or propepy of the provider of that service." 18 U.S.C, 
2702 (b)(5). / 
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:RMD) (FBI) 


From: 

Sent: 

To: 

Subfect: 


Importance: High 

UNCLASSIFIED 

NONrBfCQBB 

Did you work on this? 


fOGC) (FBI) 

Wednesday. February 23. 2005 1 1 ;41 AM bg 

|(OGC) (OGA) b7c 

FW; Request for Comments re: PATRIOT Act Sunsets Report 


Law Pohcy and Training Unit 
™ HQ Room 797S ® b2 

STU m. C I 

Unclassified P J I nj 

Secure f H | ' b7c 

O riginal Flessaae 

Fromj_ "IfOGG (FBI) 

Se nt: Wednesday, Febr uary 23, 2005 9:46 AM 
1°^— I^OCC) (FBI) 

patriot Act Sunsets Report 

-UNCLASSLFIIQ 

NQNtBECQBD 


ALL TNFOKMATTON CONTATNEn 

herein is unclassified 

DATE 12-09-2005 BY 65179DMH/BAW 05- 


I don't think so. But this is OBE anyway, because the deadline was yesterday. 


« . . . b7C 

— Message — 

FromC KOGC) (FBI) 

Werinfisrtav Fphniryy 23, 2005 8:36 AM 
_PGC) (FBI) 

Subject: FW: Request for Comments re: PATRIOT Act Sunsets Report 

U NCLASSIRgn 

non- r e cor d 

You commented right? 

Or iginal Message — 

Ftt>m: [ I (OGC) (FBI) be 

Monday, Fg)?rq^fy 21, 2005 2:51 PM 
H tO GC) (FBI) 

Sutj«cl.-Fvv:Kequestbr Comments re: PATRIOT Act Sunsets Report 


10 / 24/2005 
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Page 2 of 3' 


UNQUASSIPIEJ) 

N ON - RECORD 


Did 1 already forward this to you? Haven’t we already commented on this once? Julie 
— Original Message — 

From l I (OCA) (FBI) 

Se nt: Thursday. Februa ry 17, 2005 11:24 AM 




(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 


JOCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI) 


Subject: Request for Comments re: PATRIOT Act Sunsets Report 


b6 


UNCLASSIFIED 

NON-RECORD 

Lnd Julie: 


DOJ's Office of Legislative Affairs (OLA) sent the attached draft report on the 16 provisions of 
the USA PATRIOT Act subject to sunset at the end of this year. The report was requested by the Senate 
Judiciary Subcmte on Terrorism and is meant to: 

1 . explain how these sixteen sections changed the legal landscape; 

2. to survey and analyze the objections to these provisions lodged by opponents of the Act; and 

3. to summarize how these sections of the Act have been used by the Department to protect the American 
people. 

OLA has requested FBI comments on the report. 


It is a lengthy report, so please focus on those sections in which you have expertise or interest. Feel free 
to read and comment on the entire document, but note there is a short time frame for review and OLA will 
not be able to give extensions. 


I've copied Pat Kelley for his information and in the event he believes other OGC components should be 
asked to comment. 


Please send comments 
Thanks for your assistance. 

b2 

b6 

Office of Congt’essional Affairs b 7 ( 

. JEH Building Ro om 7252 




by 


9:00 am. Tuesday, 2/22/05. 


UNCLASSIFIED 


UNCL ASSIFIE D 


UNCLASSIFIED 


10/24/2005 
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Page 3 of 


UNJQLASSIF^D 


UNCLASSIFIFn 


10/24/2005 


From: 


Subject: FW: sunset 



_J (OGC) (OGA) 
r19, 2005 1:50 PM 
;OGC) (FBI) 


SENSITIVE BUT UN CLASSIFIED 
NON-RECORD 


— Original Message — 

From; THOMAS, JULIE F. (OGC) (FBI) 

Se nt: Wednesday, January 19, 2005 1:49 PM 
To ] I (O GC) (OGA) 

Cei l ] (OCA) (FBI) 

Subject: RE: sunset 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 12-09-2005 BY 65179DMH/BAW 05-CV-0845 


SiNSlTIVi JUT UNCyvSSlFlij)^ 
NON-RECORD 


Great. | | let me know if you need anything else from us. v/ulie be b7c 


Fronl tOGC) (OGA) 

Sent; Wednesday, January 19, 2005 1:46 PM 
T o: THOMAS, JULIE F. (OGC ) (FBI) be 

Cej \ (OCA) (FBI) 

Subject: sunset 

SlNSITIVEJiyTJMClASS® 

NON-RECORD 


I l and I just spoke and agreed that we would take out the sublist of USA Patriot Act provisions that will 
sunset and just refer to them generally! [will send DOJ our comments concerning the significant 

purpose standard in FISA. ' ' 


SE NSITIVE BUT UNCLASSIRED 


SENSITIV E BU T UNC L ASS I FIED 


SENSITIVE BUT UNCLASSIFIED 


10/24/2005 



Message 


lofi 


(RMD) (FBI) 


From: I l (OGC) (OGA) 

Sent: Wednesday, February 23, 2005 2:31 PM 

To: THOMAS, JULIE F. (OGC) (FBI] | 

Subject: FW: sunset 


)GC) (FBI) 


SiliSITIVE_BUT y NCLASSIFIED 
NON-RECOR D 


lie 


This was done a few weeks ago -- see below. 


— Original Message — 

From; THOMAS, JUUE F. (OGC) (FBI) 

senfa WfidQgsdaY. MHa.II, 19, 2005 1:49 PM 

To lO Ga (OGA) 

Cc tOCA) (FBI) 

Subject: RE; sunset 


AI,I, INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 12-09-2005 BY 65179DMH/BA1 05-CV-0B45 


SENSITIVE B UT U NCLASSIFIED 
NON-RECORD 

Great. | [ let me know if you need anything else from us. Julie 

— Original — , 

From l l oGO (OGA) 

Sent: Wednesday, January 19, 2005 1:46 PM 
To; THOMAS, JULIE F. (OGC) (FBI) 

Ccd lOCA) (FBI) 

_ J h7r 

Subjeci: sui isui 

SENSmVE^BUI UJ«lClASSlFiEI} 

Nm-BECOBD 


I ^nd I just spoke and agreed that we wou ld take out the sublist of USA Patriot Act provisions that will 
sunset and just refer to them generally will send DOJ our comments concerning the significant 
purpose standard in FISA. 


SENSITIVE BUT UNC LASSIFIED 


SEiiSIJLVE_BULUNCU\^^^^ 


10/24/2005 




Message 

SENSlTjyE BU T UNC LASgpiFf> 


Page 2 of 2 


10/24/2005 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



X. PATRIOT ACT 


A. Legal Changes Accomplished by the Act: 
• Information Sharing Increased 


DATE; 12-09-2005 

CLASSIFIED BY 65 17 9dmh/ bavj 05-CV-0845 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-Q9-2Q3Q 


• Substantive criminal offense provisions created and/or amended (RICO, Title m, 
Terrorist statutes) 

• Procedural criminal investigative technique provisions amended (Title HI, EPCA, Pen 
Register) 

• Amendments to FISA substantive and procedural law provisions (Elsur, Physical Search, 
Pen Register, Business Records, NSLs) 


B. Title in Intelligence Information-Sharing bv Criminal Investigators 


Section 203: Amends Title HI, 18 USC Section 2517 to add subsection (6), to permit 
disclosure of Title III information when the matter involves foreign intelligence or 
counterintelligence information "to any Federal law enforcement, intelligence, protective, 
immigration, national defense, or national security official . . , to assist the official who is to 
receive that information in the performance of his official duties." 


C. Grand Jury Intelligence- Information Sharing by Criminal Investigators 


Section 203: Amends Federal Rule of Criminal Procedures, Rule 6(e)(3)(C) to permit 
disclosure of Grand Jury information involving foreign intelligence or counterintelligence 
information "to any Federal law enforcement, intelligence, protective, immigration, national 
defense, or national security information in the performance of official duties." 

Requires Notice to the Court of the agencies to which information was disseminated. 

D. Intelligence Information-Sharing bv Criminal Investigators 

Section 905: Requires disclosure of foreign intelligence acquired in criminal 
investigations to Director of CIA (50 USC 105(B)) 

Guidelines for implementation issued by Attorney General in late September, 2002 


E. Catch-All Intelligence Information-Sharing By Criminal Investigators 




Section 203; Establishes that "notwithstanding any other law" it is lawful for criminal 
investigators to share foreign intelligence or counterintelligence information obtained in the 
course of a criminal investigation with any other Federal law enforcement, intelligence, 
protective, immigration, national defense, or national security official in the performance of 
official duties. 


Please note: INTELUGENCE INFORMATION-SHARING PROCEDURES 


Section 203; Procedur-al Changes 

FBI components intending to disseminate foreign intelligence information to the 
Intelligence Community, obtained through the use of criminal investigative techniques MUST: 1) 
Coordinate dissemination through substantive CD or CTD Units at FBIHQ and comply with 
other DOJ procedures once in place; 2) Comply with the provisions of the Third Agency Rule, 
if applicable. 

Roving FISA Authority 


(St 


Section 206; Allows the FISA Court during the issuance of a FISA ELSUR Order to 
issue a generic order to unspecified carrier where the Court finds that "actions of the 
target of the application may have the effect of thwarting the identification of a snecified 
person." This means when a target is otherwist 


Ihe Court can direct "other persons f 


(S) 


(S)' 


,(S 


No need to get another order - can serve same order on another new provider 


bl 


b2 


• Similar to roving Title III under 19 USC 2518 (11), (12) - in 2518 (12), for wire and ute 
electronic communications, as in roving FISA, need evidence that actions of target "could 
have effect of thwarting interception from a specified facility." 


Increased FISA Durations 


Section 207; Extends the standard duration for several categories of FISA Orders. 

• Increased duration of ELSUR and physical search orders on non-USP who are agents of a 
foreign power, limited to AFPs who are officers or employees of foreign power, or 
members of group engaged in international terrorism: 

• Initial period of authorization - 120 days (instead of 90) 

• Renewal for periods of one year 



• Increased duration of physical search orders on all other targets from 45 to 90 days. 

FISA Pen Register/Trap and Trace Authority Expanded 

Section 214: FISA Pen Registers & Trap and Trace Orders 

• Changes standard of FISA Pen Register/Trap and Trace court order 

• Pre-Patriot Act - standard was relevance plus specific and articulable facts that target was 
an agent of foreign power 


FISA Business Records Authority Expanded 

Section 215: Changes FISA standard to a simple showing of relevance (same standard as 
Pen Register/ NSLs) , and gives the FISC authority to compel production of "any tangible things, 
including books, records, papers, documents, and other items for an investigation to protect 
against international terrorism or clandestine intelligence activities, provided that such 
investigation as a USP is not conducted solely upon the basis of activities protected by the First 
Amendment. 

Pre-Patriot Act - could only get business records court order for records from common 
carriers, public accommodations, vehicle rentals, storage facilities - based on relevance and 
specific and articulable facts that records related to agent of foreign power. 

FISA NSL Authority Expanded 

NSLs are issued in FCI/TT investigations to obtain telephone, electronic communications 
records from telephone companies and ISPs, pursuant to ECPA, Financial Records from financial 
institutions, pursuant to Right to Financial Privacy Act (RFPA) and information from credit 
bureaus, pursuant to the Fair Credit Reporting Act (FCRA). 


Section 505: The Patriot Act changes the standard predication for the three acts above 



and all three types of NSLs to "relevant to an authorized investigation to protect against 
international terrorism, clandestine intelligence activities," provided investigation of USP not 
based solely on First Amendment activities and allows the Director to delegate signature 
authority to SAC level. 

Pre-Patriot Act standard - relevance and specific and articulable facts to believe agent of 
foreign power 

Information re: associates or individuals in contact with the subject could be targets on 

NSLs. 

FISA "Primary Purpose" change 

The Patriot Act clarifies the "primary purpose" issue in FISA. FISC previously 
interpreted meaning that foreign intelligence, as opposed to criminal prosecution, had to be 
primary purpose. 

Section 218 changes FISA to require a certification that foreign intelligence be "a 
significant purpose" of the authority sought. Section 504 amends FISA to allow that personnel 
involved in a FISA may consult with law enforcement to coordinate and protect against attacks, 
terrorism, sabotage, or clandestine intelligence activities, without putting the FISA at risk 


XI. INFORMATION SHARING 


A. Overview : 

Look to: FISA statute, Minimization Procedures, Attorney General Guidelines, 2001 

Patriot Act, Attorney General March 6, 2002 Procedures, FISA APPELLATE COURT OPINION 

DATED NOVEMBER 18. 2002 — FISC May 17, 2002 order, and NFIP Manual for 

information-sharing/dissemination guides 

• Special rules apply to FISA material and USP material so need to recognize when 
information is derived from FISA material, and/or when it concerns USPS 

• Also need to keep in mind when information derived from foreign sources or other 
federal agencies, so that their rules are followed in FBI dissemination of their material 
(ORCON) 

• Need to ensure that recipient follows FBI rules in its dissemination of FBI-derived 
material 

B. Minimization procedures - per FISA Section lOllh) 

• Specific procedures adopted by the Attorney General and approved by FISC 

• Designed in light of purpose and technique of the particular surveillance 

• To minimize acquisition and retention, and prohibit dissemination, of nonpublicly 
available information concerning unconsenting USP consistent with USG needs to obtain, 
produce and disseminate FT information 

• Per FTSA Section 101(h), procedures must require that nonpublicly available USP 
information which IS NOT FI, cannot be disseminated without USP consent unless 
identity is necessary to understand FI information or assess its importance 

• Per FISA Section 101(h), procedures must allow for dissemination to law enforcement 
authorities of evidence of crime that has been, is being, or is about to be committed 

C. Minimization procedures -PER FISA Section 101(e) 

• General rule - USP non-public FTSA information can be disseminated without USP 
consent if information is/reasonably appears to be FT information (section 101(e) (1) and 
(2) of FTSA) or evidence of crime 



SE^T 

• Relates to their authorized responsibilities 

• Is required by EO 10450 

• Is required by statute, EP, interagency agreement 

Section 2-50: Disseminate to foreign law enforcement, intelligence and security services 

when: 

• Information is relevant to functions of those agencies 

• Dissemination is consistent with U.S. national security interests 

• FBI takes into account effect of dissemination on USPS; dissemination of USP 
information from unconsented physical searches require Attorney General approval 

• If dissemination may significantly affect foreign relations, need to coordinate with State 
Department 

G. Patriot Act Information sharing provisions - Intelligence officials to Criminal officials 

• Patriot Act (November 2001) - attempt to fix "wall" - promote information sharing 

• Title n. Section 218 - FI as "significant purpose" replaces FI as "the purpose" of FISA 
("The purpose" language had been interpreted by FISC as "primary" purpose.) 

• Title V, Section 504 - federal officers miming FIS As to acquire FI can consult with 
federal LE officers to coordinate efforts to investigate or protect against attack, sabotage, 
IT, clandestine intelligence activities - without undermining "significant" purpose 
Removes fear that consulting with criminal prosecutors will negate FI "purpose" and 
prevent FISA. 

H. Patriot Act Information sharing provisions -Criminal officials to Intelligence officials H 

• Sharing of FI information from GJ or Title III wiretap with Intelligence officials 

• Title n, Section 203 amends Federal Rule of Criminal Procedures Rule 6(e), Title ID to 
allow sharing of Title IE and GJ information involving foreign intelligence or counter 
intelligence with other federal law enforcement, intelligence, protective, immigration, 
national defense, or national security official to the extent necessary to perform his duty. 



SECB^T 


• Requires Attorney General to develop procedures for sharing information when USPS 
involved - not yet promulgated 

• Section 203 adds that "notwithstanding any other law," it is lawful for criminal 
investigators to share FI information obtained in course of a criminal investigation with 
any other federal law enforcement, intelligence, protective, immigration, national defense, 
or national security official. 

I. Information Sharing with CIA 

• Section 905 - Law Enforcement must disclose FI acquired during course of criminal 
investigation to Director, CIA 

J. Can you use FI/FCl in a Criminal Case? 

• Yes, if it was obtained legally and you have authority to disseminate it. But must follow 
certain procedures established by the Attorney General and approved by FISC designed to 
assure that FI and FCI investigations are conducted lawfully and to promote effective 
coordination and performance of DOJ’s criminal and Cl functions 


K. March 6. 2002 Attorney General Intelligence Sharing Procedures for FI/FCI Investigations 
(Issued by Attorney General but later modified bv FISC and later modified by FISA 
APPELLATE COURT) - Removing Walls 

• Attorney General March 6, 2002 Intelligence Sharing Procedures - 

• Open file policy - DOJ Criminal Division, OIPR have access to FBI FWCI investigative 
information; AUSAs have access to IT investigative information; FBI duty to keep DOJ 
Criminal Division and OIPR apprized of FI and FCI investigation information, including 
FI information and information re crime 

• FBI duty to provide DOJ Criminal Division/ODPR LHM in full Fl/FCI investigations 

• Regular consultations between FBI, DOJ Criminal Division, and OIPR 

• FBI duty to keep AUSA apprized of IT investigation information 

• FBI duty to provide AUSA LHM in IT cases 

• Regular consultations between FBI and AUSAs. 
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Page 1 of 3 


RMD) (FBI) 


From 

Sent: 

To: 

Cc: 


pCA) (FBI) 
Wednesday, January 19, 2005 12:55 PM 
|(OGC) (OGA) 


THOMAS, JULIE F. (OGC) (FBI) 
Subject: RE: Expiring Laws 


UNCLASSIFIED 

NON-BECQRD 


b6 

b7C 


ALT, TMFORMATTOM CONTATNRD 
HEREIN IS UNCLASSIFIED 

DATE 12-09-2005 BY 65179DMH/BAW 05-CV-0845 


I I'm a little confused by NSLB's input as it relates the Patriot Act §224. You've listed specific sections that 

if permitted to expire will adversely Impact FBI operations. Based on my review, you've listed all of the provisions 
that are scheduled to sunset (and some that aren't - see §224 re §203 - only (b) will sunset). If we have 
something to say about specifically how the sunset of each provision will adversely impact FBI ops, that would be 
great - but if we don't I'm not sure why we want to list them. Please let me know or give me a call. Thanks, 


Special Counsel 

Office of Congressional Affairs 


— Original Mfissaofi— , 

From: I I fOGCI (OGA) 

Se nt: Wednesday. Januan/ 1 9, 2005 11:25 AM 
To^ (OCA) (FBI); | 

Subject: RE: Expiring Laws 


b6 

b7C 

(OCA) (FBI); THOMAS, JUNE F. (OGC) (FBI) 


UNCLASSinED 

NON-RECORD 


Here is NSLB's response. I reached out tq 
back. 


br comments ILU may have, but haven’t heard 


— Original Message — 

From; THOMAS, JULIE F. (OGC) (FBI) 
Sent: Tuesday, January 18, 2005 5:34 PM 
To; l 1 0GC)(OGA) 

Subject: FW: Expiring Laws 

UNCLASSIFIED 

NON-RECORD 


I forwarded this t(j |but seem to recall he has a drs. appt tomorrow. Obviously, there are 
some laws which we care about on this list. Can vire cut and paste from our wishlist to forward our 
comments by the deadline? Julie 

Original Message 

From: Caproni, Valerie E. (OGC) (FBI) 

Sent: Tuesday, January 18, 2005 8:51 AM 

To: KELLEY, PATRICK W. (OGC) (FBI); THOMAS, JUUE F. (OGC) (FBI); GULYASSY, ANNE M. (OGC) 


10/24/2005 








Message 


Page 2 of : 


(FBI) 

Subject: FW: Expiring Laws 
HN_CLASS!HEiP 

UQfimoQm 

please check for your areas of interest. 


— Original Messaaft 

From: 

Sent: 

To: 

Cc: 


i: 


riaav, January 


(OCA) (FBI) 

14. 2005 9:35 AM 


KOGC) (FBI) : Caproni. Valerie E . (OGC) (FBI) 


OCA) (FBI); 


Subject: Expiring Laws 


(OCA)(FBI) 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


One of the things that DOJ does each January is to assist OMB in compiling a list of laws that are 
scheduled to expire (e.g., grant programs that are enacted for a set number of years). Please take 
a look at the attached list and advise if you have any additions, deletions, or corrections. 


In the chart "a/a" means "appropriation authorization"; "b/l" means "basic law". 


Please E-mail your comments td 


with a cc td 


b6 

b7C 

Your 


comments should be prepared in Microsoft Word format which is suitaoie tor dissemination to 
DOJ and to congressional staff. Please send these comments to the OCA contact person as an 
attachment to your E-mail. If you have additional comments which are not suitable for dissemination, 
please include them in the body of your E-mail separate and apart from the attachment. If your 
division is not taking a position and has no comments, please send an E-mail to the OCA contact 
person stating such. 


DEADLINE 11:00 am 1-19-04. We appreciate your attention to this matter. 


U NCLASSIFIE D 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


10/24/2005 



Message 

UNCLASSin en 


Page 3 of 3 


10/24/2005 



Bl 


(OGC) (OGA) 

Sent: Wednesday, Februa ry 23, 2005 12:02 PM 

To: (OGC) (FBI) 

Subject: RE: Request for Comments re: PATRIOT Act Sunsets Report 


— Ori ginal Message — 

From: ! ~] (OGC) (FBI) 

Sent: Wednesday Fehn lary 23 , 2005 11:41 AM 
To;| joGC) (OGA) 

Subject: fW: Request for Comments re: PATRIOT Act Sunsets Report 

Importance: High 


UNCLASSIFIED 

NON-RE COR D 

Did you work on this? 


AI,T, TNFORMATTON CONTATNED 
HEREIN IS UNCLASSIFIED 

DATE 12-09-2005 BY 65179DMH/BAW 05-CV-0645 


National Secimiy Law Policy and Training Unit 
FBI H O Room 7975 

STU m l I b2 

Unclassifi ed Fax:l | 

Secure Fas 

Original Message b?c 

Fron j |(OGC) (FBI) 

Se nt: Wecinesdav. Febru ary 23. 2005 9:46 AM 
To: l b GC) (FBI) 

Subject: RE: Request for Comments re: PATRIOT Act Sunsets Report 

Importance: High 

UNCLASSinED 


□ 


don't think so. But this is OBE anyway, because the deadline was yesterday. 




Ork 

From:| 

Senti 

To: 

Sumeo 


OGC) (FBI) 
jy 23, 2005 8:36 AM 
^GC) (FBI) 

■comments re: PATRIOT Act Sunsets Report 


10 / 24/2005 




Message 


Page 2 of 3 


yiNU^LASSIfllD 

NON-RECORD 


b6 

b7C 


You commented right? 

Original Message — 

From: THOMAS, JULIE F. (OGC) (FBI) 

Sep * - cnk -. ..» .|y 21, 2005 2:51 PM 

To| lOGC) (FBI) 

Subject: FW: Request for Comments re: PATRIOT Act Sunsets Report 

U NCLASSIFI ED 

NO N-RECORD 


Did I already forward this to you? Haven't we already commented on this once? Julie 
— Or iginal Message — 

From: 

Sent: 

To[ 


OCA) (FBI) 
i-n u r soav : F e pr aa r7l7. 2005 ii:24 am 


Cc: 




(FBI); THOMAS, JULIE F, (OGC) (FBI) 
lOCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI) 


Subject: Request for Comments re: PATRIOT Act Sunsets Report 


UN CLASSIFIED 

NON-RECORD 


ind Julie: 


DOJ's Office of Legislative Affairs (OLA) sent the attached draft report on the ie 
provisions of the USA PATRIOT Act subject to sunset at the end of this year. The report was 
requested by the Senate Judiciary Subcmte on Terrorism and is meant to: 

1 . explain how these sixteen sections changed the legal landscape; 

2. to survey and analyze the objections to these provisions lodged by opponents of the Act; and 

3. to summarize how these sections of the Act have been used by the Department to protect the 
American people. 


OLA has requested FBI comments on the report. 

It is a lengthy report, so please focus on those sections in which you have expertise or interest. 
Feel free to read and comment on the entire document, but note there is a short time frame for 
review and OLA will not be able to give extensions. 

I’ve copied Pat Kelley for his information and in the event he believes other OGC components 
should be asked to comment. 


Please send comments td 


ext. 


> 


9:00 Am jruejsday,^2^2ZQi. 


Thanks for your assistance. 


UtTiPe ot Congressional Affairs 
JEH Building Ro om 7252 

I b7C 


10/24/2005 





Message 


Page 3 of 


UNCLA SSIFif-n 


yiiCi^S^IFiED 


UNCLASStFIFn 


UKCLASSIFiFn 


UNCU\S_SJF1E_D 


UNetASSlREI) 


10/24/2005 



Message 


Page 1 of : 


RMD) (FBI) 


'■'■O'": I pGC) (FBI) 

Sent: Wedn esday, February 23, 2005 1 ;58 PM 

. p d7C 

I I (OGC) (OGA) 

Subject: RE: Request for Comments re: PATRIOT Act Sunsets Report 

MNCLASSiFiED 

NON-RECQRn 

Please send Julie and I an e-mail that you did this. 


Thanks 



National Security Law Policy and Training Unit 
FBI HORoom 797S 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

date 12-09-2005 BY 65179UMH/baw Q5-CV-0S45 


Ork 

Fromf 
Sent: V 
To:f“ 
Subjec 


- . K OGC) (OGA) 

fnesoav, hebmarv 7 % 2005 12:02 PM 
, I (OGC) (FBI) 

Request for Comments re: PATRIOT Act Sunsets Report 


unclassified 

NON- RECOPn 


— Orioii 

L (OGC) (FBI) 

Sei^ Mfeejnqsdgy, Fet>nifi|y 23, 2005 11:41 AM 
J(OGC) (OGA) 

S'”* 


UNCLASSlFJiD 

N.QNrBEC-QRD 

Did you work on this? 



Security Law Policy and Training Unit 
FBI H Q Room 7077 ® * 

STU III ' 

Unclassifie d Fav;l | I 

Secure Fax: ~ *"1 . 


10 / 24/2005 






Message 


Page 2 of 


Oriainal Mp«anp 

From (OGC) (FBI) 

gA nf;'"'TOSiHriggH5g |=5Km5 ' i^ 23, 2005 9:46 AM b7C 

ToJ peg (FBI) 

Subject: RE; Request for Comments re: PATRIOT Act Sunsets Report 

Xinportance: High 

UNCLASSIHED 

NOitBiGQBD 


I don't think so. But this is OBE anyway, because the deadline was yesterday. 


— Or flinaLDilfissagfi: 

From:| 


sept: 

5 ^ 


OGC) (FBI) 

Eeba^ry 23, 2005 8:36 AM 
(OGC) (FBI) 


Siil^eif: FW; i^equesffor Comments re: PATRIOT Act Sunsets Report 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


You commented right? 

— Original Message — 

From: THOMAS, JULIE F. (OGC) (FBI) 

Se nt: Monday. Februa ry 21, 2005 2:51 PM 

To l I (OGC) (FBI) b7c 

Subject: FW: Request for Comments re: PATRIOT Act Sunsets Report 

UNCLA SSIFIED 

NON-RECORD 


Did I already forward this to you? Haven't we aiready commented on this once? Julie 
nrininal Mpccafip 

From] |(OCA) (FBI) 

Se nt: Thursday. Februa ry 17, 2005 11:24 AM 
T oJ I (OGC ) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

bs C d I (OCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI) 

b7c Subject: Request for Comments re: PATRIOT Act Sunsets Report 

UNCLASSIHED 

NON-RECOR D 


ind Julie: 


DOJ's Office of Legislative Affairs (OLA) sent the attached draft report on the i6 
provisions of the USA PATRIOT Act subject to sunset at the end of this year. The report was 
requested by the Senate Judiciary Subemte on Terrorism and is meant to: 

1 . explain how these sixteen sections changed the legal landscape; 

2. to survey and analyze the objections to these provisions lodged by opponents of the Act; 
and 

3. to summarize how these sections of the Act have been used by the Department to protect 



10/24/2005 





Message 


Page 3 of : 


the American people. 

OLA has requested FBI comments on the report. 

Sto ^ '-ave expertise or 

«me Pa.e tor revie^ SouXTt!e°ire“3:i ^eS^s.'’^' ^ ^ 


Please send comments t 


Thanks for your assistance. 



y 9LO0.am, XuLiSday,jJ/5g/Q5. 


Office of Congressional Affairs 

^IFN RiiilHinn 7252 


UNOASSIFIED 


UNCLASS IFIED 


uncla ssified 


yNCLASSIFIED 


unclassif ied 


UNCLAS§IJEliQ 


iLNCLASSIFIED 


10/24/2005 




Message 


Page 1 of 


|R MD) (FBI) 

L b oo COGA) 

Sent; Wednesday, January 19, 2005 1 ;46 PM 
pIHOMAS. ./H UE F. (OGnW FRi^ 

I loCA) (FBI) b7c 

Subjectrsnnm J 


— I just spoke and agree/ 
and just refer to them generally 
FISA. 'I 




SFjyiSITiygB^UTUNCi^^ 


AT , T , T MF OR H A T T ON COH^T AT M E D 

herein is unclassified 

date 12-09-2005 BY 65179DMH/BAW D5-CV-0845 


10 / 24/2005 



FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

EEBETED PAGE INFORMATION SHEET 
No BupHcation Fees are charged for Deleted Page Information Sheet(^sX 


Total Deleted Page<^s) ~ 1 
Page 23 ~ Duplicate 



MOTir«(ATiOM^ MOT 

Ac4,., 

ALL IMFORMATTOM CONTATNED 

HEREIN IS UNCLASSIFIED 

DATE 08-09-2005 BY' 65 17 9/ DMH/ O'W 

Litigation #05-CV-0845 


C^g-r 
To "Eo 

Ca-O ^ 5=3^ y\6 M^t^O . 


ALT, TMFORMATION COMTATWED 

HEREIN IS UNCLASSIFIED 

DATE 08-09-2005 BY 65 17 9/ DMH/ J&J 


Litigation #05-CV-0845 





ATJ. TMFORMATTON CONTATWED 

HEREIN IS UNCLASSIFIED 

DATS 08-09-2005 BY 65179/DMH/JW 

Litigation #05-CV-0845 


feO (-XiT 
puOftOCO 



Precedence : ROUTINE 


Date: 10/21/2004 


To: Director's Office 

Attn 

■ OPR 

Counterintelligence 

Attn 

AD 

Washington Field 

Attn 

SAC 



CDC 

From: General Counsel 



NSLB/CILU/Room 7975 



Contact : 


|ext . 

Approved By: Thomas Julie 


Drafted By: 
Case IDi^j 


b7C 


278-HQ-C1229736-VIO (Pending) 
105A-WF-223252 (Pending) 


Title : 


) (U) intelligence oversight board matter 

lOB 2004-77 


b2 


b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Synopsis: pgQ [DjThe Office of the General Counsel (OGC) considers 

that this matter must be reported to the Intelligence Oversight 
Board (lOB) and to the Office of Professional Responsibility 
(OPR) . OGC will prepare an appropriate cover letter and a 
memorandum to the lOB. Our analysis follows. 

DATE; 08-15-2005 

„ CLASSIFIED BY 65 17 9/ DMH/ JW,/ 05-CV- 0 8 45 

Cr J REASON: 1.4 (C) 

rlTfy On! declassify ON: 08-15-2030 


(U) 



Den 
D 



bl 

b2 

b6 

b7A 

b7C 

b7E 





^ K SE^Ii^T 

'-f f Working Copy Page 



12, United States Code, Section 3401 et seq. (12 USC 3401 et 
seq.) states in 3402 that "ie'xcept as provided by section 
3403(c) or (d) , 3413, or 3414 of this title, no Government 
authority may have access to or obtain copies of, or the 
information contained in the financial records of any customer 
from a financial institution . . . . " 


2 


bl 

b2 

b6 

b7A 

b7C 

b7E 


(U) 12 USC 3414 provides in part: 

(a) (1) Nothing in this chapter (except sections 3415, 

3417, 3418, and 3421 of this title) shall apply to tiae 
production and disclosure of financial records pursuant 
to requests from-- 

(A) a Government authority authorized to 
conduct foreign counter- or foreign positive- 
intelligence activities for purposes of 
conducting such activities; or 

(B) . . . 

(2) In the instances specified in paragraph (1') , the 
Government authority shall submit to the financial 
institution the certificate required in section 3403 (b) 
of this title signed by a supervisory official of a 
rank designated by the head of the Government 
authority . 

(U) Section 2-17 of the National Foreign Intelligence 
Program Manual (NFIPM) lists the FBI officials who can request financial 
records under the foregoing section of RFPA. According 
to section 2-17 of the NFIPM, such requests must be made by an 
Assistant Special Agent in Charge or a more senior official. 


(U) 12 USC 3417 provides for civil liability of an 

agency or department of the United States that obtains financial 
records or information in violation of the RFPA. The same 
section deals with "disciplinary action for wilful or intentional 
violation" of these RFPA provisions by agents or employees of the 
government . 


In this instance, the conduct of SA 


was 


wilful and intentional, even though she did not realize that she 
had acted in contravention of the RFPA and Bureau policy. It (u) 

se6^t 


b6 


b7C 



3 


Working^CopY Page 

should also be noted that SA | | was at the time a probationary- 

agent. Inasmuch as her actions nevertheless amount to 
"intelligence activities that . . . may be unlawful or contrary 

to Executive order or Presidential directive" they are reportable 
to the Intelligence Oversight Board (lOB) under the terms of 
section 2.4 of Executive Order 12863. OGC will therefore prepare 
a cover letter and a memorandum to report this matter to the lOB 
and to advise that it has been referred to the Office of 
Professional Responsibility, (u) 


LEAD{s) ; 

Set Lead 1: (Action) 

DIRECTOR'S OFFICE 
AT OPR FO, DC 

(U) For action deemed appropriate. 
Set Lead 2 : (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) Please read and clear. 

Set Lead 3 : (Action) 

WASHINGTON FIELD 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



b6 

b7C 



Page 


1 




Working Copy 


BY COURIER 


General Brent Scowcroft (USAF Retired) 

Chairman ~ 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, N.W. 

Washington, D.C. 20503 

Dear General Scowcroft : 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (lOB) Matter, 
lOB 2004-77 . " (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 


DATE; 08-15-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ OS-CV- 0 B 45 
REASON: 1. 4 (C) 

DECLASSIFY ON; 08-15-2030 



1 

1 

1 


Ms . Thomas 


1 

1 


lOB Library 
278-HQ-C1229736-VIO 


AI,L INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b€ 

blC 




Case ID : 278-HQ-C1229736-VIO 



Serial : 601 




Page 


2 




Working Copy 


General Brent Scowcroft (USAF Retired) 


Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience . 

Sincerely, 


Julie Thomas 

Deputy General Counsel 


Enclosure 


1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 



INTELLIGENCE OVERSIGHT BOARD (lOB) MATTER 
lOB 2004-77 (U) 

SE^^T 


Working Copy 


Page 3 


b7A 



However, the proper method for obtaining bank records is through a National 
Security Letter 

under Title 12, United States Code, Section 3414(a) (1) (A) . Access to 
financial records by 

government authorities through means not provided by law is prohibited 

under Title 12, United 

States Code, Section 3402. (u) 



such action as may be appropriate. 




S 





AT.L TNFORMATXnW COMTATNKn 
HEREIN 18 UNCLASSIFIED 

DATE 08-10-2005 BY 65 17 9/ DMH/' JW 05-CV-0845 


TO F^e iPr Fo dp-f 

^ /WOWJAU Tim sm^D 

T) , P A^m 

AjO<jP.OAotD 

teicT ... 


. ;.TSSy>ii LOCj'ljfitj” 


'AVSiVtZ*^ ‘A;0 


*A • h^’J %Ji,; (f-j 



FEDERAL BUREAU OF INVESTIGATION 


*(Rev.0N3 1-2003) 


Precedence: ROUTINE 



Date: 01/29/2004 


To; Indianapolis 

Attn: 

SAC 




Director's Office 

Attn ; 

Office of Professional 
Responsibility (OPR) 


Counterterrorism 

Attn; 

A/AD 



From: General Counsel 





b2 

Counterterrorism 

Law Unit II 

1 



bS 

b7C 

Contact: , 




Approved By : Curran John F 


b6 

b7C 


Drafted By: 
Case ID #: 


278-HQ-C1229736-VIO 
IP 278-0 


a'A 


DECLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 
ON 08 10 2005 


Title : 


(U) 


INTELLIGENCE OVERSIGHT BOARD MATTER (lOB) 
lOB 2003 148 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the Intel- 
ligence Oversight Board (lOB) and to the Office of Professional 
Responsibility (OPR), FBIHQ. OGC will prepare a cover letter and 
a memorandum to report this matter to the lOB. Our analysis 
follows . (U) 




Reference: 315T-IP-92406 

Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect . 


OIG/DOJR( 
FBI INVES 
OPR UC INI' 



jOKa/DOJ INVEST.; 








To: Counterterrorism Division From: General Counsel 

Re: 278-HQ-C1229736-VIO, 01/28/2004 


Details: As discussed in the electronic communication (EC) ^ 

dated November 3, 2003, FBI Indianapolis prepared and forwarded a 
letterh ead memorandum (LHM) for the full investigation (FI) on 
subject I a 

U.S. person, on April 17, 2002 . I l isa "United States 

person" as that term is used in the Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations ( FCIG ) . ^ The initiation and 
continuation of the FI required FBI Indianapolis and the 
Headquarters' substantive unit to comply with the require ments of 
Executive Order (EO) 12863 and the FCIG . In this regard, I 1 

became the subject of a FBI full investigation on April 17, 2002, 
in the Indianapolis Division. The required 90-day LHM was not 
filed. Additionally, the annual LHM that should have been 
prepared and forwarded to FBIHQ on or before April 17, 2003, was 
not received until October 20, 2003. It should be noted that the 
LHM was prepared on or about July 18, 2003, but for unknown 
reasons, it was not uploaded into ACS. In October of 2003, when 
FBI Indianapolis was notified that the annual LHM had not be 
received at FBIHQ, the same was forwarded. On November 3, 2003, 
FBI Indianapolis advised FBIHQ and the Office of the General 
Counsel that they had failed to comply with the 90-day and annual 
reporting requirements. 

(U) Because the subject of the investigation was (and 
remains) a "United States person" as that term is used in Section 
101 (i) of the Foreign Intelligence Surveillance Act of 1978 
(FISA) and Section II. W of the Attorney General Guidelines for 
FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG) ^ , continuation of the 


' ^ EC from FBI Indianapolis to OGC, dated 1 1/03/2003 and titled "Potential lOB 
Matter." (yj 

^ ^ A "United States person" is defined in Section II.W. of the FCIG as "an individual 
who is ....[a] United States citizen ... or ... [b] a permanent resident alien . . . ." (u) 

A "United States person" is defined in Section 101 (i) of the Foreign Intelligence 
Surveillance Act (FISA)(codified at 50 U.S.C. § 1 801 et s^.) as "a citizen of the United States 
[or] an alien lawfully admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." See also section II.W of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations , 



b6 

b7C 


2 




To; Counterterrorism Division From: General Counsel 

Re:(U)l^ 278-HQ-C1229736-VI0, 01/28/2004 


investigation required that Indianapolis and the Headquarters' 
substantive unit comply with the reporting requirements of 
Executive Order 12863 and the FCIG . FBI Indianapolis failed to 
submit the 90-day LHM, due on or about July 17, 2002, and the 
annual LHM, due on or about April 17, 2003, to the National 
Security Law Branch (NSLB) , OGC, for submission to the Office of 
Intelligence Policy and Review (OIPR) , Department of Justice 
(DOJ) , as required by the FCIG . As a result of these errors, 

OIPR was not advised of the status of the ongoing investigation 
for approximately eighteen months. (u) 

(U) Section 2.4 of Executive Order (E.O.) 12863, 

dated September 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated December 4, 
1981, when the lOB was known as the President's Intelligence 
Oversight Board (PIOB) . By longstanding agreement between the 
FBI and the lOB (and its predecessor, the PIOB) , this language 
has been interpreted to mandate the reporting of any violation of 
a provision of the FCIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially admin- 
istrative in nature need not be reported to the lOB. The FBI is 
required, however, to maintain records of such administrative 
violations so that the Counsel to the lOB may review them upon 
request . 

CSu Section IX of the FCIG sets forth rules governing 
the reporting, dissemination, and retention of information 
concerning foreign counterintelligence and international 
terrorism investigations. Section IX. C provides in pertinent 
part that: (U) 

Each full investigation of any U.S. person 
shall be reported within ninety (90) days of 
initiation to the Office of Intelligence 
Policy and Review, setting forth the basis 
for undertaking the investigation. The FBI 
shall furnish to the Attorney General or a 
designee a summary of each investigation at 



3 



To: Caunterterrorism Division From: General Counsel 

Re:(uM) 278-HQ-C1229736-VIO, 01/28/2004 


the end of each year the investigation 
continues, including specific information on 
any requests for assistance made by the FBI 
to foreign law enforcement, intelligence or 
security agencies. {Emphasis added.) 

tK Section IX. C is intended to regulate the timely 
reporting of FBI full investigations on U.S. persons to the OIPR. 
As such, it was written to include both administrative and 
"rights protection" components. The annual reporting 
requirements of Section IX. C is purely administrative in nature, 
while the oversight exercised by the OIPR in reviewing the 
required reporting ensures the protection of individual rights. 

As a general rule, delinquent annual LHMs are considered to be 
violations of an administrative nature when they are submitted to 
the NSLB within 90 days of their original due date. These 
administrative violations are placed in the control file for 
periodic review by the Counsel to the lOB. When an LHM is not 
submitted at all, or is submitted later than 90 days from its 
original due date, the facts and circumstances of that particular 
case must be examined to determine whether the failure or 
substantial delay in submitting the LHM precluded meaningful 
oversight and review by the OIPR. If the OIPR was precluded from 
conducting such oversight and review, then the matter must be 
reported to the lOB. 


As previously discussed, in this instance, 

OIPR was not updated of the status of this ongoing investigation 
involving a U.S. person for approximately fifteen months. This 
delayed reporting clearly precluded OIPR from exercising its 
responsibility for oversight and approval of an ongoing foreign 
counterintelligence investigation of a U.S. person, which is 
contrary to the requirements of the FCIG . 


Based upon the above analysis, and consistent the 
reporting requirements of Section 2.4 of E.O. 12863, OGC will 
prepare a cover letter and an LHM to report this matter to the 
lOB . That correspondence will also advise the lOB that this 
matter will be referred to the FBI's Office of Professional 
Responsibility. The latter is a matter within the cognizance 
of the IMU. (u) 
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To: Counterterrorism Division From: General Counsel 

Re^rjjj 278-HQ-C1229736-VIO, 01/28/2004 

LEAD(s) : 

Set Lead 1: (Discretionary) 

DIRECTOR'S OFFICE 
AT OPR FO. DC 

(U) V) For action deemed appropriate. 


Set Lead 2 : (Discretionary) 


COUNTERTERRORISM 



For action deemed appropriate. 


1 - I I 

1 - NSLB Library 
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HEREIN IS UNCLASSIFIED 
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I I 

(01/26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 02/10/2005 


b6 

b7C 


To: Director's Office 

Count erint el 1 igence 


Attn; OPR 

Attn; UC l I 

Attn; SSaI 


From; Office of the General Counsel 

National Security Law Branch/CILU/Room 7975 

Contact; || ~| 


b2 

b6 

b7C 



Synopsis; ^)(U)lt is the opinion of the Office of General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (lOB) . OGC will prepare and deliver 
the necessary correspondence to the lOB. 


Reference ; 



<U|278-HQ-1416655 Serial 2 


Administrative; (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect . 


Details; tU) As discussed in the electronic communication 

(EC)^, on 02/01/02 New York Office (NYO) submitted a letterhead 


(U^ 

Office , 


EC from Inspection to t he General Counsel and t he Director' s 
04/01/03 and titled 


dited" 04/01/03 and titled »UC 
J ;]■ Counterintelligence Division m 


TOir ~ TgDT 


;] 

9. 


SSA 


(INSD EC) 
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To: Ctoimterintelligence Division From: 

Re:(U)(W 278-HQ-C1229736. , 02/10/2005 


General Counsel 


memorand um (LHM) re questing initiation of a full investigation 
(FI), on 


Iwho was a "United States person" as that term 


is used in the then existing Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (FCIG) The initiation and continuation of the 
FI required that NYO and the Headquarters' substantive unit 
comply with the requirements of Executive Order 12863 and the 
FCIG . In this regard, NYO submitted its initial 90 -day LHM to 
the Headquarters' substantive unit (former NS-3A, currently CD- 
3A) via electronic communication (EC) dated 02/01/02. On 
01/31/03, NYO submitted its annual LHM. Subsequent to this 
submission, on 02/14/03, the National Security Law Unit (NSLU) 
advised that its records did not show the receipt of the initial 
90-day LHM. The Headquarters' substantive unit was unable to 
verify the submission of the 90 -day LHM to NSLU or Office of 
Intelligence Policy and Review (OIPR) The reason why the 90- 
day LHM was not received by NSLU or OIPR remains unexplained. 
However, the consequence is clear: NYO's 90-day LHM was not 
forwarded to OIPR as required. 


(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive Order or Presidential Directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and 
the lOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 


"United States person" is defined in Section II. W. of the FCIG 
as "an individual who is . . . [a] United States citizen . . . or . . . [b] a 
permanent resident alien . . . ." On 10/31/03, the FCIG were superseded by 

the Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) . However, because this potential error 
occurred while the FCIG were in effect, the potential error is analyzed within 
the context of the then existing FCIG . 

^ (U) INSD EC. 
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To: Counterintelligence Division From: General Counsel 

Re: ^ 278-HQ-C1229736 , 02/10/2005 


provision of the FCIG . or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provisions were specifically intended 
to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the lOB. 

The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the lOB may 
review them upon request . 

Section IX of the FCIG set forth rules governing 
the reporting of information concerning foreign 

counterintelligence and international terrorism investigations. 
Section IX. C provided in pertinent part that: 

Each full investigation of any U.S. person 
shall be reported within ninety (90) days of 
initiation to the Office of Intelligence 
Policy and Review, setting forth the basis 
for undertaking the investigation. The FBI 
shall furnish to the Attorney General or a 
designee a s\nnmary of each investigation at 
the end of each year the investigation 
continues, including specific information on 
any requests for assistance made by the FBI 
to foreign law enforcement, intelligence or 
security agencies. (Emphasis added.) 

(U) Section IX. C was intended to regulate the timely 

reporting of FBI full investigations on U.S. persons to the OIPR. 
As such, it was written to include both administrative and 
"rights protection" components. The 90-day and annual reporting 
requirements of Section IX. C were purely administrative in 
nature, while the oversight exercised by the OIPR in reviewing 
the required reporting ensured the protection of individual 
rights. As a general rule, delinquent annual or 90-day LHMs were 
considered to be violations of an administrative nature when they 
were submitted to the NSLU within 90 days of their original due 
date. These administrative violations were placed in a control 
file for periodic review by the Counsel to the lOB. When an LHM 
was not submitted at all, or was submitted later than 90 days 
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To: 

Re: 



nterintelligence 

278-HQ-C1229736 



Division From: 
, 02/10/2005 


General Counsel 


from its original due date, the facts and circumstances of that 
particular case were examined to determine whether the failure or 
substantial delay in submitting the LHM precluded meaningful 
oversight and review by the OIPR. If OIPR was precluded from 
conducting such oversight and review, then the matter was 
required to be reported to the lOB. (U) 

(X As previously discussed, the reason why NYO-' s 90- 
day LHM was not received by the NSLU from the Headquarters 
substantive unit remains unexplained. As a result of the lack of 
submission, OIPR was not advised of the status of this ongoing 
investigation involving a U.S. person for over a year. This 
delayed reporting clearly precluded OIPR from exercising its 
oversight and review of an ongoing foreign counterintelligence 
investigation of a U.S. person, and was contrary to the 
requirements of the then existing FCIG . Consequently, in 
accordance with the reporting requirements of Section 2.4 of E.O. 
12863, OGC will prepare correspondence to report this matter. (u) 

LEAD (s) ; 

Set Lead 1 : (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 ; (Action) 

DIRECTOR'S OFFICE 
AT OPR, DC 

(U) For action deemed appropriate. 

CC : Ms . Thomas 

b6 

b7C 

lOB Library 
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To: 
Re : 

♦ ♦ 



Counterintelligence 

278-HQ-C1229736 

(U) 


Division From: 
, 02/10/2005 


General Counsel 
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DECLAOGIFIED DY 65175/DHH/JW/05 CV 0845 
ON 08-10-2005 


General Brent Scowcroft (USAF Retired) 
diairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, N.W. 

Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self- 
explanatory enclosure, entitled Intelligence Oversight Board 
(lOB) Hatter, Counterintelligence Division, lOB Hatter 2003-29. 
(U) 


This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the then existing Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations and/or laws. Executive Orders, or Presidential 


Serial : 706 


Case ID : 278-HQ-C1229736-VI0 


Working Copy •— 


Page 2 


Directives which govern FBI foreign counterintelligence and 
international terrorism investigations. This matter has also 
been referred to our Office of Professional Responsibility for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
1 - Ms. Thomas 


1 ■ lOB Library 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 • The Honorable Alberto Gonzales 
Attorney General 
l).S. Department of Justice 
Room 5111 


1 - Hr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. DepartMt of Justice 






— - yorking Copy •— 




Room 6150 


INTELLIGENCE OVERSIGHT BOARD (lOB) HATTER 
COUNTERINTELLIGENCE DIVISION 

2003-29 (U) 


,:(U1 

^ Investigation of this lOB matter has determined that on 
February 1, 2002, the New York Office of the Federal Bureau of 
In vestigation ("FBI") rquested initiation of a full investigation (FI) 
on I [ who was a United States person as that term was used in 
the then existing Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations 
(FCIG).il' Thus, the initiation and continuation of the FI required that 
the New York Office and the Headquarters' substantive unit comply with 
the requirements of Executive Order 12863 and the FCIG. The New York 
Office submitted a letterhead memorandum (LHH) to the Headquarters' 
substantive unit (former NS-3A, currently CD-3A) requesting the 
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initiation of this FI. However, the Headquarters' substantive unit did 
not forward this LHH to the National Security Law Unit nor to the 
Office of Intelligence Policy and Review. As a consequence of the 
error, for over a year, OIPR was precluded from exercising oversight 
and control of this ongoing investigation, which was contrary to the 
requirements of Section IX. C of the then existing FCIG. 



♦‘FOOTNOTES** 

ilJI 

iT: Ml A United States person is defined in Section II.W of 
the FCIG A 

as an individual who is. . . ia' United States citizen ... or ... ib' a 
permanent resident alien .... On 10/31/03, the FCIG were superseded by 
the Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). However, because this potential error 
occurred while the FCIG were in effect, the potential error is analyzed within 
the context of the then existing FCIG. 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Director's Office 

Counterintelligence 
Washington Field 


10/21/2004 


OPR 

AD 

SAC 

CDC 


From: General Counsel 

NSLB/C ILU/Room 7975 
Contact: 

Approved By : Thomas Julie 


ext . 




Drafted By: 


Case ID 


!^i!% 


278-HQ-C1229736-VIO (Pending) 4^ 

105A-WF-223252 (Pending) 


Title: Ysf (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

lOB 2004-77 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
MHEKK SHOWN OTHERWISE 


Synopsis: (Uthe Office of the General Counsel (OGC) considers 

that this matter must be reported to the Intelligence Oversight 
Board (lOB) and to the Office of Professional Responsibility 
(OPR) . OGC will prepare an appropriate cover letter and a 
memorandum to the lOB . Our analysis follows. 


Der i 

D^eiSssify On; 


DATE: 08-15-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW,/ 05-CV- 0 8 45 
REASON; 1.4 (C) 

DECLASSIFY ON: 08-15-2030 


Details : 






bl , b2, b6, b7A, b7C, b7E 

S||g^ET 


To; Director's Office From: General Counsel 

Re: 278-HQ-C1229737-VIO, 10/21/2004 



sea . ) states in §3402 that "[ejxcept as provided by section 
3403(c) or (d) , 3413, or 3414 of this title, no Government 
authority may have access to or obtain copies of, or the 
information contained in the financial records of any customer 
from a financial institution . . . . " 

(U) 12 use §3414 provides in part: 

(a) (1) Nothing in this chapter (except sections 3415, 
3417, 3418, and 3421 of this title) shall apply to the 
production and disclosure of financial records pursuant 
to requests from-- 

(A) a Government authority authorized to 
conduct foreign counter- or foreign positive- 
intelligence activities for purposes of 
conducting such activities; or 

(B) . . . 

(2) In the instances specified in paragraph (1), the 
Government authority shall submit to the financial 
institution the certificate required in section 3403 (b) 
of this title signed by a supervisory official of a 
rank designated by the head of the Government 
authority . 

(U) Section 2-17 of the National Foreign Intelligence 
Program Manual (NFIPM) lists the FBI officials who can request 
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To: Director's Office From: General Counsel 

Re: (U)278-HQ-C1229737-VIO, 10/21/2004 


financial records under the foregoing section of RFPA. According 
to section 2-17 of the NFIPM, such requests must be made by an 
Assistant Special Agent in Charge or a more senior official (u) 

(U) 12 use §3417 provides for civil liability of an 

agency or department of the United States that obtains financial 
records or information in violation of the RFPA. The same 
section deals with "disciplinary action for wilful or intentional 
violation" of these RFPA provisions by agents or employees of the 
government . 

(US In this instance, the conduct of SA I I was 

wilful and intentional, even though she did not realize that she 
had acted in contravention o f the R FPA and Bureau policy. It 
should also be noted that SA | | was at the time a probationary 

agent. Inasmuch as her actions nevertheless amount to 
"intelligence activities that . . . may be unlawful or contrary 

to Executive order or Presidential directive" they are reportable 
to the Intelligence Oversight Board (lOB) under the terms of 
section 2.4 of Executive Order 12863. OGC will therefore prepare 
a cover letter and a memorandum to report this matter to the lOB 
and to advise that it has been referred to the Office of 
Professional Responsibility. 
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To : 
Re; 


D^ector's Office From: General Counsel 

j)^HU)27 8-HQ-C1229737-VIO, 10/21/2 004 


LEAD(s) : 

Set Lead 1: (Action) 

DIRECTOR ' S OFF TOR 
AT OPR FO. nr 

(U) For action deemed appropriate. 
Set Lead 2: (Action) 

COUNTERINTELLTGFtarT? 

AT WAEHTNGTOKI , DP 

(U) Please read and clear. 

Set Lead 3: (Action) 

WASHINGTON FIET.O 

AT WASHTATGTn^r , nr- 

(U) For action deemed appropriate. 

* 

♦ ♦ 
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SE^ET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 1/22/2004 


To: Counterterrorism 


Director's Office 


Kansas City 


Attn : AD Jo hn S. Pistole 

A/SSA I 

ITOS I, CONUS II, Team 
Office of Professional 
Res ponsibility (OPR) 
SSA I 

saF I 


From: General Counsel 

National Security Law Bran ch/Ro qm 7975 

Contact: Ext. 

Approved By : Kelley Patrick W 


Drafted By: | 

Case ID #: (U)278-HQ-C1229736-VIO (Pending) 


Title: 


K --(UJ[NTELLIGENCE oversight board 
MATTER 2003-153 


ALL IMFORMATIOM COMTA.INED 
HEREIM IS UNCLASSIFIED EXCEPT 
COHERE SHOWN OTHERWISE 


Synopsis It is the opinion of the Office of the General 

Counsel (OGC) that the late submission of a 90-day letterhead 
memorandum (LHM) must be reported to the Intelligence Oversight 
Board (lOB) . OGC will prepare and deliver the required 
correspondence to the lOB. Our analysis follows. 


(U) 


Deri^ 


iSs^fy On : 


DATE; 08”12”2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 
REASON: 1.4 (C) 

DECLASSIFY ON: 08-12-2030 


Ref erence : ^ 315B-KC-8 4 651 Serial 41 

Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 


sk)4x 
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To: Counterterrorism From: General Counsel 

RetU)-^J:S^ 278-HQ-C1229736-VIO, 1/22/2004 



(U) Section 2.4 of Executive Order (E.O.) 12863, 

dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the lOB was known as the President ' s Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and the 
lOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the FCIG , or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of the individual rights of U.S. persons. Violations 


^ A "United States person" is defined in Section 101 (i) of the 

Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et 
seq ■ ) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . See also Section II. W of the Attorney General 


Guidelines for FBI Foreign Intelligence Collection and Foreign Counter- 


intellicfence Investigations. 
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To; Counterterrorism From: General Counsel 

Re: 278-HQ-C1229736-VIO, 1/22/2004 

of provisions that are essentially administrative in nature need 
not be reported to the lOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the lOB may review them upon request. 

Section IX of the FCIG sets forth the rules 
governing the reporting, dissemination, and retention of 
information concerning foreign counterintelligence and 
international terrorism investigations. Section IX. C provides 
in pertinent part: (u) 

Each full investigation of any U.S. person 
shall be reported within ninety (90) days of 
initiation to the Office of Intelligence 
Policy and Review, setting forth the basis 
for undertaking the investigation. The FBI 
shall furnish to the Attorney General or a 
designee a summary of each investigation at 
the end of each year the investigation 
continues, including specific information on 
any requests for assistance made by the FBI 
to foreign law enforcement, intelligence 
or security agencies. 

(Emphasis added, classification marking omitted) . 

(U) Section IX. C of the FCIG is intended to regulate 

the timely reporting of FBI full investigations on U.S. persons 
to the Office of Intelligence Policy and Review (OIPR) , 

Department of Justice. As such, it was written to include both 
administrative and "rights protection" components. The 90-day 
and annual reporting requirements of Section IX. C are purely 
administrative in nature, while the oversight exercised 
by the OIPR in reviewing the required reporting ensures the 
protection of individual rights. As a general rule, delinquent 
annual or 90-day LHMs are considered to be violations of an 
administrative nature when they are submitted to the NSLU within 
90 days of their original due date. These administrative 
violations are placed in the control file for periodic review by 
the Counsel to the lOB. However, when a LHM is not submitted at 
all, or is submitted later than 90 days from its original due 
date, the facts and circumstances of that particular case must be 
examined to determine whether the failure or substantial delay in 
submitting the LHM precluded meaningful oversight and review 
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To: Counterterrorism From: General Counsel 

Re:(U)^^ 278-HQ-C1229736-VIO, 1/22/2004 


by the OIPR. If the OIPR was precluded from conducting such 
oversight and review, then the matter must be reported to the 
lOB. 



I 'l‘hi s IS a violatxon 

of Section IX. C of the FCIG which must be reported to the lOB 

In accordance with the reporting requirements of 
Section 2.4 of E.O. 12863, OGC will prepare the correspondence 
required to report this matter to the lOB. 
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To: Counterterrorism From: General Counsel 

Re: (U!^ 278-HQ-C1229736-VIO, 1/22/2004 


LEAD (s) 

Set Lead 1 : 

COUNTERTERRORISM DIVISION 
AT WASHINGTON, DC 

(U) For action deemed appropriate. 


Set Lead 2 : (Action) 

DIRECTOR'S OFFICE 
AT OPR FO, DC 

(U) For action deemed appropriate. 


Set Lead 3 : (Action) 

KANSAS CITY 

AT KANSAS 

(U) For action deemed appropriate. 

1 - 

♦♦ 
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Working Copy 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
lOB MATTER 2004-21 (U) 

/ 

!) By electronic communication (EC) dated February 11, 

■Tie Counterintelligence Division reported a possible lOB 

* ^ ^ liiqence Division 


accordance with the reporting requirements of Section 2.4 of E.O 
12863, this mistake must be reported to the lOB. 

'Beriysd From : G=-3- — ' 



ALL INFORMATION CONTAINED 

HEREIN IS unclassified 

DATE 08-10-2005 BY 65 17 9/ DHH/ J W/' 05-CV- 0 3 45 
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Precedence: ROUTINE Date: 10/22/2004 

To: Counterintelligence Attn: Section Chief 


Directors Office 


Attn: Office of Professional 

Responsibility 


SAN FRANCISCO 


Attn ; SAC 


b2 


From: General Counsel 

National Security Affairs/Room 7975 
Contact : I II 
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Approved By : Thomas Julie F 


Drafted By: 
Case ID #: 


: rss 

278-HQ-1425173 


b6 

b7C 


Title : 



INTELLIGENCE OVERSIGHT BOARD 
lOB MATTER 2003-56 


(I OB) 


AI.I, TNPORMATTON CONTATNED 
HEREIN IS UMCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Synopsis It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the Intel- 
ligence Oversight Board (lOB) , but, rather, that a record of this 
decision should be maintained in the investigative control file 
for review by the Counsel to the lOB. 

DATE: 08-11-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 
REASON: 1. 4 (C) (D) 

DECLASSIFY ON: 08-11-2030 


Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in WordPerfect 8 . 



Details: (U) Referenced electronic communications from the 

Inspection Division (ID) to OGC, National Security Law Branch 
(NSLB) , dated May 28, 2003, advised OGC of a possible lOB 
violation involving actions exceeding the authorized scope of 
otherwise permitted activity OGC has reviewed the facts of the 
captioned matter and has determined that reporting to the lOB is 
not warranted. Our analysis follows. 

As set forth in the referenced ECs, San Francisco 
Division was conducting a Full Field NFIP Investigation of a 


(SJ, 



Case ID : 278-HQ-1425173 


Serial : 3 
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(U) Also following discovery of this mistake, 
additional training and advice was provided to San Francisco 
investigative personnel regarding the proper use of NSL and the 
re.qtri cti nns nertairvina 


to 
wi t'nout 


a hSL. 


(U) Section 2-56 of the National Foreign Intelligence 
Program M^ual requires OGC to determine whether the facts 
related above must be reported to the lOB. Based on 
the analysis set forth 

below, it is OGC's determination that they need not be 
in this instance. 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated September 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. 

Title 18„ United States Code, Section 2709, 
Counterintelligence access to Telephone Toll and Transactional 
Records states that : 


(b) Required certification. --The Director of 
the Federal Bureau of Investigation, or his 
designee . . . may- 

(1) request the name, address, length of service, 
and local and long distance toll billing records of a 
person or entity if the Director . . .certifies in 

writing to the wire or electronic communication service 


SE^ET 


b7D 
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Working Copy 

provider to which the request is made that the name, 
address, length of service, and toll billing records 
sought are relevant to an authorized investigation . . . 

(U) In the case of a US Person, such failure to comply 
would likely constitute an lOB violation. In the instant case. 


j nf -i i i nn s nnl- 3 TTR Pf^Tspn hilt- 

r-abh(=>r- aJ 1 



'-TrTrrrrTrrrr — rrrm — tttt’ 

As such, the sole determination we must make is 


(S) 


bl 


administrative requirements -i.e., the National Foreign 
Intelligence Program Manual (NFIPM) - is reportable as a matter of 
policy, to the lOB . 

As previou sly discussed, in this instance, 
probat ionary Special Agent I I met on numerous occasions with his 

a.-gciPt ■ I 

’’HoUrr^SA j t ''5TTd~~TTT^ 5TrpgTTT^^T~w^T''S~' 


operating under the mistakenfl^^ief that the information provided 
covered under an existing FISA. Upon learning of the 
mistake, a NSL was retrospectively issued to cover the period in 
question. It is clear that the error committed did not impinge 
upon the individual rights of a US Person. Although the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigation (FCIG) have been 
modified as of October 31, 2003, the underlying principal remains 
the same, and consequently, because io'nly violations of ithe' 
FCIG which iare' designed to safeguard the rights of U.S. persons 
are required to be reported to the I0B,il" it is our opinion that 
this matter need not be reported to the lOB. Consistent with our 
prior opinions, a record of this decision should be maintained in 
the control file for future review by Counsel to the lOB. (U) 


bl 
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b7C 


b7D 


Lead (s) : 

Set Lead 1: (Action) 

COUNTERINTELLIGENCE DIVISION 
AT WASHINGTON, DC 

(U) For action deemed appropriate. 


Set Lead 2 : (Action) 

DIRECTOR'S OFFICE 



AT OPR FO, DC 



SE]2^ET 

Working Copy- 


Page 
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(U) For action deemed appropriate 


Set Lead 3: (Action) 

SAN FRANCISCO 

AT SAN FRANCISCO, CALIFORNIA 
(U) For action deemed appropriate. 
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(01/26/1998) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 11/17/2003 


To: Springfield 

Director's Office 


Attn: SAC, CDC 

Office of Professional 
Responsibility 


From: General Counsel 

National Security Law Branch (NSLB) /Room 7974 

Contact: Ext. 

Approved By : Kelley Patrick W 


DECLACCIFIED DY 65 17 9/ DMIl/ JW/ 05 CV 0845 
OH 08-11-2005 


Drafted By: 


Case ID #: 278-HQ-1416800 


Title 


: (Y(u) INTELLIGENCE OVERSIGHT BOARD MATTER 

^ lOB MATTER 2003-31 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the Intelligence 
Oversight Board (lOB) . OGC will prepare a cover letter and a 
memorandum to report this matter to the lOB. (u) 


^gaoiaSslfy One X2-5r 1 

Reference: 27 8-HQ-C1229736-VIO Serial 81 (U) 

Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the document in 
WordPerfect 8.0. 

Details: (U) An electronic communication (EC) from the Inspection 

Division (INSD) to OGC, dated 04/01/2003, requested that OGC review 
the facts of the referenced EC to determine whether the matter 
described should be reported to the Intelligence Oversight Board 
(lOB). In our opinion, it should. Our analysis follows. 


OIG/DOJ Revi^ 
FBI INVEST.:,^ 
OPR UC INITW 


DATE; 

/t)l6/D0J INVEST.: _ 



To: Springfield From; General Counsel 

Re:(U)(^ 278-HQ-1416800, 11/17/2003 



Because the unknown subject was {and remains) a "United 
States person", continuation of the investigation required that 
Springfield comply with the requirements of Executive Order 12863 and 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations ( FCIG ) 

(U) Section 2.4 of Executive Order (E.O.) 12863, 

dated 09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence activities 
that they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive." This language was adopted 
verbatim from E.O. 12334, dated 12/04/1981, when the lOB was known as 
the President's Intelligence Oversight Board (PIOB). By longstanding 
agreement between the FBI and the lOB (and its predecessor, the PIOB) , 
this language has been interpreted to mandate the reporting of any 
violation of a provision of the FCIG , or other guidelines or 


(U) Related per telephone call from SA ^ 
”■ on 05/16/03 . 


] to AGC 


?U))^ 


See Section III. C. 2 (a) of the Attorney General Guidelines for 
FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations . 


(U) At the time of this investigation, the FCIG were in effect. 
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b7C 
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To: Springfield From: General Counsel 

Re:(U)W 278-HQ-1416800, 11/17/2003 


regulations approved by the Attorney General, in accordance with E.O. 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of a 
U.S. person. Violations of provisions that are essentially 
administrative in nature need not be reported to the lOB. 

The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the lOB may review 
them upon request. 

(U) Section IX of the FCIG sets forth the rules governing 

the reporting, dissemination, and retention of information concerning 
foreign counterintelligence and international terrorism 
investigations. Section IX. C provides in pertinent part: 

Each full investigation of any U.S. person shall 
be reported within ninety (90) days of initiation 
to the Office of Intelligence Policy and Review, 
setting forth the basis for undertaking the 
investigation. The FBI shall furnish to the 
Attorney General or a designee a siunmary of each 
investigation at the end of each year the 
investigation continues, including specific 
information on any requests for assistance made by 
the FBI to foreign law enforcement, intelligence 
or security agencies. 

(Emphasis added, classification marking omitted) . 

Section IX. C of the FCIG is intended to regulate 
the timely reporting of FBI full investigations on U.S. persons to the 
OIPR. As such, it was designed to include both administrative and 
"rights protection" components. The 90-day and annual reporting time 
requirements of Section IX. C are purely administrative in nature, 
while the oversight exercised by the OIPR in reviewing the required 
reporting ensures the protection of individual rights. As a general 
rule, delinquent annual or 90-day LHMs are considered to be violations 
of an administrative nature when they are submitted to the NSLU within 
90 days of their original due date. These administrative violations 
are placed in the control file for periodic review by the Counsel to 
the lOB. However, when an LHM is not submitted at all, or is 
submitted later than 90-days from its original due date, the facts and 
circumstances of that particular case must be examined to determine 
whether the failure or substantial delay in submitting the LHM 
precluded meaningful oversight and review by the OIPR. If the OIPR 




3 


To: Springfield From: General Counsel 

Re:^yj^ 278-HQ-1416800, 11/17/2003 

was precluded from conducting such oversight and review, then the 
matter must be reported to the lOB. 

(n>lsb 


(U)(^ In accordance with the reporting requirements of 
Section 2.q of E.O. 12863, OGC will prepare a cover letter and a 
memorandum for the Deputy General Counsel to report this matter to the 
lOB. 
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To: Springfield From: General Counsel 

278-HQ-1416800, 11/17/2003 


LEAD (s) 

Set: Lead 1 : (Action) 

SPRINGFIELD DIVISION 
AT QUAD CITY RA 

(U) For action consistent with this opinion. 

Set Lead 2 : (Action) 

DIRECTOR'S OFFICE 
AT OPR FO, DC 

(U) For action deemed appropriate. 


1 - 

♦♦ 
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(RevrD 1-3 1^2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 


Date: 12/05/2003 


To: Pittsburgh 

Director's Office 


Attn : SAC Kenneth T . McCabe 

CDC Jeffrey B. Killeen 
Attn; Office of Professional 
Responsibility 


From; 


Office of the General Counsel 

National Securi ty Law Branch /Cl LU/Room #7975 

Contact; (A) UC I 
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Approved By; Kelley Patrick W 
Curran John F 
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Drafted By; 


vim 


b7C 


DECLASOIFIED BY 65 17 9/ DMH/ JW/ 05- - CV- 0 8 45 
ON 08-11-2005 


Case ID #: 278 -HQ-1425174 ^ 

Title; M (TJ)INTELLIGENCE OVERSIGHT BOARD (lOB) 
/ \ TOR MATTER 2 003-57 


Synopsis It is the opinion of the Office, of the General 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (lOB) . OGC will prepare a cover 
letter and a letterhead memorandum to report this matter to the 
lOB. Our analysis follows. 


(U) 


(U 

Reference ; 




278-HQ-1425174 Serial 2 


Administrative; (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect. 



b7A 


OlQ/DOjR( 
FBI INN^ST, 
OPR UC INI 



.DATE; 

'ICa/DCXIINVES' 




To: Pittsburgh From; Office of the General Counsel 

Re: ^ (U)278-HQ-1425174, 12/05/2003 



b7A 


(U) Section 2.4 of EO 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsels of the 
Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the lOB concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to an EO or 
Presidential Directive. This language was adopted verbatim from 
EO 12334, dated 12/04/1981, when the lOB was known as the 
President's Intelligence Oversight Board (PIOB) . By longstanding 
agreement between the FBI and the lOB (and its predecessor, the 
PIOB) , this language has been interpreted to mandate the 
reporting of any violation of a provision of the FCIG, or other 
guidelines or regulations approved by the Attorney General in 
accordance with EO 12333, dated 12/04/1981, if such provisions 
were specifically intended to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the lOB. 


A "United States person" is defined in Section 101 (i) of the 
Foreign intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et 
sea . ) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . ." See also Section II. W of the Attorney General 

Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations . 

2 

(U) Since that time, the Attorney General has issued new guidelines 
for FBI National Security Investigations and Foreign Intelligence Collection, 
dated October 31, 2003. However, since the actions occurred prior to the 
issuance of the new guidelines, the old guidelines are cited herein. 
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Pittsburgh From: Office of the General Counsel 

278-HQ-1425174, 12/05/2003 


The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the lOB may 
review them upon request. 


With regard to the continuation of an FBI PI, 
Section III.B.6 of the FCIG provides in pertinent part that: 

Preliminary inquiries shall be completed 
within 120 days of the date of initiation . 

The Office of origin SAC may personally 
authorize extensions of a preliminary 
inquiry for a period of not more than 90 
days up to a total of one year when 
justified by facts or information obtained 
during the course of the inquiry. . . . 

FBI Headquarters may authorize additional 
extensions for periods of not more than 90 
days on the same basis. All extensions 
shall be in writing and include the 
justification for the extension. 


(Emphasis added.) 


Although this provision of the Attorney General 
Guidelines ^is^ primarily administrative in nature, it was designed 
in part to protect the rights of U.S. persons by limiting the 
length of time that the FBI can conduct a PI without periodic 
oversight by the proper authorities. Pursuant to the 
aforementioned agreement between the FBI and lOB, PI overruns are 
not reported to the lOB if they are both inadvertent and de 
minimus in time. To determine whether a possible violation of 
the FCIG is "inadvertent" and " de minimus in time," all the facts 
relevant to the incident must be considered. 


I This activity was, thus , inconsistent with the 
requxrements of the FCIG . Consequently, in accordance with the 
reporting requirements of Section 2.4 of EO 12863, OGC will 
prepare a cover letter and an LHM to report this matter to the 
lOB. As a mitigating circumstance, it is recognized that the 
source provided valuable information during the overrun relative 
to a counterterrorism matter. 


3 


To- 

ReCU) 


Pittsburgh From: Office of the General Counsel 

278-HQ-1425174, 12/05/2003 
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To: Pittsburgh From: Office of the General Counsel 

Re: ^^^^^78-HQ-1425174, 12/05/2003 


LEAD(s) ; 

Set Lead 1: (Info) 

PITTSBURGH 

AT PITTSBURGH 
(U) For information. 


Set Lead 2 : (Discretionary) 

DIRECTOR'S OFFICE 
AT OPR FO. DC 

(U) For action deemed appropriate. 

CC: SAC Pittsburgh 

Mr. Kelley 
Mr . Curran 

b6 

lOB Library 


♦♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 


Date; 

To; Director's Office 

Attn; 

OPR 

Counterterrorism 

Attn: 

AD 

Denver 

Attn; 

SAC 



CDC 


1/16/04 


From: General Counsel 

National Security Law Branch/Roo m 797^ 

Contact: I I ext 
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Approved By: Curran John F 

Lammert Elaine N 

Drafted By; | 

Case ID #: (^) (U)B78 -HQ-C1229736 -VIO (Pending) 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
(ftIHERE BHOWN QTHERKITSE 


Title: 



POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2003-142 


Synopsis : (®t is the opinion of the Office of General Counsel 

(OGC) that this matter must be reported to the Intelligence Oversight 
Board (lOB) and to the Office of Professional Responsibility (OPR) , 
FBIHQ. OGC will prepare and deliver the required correspondence to 
the lOB. Our analysis follows. 

DATE: 08-15-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 

REASON: 1. 4 (C) 

DECLASSIFY ON: OB-15-2030 



Administrative; (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the documents in 
Corel WordPerfect . 


OIG/DOJ Ri 
FBI INVES 
OPR UC IN 



DATE: 

Ofu/nni imk/cot/* r ' 


WDOJ INVEST 




To: Director's Office From: 

Re: >S/ 278-HQ-C1229736-VIO, 

(U)' 


General 

1/16/04 


Counsel 


(S) 


bl 

b6 


Details : 




As noted in the electronic communication (EC) referencea 


b7C 


below, on June 
inquiry (PI) on 


2002 


the Denv er Division initiated a preliminary 
^ho is a "United States person" as 


that term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA) Thus, of the PI required that 
Denver comply with the requirements of the Attorney General Guidelines 
for FBI Foreign Intelligence Collections and Foreign 

Counterintelligence Investigations (FCIG) . The initial PI expired on 
October 10, 2002, but was not formally extended by Denver on January 
11, 2003. This extension expired on April 10, 2003. Between the 
expiration of the initial PI on October 10, 2002 and the extension on 

January 11. 2003 . Denver conducted an investigation with respect to 

specif ideally, on December 20. 2002 . a source was 

Within 

(S) 


contacted tor 
the Denver Divis 


Tnfc^^^t i 


xori 


(U) Section 2.4 of Executive Order (E.O.) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsels of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the lOB "concerning intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, dated 
12/04/1981, when the lOB was known as the President's Intelligence 
Oversight Board (PIOB) . By longstanding agreement between the FBI and 
the lOB (and its predecessor, the PIOB) , the language has been 


"Denver EC." 


(UpC from the Denver Division to INSD, dated 10/20/03 and titled "SSA 
3] SA [;] Denver Division [;] lOB [;]. Hereinafter cited as 


b6 

b7C 


^ (U)A "United States person" is defined in Section lOl(i) of the Foreign 

Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et seq .) as "a citizen of the 
United States [or] an alien lawfully admitted for permanent residence (as defined in section 
101(a)(20) of the Immigration and Naturalization Act)...." See also Section II.W of the Attorney 
General Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations . 


Denver EC. 



2 




Director's Office From: General Counsel 

.tt?78-HQ-C1229736-VIO, 1/16/04 


^ (Uf 


interpreted to mandate the reporting of any violation of a provision 
of the FCIG . or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, if 
such provision was designed to ensure the protection of the individual 
rights of U.S. persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the lOB. The FBI is 
required, however, to maintain records of such administrative 
violations so that the Counsel to the lOB may review them upon 
request . 

With regard to the continuation of an FBI 
preliminary inquiry. Section III.B.6 of the FCIG'* provides, in 
pertinent part that 

Preliminary inquiries shall be completed 
within 120 days of the date of initiation . 

The Office of origin SAC may personally 
authorize extensions of a preliminary inquiry 
for a period of not more than 90 days up to 
a total of one year when justified by facts or 
information obtained during the course of the 
inquiry. . . . FBI Headquarters may authorize 
additional extensions for periods of not more 
than 90 days on the same basis. All extensions 
shall be in writing and include the justification 
for the extension . 

(Emphasis added, classification marking omitted) . 

Although this provision of the Attorney General Guidelines 
is primarily administrative in nature, it was designed in part to 
protect the rights of U.S. persons by limiting the length of time that 
the FBI can conduct a PI without periodic oversight by the proper 
authorities. Pursuant to the aforementioned agreement between the FBI 
and lOB, PI overruns are not reported to the lOB if they are both 
inadvertent and de minimis in time. To determine whether a possible 
violation of the FCIG is "inadvertent" and " de minimis in time," all 
the facts relevant to the incident must be considered. 


‘‘At the time of this investigation, the FCIG were in effect. 





To : 
Re : 


ET 


pirector's Office From: General Counsel 

P (U)278-HQ-C1229736-VIO, 1/16/04 




(U) In the instant matter, while the PI overrun 
between the ^piration date and the date of the renewal appears to 
have been inadvertent, it was not de minimis in time; investigative 
activity continued for three months before the renewal, during which 
time a source was contacted. Consequently, based on the above 
analysis, and in accordance with the reporting requirements of Section 
2.4 of E.O. 12863, OGC will prepare the correspondence required to 
report this matter to the lOB. 


LEAD (s) : 


Set Lead 1; (Action) 

DIRECTOR'S OFFICE 
AT OPR FO. DC 

(U) For action deemed appropriate. 
Set Lead 2 : (Action) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) For Action Deemed Appropriate. 

Set Lead 3; (Action) 

Denver 

(U) For action deemed appropriate. 

1 -Mr. Curran 
1 -Ms. Lammert 

1 I 

1 -lOB Library 

♦♦ 
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Director's Office From: General Counsel 

^^^y^78-HQ-C1229736-VIO, 1/16/04 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 01/15/2004 


To: Director's Office 

Counterterrorism 


Attn: OPR 

Attn: AD 


b2 


From: General Counsel 

Counter T errorism Law Unit I / Rm. 7975 

Contact: I 
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Approved By: Curran John F 

Lammert Elaine N 
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Drafted 
Case ID 
Title : 


By: I 

#= 


: asc 


78-HQ-C1229736-VIO 






AIL INFORMATION CONTA.INED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


|■TJfNTELLIGENCE OVERSIGHT ' BOARD MATTER 
^^TOB 2003 131 


Synopsis: is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (lOB) and to the Office of 
Professional Responsibility (OPR) , FBIHQ. OGC will prepare a 
cover letter and an enclosure for the Deputy General Counsel to 
report this matter to the lOB. 



DATE: 08-15-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 
REASON: 1. 4 (C) 

DECLASSIFY ON: 06-15-2030 


Reference ; 



78-HQ-C1229736-VIO Serial 112 


Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 


Details: (U) Referenced communication from CTD to OGC, dated 

07/3/02 (received 10/7/03), requested that OGC review the facts 
of the captioned matter to determine whether it must be reported 
to the lOB. In our opinion, it must. Our analysis follows. 


M As discussed in the referenced electronic 
-communication (EC), on 6/20/02, at approximately 4:30 pm EDT, the 
Special Technologies and Applications Unit (STAU) of the National 
Infrastructure Protection Center (NIPC) was conducting a 


OIG/DOJ Revlei 
FBI INVEST. 
OPR UC INITl 



DATE: 
DOJINVES' 





ET 


845 



N 



To: Director's Office From: General Counsel 

Re: (U^78-HQ-C1229736-VIO Serial 112, 01/05/2004 


b7C 



(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the lOB was known as the President's 
Intelligence Oversight Board. 

(U) Title 18, United States Code, Section 2511(2) (f) 
states that the procedures contained in the FISA and Title III 
of the 1968 Omnibus Crime Control Act (as amended by the 
Electronic Communications Privacy Act) "shall be the exclusive 
means by which electronic surveillance . . . and the intercep- 

tion of domestic wire and oral communications may be conducted." 
Additionally, Section 2.5 of E.O. 12333 provides that, "[e]lec- 
tronic surveillance, as defined in the Foreign Intelligence 
Surveillance Act of 1978, shall be conducted in. accordance with 
that Act, as well as this Order." Under Title 50, United States 
Code, Section 1802 (b) , the FISC is authorized to grant an order 
approving the electronic surveillance of a foreign power or an 
agent of a foreign power for the purposes of obtaining foreign 
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b7E 




To: 
Re ; 





Director's Office From: General Counsel 

(1^78-HQ-C1229736-VIO Serial 112, 01/05/2004 


intelligence information. Under the pertinent FISA definition, 
the term electronic surveillance means, "the acquisition by an 
electronic, mechanical, or other surveillance device of the 
contents of any wire or radio communication to or from a person 
in the United States, without the consent of any party thereto, 
if such acquisition occurs in the United States." 50 U.S.C. 

§ 1801 (f) (2) . 

fU) (X In this instance, it is clear that as a 
consequence of an error on the part of the communications 
carriers, the FBI (unintentionally) conducted an electronic 
surveillance which was unauthorized. The carrier's error must be 
reported to the lOB. OGC will prepare an appropriate cover 
letter and an enclosure for the Deputy General Counsel to report 
this matter to the lOB. 


SEC 
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Director's Office From: General Counsel 

J^)^^jj278-HQ-C1229736-VIO Serial 112, 01/05/2004 


Set Lead 1 ; (Action) 


DIRECTOR'S OFFICE 


AT OPR FO. DC 


(U) For action deemed appropriate. 


Set Lead 2; (Info) 


COUNTERTERROR I SM 


AT WASHINGTON. DC 


(U) Please read and clear. 


Mr . Curran 
Ms . Lammert 


lOB Library 


SECJ^T 
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BUREAU OF INVESTIGATION 


Precedence; ROUTINE 


Date; 01/28/2004 


To : 


From 


Detroit 

Attn ; 

SAC 

Director's Office 

Attn; 

Office of Professional 
Responsibility (OPR) 

Counterterrorism Division 

Attn; 

A/AD 

General Counsel 



Counterterrorism Law 

TTuit TT 



Contact : 


Approved By ; Curran John F 


Drafted By; 


Case ID #; 

278-HQ-C1229736-VIO 

66-DE-A5102 


b6 



b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 


b2 

b6 

b7C 


Title; (U) INTELLIGENCE OVERSIGHT BOARD MATTER (lOB) 
lOB 2003 14.5 

Synopsis; (M) is the opinion of the Office of the General 

Counsel (OGO) that this matter must be reported to the Intel- 
ligence Oversight Board (lOB) and to the Office of Professional 
Responsibility (OPR), FBIHQ. OGC will prepare a cover letter and 
a memorandum to report this matter to the lOB . Our analysis 
follows . 

DATE: 08-15-20CS 

CLASSIFIED BY 65179/DMH/ JW/ 05-CV-0845 

REASON; 1.4 (C) 

DECLASSIFY ON: 08-15-2030 


Reference; 315G-DE- 92 951 , Serial 140, 141 

Administrative; (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 
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SE^ET 

Counterterrorism Division From: General Counsel 

!^78-HQ-C1229736-VIO, 01/28/2004 


(iff 


(S), 


(U) 

Detaxls: 

on October 
letterhpari 

cm'Kn 




( 3 ) 


As discussed in tlie electronic communication ,(EC) 
2003, FBI Detroit prepared and forwarded a 

mp.mr.-r^nHnfn for the full investigation (FI) on 

a U.S. person, on May 11, 1998. 
is ci "UnirSd srarss person" as that term is used in the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations 
(FCIG) The initiation and continuation of the FI required FBI 
Detroit and the Headquarters' substantive unit to comply with the 
requir ements o:^ Executive Order (EO) 12863 and the FCIG . In this 
regard. 

May 11, 


became the subject of a FBI full investigation on 
19 y 8 , In the New York Division. The New York Division 
prepared and submitted the FBI HQ annual LHMs on May 23, 2000 and 
May 1, 2001. The next required annual LHM should have been filed 
with FBIHQ in May, 2002. The investigation was transferred to 
FBI Detroit on October 17, 2001. On October 31, 2003, FBI 
Detroit advised FBIHQ and the Office of the General Counsel that 
they had failed to comply with the annual reporting requirements. 


(U) Because the subject of the investigation was (and 
remains) a "United States person" as that term is used in Section 
101 (i) of the Foreign Intelligence Surveillance Act of 1978 
(FISA) and Section II.W of the Attorney General Guidelines for 
FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG) ^ , continuation of the 
investigation required that Detroit and the Headquarters' 
substantive unit comply with the reporting requirements of 
Executive Order 12863 and the FCIG . Due to delay in forwarding a 
hard copy of the investigation to FBI Detroit following 
notification of the investigation being transferred, and an 


(U) EC from FBI Detroit to INSD and OGC, dated 10/31/2003 and titled "Intelligence 
Oversignt Board (lOB) Matter." 


(U) ^ ^ A "United States person" is defined in Section II.W. of the FCIG as "an individual 
who is ....[a] United States citizen ... or ... [b] a permanent resident alien . . . ." 


(U) A "United States person" is defined in Section lOl(i) of the Foreign Intelligence 

Surveillarfc^Act (FISA)(codified at 50 U.S.C. § 1801 et seq.i as "a citizen of the United States 
[or] an alien lawfully admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." See also section II. W of the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations . 
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To: Counterterrorism Division From: General Counsel 

ReJUjiV) 278-HQ-C1229736-VIO, 01/28/2004 


administrative order, Detroit failed to submit the third annual 
letterhead memorandum (LHM) , due on or about May 2, 2002, to the 
National Security Law Unit (NSLU) , OGC, for submission to the 
Office of Intelligence Policy and Review (OIPR) , Department of 
Justice (DOJ) , as required by the FCIG . As a result of the 
error, OIPR was not advised of the status of the ongoing 
investigation for approximately fifteen months. (U) 

(U) ' Section 2.4 of Executive Order (E.O.) 12863, 

dated September 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, 

the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated December 4, 
1981, when the lOB was known as the President's Intelligence 
Oversight Board (PIOB) . By longstanding agreement between the 
FBI and the lOB (and its predecessor, the PIOB), this language 
has been interpreted to mandate the reporting of any violation of 
a provision of the FCIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially admin- 
istrative in nature need not be reported to the lOB . The FBI is 
required, however, to maintain records of such administrative 
violations so that the Counsel to the lOB may review them upon 
request . 

(U) (M Section IX of the FCIG sets forth rules governing 
the reporting, dissemination, and retention of information 
concerning foreign counterintelligence and international 
terrorism investigations. Section IX. C provides in pertinent 
part that : 

Each full investigation of any U.S. person 
shall be reported within ninety (90) days of 
initiation to the Office of Intelligence 
Policy and Review, setting forth the basis 
for undertaking the investigation. The FBI 
shall furnish to the Attorney General or a 
designee a summary of each investigation at 
the end of each year the investigation 
continues, including specific information on 

SEClB^iT 



To: 

Re:(U) 



terterrorism Division From: General 

278-HQ-C1229736-VIO, 01/28/2004 


Counsel 


any requests for assistance made by the FBI 
to foreign law enforcement, intelligence or 
security agencies. (Emphasis added.) 

Section IX. C is intended to regulate the timely 
reporting of^ FBI full investigations on U.S. persons to the OIPR. 
As such, it was written to include both administrative and 
"rights protection" components. The annual reporting 
requirements of Section IX. C is purely administrative in nature, 
while the oversight exercised by the OIPR in reviewing the 
required reporting ensures the protection of individual rights. 

As a general rule, delinquent annual LHMs are considered to be 
violations of an administrative nature when they are submitted to 
the NSLB within 90 days of their original due date. These 
administrative violations are placed in the control file for 
periodic review by the Counsel to the lOB . When an LHM is not 
submitted at all, or is submitted later than 90 days from its 
original due date, the facts and circumstances of that particular 
case must be examined to determine whether the failure or 
substantial delay in submitting the LHM precluded meaningful 
oversight and review by the OIPR. If the OIPR was precluded from 
conducting such oversight and review, then the matter must be 
reported to the lOB. 


As previously discussed, in this instance, 

OIPR was not updated of the status of this ongoing investigation 
involving a U.S. person for approximately fifteen months. This 
delayed reporting clearly precluded OIPR from exercising its 
responsibility for oversight and approval of an ongoing foreign 
counterintelligence investigation of a U.S. person, which is 
contrary to the requirements of the FCIG . 


(UJ Based upon the above analysis, and consistent the 

reporting requirements of Section 2.4 of E.O. 128S3, OGC will 
prepare a cover letter and an LHM to report this matter to the 
lOB. That correspondence will also advise the lOB that this 
matter will be referred to the FBI's Office of Professional 
Responsibility. The latter is a matter within the cognizance 
of the IMU. 
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To; Counterterrorism Division From; General Counsel 
Re: W) 278-HQ-C1229736-VIO, 01/28/2004 

(U) A 


LEAD(s) : 

Set Lead 1: (Discretionary) 


DTRFCTOR'S OFFICE 


AT OPR FQ. DC 




For action deemed appropriate. 


Set Lead 2; (Discretionary) 


COUNTERTERROR ISM 


) For action deemed appropriate 


1 - NSLB Library 
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Page 


BY COURIER 


General Brent Scowcroft (USAF Retired) 

Chairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, N.W. 

Washington, D.C. 20503 

Dear General Scowcroft : 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (lOB) Matter, 
lOB 2003 145." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 


Enclosure TNPnRMATTON CONTATNEn 

HEREIN IS UNCLASSIFIED EXCEPT 

T I I WHERE SHOWN OTHERWISE 



/ - U 8 45 


Case ID : 278-HQ-C1229736-VIO 


SESRET 


Serial : 336 
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General Brent Scowcroft (USAF Retired) 


Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 


Patrick W. Kelley 
Deputy General Counsel 


1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 

Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4304 

1 - Mr, James Baker 

Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 
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SEQSET 


INTELLIGENCE OVERSIGHT BOARD (lOB) MATTER 
lOB 2003 145 (U) 


Investigation of this lOB matter has determined that, 
on May 11, 1998, the New York Field Office of the Federal Bureau 
of Investigation ( " FPT ” ) — — i n i t -i a t i pn of a full 
investigation (IT) o who was a "United 

States person" as that tdfrt\ Is usdd ih thd Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG) . Thus the initiation 
and continuation of the IT required FBI New York and the 
Headquarters substantive unit to comply with the requirements of 
Executive Order 12863 and the FCIG. FBI New York submitted its 
initial 90 -day letterhead memorandum and two subsequent annual 
memoranda in a timely fashion. However, after the investigation 
was transferred to FBI Detroit, the annual memorandum was filed 
approximately fifteen months later than required. As a result of 
the delinquent LHM, OIPR was not properly advised of the 
initiation of the FI in accordance with Section IX. C of the FCIG. 
This delayed reporting clearly precluded OIPR from exercising its 
responsibility for oversight and review of an ongoing foreign 
counterintelligence investigation of a U.S. person, contrary to 
the requirements of the FCIG. This matter has been referred to 
the FBI's Office of Professional Responsibility for review and 
action deemed appropriate. 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 06-11-2005 BY 65179/DMH/JW/05-CV-0845 
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'(S) 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated September 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB all information concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive. Exec. Order No. 12863, 58 Fed. Reg. 48441 (Sept. 13, 
1993) . This language was adopted from E.O. 12334, dated December 
4, 1981, when the lOB was known as the President's Intelligence 
Oversight Board (PIOB) . 

(U) By longstanding agreement between the FBI and the lOB 
(and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection, or 
other guidelines or regulations approved by the Attorney General 
in accordance with E.O. 12333, dated December 4, 1981, if such 
provisions were specifically intended to ensure the protection of 
the individual rights of U.S. persons. 

(U) Under Title 50, United States Code, Section 1822, the 
FISC is authorized to grant an order approving the physical 
search of a foreign power or an agent of a foreign power for the 
purposes of obtaining foreign intelligence information. Under 
the pertinent FISA definition, the term "physical search" means, 
any physical intrusion within the United States into premises or 
property . . . that is intended to result in a seizure, 

reproduction, inspection, or alteration of information, material, 
or property, under circumstances in which a person has a 
reasonable expectation of privacy and a warrant would be required 
for law enforcement purposes. 50 U.S.C. 1801(f) (2) . 


2 


bl 

b2 

b7A 

b7E 


(S) 


(U) Further, under section 2.4 of E.O. 12333, only the FBI 
had the authority to conduct an unconsented physical search of 

I Section 2.4 of E.O. 12333 provides 

in pertinent part that: 


b2 

b7A 

b7E 


Agencies within the Intelligence Community shall use 
the least intrusive collection techniques feasible 
within the United States or directed against United 
States persons abroad. Agencies are not authorized to 
use such techniques as . . . unconsented physical 

searches . . . unless they are in accordance with 

procedures established by the head of the agency and 
approved by the Attorney General . Such procedures 


SEp^T 
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Working Copy Page 3 

shall protect constitutional and other legal rights and 
limit use of such information to lawful governmental 
purposes. These procedures shall not authorize: 


(b) Unconsented physical searches in the United 
States by agencies other than the FBI, except for: 


(1) Searches by counterintelligence elements 

of the military services directed against military personnel 
within the United States 

or abroad for intelligence purposes . . . ; 

and 


(S) 


Exec. Order No. 12333, 46 Fed, Reg, 59941 (Dec. 4, 1981) 
(emphasis added) . 


As provided in section 2.4 of E.O. 12333, while the FBI 
had the authority to conduct an unconsented physical search of 


(S) 


I Thus, in accordance with the reporting 
requirements of Section 2.4 of E.O. 12863, this mistake must be 
reported to the lOB. OGC will prepare an appropriate cover 
letter and an enclosure for the Deputy General Counsel to report 
this matter to the lOB. 


bl 

b2 

b7A 

b7E 


s^3s«fS3:. 







WorJcing Copy 


Page 1 


BY COURIER 


General Brent Scowcroft (USAF Retired) 


Chairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear General Scowcroft: 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 08-12-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 
REASON: 1. 4 (C) 

DECLASSIFY ON; 08-12-2030 


This letter forwards for your information a self- 
explanatory enclosure, entitled Intelligence Oversight 
Board (lOB) Matter 2004-21." 


This enclosure sets forth' details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 


Enclosure 


1 -I I 

1 - 278-HQ-C1229736-VIO 
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General Brent Scowcroft (USAF Retired) 


Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 


1 - Mr. James Baker 

Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 




INTELLIGENCE OVERSIGHT BOARD (lOB) MATTER 
COUNTERINTELLI GENC^ DI VI SION 
SEpJ^T 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 03-12-2005 BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 
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U.S. Department of Justice 

Federal Bureau of Investigation 

;SEeftgE; 

Washington, D. C. 20535-0001 

February 11, 2004 
BY COURIER 


General Brent Scowcroft (USAF Retired) 

Chairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building declassified by 65179 /dmh/jii/o 5 -cv-o 84 s 

725 17th Street, Northwest 0MO8-12 2005 

Washington, D.C. 


Dear General Scowcroft : 


Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (lOB) Matter, 
Pittsburgh Division, lOB Matter 2002-57" (U) 


This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our Office 
of Professional Responsibility for a determination of whether any 
administrative action is warranted. (U) 

Enclosure 


1 - Mr. Szady 

OPR (lOB 2002-57) 
1 - 27 8 -HQ- 
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General Brent Scowcroft (USAF Retired) 


Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 


Patrick W. Kelley 
Deputy General Counsel 


1 - Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 

Counsel, Office of Professional Responsibility 

U.S. Department of Justice 

Room 4303 

1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 

U.S. Department of Justice 

Room 6150 
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INTELLIGENCE OVERSIGHT BOARD (lOB) MATTER 
PITTSBURGH DIVISION 
lOB MATTER 2002-57 (U) 


Inquiry has determined that in conducting a preliminary 
inquiry (PI) of a United States person, the Federal Bureau of 
Investigation (FBI) failed to comply with the requirements for 
the continuation of a PI as prescribed in Section III.B.6 of the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations ( FCIG ) . 
In this regard, the Pittsburgh Division opened a PI on a 
sensitive asset on 03/21/02 to determine his/her suitability as 
an asset for foreign counterintelligence matters. The initial 
120 -day PI was not extended but contact between the asset and the 
Special Agent continued. The Agent discovered the error on 
09/26/02. In mitigation of the errors, Pittsburgh advised that 
the only investigative actions taken following the expiration of 
the initial 120-day authorization were a series of electronic 
mail (e-mail) communications. One e-mail concerned the 
scheduling of a security briefing, while' the remaining e-mails 
were social in nature. Because the subject was (and remains) a 
"United States person" as that term is used in Section 101 (i) of 
the Foreign Intelligence Surveillance Act of 1978 . continuation 
of the investigation required that Pittsburgh comply with the 
requirements of Executive Order 12863 and the FCIG . In this 
matter, while the PI overrun appears to have been inadvertent, it 
was not de minimis in time. The PI was never properly extended, 
and investigative activity occurred for approximately two months 
after the PI had expired. Therefore, this report is being made 
to the Intelligence Oversight Board. (TJ) 
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Precedence : ROUTINE 


Date: 08/26/2004 


To: Director's Office 

Counterintelligence 
Washington Field 


Attn: OPR 

Attn; AD 
Attn; SAC/CI 
CDC 


From: General Counsel 

Counterin telligence Law Unit /Room 7975 
Contact : I I 


Approved By: Curran John F 


Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U)65J-WF-A141932 3 (Pending) 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE’ 


Title : 



INTELLIGENCE OVERSIGHT BOARD MATTER 
lOB 2004-58 


Synopsis: (S) The Office of the General Counsel (OGC) considers 

that this matter must be reported to the Intelligence Oversight 
Board (lOB) and to the Office of Professional Responsibility 
(OPR) . Our analysis follows. 


DATE: 08-12-2005 

CLASSIFIED BY 65 17 9DMH/ JW/ 05-C\f- 0 8 45 
REASON: 1.4 V.C) 

DECLASSIFY ON: 08-12-2030 
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Case ID : 278-HQ-C1229736-VIO 


Serial : 570 





(U) Even though the violation was technical, it is 
nonetheless reportable to the lOB under the provisions of Section 
2.4 of E.O. 12863. Consequently, OGC will prepare a cover letter and a 
memorandum to report this matter to the lOB. The 
correspondence will advise the lOB that the matter will be 
referred to the FBI's OPR. 

LEAD(s) : 

Set Lead 1: (Action) 

DIRECTOR'S OFFICE 
AT OPR FO, DC 

(U) For action deemed appropriate. 


Set Lead 2: (Info) 


SECRET 
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COUNTERINTELLIGENCE 


AT WASHINGTON, DC 
(U) Please read and clear. 


Set Lead 3: (Action) 

WASHINGTON FIELD 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 
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BY COURIER 


General Brent. Scowcroft (USAP Retired) 

Chairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, N.W. 

Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (lOB) Matter, 
lOB 2004-58. " (U) 


The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 


Enclosure 


ALL ■INFORMATION CONTAINED 



HEREIN IS UNCLA.SSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 08-15-2005 


CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 
REASON: 1. 4 (C) 

DECLASSIFY ON: 08-15-2030 



1 - Mr . Curran 
1 - 
1 - 
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lOB Library 
278-HQ-C1229736-VIO 
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General Brent Scowcroft (USAF Retired) 


Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 


John F. Curran 
Deputy General Counsel 


1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 






INTELLIGENCE OVERSIGHT BOARD (lOB) MATTER 
lOB 2004-58 (U) 



(U) Nevertheless, a technical violation of E.O. 12333 
occurred. This matter has been referred to the FBI's Office of 
Professional Responsibility for any action that is deemed 
appropriate . 
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Date: 08/27/2004 


To : General Counsel 

Inspection 


Attn: NSLB 


From: I I b7E 

CT-4 

Contact : SaI 


Approved By: 
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Case ID #: 278-HQ-C1229736-VIO 
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Set Lead 1: (Info) 


GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For the information of OGC and for any further 
action at the discretion of OGC. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 
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Precedence; ROUTINE 
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Counterterrorism 

Inspection 


From; General Counsel 

NSLB/CTLU I/Room 7975 

Contact: I 


Date; 02/08/2005 
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AJLL INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED EKCEPT 
WHERE SrlUlwN OTHEKiSiSE 






Approved By; 

Drafted By; 
Case ID #; 



/fo^ 5)?^ 


Case ID #; CiS) U TT278-HO-C122 9736-V IO (Pending) b6 h 0 \(jU^ 

^, .4 ^(Pending) C 

Title; (U) INTELLIGENCE OVERSIGHT BOARD I 

(lOB) MATTER 2004-79 V Y 

Synopsis; (U)It is the opinion of the o iyx^j^e uf General 

Counsel (OGC) that the above referenced matller must be reported 
to the Intelligence Oversight Board (lOB) and to the FBI's Office 
of Professional Responsibility (OPR). Our analysis follows. 


X' (D) 


Dedal 


09-12-2005 

BY 65179/DMH/JW/05-CV-OB45 
REASON; 1. 4 (C) 

DECLASSIFY ON; 09-12-2030 





b2 


(U) * A "United States person" is defined in section II. W of 

the ^^idelines as "an individual who is . . . [a] United States citizen . . . 
or ... a permanent resident alien . . . ." This regulatory definition is 
based on the definition of a "United States person" as that terra is used 
section lOl(i) of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. 
§ 1801 ^ sea . The latter states, in pertinent part, that a "'United States 
person' means a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a) (20) of the Immigration 
and Naturalization Act) . . . ." 
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To: 

Re: 


(U) 


w 


From: General Counsel 

■Z7B-HQ-C1229736-VIO, 02/08/2005 


b2 

b7E 


Thus, the interception of these communications was not 
authorized. 


(U) Section 2.4 of Executive Order 12863 of September 
13, 1993, requires General Counsel of the intelligence community 
to report intelligence activities that they have reason to 
believe may be unlawful or contrary to executive orders or 
presidential directives to the Intel ligence Oversight Board. The 
circumstances of this case show that/ 

I B.j.unougn a narrow reaaing ot E.O. 

12863 might not require the FBI to report this mistake to the 
Intelligence Oversight Board, the Office of the General Counsel 
has traditionally done so in these kinds of cases. OGC has 
therefore prepared an appropriate communication to the b2 

Intelligence Oversight Board and to the Inspection Division, 
Internal Investigations Section. 
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To: ^ I From: General Counsel 

Re: ^^78-HQ-C1229736-VIO, 02/08/2005 


LEAD (s) : 

Set Lead 1: (Discretionary) 


(U) For appropriate action. 


Set Lead 2 : (Discretionary) 


DIRECTOR'S OFFICE 


AT OPR FO, DC 


(U) For appropriate action. 


Set Lead 3: (Info) 


COUNTERINTELLIGENCE 


AT WASHINGTON, DC 


(U) For information only. 
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BY COURIER 


General Brent Scowcroft (USAF Retired) 

Chairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, N.W. 

Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure- entitled, "Intelligence Oversight Board (lOB) Matter, 
lOB 2004-79 . " (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws. 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 


DATE: 12-04-2005 

CLA.SSIFIED BY 65 17 9DMH/ BA.KF 05-CV-0845 



1 - Ms . Thomas 
1 - 
1 - 


1 

1 


lOB Library 
278-HQ-C1229736-VIO 


ALL iNFORMATiUrJ COMTAIWED 

hereih is unclassified except 

WHEKE SHOWN OTHERWl SE 


b6 

b7C 


[secret 



.Case ID : 278-HQ-C1229736-VIO v / Serial : 734 



Page 


2 


Working Copy 

General Brent Scowcroft (USAF Retired) 


Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 


Julie Thomas 

Deputy General Counsel 


Enclosure 


1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 


INTELLIGENCE OIAERSIGHT BOARD (lOB) MATTER 
lOB 2004-79 (U) 


^ The FBI 


received authorization :^om the Foreign Intelligence 

S^I^ET 
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b2 

b7E 

b6 
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LEAD(s) : 


Set Lead 1 : (Action) 

COUNTER I NTELL I GENCE 

AT WASHINGTON, DC 
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DATE; 12-03-2005 

CLASSIFIED BY 65179DMH/BAW 05-CV-084S 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-03-2030 

ALT. TNFORMATTOK CONTATMED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


January 4, 2005 


General Brent Scowcroft (USAF Retired) 

Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft : 

This letter forwards for your information a self- 
explanatory enclosure entitled "Intelligence Oversight Board 
(lOB) , Matter 2004-96." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws. 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 


Enclosure 


b2 


1 

1 

1 

1 

1 

1 


b7E 

b6 

b7C 

- OPR 

- 278-HQ-C1229736-VIO 


- Mr . Szadv 

- SAC I 

- Mh ThomaR 
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Serial : 653 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience . (U) 


Very truly yours. 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable John D. Ashcroft 

Attorney General 

U.S. Department of Justice 

Room 5111 

2 - Mr. James A. Baker 

Counsel, Office of Intelligence Policy and Review 

U.S. Department of Justice 

Room 6150 ^2 

b7E 

INTELLIG ENCE OVERSIGHT BOARD (I OB) MATTER b7A 
DIVISION 

I OB MATTER 2004-96 (U) 


bl 

b2 

b7E 

b6 

b7C 

b7A 


(S 





Precedence : 
To 


PRIORITY 


General Counsel 
Counterintelligence 


Attn : 
Attn : 


Date: 07/16/2004 

National Security Law Branch 
CD-3B, Room 4094 

ssaI 


From : 


Squad 16B, 
Contact : SA 


~l pa 


Approved By : Mershon Mark J 


Drafted By: 


ALL INFORMATION CONTAINED bl 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN UTHEKKIISE 


Case ID #: ^ 77»-Hn-n 77Q736-VTr 

(S) 


(U) 


_LE£nding) 


Title: 


(U) ssraT 


SAr 


J 


b2 

b7E 

b6 

b7C 


lOB 


Divisxon 


DATE: 12-03-2005 

CLASSIFIED BY 65 17 9DMH,/ BAIT 05-CV-0 8 45 
REASON; 1.4 (C) 

DECL.ASSIFY ON; 12-03-2030 


Synopsis ;(u) ^ Notification to the Office of General Counsel 
of potential Intelligence Oversight Board (lOB) violation (s) . 


^ (U) 


■J 1 — I ...1 


/ 


Detail!(U) As directed per EC dated 03/08/2004 from the 

National Security Law Branch, this communication is provided 
as notification to the Office of General Counsel of potential 
lOB violation (s) . 


bl 

b2 

b7E 

b7A 


bl 










LEAP(s) : 


Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

As directed per EC dated 03/08/2004 from the 
National Security Law Branch, this communication is provided 
as notification to the Office of General Counsel of potential 
lOB violation (s) . 


Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(u) Read and clear. 
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Precedence ; ROUTINE 


Date: 11/24/2004 

To: 


Division 

Attn : 

ASAC FCI /Administrative 
CDC 


Counterintelligence 

Attn : 

CD-3B, Room 4094 

ssaI I 


Director's Office 

Attn : 

Office of Professional 
Responsibility 


' From; General Counsel 

National Security Law Branch/CILU/Room 79875 
Contact : I 


Approved By : Thnm?is , Tulip F 


Drafted By: 


b2 

b7E 

b6 

b7C 

b7A 


(U) 


Case ID #: 97R-Hn-r-1 0 

(S) 


Title: (U) Intelligence Oversight Board 

(lOB) Matter 2004-75 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Synopsis: (Uiit is the opinion of the Office of General 

Counsel (OGC) that the above referenced matter must be reported 
to the lOB and to the FBI's Office of Professional Responsibility 
(OPR) . OGC will prepare and deliver the required correspondence 
to the lOB. Our analysis follows. 


DATE: 12-03-2005 

CLASSIFIED BY 65 17 05- 
REASON: 1,4 (C) 

DECLASSIFY ON: 12-03-2030 



Reference: ^)(TJ) 278-HQ-C1229736-VIO Serial 556 


Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect . 

Details: (S)/ 


Case ID : 278-HQ-C1229736-VIO 



Serial : 628 






s 


il : (U) See EC from the Division to the General 

Counsel , ^ 

dated July 16, 2004, Case ID# 278-HQ-C1229736-VIO Serial 
BS6. titled "SSRA 

SA Division, 

I OB" here.i nafter 

cited as EC , " 


il2 : 


This notification was made via FBI e-mail 


i8': (U|^ 

informe ’ 


C. The FBI technical collection personnel so 
reply e-mail. 


il3': (U) I EC . AGC 

containing this information to SSA 


ave the u nopened envelope 
CD-3B who then 
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Working Copy 

submitted the unopened envelope to the 


114': (U) I 

115': (U) Id. 


LEAD(s) : 

Set Lead 1: (Info) 



all material acquired] 

I to CD-3B. 

Set Lead 2: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

( U) CD-3B is r equested to ensure that all material 
provided by I I be submitted 

Set Lead 3: (Discretionary) 

DIRECTOR'S OFFICE 

AT OPR FO, DC 

(U) For review and action deemed appropriate. 


CC: M 



NSLB lOB Library 


SEKRET 
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AI.I. INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


BY COURIER 


DATE : IC— 03— 2 u Ou 

CLASSIFIED BY 65179DMH/BAW OS-cv-0845 
REASON; 1.4 (C) 

DECLASSIFY ON; 12-03-2030 

General Brent Scowcroft (USAF Retired) 

Chairman 

Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 


Dear General Scowcroft: 


This letter forwards for your information a self- 

explanatory end osure entitled Intelligence Oversight Board b2 

(lOB) Matter, Division, lOB Matter 2004-75." (U) 

b7E 


The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws. 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 


Enclosure 
1 - Mr. Szady 

1 - ,M-r P-n-r-r?^r> 

1 - 


b6 

b7C 


278-HQ-C1229736-VIO- 



Case ID : 278-HQ-C1229736-VIO 



OIG/B55 felweW; ^ tZ-r DAm 

FBI INVEST.: OlQ/DOJ INVEST.: *^ 

OPR UC INITIAllS: ~ 



Working Copy 


Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 


Sincerely, 


John F . Curran 
Deputy General Counsel 


1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 


TNTRT,T,TGF. UCF nVFRSTGHT BO^PD (TOB\ MATTER 


lOB MATTER 2004-75 (U) 


S^ 



(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 
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BY COURIER 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE BHUiflJN OTHERlAllSE 


General Brent Scowcroft (USAF Retired) 
Chairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, N.W. 

Washington, D.C. 20503 


DATE: 10- 13-2 DOS 

CLASSIFIED BY 65179DMH/lr2 Ca#05-CV-0845 
REASON: 1.4 (C) 

DECLASSIFY ON: 10-13-2030 


Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (lOB) Matter, 
lOB 2004-81 . " (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 


UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 


1 

1 

1 


-pidi: Cnrran 


1 

1 


lOB Library 
278-HQ-C1229736-VIO 


b6 

b7C 



Case ID : 278-HQ-C1229736-VIO 


S 


Serial : 594 
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General Brent Scowcroft {USAF Retired) 


Page 2 


Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 


Julie Thomas 

Deputy General Counsel 


Enclosure 


1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 


UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 




INTELLIGENCE OVERSIGHT BOARD (lOB) MATTER 
lOB 2004-81 (U) 


> ) W FBI received authorization ^rom the Foreign Intelligence 
N SEOiRET 


'•SE^iSET 

Working Copy - 

Surveillance Court (FISC) on August 5, 2004, 

vice to collect 


used by a U.S. person who is the' s 
counterintelligence investigation . 


that were 


i gwaiEia 




On August 30, 2004 


f Si i 


iirs^B»i 




vided the initial response to 
lal comoa c t disks fma) ma r ke d 


ugus 

j. c V xcwcva L-iic tiiciL-ci i a 1 on Auq u st 31. 2004. 
the Case Aqent realized thatl 


ISIMIUIM 


that 


|"of tne error and asked that hertaSforth only the' 
information specifijred in the order be provided, rme original CDs 
were sent by the uMice of the General Counsel to the Office of 


were sent by the office of the General Counsel to the Office of 
Intelligence Policy and Revie.w fnr annrnnri ate, disposition. No 
copies of the contents of the ^^ere retained by 

the FBI . ’ ( g j 

AT The interception of electronic communications in this case 
resulted from an error on the part of the internet service 
provider; nevertheless, the interception was unauthorized and 
thus contrary to Title 18, United States Code, Section 
2511. The matter is 

therefore reportable to the Intelligence Oversight 
Board under the terms of Executive Order 12863. In addition, it 
has been referred to the FBI's Office of Professional 
Responsibility for any action that is deemed appropriate. 
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Precedence : ROUTINE 


To; Counterterrorism 


General Counsel 


Date: 12/10/2003 

Attn; ITOS 1/CONUS 1/Team 2 

ssa| I 

Attn; NSLB/CTLU II 


From; 


CT-1 

Contact : 


Approved By; 


Drafted By: 


Attn ; 



DATE: 10-13-2005 

CLASSIFIED BY 65 17 9DMH/ 1 r2 Ca# 05-CV-0845 
REASON: 1.4 (C) 

DECLASSIFY ON: 10-13-2030 


Case ID #; (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) PRESIDENTIAL INTELLIGENCE OVERSIGHT BOARD (lOB) 


Synopsis : 





Der^ 

Decli 


From 


Reference : 


66F-HQ-A1247863 Serial 130 


Details : Consistent with guidelines set fort h in the 

referenced communication. Division reports that 

inadvertently recorded pen/ toll information from a subject's home 

telephone line after the .qnhjp^pt nHanrfP.ri rmmhp^-r.g Tha_pen 

recfister /trap and trace device was 

disabled (SJ 

The pen/toll information was recorded (zSjough a 
United States Foreign Intelligence Surveillance Court (USFISC) 
anthn-ri i n.qta 1 1 at i on of a -nffn r-pai .qt /t -rap and trace device 


Controlling legal authority 


the relevant 


investigation is as follows: 


Case ID : 278-HQ-C1229736-VIO 








LEAD (>^ : 

Set Lead 1: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, D.C. 
(U) Read and clear, 
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Set Lead 2: (Action) 

GENERAL COUNSEL 
AT NSLB 

1. (U) NSLB is requested to coordinate with ITOS 

1/CONUS l/Team 2 and DOJ/OIPR to ensure required reporting 
mandates are met . 

2 (TT)I . I b2 
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Precedence: ROUTINE 


b2 



b7E 

Attn: SAC 

COC 


Date: 03/18/2005 


Counterterrorism 

Attn: AD 

Inspection 

Attn: internal Investigation 


Section (IIS) 


ALL INFORMATION COWTAIFIED 
HEREIN IS UNCLASSIFIED EXCEPT 
IHERE SHOiN OTHERilSE 


From: General Counsel 


Nationa 

Contact 


Security Law Branch/LX Crossing, Room 5S200 


Approved By: Thomas Julie F 


Drafted By: 


DATE: 10-13-2005 

CLASSIFIED BY 65179DMH/lr2 Cai-05-CV-[l845 
REASON; U (C) 

DECLASSIFY ON; 10-13-2030 


b2 

b6 

b7C 


Case ID 
Title: 



278-HQ-C1229736-VIO (Pending) 



INTELLIGENCE OVERSIGHT BOARD 
(lOB) MATTER 2004-71 


bS 

b7C 


Synopsis: ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (lOB)and to the Office of 
Professional Responsibility (OPR), FBIHQ. OGC will prepare and 
deliver the necessary correspondence to the lOB. Our analysis 
follows. 




Case ID : 278-HQ-C1229736-VI0 Serial : 797 
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Section 2.4 of Executive Order (EO) 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, INSO, and the General Counsel, OGC, respectively) 
report to the lOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive," 



happen, however, it did not. Consequently, in accordance with 
E.O. 12863 and Section 2-56 of the NFIPH, the inadvertent error 
must be reported to the lOB, which this Office will do. 
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LEAD (s): 

Set Lead 1: (INFO) b2 



AT 

(U) Read and clear. 

Set Lead 2: (Action) 

INSPECTION 

AT INTERNAL INVESTIGATION SECTION, DC 
(U) For action deemed appropriate. 
Set Lead 3: (Action) 

COUNTERTERRORISM 
AT WASNINGTON, D.C. 

(U) For action deemed appropriate 


1 • Hs. Thomas 

1 ■ 

1 - 

1 ■ lOB File 

♦‘FOOTNOTES** 
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AT, I. TTJPORMATTON CONTATNEn 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


BY COURIER 


Mr . James Langdon 
Chairman 

Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 


DATE DM 

CLAS srflErr^- 65179DMH/lr2 Ca#-05-CV-0845 
REASON; 1.4 (C) 

DECLASSIFY ON: 10-13-2030 


Dear Mr . Langdon : 


Enclosed for your information is a self-explanatory 
memorarj dum . entitled "Intelligence Oversight Board (lOB) Matter, 
Field Office, lOB Matter 2004-71. (U) 


This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws. Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 

(U) 


b2 

b7E 


DATE: EncdrOiaure 


CLASSIFIED BY 65 17 9/ DHH,/' LP/ DK 
REASON: 1.4 ((C) 05-CV-0B45) 

DECLASSIFY ON: 12-03-2030 


1 

1 

1 

1 

1 


Ms . Thomas 
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b7C 


UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 



Mr. James Langdon 



Case ID : 278-HQ-C1229736-VIO 


Serial : 798 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience . (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 


TNTELT.TGEN CR OVERS IGHT BOARD (lOB) MATTER 

[field OFFICE 
MATTER 2004-71 (U) 


ruB" 


b2 

b7E 



This matter also has been referred to the FBI's Office 
of Professional Responsibility for action deemed appropriate. (U 


Derive '''Cromip.G-S 
Declassdif^ cm: X25-1 
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Precedence : ROUTINE 

To: Counterterrorism 

General Counsel 


Date: 04/29/2004 

Attn: ITOS l/CONUS l/Team 2 

ssaI 

lOS 

Attn: MSLB/CTLU II 

Attn: CDCl 

SSA 


From: 


CT-1 

Contact: SaI 


Approved By: 



AT.l, TNFOFMATTON COMTATNEn 

HEREIN IS LTNCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 


Drafted By: j 

Case ID #: (U) 278 -HQ-C1229736 -VIO (Pending) 

Title: (U) PRESIDENTIAL INTELLIGENCE 

OVERS I GHT BOARD ( I OB ) 


DATE: 08-30-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05- CV- 0 B 45 
REASON: 1.4 (C) 

DECLASSIFY ON: 08-30-2030 


Synopsis: (U) To report a potential lOB violation involving 
inadvertent recording of pen/toll information pursuant to the 
USFISC-authorized installation of a pen register/trap. 


!UD^ 

Dec 


.From. 

5y*^ 


Reference: (U) 66F-HQ-A1247863 Serial 130 


bl ,b2, b7E 


Details: Consistent with th e guidelines set fort 

referenced communication, I I Division reoorts that 




ps;^ Controlling legal authority for the reievan 
investigation is as follows: 


Case ID : 278-HQ-C1229736-VIO - Serial : 457 

StefijRET 
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b6 

b7C 


b7E 
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b7C 

b7E 


LEAD(S) : 

Set Lead 1: (Info) 


COUNTER I NTELL I GENCE 

AT WASHINGTON, DC 


(U) SSA 


are requested to 


coordinate with NSLB to insure that required reporting 
mandates are met . 


Set Lead 2; (Action) 
GENERAL COUNSEL 


b€ 

hlC 


AT WASHINGTON, DC 

(U) NSLB is requested to coordinate with ITOS 
l/CONUS l/Team 2 and DOJ/OIPR to ensure required reporting 
mandates are met . 
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Precedence : ROUTINE 


To: Counterterrorism 


Attn: ITO 

SSA 


Date: 02/02/2005 



IDivision 


Inspection Division 



Attn: 


Attn: Charlene Thornton 


From: General Counsel 

National Security Affairs/Room 7975 
Contact : I ~ 

Approved By: Thomas Julie F 


Drafted By. 

(U) 

Case ID #: 


Title: UNSUB(s) RE™rr 4 lcr’"' " 

/ \ COUNTERTERRORISM DIVISION declassify on; 08 - 30 - 20 ; 

I OB 

V 

Synopsis: it is the opinion of the Office of General 

Counsel (OGC) that this matter must be reported to the Intel- 
ligence Oversight Board (lOB) . OGC will prepare a cover letter 
and a letterhead memorandum for the General Counsel to report 
this matter to the lOB. 
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CLASSIFIED BY 65179/ DMH/JH 

REASON; 1. 4 (C) 
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Synopsis : 


Reference : 


66F-HQ-A1247863-130 


Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in WordPerfect 8 . 

Details: (U) Referenced communication f rom | JDivision to 

OGC, dated 04/29/04, requested that OGC review the facts of the 
captioned matter and determine whether it warrants reporting to 
the lOB. In our opinion, it does. Our analysis follows. 

As discussed in the referenced electronic 
communication (EC) and the EC from the rnnnra-rt errorism Division 


Case ID : 278-HQ-C1229736-VIO 


SECRET 
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SE^ET 

Working Copy 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB all information concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive. This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the lOB was known as the President's 
Intelligence Oversight Board. 


(U) Title 18, United States Code, Section 2511 (2) (f) 
states that the procedures contained in the FISA and Title III of 
the 1968 Omnibus Crime Control Act (as amended by the Electronic 
Communications Privacy Act) shall be the exclusive means by 
which electronic surveillance . . . and the interception of 
domestic wire and oral communications may be conducted. 
Additionally, Section 2.5 of E.O. 12333 provides that, ie"lec- 
tronic surveillance, as defined in the Foreign Intelligence 
Surveillance Act of 1978, shall be conducted in accordance with 
that Act, as well as this Order. Under Title 50, United States 
Code, Section 1802(b), the FISC is authorized to grant an order 
approving the electronic surveillance of a foreign power or an 
agent of a foreign power for the purposes of obtaining foreign 
intelligence information. Under the pertinent FISA definition, 
the term electronic surveillance means, the acquisition by an 
electronic, mechanical, or other surveillance device of the 
contents of any wire or radio communication to or from a person 
in the United States, without the consent of any party thereto, 
if such acquisition occurs in the United States. 50 U.S.C. 

1801 (f) (2) . 


<K, 


In this instance, it is clear that as a consequence 
of an error, 'the FBI unintentionally obtained electronic data 
beyond the periods authorized by the FISC. Thus, the 
surveillance was not authorized under the Foreign Intelligence 
Surveillance Act or Executive Order 12333, Although steps were 
taken by FBl| |to sequester the unauthorized take to prevent 

rep orting 
error 


its use or further dissemination, in accordanc e with 
requirements of Section 2.4 of E.O. 12863, FBI 
nonetheless must be reported to the lOB. OGC will prepare an 
appropriate cover letter and an LHM for the General Counsel to 
report this matter to the lOB. 
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Lead(s) : 


Set Lead 1 : (Action) 


COUNTERTERRORISM 


AT WASHINGTON, DC 


Set Lead 2: (Action) 


If it has not already been accompl ished, 
coordinate^with Counterterrorism Division and FBI I 1 to 

ensure that all recordings, log sheets and memoranda of any kind 
related to the unauthorized ELSUR are collected, sequestered, 
sealed and delivered to the Counterterrorism Division for 
submission to the Office of Intelligence Policy and Review, 
Department of Justice, for destruction. 


** FOOTNOTES** 


il'; EC I I Serial from 

the Counterterrorism 
Division 

to Inspection and OGC, dated 05/12/03 and titled "President's Intelligence 
Oversight Board (PIOB) Matters. 


from 


SEKRET 



INTELLIGENCE OVERSIG HT BOARD (lOB) MATTER 

Idivision 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U) 

2004-55 

Investigation of this TOP matt a r- hnn i--Tmnir.ni 


Intelligence Surveillance Court 


MaMetaiMang 


seauen 


Due to an admin: 


A copy of this submission to the lOB has been provided 
to the FBI's Executive Assistant Director for Counterterrorism/ 
Counterintelligence. (U) 
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Title; «) INTELLIGENCE OVERSIGHT BOARD 

' (108) MATTER 2004-89 
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DATE: 09-09-2005 

CLASSIFIED BY 65179/DMH/JI/05-CV-OS45 
REASON; 1.4 (C) 

DECLASSIFY ON: 09-09-2030 


iUl: 

Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (lOB)and to the Inspection Division 
(INSO), FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the lOB. Our analysis follows. 


Reference; 

(HI 




278-HQ-C1229736-VIO Serial 457 
278-HQ-C1229736-VIO Serial 555 


Administrative: (U) This coimiunication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 
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Case ID : 278-HQ-C1229736-VI0 


Serial : 724 










Upon discovering the error oi | 

Case Agent iwediately notified the Comtert 
Supervisor who then briefed the appropriate! 
management and the FBI Headquarters CTD/ITOS 


1/CONUS 1/Team 2 


Measures have been taken by | [ to prevent a 
ruv/ence of this error. The Technical Squad's personnel have 
been instructed in the proper procedures and the need for 
vigilance in a handling all Court authorized technical 
surveillance and the need for attentiveness to all aspects of 
technical collection. 


(U) Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPH) requires OGC to determine whether the 
facts related above are required to be reported to the lOB. 
Section 2.4 of Executive Order (EO) 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the lOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 




order or Presidential directive." 


^ Applying these principles to the case at hand, the OGC 
concludes that the inadvertent collection of information from the 


was a violation of The Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence 
Collection (NSIG), Section V.U, and the Foreign Intelligence 
Surveillance Act of 1978 (FISA), as a 




the order of the 




FBI terminated the device in a timely manner, collection was 
inadvertently reinitiated contrary to the authorization by the US 
FISC. Consequently, in accordance with E.O. 12863 arel Section 2- 
56 of the NFIPM, the inadvertent error must be reported to the 
108, which this Office will do. 

LEAD (s): 

Set Lead 1: (Info) 


□ 

AT 


Read and Clear. 


Set Lead 2:- (Action) 


INSPECTION 


AT WASHINGTON, DC 


(U) For action deemed appropriate. 
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1 ■ Ms. Thomas 


1 - 

1 • !0B File 
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‘‘FOOTNOTES** jg] 

iT: ){) k United States person is defined in Section lOl(i) 
of the 

foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. 

1801 et 

seq.) as a citizen of the United States ior' an alien lawfully admitted ' 
for 

permanent residence (as defined in section 101(a)(20) of the Iimigration 
and 

Naturalization Act) .... See also Section I.C of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG). 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 


Sincerely, 


Julie F, Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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Inves tig ation of this TO B matter has determ ined that on 
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obtained author, 


eiepnone was service 


iIhVj*” 


On I I in accordance with the FISC order, 

discontinued technica 






iBlI 


Intelligence Analyst (lA) aueried the 




immediatelv and on that date took the necessary steps to disable 
the line. 


ify on 


Upon discovering the error on 
management pe rsonnel were notified at r 



appropriate 


Measures have been taken by | [ to prevent a 

recurrence of this error including instructing | Technical 

Squad's personnel in the proper procedures and the need for 
vigilance in a handling all Court authorized technical 
surveillance and the need for attentiveness to all aspects of 
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technical collection. 

Though inadvertent, the over collection violated 50 
U.S.C. 1842(c) (2) and The Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence 
Collection. 

This matter also has been referred to the FBI's 
Inspection Division for action deemed appropriate. (U) 
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To: Inspection 

General Counsel 
Counterterrorism 


Attn: Inspection Management Unit 

National Security Law Unit 
RFU 


From : 


Squad 2 
Contact : 


Approved By; 
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Case ID #: (U) 278 -HQ-C1229736-VIO (Pending) 


Title: )^)(U)Sa| 


INS/JTTF 


DIVISION 


/kT.T “’■■^’riRMATTOr-J CONT jj 

hefsi:j is umclassifihe except 

WHERE SHOWN OTHERWISE 


Synopsis : (S) (U)Reporting possible lOB matter 


^ !U) 


Administrative : 


OGC Fi 
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DATE: 09-22-2005 
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REASON; 1.4 (C) 

DECLASSIFY ON; 09-22-2030 


Mill Reference telc all on January 24, 

Division, and AGC 
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the FISA Court ,1 
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however, was not stoppec 
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Working Copy 

mtinued until the e:j 
, 1 Between 


This data retr ievec 
employees into the 


has been upload ed ( S ,1 
~ I The 


compact disks are presently in elsur storage in 

(U)(^ has reiterated to agents the absolute 

necessity chat they be continuously aware of the status of all 
elsur coverage on targets. 


LEAD(s) : 

Set Lead 1 : (Adm) 


INSPECTION 


AT WASHINGTON, DC 
Advise I 


' ' Advise] jDivision regarding appropriate and 

necessary future action, especially with respect to compact disks 
presently in elsur storage. 

Set Lead 2 : (Adm) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

Advise Division with respect to compact 

disks presently in elsur storage and advise OIPR as appropriate. 

Set Lead 3 : (Adm) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

^) Read and clear. 
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Attn; SSA 
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From; Office of the General Counsel 

National Security Law Branch/CILU/R oom 7975 
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Approved By; 


Drafted By; 



Case ID #; (B) 278-HQ-C1229736-VIO 

(U) ik) 278-HQ-1415235 


Title ; (U) 


INS/JTTF 


[DIVISION 

lOB 2003-27 


ALI. TMPORMATXON CONT.MMEn 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


\ 4i . 


/,o0 
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Synopsis: (B) It is the opinion of the Office lof General 

Counsel (OGC)' that this matter must be reported to the Intel- 
ligence Oversight Board (lOB) . - OGC will prepare and deliver the 
necessary correspondence to the lOB . 


Reference ; 


«•** 
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To: Inspection 

From: Office of the General Counsel 



Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect . j ^ i 

Details: ^ j)^) As discussed in the electronic commun ication 




n-i -tri gi r'-n 


fj'. 

"Eh' 


itiated a 
ho was a "United States 
en existing Attorney 


person" as that term is used in the 
General Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations ( FCIG ) ^ and the 
Foreign Intelligence Surveillance Act of 1978 ( FISA ) On 

obtained authority from the Foreign Intelligence 

(FISC) to initiate electronic surveillance of 
I The initiation and cont i nua t i on of the FI 
and the utilization of FISA required that comply with the 

requirements of the FCi <^ FISA . The reterenced EC reported 

that the submission of 90 -day LHM to National Security 

Law Unit (NSLU) and the Uliice of Intellig ence Policy and Review 
(OIPR) was delayed.^ i jhp qn-da-'/- L HM, datecjL I was nnt 

I Fur t he r , 


Surve ill a nce Court 
subj ect ' s 


received by NSLU until 


(S) 


OJ) 




and titled ^SSA^ 
TTA 




and the Director' 


.il 


jjivxsion L ; J 


s_ Office, dated 
INS/JTTF [;] 
lOB 2003 27." 



INSD EC) 


A "United States person" is defined in Section II. W. of the FCIG 
as "an individual who is. . . [a] United States citizen . . . or . . . [b] a 
permanent resident alien . . . ." On 10/31/03, the FCIG were superseded by 
the Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) . However, because this potential error 
occurred while the FCIG were in effect, the potential error is analyzed within 
the context of the then existing FCIG . 

^ (U) The FISA is codified at 50 U.S.C. 1801 et seg . A "United States 

person" is defined in Section 101 (i) of the FISA as: "a citizen of the United 
States, [or] an alien lawfully admitted for permanent residence ... 


(U) INSD EC. 


® (U) These dates were confirmed on| Jby Ms. 

National Security Law Unit, Office of the General Counsel, 
maintains a database with the 90 -day and annual LHMs submj 
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Ms 
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To: 

From: 

Re: 



Inspection 

Office of the General Counsel 
278-HQ-C1229736-VIO, 02/10/2005 


(U) 


bl 

b2 

b5 

b7E 


1 1 I 1 

(S) 

1 

|ATEKough| |took steps to discontinue monitorinc 






(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the lOB was known as the President’s Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and 
the lOB (and its predecessor, the PIOB) , this language has been . 
interpreted to mandate the reporting of any violation of a 
provision of the FCIG . or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provisions were specifically intended 
to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the lOB. 

The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the lOB may 
review them upon request . 

"^) As to the first issue of delayed reporting, 
Section IX of the FCIG set forth rules governing 


subject , 


(U) INSD EC. It is unclear from the EC submi tted whetherf 
annrnnri atpl ^ sequestered the materials related to the 

If it has not been already accomplished. Liifc! ST?n'aLg5‘fgi!ed 


materials must be submitted. 
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To: Inspection 

From: Office of the General Counsel 

Re: M) 278-HQ-C1229736-VIO, 02/10/2005 

(U) 


the reporting of information concerning foreign 
counterintelligence and international terrorism investigations. 
Section IX. C provided in pertinent part that: 

Each full investigation of any U.S. person 
shall be reported within ninety (90) days of 
initiation to the Office of Intelligence 
Policy and Review, setting forth the basis 
for undertaking the investigation. The FBI 
shall furnish to the Attorney General or a 
designee a siommary of each investigation at 
the end of each year the investigation 
continues, including specific information on 
any requests for assistance made by the FBI 
to foreign law enforcement, intelligence or 
security agencies. (Emphasis added.) 

Section IX. C was intended to regulate the timely 
reporting or FBI full investigations on U.S. persons to the OIPR. 
As such, it was written to include both administrative and 
"rights protection" components. The 90-day and annual reporting 
requirements of Section IX. C are purely administrative in nature, 
while the oversight exercised by the OIPR in reviewing the 
required reporting ensures the protection of individual rights. 

As a general rule, delinquent annual or 90-day LHMs are 
considered to be violations of an administrative nature when they 
are submitted to the NSLU within 90 days of their original due 
date. These administrative violations are placed in the control 
file for periodic review by the Counsel to the lOB. When an LHM 
is not submitted at all, or is submitted later than 90 days from 
its original due date, the facts and circumstances of that 
particular case must be examined to determine whether the failure 
or substantial delay in submitting the LHM precluded meaningful 
oversight and review by the OIPR. If OIPR was precluded from 
conducting such oversight and review, then the matter must be 
reported to the lOB. 


^s previously discussed, 

was not received by NSLU until 


dated 

Althodyii ueiayed, because the delay was less then yu aays, the 


90 -day L HM. 
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To: Inspection 

From: Office of the General Counsel 

Re: m) 278-HQ-C1229736-VIO, 02/10/2005 

(U) 


error is considered to be of administrative nature. Accordingly, 
the delayed submission of the 90 -day LHM is not reportable to the 
lOB. A record of this decision should be maintained in the 
control file for future review by Counsel to the lOB. 



As to the second issue of 


I Section 2.5 of 

Executive order 12333 provides that: " [e] lectronic surveillance, 
as defined in the Foreign Intelligence Surveillance Act of 1978, 
shall be conducted in accordance with that Act ... . " Each 

request for the issuance of a FISC order for the pen register and 
trap and trace surveillance is supported by an application. As 
required by the FISA , requestor of the FISA provided a 
certification "that the information likely to be obtained is 
foreign intelligence information not concerning a United States 
person or is relevant to an ongoing investigation to protect 
against international terrorism or clandestine intelligence 
activities, provided that such investigation of a United States 
person is not conducted solely upon the basis of activities 


protected by the first amendment to the Constitution."’^ 



(U) ,Y 

^ acs ■rv*'OTr-i rMial -^7 <4 i ar'n <3 aoH 1 
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A 




1 Tnis action was 


contrary to the Executive order 12333 and the FISA . 
Consequently, in accordance with the reporting requirements of 
Section 2.4 of E.O. 12863, OGC will prepare a correspondence to 
report this matter to the lOB. 


’ (U) 50 U.S.C. 1842, section 402(c)(2). 
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To: 
From: 
Re : 


Inspection 

Office of the General Counsel 
(^) (LI|78-HQ-C1229736-VIO, 02/10/2005 


LEAD (s) : 

Set Lead 1: (Action) 

DIRECTOR'S OFFICE 
AT OPR FO. DC 

(U) For action deemed appropriate. 
Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 3: (Action) 

b2 



CC : Ms . Thomas 
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To: Inspection 

From: Office of the General Counsel 

Re: (^) 278-HQ-C1229736-VIO, 02/10/2005 

(U) 


lOB Library 
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Date: 09/13/2004 

Attn : NSLB 



From' DATE: 12-12-2005 

, , H, , CLASSIFIED BY 65] 

REASON: 1.4 (C) 
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Approved By: b 2 
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Drafted By: 
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Title: (U) SSAJ L 

SA 

INTELLIGEMCE UVKRSIGHT BOARD MATTERS 

(U) RESTRICTED DOCUMENT - DISSEMINATE TO PERSON (S) WITH ROLE 

Synopsis: (U) This communication brings captioned matter to the 

attention of FBIHQ, Office of the General Counsel (OGC) . 


ALL INFORMATION CONTAINED 
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WHERE SHOWN OTHEKWI SE 
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Reference: (U) L 

Details: (U) SUMMARY 



(U) DETAILS 



Case ID : 2 78^ 

0L:1229736 
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Serial : ; 
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(U) SA [has previously notified the Department 
of Justice, Office ot Intelligence Policy and Review (DOJ OIPR) 
concerning this matter. 

(U) SAC RECOMMENDATIONS: 


b6 


b7C 


{U) 


CsO SAC 


recommends no administrative or 

disciplinary action occur in this matter. The employees involved 
in this matter did not intentionally intercept the data and took 
continuing and exhaustive steps to find the reason for the error 
and correct it. Even in the face of correctly connected 
machinery and repeated assertions by the telecommunications 
provider that there was no error, the employees conti nued to 
search for t) 


b2 


b7E 


n eason for the apparent mistake. SAC, 


personnel involved in this matter actOT 


believes the 

appropriately arid commends them for their tenacity in rooting out 
the telecommunication service provider's mistake. 

LEAD(s) : 

Set Lead 1: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 


(U) At NSLB, 
described herein and advise 


CTLU I 


please review the cricumstances 
Division as to your findings. 
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Contact: 

Approved By: Thomas Julie F 


Drafted By: 

Case ID #: (U) 278-HQ-C1229736 (Pending) 
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Title: (U) S |l ] 

INTELLIGENCE OVERSIGHT BOARD MATTER 
nil lOB 2004-85 


ATJ. THFORMATTllN nOMTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
IHERE SHOWN OTHERWISE 


DATE: 09-27-2005 

CLASSIFIED BY 65179/DMH/JI/05-CV-0S45 
REASON: U (C) 

DECLASSIFY ON; 09-27-2030 



Synopsis: j)^) It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the Intelligence Oversight Board (lOB) and to the FBI 
Inspection Division, Internal Investigations Section. Our 
analysis follows. 



Case ID : 27»1229736 
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Serial : 2480 
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(U) Consistent with the requirements of Executive 
Order (E.O.) 12863 and Section 2-56 of the National Foreign 
Intelligence Program Manual (HFIPH), OGC was tasked to determine 
whether the surveillance error described here is a matter which 
must be reported to the lOB, We conclude that it must. Section 
2.4 of E.O. 12863, dated 09/13/1993, mandates that Inspectors 
General and General Counsel of the Intelligence Community 
components (in the FBI, the Assistant Director, Inspection 
Division, and the General Counsel, OGC, respectively) report to 
the lOB all information concerning intelligence activities that 
they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive, 


(U) Title 18, United States Code, Section 2511(2)(f) 
states that the procedures contained in the FISA and Title III of 




bl 

b5 

b6 

b7C 


bl 

b5 

b6 

b7C 


bl 

b5 


Page 
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the 1968 Omnibus Crime Control Act (as amended by the Electronic 
Communications Privacy Act) shall be the exclusive means by 
which electronic surveillance ... and the interception of 
domestic wire and oral communications may be conducted. 
Additionally, Section 2.5 of E.C. 12333 provides that, 
ie'lectronic surveillance, as defined in the Foreign 
Intelligence Surveillance Act of 1978, shall be conducted in 
accordance with that Act, as well as this Order. Under Title 
50, United States Code, Section 1802(b), the FISC is authorized 
to grant an order approving the electronic surveillance of a 
foreign power or an agent of a foreign power for the 
purposes of obtaining 

foreign intelligence information. Under the pertinent 
FISA definition, the term electronic surveillance means, the 
acquisition by an electronic, mechanical, or other surveillance 
device of the contents of any wire communication to or from a 
person in the United States, without the consent of any party 
thereto, if such acquisition occurs in the United States... 50 
U.S.C. 1801(f)(2). 

(II w 

J») In this instance, it is clear that as a 
consequence of an error on the part of a coiMini cat ions carrier. 






the FISC. Even thoug 


^as diligent in its 

discovery of t 

he “ 

the foreign Intelligence Surveillance bS 


Act or Executive Order 12333. Consequently, in accordance with 
E.O. 1286 3 and Section 2-56 of the NFIPH, 

[ to the lOB, which this Office wi 
an appropriate cover letter and an LI 
Counsel to report this matter to the 


b7E 


do. one will prepare 
for the Deputy General 


**FOOTNOTES** ' 


(U| 


il': A United States person is defined in section II. W of 

the Guidelines as an individual who is . . . ia' United States citizen 
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(U) For information only. 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 10-D5-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 B 45 
REASON: 1.4 (C) 

DECLA.SSIFY ON: 10-05-2030 '• 


BY COURIER 


Mr. James Langdon 
Chairman 

Intelligence Oversight Board 
Room 5020 

New Executive Office Building 
725 17th Street, N.W. 

Washington, D.C. 20503 

Dear General Scowcrof t : 

This letter forwards for your information a self- 
explanatory enclosure entitled, "Intelligence Oversight Board 
(lOB) Matter, lOB 2004-85." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined may have been contrary to 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws. 
Executive Orders, or Presidential Directives which govern FBI 

terrorism 


b6 

b7C 


- 2 - 

b6 

b7C 


foreign counterintelligence and international 
investigations. (U) 


1 - 
1 - 
1 - 


Ms. Thomas 


1 - lOB Library 
1 - 278-HQ-C1229736-VIO 



Case ID : 278 -HQ-C1229736-VIO 



Serial : 774 




Working Copy Page 2 


Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 


Julie Thomas 

Deputy General Counsel 


Enclosure 


1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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subject who was actually the target of the order issued by the 
Foreign Intelligence Surveillance Court (FISC) . 



e maccer xs 

xepux Lajjxe — cx? — cne — xiiLexxxyence oveibxgnu Board under 
the terms of Executive Order 12863. In addition, it has been 
referred to the FBI's Inspection Division, Internal 
Investigations Section for any action that is deemed appropriate. 
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THOMAS, JULIE F. (OGC) (FBI) 

I 

From: Caproni. Valerie E, (OGC) (FBI) i 

Sent; Monday, November 29, 2004 12:04 PM 
To: THOMAS, JULIE F. (OGC) (FBI) 

Subject: RE: Combined Business Record.'Pen Register i 

SENSITIVE BUT UNCLASSIFIED all information contained bS 

NON-RECORD HEREIN IS UNCLASSIFIED 

DATE 12-08-2005 BY 65 17 9/ DMH/ LP/ RW OS-CV-0845 


Original Message 

From: THOMAS, JULIE F. (OGC) (FBI) 

Sent: Monday, November 29, 2004 ll;59 AM 
To: Caproni, Valerie E, (OGC) (FBI) 

Subject: Combined Business Record/Pen Register 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Dear Valerie, 


b5 

b6 

b7C 

■ Juiiv f\ 'rijaman 

Munonal Laiv Bianch 

rjj'r'i-e of Bit-' iJeneral l ' ounsel 



■ June. ThomaSfi,. ic.fLn.cior 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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I 


I 1 20O(j(i4 




Message 
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THOMAS, JULIE F. (OGC) (FBI) 


From; | |OGC) (OGA) 

Sent: Monday, November 29, 2004 1 1 :38 AM 

To: THOMAS, JULIE F. (OGC) (FBI) 

Subject: RE: Pen Register 


— - — -b6 ' 

blC 

DATE: 12-l'^;-2005 

CLASSIFIED BY 65179DMH/LP/cpb 05-CV-0845 
REA.SON: 1.4 (c) 

DECLASSIFY ON: 12-12-2030 


RECORD 268-hq-1092598-K 


thanks Julie, 







Original Message 

From: THOMAS, JULIE F. (OGC) (FBI) 

Se nt: Monday. November 29, 2004 10:18 AM 


To 

Subject: FW: Pen Register 


(OGC) (OGA) 


b6 

b7C 


AT,L TNFOR7'4ATION rONTATMF.D 

HEREIM IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 


RECORD 268-hq-1 092598-K b6 


Julie 

O riginal Message 

From I | (ITD) (FBI) 

Sent: Monday. November 29, 2004 9:56 AM 

To| l(rTD) (FBI);| |(ITD) (FBI) 

Cc: THOMAS, JULIE F. (OGC) (FBI) 

Subject: RE: Pen Register 


b7C 

bS 


b6 

b7C 




RECORD J684iqU09.25Mr.K 

bS 

Deputy General Counsel Thomas, be 

b7C — I 


Sorry for the delay. 
SSFI 


O riginal Message- 

From^ 


]UD) (FBI) 


S ent: Monday, November 0 8, 2004 2:25 PM 




(ITD) (FBI) 

Cc: THOMAS, JULIE F. (OGC) (FBI) 
Subject: FW: Pen Register Fax 

(U) 

GseeftET-' 

RECORD 268-hq-1 092 5 98-K 


be 

b7C 


be 

b7C 

b2 


s 


1 1/29/2004 






b7C 

— -Oriqin^pl Mgss^qe 

From i I flTD) (FBI) 

r 08, 2004 
ITD) (FBI); 

Subject: Pen Register Fax 




f^CORD 2684iqilM259^ 

see attached. 




S^ET 


1 1 / 29/2004 





Message 
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THOMAS, JULIE F. (OGC) (FBI) 


From: THOMAS, JULIE F. (OGC) (FBI) 

Sent; Monday, November 29, 200 4 12:06 PM 
To: (OGC)(OGA) 


Subject: RE: Pen Register 


(U! 

RE CORD 268-hq-1092598-K 
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be 

b7C 


Vale rie. 


Thanks, Julie 


b6 
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O riginal Message 

From I I fOGO (OGA) 

Sent: Monday, November 29, 2004 11:38 AM 
To: THOMAS, JULIE F. (OGC) (FBI) 

Subject: RE: Pen Register 


DATE; 12-12-2005 

CLASSIFIED BY 65 17 9DMH/' LP/ cpb 05-CV-0845 
REASON: 1.4 (c) 

DECLASSIFY ON: 12-12-2030 


RECORD 26 8-hq-1092598-K 


thanks Julie. 


iLiPlKel 


IValerie f 
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Original Message 

From: THOMAS, JULIE F. (OGC) (FBI) 

Sent: Monday, November 29, 2004 10:18 AM 
To:| |(OGC) (OGA) 

Subject: FW; Pen Register 

RECORP 26^hg-1092598^K 


AT.L TNPORMATTON CONTATMED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b€ 

b7C 


~''' ~~ ' O T ''T qi ' TO r rTC ' 5 ? a 'q g ^^ 

From 


Thanks, Julie 


(ITD) (FBI) 

Mnnriav Nnvpmhfr 29 2004 9:56 AM 


Sepll 

To |(ITD) (FBI) 

Cc THOMAS, JULIE F. (OGC) (FBI) 
Subject: RE: Pen Register 


ITD) (FBI) 


RECORD 268- hq - 10 92598-K 
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Deputy General Counsel Thomas, 
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b7C 

bS 



1 1/29/2004 







Message 




SSA 


O riQinal Message- — 

From! 


(ITD) (FBI) 


Sent: Monday, November 08, 2004 2:25 PM 
To:| l(rTD) (FBI) 

Cc: THOMAS, JULIE F. (OGC) (FBI) 
Subject: FW: Pen Register Fax 


RECORD 268-hq-1Q92598-K 


(S) 


~|Peputv General Counsel Julie Thomasf 
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O riginal Messaae- 

FromJ 


(ITD) (FBI) 


Sp nt: Monday Nnvemh pr 08, 2004 2:02 PM 
ToJ IdTP) (FBI);| 


Subject: Pen Register Fax 


RECOR D^684i q-1092598-K 

see attached. 


(ITD) (FBI) 
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b7C 



DERIVEB-EROM: Sir^gle-StStT rce Document 
DECLASSinoJgffe SLE XEMP^^ 1 
Si 



ment 


DE 


11 / 29 / 2(304 


SECRET 




Message 
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1 1/29/2004 
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THOMAS, JULIE F. (OGC) (FBI) 

From; |(ITD) (FBI) 


b€ 

b7C 


Sent; Monday, November 08, 2004 2:25 PM 
To; I t lTD)(FBI) 

Cc; THOMAS, JULIE F, (OGC) (FBI) 
Subject; FW: Pen Register Fax 


DATE: 12-12-2005 

CLASSIFIED BY 65 17 9DMH/ LP/ cpb 05-CV-0845 
REASON: 1.4 (c) 

DECLASSIFY ON: 12-12-2030 


McORP_2Miha^l09259^K 


I Inpmitu (Cjpnpral Cniingpl ImIip Thnmac;r 


n(S) 


b6 



b7C 

bl 

ALL INFORMATION CONTAINED 

HEREIN IS IJNCLASSIFIEE EXCEPT b2 


O riginal Message — 

Froml 


Sent: 

To:[ 


(ITD) (FBI) 
Monday, November 08, 2004 2:02 PM 


Subject: Pen Register Fax 


](rTD) (FBI) 


riTD) (FBI) 


WHERE SHOWN OTHERWISE 
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RECORD 26^-hcia0925984< 


see attached. 





1 1/8/2004 
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Message 
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THOMAS, JULIE F. (OGC) (FBI) 


From: 

Sent: 

To: 


THOMAS. JULIE F, (OGC) (FBI) 

Monday. November 08. 2004 3:33 PM 
OGC) (OGA) 


Subject: Delegations 


b6 

b7C 


UNCLASSIFIED 
NON -RECORD 


b6 

b7C 

On October 10. 2003, the authority to approve an application for business records was delegated by the Director 
to the Deputy Director, the EAD for Counterterrorism/Counterintelligence, the AD and all DADs of the 



UNCLASSIFIED 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DA.TE ::12, -08-2005 BY 65:17 9/DMH/LF/RI« 05-CV-0e45 


11/8/2004 





ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DA.TE 12-08-2005 BY 65 17 9/ DMH/ LP/ RW 05-CV-o84f 







Message 


S^^RET" 


THOMAS, JULIE F. (OGC) (FBI) 


(OGC) (FBI) 


From: 

Sent: Thursday, October 21 , 2004 1 1 :02 AM 

To: THOMAS, JULIE F. (OGC) (FBI) 

Subject: FW: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECOF?D 


Pa^e I of 3 


b6 

— bic 


b5 

b6 

b7C 



SECRET 


This is the information I propose to give to Julie about business records: 



E] IT 


10/21/2004 
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Message A 


SE NSITI VE B UT U NC L AS S I F I EO 


10 / 21/2004 


s 
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THOMAS, JULIE F. (OGC) (FBI) 


From: [OGC) (FBI) 

Sent: Thursday, October 21 , 2004 1 1 :20 AM 

To: THOM A S . JULIE F , (Q GC) (FBI) 

Cc: ^ (OGC) (FBI) 

Subjec Jequest 

^(S| 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


DATE: 12-12-2005 

CLASSIFIED BY 65 17 9/ DMH/ LP/ RW 05-CV-0B45 
REASON; 1.4 (c) 

DECLASSIFY ON; 12-12-2030 



Ori ginal Messaae- 

From: l 

Se nt: Thursday. Octo 

To | 

Subject: RE: 


I (OGC) (FBI) 
,^004 11:03 AM 
_J (OGC) (FBI) 


SENSITIVE BU T UNC L ASSIF IED 
NON-RECORD 


have forwarded to Julie. Thanks. 

O riginal Message 

From l I (OGC) (FBI) 

Se nt: Friday, October 15, 2004 12:53 PM 
To: I i (OGC) (FBI) 

Subject: 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


SECRET 


This is the information I propose to give to Julie about business records: 



SECRET 


10/21/2004 












SE NSITIV E BUT U NCLASS I FI ED 


SENSITI VE BUT U NCLASSIFIED 



10/21/2004 
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THOMAS, JULIE F. (OGC) (FBI) 


(OGC)(FBI) 


From; 

Sent: Thursday, October 14, 2004 2:23 PM 

To; THOMAS, JULIE F. (OGC) (FBI) 

r 

Cc: 


(OGC) (FBI) 


Subject; FW: Iraqi Insurgency Pleading 


SENSITI VE BUT UN CLASSIFIED 
NON-RECORD 


ALI, TNFORMATTON CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 12-12-2005 BY 6517 9/DMH/LP,/RH 05-CV-OB45 
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b7C 


SECRET 



b5 


b5 

b6 

b7C 


10/14/2004 









^ ' Message 


SE^^ET 


THOMAS, JULIE F. (OGC) (FBI) 

From: | ~| (OGC) (FBI) 

Sent: Friday, October 22, 2004 1 ;06 PM 

To: THOMAS. JULIE F. (OG C) (FBI) 

Cc: (OGC) (FBI) 

Subject: business records 


DATE: 12-12-2005 

CLASSIFIED BY 65179,/DMH,/LP/RW 05-CV-0845 
REASON: 1.4 (c) 

DECLASSIFY ON; 12-12-2030 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


AT.T, TMFORM.ATTON CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERT/JISE 


Here is a copy of the powerpoint on national security letters, business records, etc. 



SENSITIVE BUT UNCLASSIFIED 


S^RET 


10/25/2004 




FISA - Business Records 

m 

* ^ • 

■ Patriot Act expanded universe of items obtainable, to “any 
tangible things (including books, records, papers, documents 
and other items)” 

■ Patriot Act changed legal standard: “the information to be 
obtained is foreign intelligence information not concerning a 
US person , or is relevant to an ongoing investigation to 
protect against international terrorism or clandestine 
intelligence gathering activities” and investigation of USP 
cannot be based solely on activities protected by First 
Amendment 

■ Same standard as established by Patriot Act for PRYTT; NSLs 

■ Available in PI and full investigations 




FISA - Business Records 


■ FISA permits delegation down to level of AS AC 

V. 

■ At current time, approval authority has been 
delegated to headquarters officials (Deputy 
Director; BAD for CT/CI; AD and all DADs of 
CT, Cl, Cyber; General Counsel, Deputy General 
Counsel for National Security Affairs, and 
Senior Counsel for National Security Affairs) 

■ Business records form available for field to fill out 
and submit to headquarters and NSLB (atty 


FISA - Business Records 



- 

- 



“8 

m 
— 1 


1 





■ We will be sending out guidance on service “ 
of the order, since it is classified and most 
recipients will not be cleared. 


cr 


133^(^S 
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l(OGC) (FBI) 


From: | |(OGC) (FBI) 

Sent: Wednesday, November 10, 2004 1:46 PM 

To: THOMAS, JULIE F. (O GC) (FBI); 

'iTi 


SENS ITIVE BUT UNCLASSIFIED 
NON-RECORD 


(OGC) (FBI) 


DATE: 12-12-2005 

CLASSIFIED BY 65 17 9/ DMH/ LP/ RW 05-CV-0845 
REASON: 1.4 (c) 

DECLASSIFY ON: 12-12-2030 



All in all, I guess we should go along with this. But this is no longer an FBI document, it's an OIPR document, and: 
I don't like that fact. 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE BHUWN OTHERWISE 


Although I haven't broached the subject with OIPR since Julie 's discussion with Baker, it appears from the fact 
that we have copies that OIPR says are ready to go indicates! 


SENSITIVE BUT UNCLASSIFIED 


11/10/2004 
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FEDERAL BUREAU OF INVESTIGATION 

Ufi/oaudjid Id/iO^ 

Precedence: IMMEDIATE Date: 09/12/2003 

To: ■ All Divisions Attn: ADIC, AD, DAD, SAC, CDC 


From; 


Office of the General Counsel 
National Security Law Branch 

Contact: I 


b2 

b6 

b7C 


Approved By: Mueller Robert S III 


Drafted By: 

Case ID # : 66F-HQ-A143 1182 ^ 


ALL INFORMATION CONTAINED 
HEREIN IS DNCL.ASSIFIED 

DA.TE 12~OB”2005 BY 65 17 9/ UMH/ Lt/ RW 05 


Title: BUSINESS RECORD APPLICATIONS 

DELEGATION OF AUTHORITY 


Synopsis: Delegates signature authority for Applications for 

Business Records to FBIHQ officials under 50 U.S.C. § 1861. 

Details: The Foreign Intelligence Surveillance Act of 1978 

(FISA), 50 U.S.C § 1861, provides for access to certain business 
records for foreign intelligence (FI) and international terroris 
( IT) investigations through issuance of an order from the' FISA 
Court (FISC) . Section 1861 (a) authorizes the "Director of the 
Federal Bureau of Investigation or a designee of the Director 
(whose rank shall be no lower than Assistant Special Agent in 
Charge) " to make an application for the order. 

Thus, as permitted by 50 U.S.C. § 1861(a), I hereby 
designate certification signature authority for applications for 
FISA business records to the following FBI Officials: 

1. The Deputy Director; 

2. The Executive Assistant Director for 
Count er terror ism/ Counter int ell igence; 

3. The Assistant Director and all Deputy 
Assistant Directors of the Counterterrorism, 
Counterintelligence, and Cyber Divisions; and 

4. The General Counsel, the Deputy General 
Counsel for National Security Affairs, and the 
Senior Counsel for National Security Affairs. 





Re- From; Offioa +-u 

HQ-A1431182, 07/18/2003 ^ General Counsel 


to Prepare'^bLine^^'^J^ Security Law Branch is u 
on the application applications and ^^tiiorized 

^ ^^^on process. ^^11 issue guidance 
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To; All Divisions From- off 

Re: 66F-HQ-A143n82, 07/18/2003® General Counsel 


LEAD; 


Set Lead 1; (adm) 


MJi-E£CEaiM B OFFTCHU 


operations Cl and 11 
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ALL IMFORMATION CONTAINED 
HEREIN IB UNCLASSIFIED EXCEPT 
WHERE BHUWN OTHERWISE 



QUESTIONS FOR THE RECORD FROM D;[RECT0R'S 5/20/04 SENATE HEARING 

NSLB RESPONSES 

28. OGC . During the hearing, Senator Grassley asked you about 
the retroactive classification of information provided by the FBI 
to Committee staff related to a whistleblower who previously 
worked for the FBI translation program. I share Senator 
Grassley' s concern that this order is unrealistic. A great deal 
of information regarding the whistleblower's claims, including 
the FBI's corroboration of many of the problems she raised, has 
been in the public record for more than two years. I appreciated 
your statement that the retroactive classification order was not 
intended to place a gag on Congress. However, the notice 
received by staff members of the Judiciary Committee was very 
vague, referring only to "some" information conveyed in the 
briefings. If state secrets are truly implicated by something 
that was said in an unclassified briefing two years ago, the FBI 
should provide very specific instructions to current and former 
staff on what information must be kept secret. Will you instruct 
your staff to provide more specific information to relevant staff 
about what, exactly, from the 2002 briefings is classified and 
what is not? 


33. OGC . You testified that, prior to the PATRIOT Act, "if a 
court -ordered criminal wiretap turned up intelligence 
information, FBI agents working on the criminal case could not 
share that information with agents working on the intelligence 
case." Please state specifically what law or laws prevented such 
informat ion- sharing prior to PATRIOT, and whether a court could 
authorize such inf ormation- sharing, regardless of any such law or 
laws? 

Response ; Prior to the changes brought about by the Patriot 
Act, Title 18 Section 2517 was interpreted to solely authorize 
the sharing of intercepted wire, oral, or electronic 
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communications for criminal law enforcement purposes without the 
need to obtain a court order. Sharing intercepted information 
for foreign intelligence purpose required a court order and, 
based upon the statutory language, it was unclear whether a judge 
would sign an order. The changes to the Patriot Act clearly 
allow the sharing of foreign intelligence information developed 
during a court-ordered criminal wiretap with the agents working 
intelligence cases. 


34. OGC . You further testified that, prior to the PATRIOT Act, 
"information could not be shared from an intelligence 
investigation to a criminal investigation." Please state 
specifically what law or laws prevented such information-sharing 
prior to PATRIOT? 

Response ; Prior to the Patriot Act, there were procedures 
for sharing information between intelligence investigators and 
criminal agents and prosecutors, but they were difficult, 
burdensome and usually resulted in less than fulsome sharing. 

For example, the FISA statute was interpreted to require a 
"primary purpose" of gathering intelligence in order to secure a 
FISA Court order. Because of this interpretation of the PISA 
statute, the Department of Justice and the FISA Court required 

that certain procedures be followed in order to share 

intelligence with criminal investigators and prosecutors^ 


For additional information, see the answer to cpiestion 35. 


35. OGC . In his statement to the 9/11 Commission, the Attorney 
General blamed the creation of the so-called "wall" between 
criminal investigators and intelligence agents on a 1995 
memorandum authored by a senior official in the Reno Justice 
Department, now a member of the 9/11 Commission. 

a. Do you agree that the architecture of the wall was in 
place long before 1995, having its genesis in established legal 
doctrine dating from 1980?. If not, how do you explain the 
extensive discussion of this issue in the one and only reported 
opinion of the FISA Court of Review, decided on November 18, 
2002 ? 


SEl^EF 



How did the FBI handle informat ion- sharing between 
criminal investigators and intelligence agents before 1995? 


b. Do you agree that the Gorelick memo established 
proactive guidelines amidst a critically important terrorism 
prosecution to facilitate information sharing.. 




SE^T 


which account for approximately 75% of the total FISAs for the 
FBI . The remaining FBI. f.i e 1 d gf f 1 r ea, a re in t.h.e .nmcasq nf. hoj 


High Performance Technologies, Inc.(HPTi) is the contractor 
for the development of the FISAMS,. During FY 2003, we currently 
have allocated $900,000 for Version 1.0 of the FISAMS. We are 
contracting an additional $1 million with HPTi for enhancements 
beginning September 2004, which was funded by the Wartime 
Supplemental Funds received by the FBI. There will be several 
follow-up versions to further enhance the FISAMS in the future. 


FY06 IS the first budget cycle the FISA Unit has been able to 
formally request funding for this project. 

59. OGC . (Follow-up to Leahy 18C) Did you personally review 
the 4 FISA applications reportedly not approved by the FISA court 
last year? Can you provide any details on why the 4 applications 
were not approved? 



60. OGC . (Follow-up to Leahy 18D) Can you provide us with a 
blank copy of the FISA Request Form referenced in your response? 
Will you provide us with a blank copy of the form that the FBI 
created for requesting business records from the FISA court? 





61. OGC ■ (Follow-up to Leahy 21) Did you refer the question to 
DOJ OIPR? When? Have you been asked to assist in the response? 
When? 


OCA Note: OCA proposes to respond that the FBI forwarded 

its responses to DOJ on 10/22/03, including our indication 
that the answer to Senator Leahy's question 21 called for 
classified information, which is ordinarily supplied to 
Congress by DOJ's Office of Intelligence Policy and Review 
(OIPR), By letter to the Committee dated 3/4/04, DOJ's 
Office of Legislative Affairs forwarded the Department's 
responses to the Committee, including the FBI's original 
response to this question. 


OGC concurs with OCA's response. 


74. CTD . In June 2003, Glenn Fine, the Inspector General for 
.the Justice Department, found "significant problems in the way 
the detainees were handled" following 9/11. These problems 
included a failure by the FBI to distinguish between detainees 
whom it suspected of having a connection to terrorism and 
detainees with no connection to terrorism; the inhumane treatment 
of the detainees at a federal detention center in Brooklyn; and 
the unnecessarily prolonged detention resulting from the 
Department's "hold until cleared" policy- made worse by the 
FBI's failure to give sufficient priority to carrying out 
clearance investigations. In your opinion, has the Justice 
Department responded in an appropriate manner to all the abuses 
identified in the Inspector General's report? What steps has the 
FBI taken to prevent such abuses from occurring in the future? 
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84. Sections 203(b) and 203(d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in most cases mandatory. The following questions 
pertain to the implementation of these sections. 


a. OGC . Section 203(c) of the USA-Patriot Act requires the 
Attorney General to "establish procedures for the disclosure for 
the disclosure of information" as pjrovided for in Section 203. 
Have such procedures been promulgated? If so, please provide a 
copy of those procedures to the Committee. 


Response to 084 a ; On September 23, 2002, the Attorney 
General promulgated guidelines that established the procedures 
for disclosure of information under Section 203 of the Patriot 
Act. A copy of the guidelines is attached. The Office of the 
General Counsel issued an EC advising all Divisions of the 
procedures. A copy of the EC is attached. 


b. OGC . Section 203(b) specifically provides authority "to 
share electronic, wire, and oral interception information" where 
such information is foreign intelligence information. What is 
the method for disseminating such information to the Intelligence 
Community? 


Response ; This information may be disseminated in any, 



(i) In your testimony you trade reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via , "electronic intelligence reports" 
is this the mechanism used for dissemination of Section 203 (b) 
material? 


(1) If so, how many such reports have been 





issued? 



(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


c. Q^. Section 203(d), the so-called "catch-all" 
provision, provides a general authority to share foreign 
intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the 
Intelligence Community? 


(i) In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203(d) 
material ? 


issued? 


(1) If so, how many such reports have been 


(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


d. OGC. Section 905(c) of the USA-Patriot Act requires the 
Attorney General to "develop procedures for the administration of 
this section. ..." Have such procedures been promulgated? If 
so, please provide a copy of those procedures to the Committee. 
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e. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or 
implementation of Section 203 of the USA~Patriot Act? If so, 
please describe the nature and disposition of any such complaint. 

f- OGC . Based upon the application of this provision of 
law during the period since its passage, are there changes to 
this statute which the Congress should consider? 


I OGC strongly believes that Section 

203 (b) and (d) should not be allowed to expire on December 31, 
2005. The changes brought about by the Patriot Act have 
significantly increased the ability of the FBI to share 
information. [Note; DOJ has provided or is in the process of 
providing examples of how the Patriot Act has been an asset to 
our investigations and why the sunset provisions should not 
sunset. We refer OCA to the DOJ for these examples.] 

85. Sections 206 of the USA-Patrict Act, the so-called "roving 
wiretap" provision, permits the issuance of a FISA warrant in 
cases where the subject will use multiple communication 
facilities. This question pertains to the implementation of this 
section during the time period since the passage of the 
USA-Patriot Act, October 26, 2001. 


Response : 


a. How often has this authority been used, and with what 
success? 






b. In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence' via "electronic intelligence ■ reports " - 
is this the mechanism used for dissemination of material acquired 
pursuant to the FISA? 


Response ; FBI intelligence products are an important vehicle 



More specifically, the FBI shares many forms of fore ign 
intelligence with other members of the Intelligence Community, I I 


through direct classified and unclassified 
dissemination and through websites on classified Intelligence 
Community networks. The , FBI also shares intelligence with 
representatives of other elements of the Intelligence Community who 
participate in Joint Terrorism Task Forces (JTTFs) in the United 
States or with whom the FBI collaborates in activities abroad. FBI 
intelligence products shared with the Intelligence Community 
include Intelligence Information Reports (IIRs), Intelligence 
Assessments, and Intelligence Bulletins. 


The FBI also disseminates intelligence information through Law 
Enforcement Online (LEO) , a virtual private network that reaches 
federal, state, and law enforcement agencies at the Sensitive But 
Unclassified (SBU) level. LEO makes finished FBI intelligence 
products available, including Intelligence Assessments resu lting 
from analysis of criminal, cyber, and terrorism intelligence] 


Intelligence 

Information Reports also are available on LEO at the Law 
Enforcement Sensitive classification level. The FBI also recently 
posted the requirements document on LEO, which provided state and 
local, law enforcement a shared view of the terrorist threat and the 
infoirmation needed in every priority area. 


(i) If so, how many such reports have been issued? 

Response ; In the past two years the FBI's Counterterrorism 



Division's Terrorism Reports and Requirements Section has 
disseminated 76 intelligence information reports (IIRs) containing 
information derived from FISA- authorized surveillance and/or 
search. (Statistics are not maintained in such a way that would 
enable us to say whether any of the FISA-derived information in the 
reports was obtained using "roving authority.") Other FBI 
Divisions have also issued reports containing FISA-derived 
information. For example, the Cyber Division has written a total 
of 24 electronic infoirmation reports containing FISA-derived 
information . 


(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


Response ; The Office of Intelligence promulgated the FBI's 
Intelligence Information Report Handbook on 9 July. The Handbook 
establishes the first comprehensive FBI -wide guide for the format 
and content of raw intelligence reports. The Office of Intelligence 
is working to develop evaluation guidelines based, in part, on the 
criteria established in the Handbook for the types of information 


to be reported and ^ 
community partners. 
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In addxtxon, the FBI's Inspectxon Dxvxsxon has estab 


ished 


evaluation cyi teria for the value of human source reporting, 

access and responsiveness to local FBI field office , 

FBI program and national intelligence requirements . The Office of 
Intelligence is developing guidelines to use this same criteria as 
a means of evaluating the value of raw intelligence. Initial 
discussions on this issue have been held with representatives from 
the Counterintelligence, Counterterrorism, Criminal and Cyber 
Divisions. The results of these discussions are being incorporated 
into evaluation guidelines. 


c. Some have read this section as providing for surveillance 
in cases where neither the identity of the subject or the facility 
to be used is known --in effect, allowing for the authorization of 
FISA surveillance against all phones in a particular geographic 
area ■ to try to intercept conversation of an unknown person. Is 
this the reading of the statute being adopted by the Federal Bureau 
of Investigation and the Department of Justice? If not, please 
provide your interpretation of this authority. 
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ResT3onse ; No, the FBI does not interpret the statute as 
allowing for the authorization of FISA surveillance against all 
phones in a particular geographic area to try to intercept 
conversations of an unknown person. In order to make a showing of 
probable cause, the FISA statute requires a statement of the facts 
and circumstances relied upon by the applicant for surveillance to 
to justify the belief that; (1) the target of the electronic 
surveillance is a foreign power or an agent of a foreign power; 
and, (2) each of the facilities or places at which the electronic 
surveillance is directed is being used, or is about to be used, by 
a foreign power or an agent of a foreign power. Thus, the FISA 
statute does not permit coverage to be authorized, with or without 
the "roving wiretap" provision, to allow for surveillance against 
all persons in a particular geographic area. The FBI has 
interpreted the "roving" authority sis permitting the FBI to request 
that the Foreign Intelligence Surveillance Court issue a "generic" 
secondary order, along with specified orders, for a specifically 
identified FISA target, that the FBI could serve in the future on 
the unknown (at the time the order is issued) cell phone carrier, 
Internet service provider, or other communications provider, if the 
target rapidly switches from one provider to another. The roving 
wiretap order still requires that a federal law enforcement agent 
swear in a detailed affidavit to facts establishing probable cause, 
and still requires a court to make a finding of probable cause 
before issuing the order. The roving order has the additional 
requirement of a judge's approval to monitor more than one 
telephone. But now, each time a target changes his cellular 
telephone, instead of going through the lengthy application 
process, government agents can use the same order to monitor the 
target. This will allow the FBI to go directly to the new carrier 
and establish surveillance on the authorized target without having 
to return to the Court for a new secondary order. The FBI views 
this as a vital and necessary tool to counter certain targets who 
engage in such actions as a deliberate means of evading 
surveillance. 


(i) Have any briefs been filed with the Foreign 
Intelligence Surveillance Court on this subject? If so, please 
provide copies of such briefs to the Committee. 


Response ; The FBI has filed no such briefs on this subject. 


d . Inspection Division 

e . 


Based upon the application of this provision of law during 



changes to this statute 



the period since its passage, are there 
which the Congress should consider? 

Response ; No, we request only that the provision be 
preserved. 


86. Section 207 of the USA-Patriot Act extends the time limits 
provided in the FISA which govern surveillance against agents of a 
foreign power. 


a. Has the Federal Bureau of Investigation or the Department 
of Justice conducted any review to determine whether, and if so, 
how many, personnel resources have been saved by this provision? 
If so, please provide the results to the Committee. 
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b. Have there been any cases v/here, after the passage of the 
now-extended deadlines it was determined, either by the Department 
of Justice, the Federal Bureau of Investigation or the Foreign 
Intelligence Surveillance Court, that surveillance should have been 
terminated at an earlier point because of the absence of a legally 
required predicate. 


Response ; None of which the FBI is aware. 


c . Inspection Division 

d. Based upon the application of this provision of law during 
the period since its passage, are there changes to this statute 
which the^ Congress should consider? 


Response ; None at this time. 


89. Section 214 of the USA-Patriot Act permits the use of FISA pen 
register/trap & trace orders with respect to electronic 
communications, and eliminates the requirement that such use be 
only in the context of a terrorist or espionage investigation. 
This question pertains to application of this provision since its 
passage, and to all instances, not only terrorism investigations. 


OGC ■ In how many cases has this authority been used? 





(i) How many of such cases were terrorism-related? 


OGC. Of the cases in which such authority was used, in 
how many was a subsequent application for a full surveillance order 
made pursuant to the FISA, or Chapter 19 of Title 18? 


Response! OGC does not have a way to determine how many pen 
registers evolved into full FISA's. 

Inspection Division . Has the Intelligence Community, 
Department of Justice, or Federal Bureau of Investigation developed 
regulations or directives defining the meaning of non- content 
communications? If such regulations or directives have been 
issued, please provide copies to the Committee. 

d. OGC ■ In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 


(i) If so, how many such reports have been issued? 


(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


Response : Please see answer to Question 85. 


90. Section 215 of the USA-Patriot act authorizes the Foreign 
Intelligence Surveillance Court to issue orders permitting FBI to 
access "tangible" items in the course of a terrorism or espionage 
investigation. The following questions pertain to the application 




of this provision since its inception. 


OGC . How many times has this authority been used, and 
with what success? 


b. OGC . Has this provision been used to require the 
provision of information from a library or bookstore? If so, 
please describe how many times, and in what circumstances . 


c. OGC ■ In your testimony you compared this provision with 
existing authority in the criminal context, noting that records 
such as library records are subject to a grand jury subpoena. 
However, in criminal cases the propriety and lawfulness of 
subpoenas are to some extent tested in the adversary process of a 
trial - how, in the context of the FISA, does such a check occur? 


d. OGC . As of October 2004 the Department of Justice advised 
that this provision had not been used. If that is true, is there 
a necessity to maintain this provision in law? Why? 


(i) With respect to the potential applicability of this 
section to libraries and bookstores, there has been some concern 
that the mere prospect of use of the statute has a "chilling 
effect" on the use of these facilities. Can this chilling effect 
be minimized, if not eliminated, by incorporating a higher 
threshold for use ' in the limited context of libraries and 
bookstores? If not, why not? 

e. OGC . In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 


(i) If so, how many such reports have been issued? 


(ii) ■ Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


f. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 




received any complaints regarding the application or implementation 
of Section 215 of the USA-Patriot Act? If so, please describe the 
nature and disposition of any such complaint . 


g. OGC . Based upon the application of this provision of law 
during the period since its, passage, are there changes to this 
bi statute which the Congress should consider? 


b7A 







92. Section 218 of the USA-Patriot Act created the so-called 
"significant purpose" test for- applications pursuant the FISA, 
clarifying the law to recognize that in many cases such 
surveillance may implicate both a law enforcement and an 
intelligence interest. This question pertains to the implementation 


SEefeCr 
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of this provision since its passage. 

a. OGC . Please provide the Committee with specific examples, 
in unclassified form if possible, of cases in which both law 
enforcement and intelligence interests were "significant." 

b. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation 
of Section 218 of the USA-Patriot Act? If so, please describe the 
nature and disposition of each such complaint . 

c. OGC . Based upon the application of this provisionof law 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 



1 











bl 

b5 

b6 


100 e. CTD (in coordination with OGC) . Mayfield has stated that he 
believes that his home was secretly searched before he was declared 
a material witness and detained. Prior to, or during his 
detention, was the Mayfield residence or office searched pursuant 
to a warrant under the Foreign Intelligence Surveillance Act (FISA) 
or a delayed notification search warrant? If the latter, please 
indicate (a) the basis for seeking delayed notice of the search 
warrant and (b) the time period requested and granted for delaying 
notice. 



103. OGC . In September 2003, the U.S. Department of Justice 
disclosed that it had not yet used section 215 of the USA PATRIOT 
Act. On March 9, 2004, I sent a letter to the Attorney General 
asking him to clarify, whether section 215 has been used since 
September 18, 2003. (Copy of letter attached.) 

a. Please indicate whether sejction 215 has been used since 
September 18, 2003. 

b. If section 215 has been used, please describe how it has 
been used. How many U.S. persons and non-U. S. persons were targets 
of the investigation? Was the section 215 order served on a 
library, newsroom, or other First Amendment sensitive place? Was 
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coordination, law enforcement agents and prosecutors learned from intelligence 
officers that an April 2003 telephone conversation between Dumeisi and a co- 
conspirator corroborated evidence that Dumeisi was acting as an agent of the Iraqi 
government, providing a compelling piece of evidence at Dumeisi’s trial. 

b. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 218 of the 
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint. 


Response : 

b5 

c. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 

Response : 


b5 


93. Section 220 of the USA-Patriot Act, "Nationwide Service of Search Warrants for 
Electronic Evidence" allows for the execution of a search warrant seeking electronic data 
anywhere in the country. This question pertains to the implementation of this provision 
since its passage. 

a. In how many cases has this authority been used? 


Response . 


While the FBI does not require or maintain centralized statistics on the use of 
search warrants. Field Offices indicate that they have routinely relied on this 
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provision (codified at 18 U.S.C. 2703(a)) and can safely estimate that, nationwide, 
this search authority has been used at least 100 times since its passage. 


In section 220 of the USA PATRIOT Act, Congress adapted federal law to 
changing technology by allowing courts to order the release of stored 
communications through a search wairant valid in another specified judicial 
district. The ability to obtain this information with greater efficiency has proven 
invaluable in numerous cases, including: several terrorism investigations (such as 
the Virginia Jihad case described above and a complex terrorism financing case in 
which it was used to obtain a subject's e-mail related to a 7/4/02 shooting at Los 
Angeles International Airport); child pornography cases in which it is used to 
obtain information from ISPs regarding those trading sexually exploitive images 
of children; investigations of "carders" (those who use and trade stolen credit card 
information); and numerous investigations into Internet sales of counterfeit 
products, which have led to several indictments and the seizure of bank and 
financial accounts. 

Child pornography cases highlight the benefit of Section 220, because the ability 
to obtain a search warrant in the jurisdiction of a child pornography invesligation 
rather than in the jurisdiction of the ISP is critical to the success of a complex, 
multi-jurisdictional child pornography case. In the absence of section 220, law 
enforcement agents would either have to spend hours briefing other agents across 
the country so they could obtain warrants in those jurisdictions, or travel hundreds 
or thousands of miles to present warrant applications to local magistrate judges. 
Without Section 220, one of two things would often occur in light of limited law 
enforcement resources: either the scope of the investigation would be narrowed or 
the case would be deemed impractical at the outset and dropped. 


The following case, included in DOJ's July 2004 "Report from the Field: The 
USA PATRIOT Act at Work," provides an additional example of the benefits 
afforded by Section 220. A man, armed with a sawed-off shotgun, abducted his 
estranged wife and sexually assaulted her. Then, after releasing his wife, he fled 
West Virginia in a stolen car to avoid capture. While in flight, he contacted 
cooperating individuals by e- mail using an Internet service provider (ISP) located 
in California. Using the authority provided by section 220, investigators in West 
Virginia were able to obtain an order from a federal court in West Virginia for the 
disclosure of information regarding the armed fugitive’s e-mail account, including 
the California ISP. Within a day of the order's issuance, the ISP released 
information revealing that the fugitive had contacted individuals from a public 
library in a small town in South Carolina. The very next day. Deputy U.S. 
Marshals went to the town and noticed a carnival set up next to the public library. 
Because they were aware that the fugitive had previously worked as a carnival 
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worker, the Deputy Marshals went to the carnival and discovered the stolen car, 
arresting the fugitive as he approached the car. He later pled guilty in state court 
and was sentenced to imprisonment for 30 years. In this case, the fast tum-around 
on the order for information related to the fugitive’s e-mail account, made 
possible by section 220 of the USA PATRIOT Act, was crucial to his capture. 

Section 220 has also made the process of obtaining a warrant for ISP infomation 
much more efficient. Before the USA PATRIOT Act, judicial districts that are 
home to large ISPs were inundated with search warrant requests for electronic 
evidence. For example, the U.S. Attorney’s Office in Alexandria, Virginia, was 
receiving approximately 10 applications each month from United States 
Attorney’s Offices in other districts for search warrants for the records of an ISP 
located there. For each of these applications, an Assistant United States Attorney 
in Virginia and a law enforcement agent in the district had to learn all the details 
of another district’s investigation in order to present an affidavit to the court in 
support of the search warrant application. Because of section 220, however, these 
attorneys and Agents can now spend their time on local cases and investigations 
rather than on learning the details of unrelated investigations being worked 
through distant offices. Given the short time for which ISPs typically retain 
records, this provision has enabled the FBI to obtain critical information that may 
otherwise have been lost or destroyed in the ordinary course of the ISP's business. 
Section 220 also results in a more efficient use of judicial resources by allowing 
the judge with jurisdiction over the offense to issue the warrant and retain 
oversight over the search. 

b. Has the Department of Justice or the Federal Bureau of Investigation 

received any complaints regarding the application or implementation of Section 220 of the 

USA-Patriot Act? If so, please describe the nature and disposition of each such complaint. 

Response : 


b5 

c. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 

Response : 


No. The FBI requests only that the provision be preserved. 
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The FBI has interviewed Padilla and other enemy combatants. FBI Agents 
conducting interviews of enemy combatants adhere to the FBI policy governing 
interviews of persons in the U.S., with the one exception that enemy combatants 
are not advised of Miranda rights prior to the interrogation. 

b. How many individuals have been arrested or detained pursuant to this 

authority? 


c. How many United States citizens have been arrested or detained pursuant 
to this authority? 

d. How many United States persons, as defined in Executive Order 12333, 
Section 3.4(i), and excepting United States citizens, have been arrested or detained 
pursuant to this authority? 

Response to b throug h d: 

Information concerning the designation and detention of enemy combatants is not 
maintained by the FBI. 


e. What rules, procedures or practices govern the conditions of confinement 
and the methods of interrogation used in cases where an individual has been arrested or 
detained pursuant to this authority? 


Response : 


Rules, procedures, and practices concerning the conditions of confinement and 
methods of interrogation of enemy combatants by DOD are not maintained by the 
FBI. When FBI Agents interview enemy combatants or detainees, standard FBI 
interview policies and practices apply. 

82, Title 18 Section 3103a, as amended by Section 213 of the USA-Patriot Act (P,L. 107- 
56), provides authority for delaying notice of the execution of search warrants. The 
following question pertains to the use of the authority provided in this section in 
investigations or prosecutions related to terrorism during the period of time from 
September 11, 2001 to the present. 


used? 


a. In how many such cases has the authorities to delay notification been 
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b. In how many such cases has the authority added by Section 213(b)(1), 
which allows a delay where "the court finds reasonable cause to believe that providing 
immediate notification of the execution of the warrant may have an adverse result" been 
used? Please describe the circumstances in each of these cases. 

c. In how many such cases has the authority set forth in 18 U.S.C. 2705(E), 
which provides for delay in cases which would "otherwise seriously jeaporfdize] an 
investigation or unduly [delay] a trial" been used? Please describe the circumstances in 
each of these cases? 


b5 


83. Sections 201 and 202 of the USA-Patriot Act added a number of offenses to the 
"predicate offense list" applicable to criminal wiretaps pursuant to Chapter 119 of Title 
18. The following question pertains to the time period since the passage of the USA-Patriot 
Act, October 26, 2001. 

a. In how many cases . . . have the newly-added predicate offenses been used 
to support an application for a criminal wiretap under the authority of Chapter 119 of 
Title 18? 

Response : 

The FBI applied for Title 18 wiretap orders in eight investigations into 
international terrorism since passage of the USA PATRIOT Act. In only one of 
those investigations was a newly added terrorism offense used as the sole 
predicate offense; traditional criminal offenses were used as the predicates for the 
remaining seven. It cannot be determined, however, whether probable cause as to 
one or more of the new terrorism predicate offenses was also established, but 
simply not listed, in those seven cases. 

b. In how many such cases has the newly-added predicate offense been the 
only predicate offense asserted as the basis for the warrant, i.e., where a warrant could not 
have been lawfully issued but for the passage of the additional criminal predicates? 

Response : 
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In the one case referred to above, the terrorism predicate was the only one 
asserted. It is not known, however, whether there was probable cause to believe 
the subjects were engaging in other predicate offenses which were simply not 
listed, or whether there was probable cause only with respect to the terrorism 
offense. 


c. Has the Department of Justice or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Sections 201 or 
202 of the USA-Patriot Act? If so, please describe the nature and disposition of any such 
complaint. 

Response : 


b5 


d. Based upon the application of this provision of law during the period 
since its passage, are there changes to this statute, including the addition of predicate 
crimes, which the Congress should consider? 


Response : 


Sections 201 and 202 of the USA PATRIOT Act are currently scheduled to expire 
at the end of 2005. The FBI strongly supports making these important statutory 
provisions permanent. In addition, the FBI would ask Congress to consider 
amending 18 U.S.C. 2516 to allow for the use of existing electronic surveillance 
authorities in investigating the full-range of terrorism related crimes. In 
particular, Congress should consider adding the following predicate offenses to 
those currently listed in 18 U.S.C. 2516(1): 1) 18 U.S.C. 37 (relating to violence 
at international airports); 2) 18 U.S.C. 930(c) (relating to an attack on a federal 
facility with a firearm); 3) 18 U.S.C. 956 (conspiracy to harm persons or property 
overseas); 4) 18 U.S.C. 1993 (relating to mass transportation systems); 5) an 
offense involved in or related to domestic or international terrorism as defined in 
18 U.S.C. 2331; 6) an offense listed in 18 U.S.C. 2332b(g)(5)(B); and 7) 18 
U.S.C. 2332d. 

While the few statistics listed in response to questions 83 a and b, above, may be 
understood to indicate limited use of this new authority and limited value of these 
new USA PATRIOT Act sections, this would not be correct. In most 
international terrorism investigations since October 2001, electronic surveillance 
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has been successfully pursued under FISA authority and, therefore, the criminal 
terrorism predicates under Title 18 were not necessary. Nevertheless, in future 
investigations in which probable cause regarding connection to a foreign power 
cannot be as easily established (and thus FISA surveillance is not an option), these 
new USA PATRIOT Act provisions will permit the use of a federal wiretap in 
response to significant terrorist threats. The flexibility to use either foreign 
intelligence collection tools or criminal evidence gathering processes, and to share 
the results, is an important feature of the USA PATRIOT Act in the war against 
terrorism. 

84. Sections 203(b) and 203(d) of the USA-Patriot Act provide specific authority for the 
provision of intelligence information acquired in the course of a criminal investigation to 
elements of the Intelligence Community. Section 901 of the same [Ajct makes such 
disclosure in most cases mandatory. The following questions pertain to the implementation 
of these sections. 

a. Section 203(c) of the USA-Patriot Act requires the Attorney General to 
"establish procedures for the disclosure of information" as provided for in Section 203. 
Have such procedures been promulgated? If so, please provide a copy of those procedures 
to the Committee. 

Response : 

On 9/23/02, the Attorney General promulgated guidelines that established the 
procedures for disclosure of information under Section 203 of the USA PATRIOT 
Act. Those guidelines, and the FBI's instructions to the field with respect to those 
guidelines, follow. 
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b. Section 203(b) specifically provides authority "to share electronic, wire, 
and oral Interception information" where such information is foreign intelligence 
information. What is the method for disseminating such information to the Intelligence 
Community? 


Response : 


Electronic, wire, and oral interception information derived through standard 
criminal procedures may be disseminated to the USIC through any means 
appropriate to the circumstances, including Intelligence Information Reports 
(IIRs), Teletype Memoranda, Intelligence Assessments, Intelligence Bulletins, and 
FBI Letterhead Memoranda. 


(i) In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for dissemination of Section 203(b) 
material? 

Response : 

The FBI disseminates intelligence information via the HR, which is an electronic 
communication format widely accepted in the USIC as the standard intelligence 
dissemination vehicle. IIRs consist of raw intelligence (intelligence which has not 
been finally evaluated) and associated clarifying information that puts the raw 
intelligence into context. IIRs are drafted and prepared by the FBI’s cadre of 
Intelligence Analysts/Reports Officers. Before FBI intelligence is disseminated, it 
is analyzed and sanitized to protect intelligence sources and methods and, if 
applicable. United States persons and entities that may be compromised or 
negatively impacted if left unprotected. FBI Program Managers and Intelligence 
Analysts concurrently identify intelligence that is consistent with USIC 
intelligence requirements and interests. 

(1) If so, how many such reports have been issued? 

Response : 


Although CTD is not the only FBI producer of IIRs, that Division reports that, 
during the period from August 2002 (when statistical data was first collected) 
through August 2004, CTD has disseminated approximately 3,860 IIRs, 240 of 
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which have contained FISA-derived intelligence. The remaining IIRs have been 
derived from various sources and methods which may or may not include Title III 
information. 


The FBI does not track or maintain a central database with respect to the number 
of IIRs containing 203(b) material, if any. 


(2) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 


Response : 


Determinations to disseminate electronic, wire, and oral intercept information are 
made with input from Operational Program Managers, Intelligence Analysts, the 
National Security Law Branch, and, when appropriate, DOJ. This evaluation 
considers the value of the information not only to the USIC but also, depending on 
the proposed use, context, and nature of any threat-related information, to federal, 
state, and local law enforcement entities and, when authorized by DOJ, to foreign 
intelligence services and foreign law enforcement agencies. 


The quality and value of IIRs are evaluated through several means. On each HR, 
the Reports Officer provides information by which the customers can contact the 
Reports Officer directly. The quality and relevance of the reporting is also 
reflected by the submission of additional collection requirements; USIC members 
often forward formal Requests for Information (RFIs) with respect to information 
that has been protected (not provided) in the HR, such as U.S. Person information. 
S uch RFIs provide an excellent indication of USIC interest in FBI reporting. In 
addition, USIC members often provide feedback with respect to specific IIRs 
directly to the FBI Intelligence Analysts/Reports Officers who author the reports. 
The FBI’s 01 also often receives evaluations of FBI reporting, and is working to 
establish a formal HR evaluation mechanism by which recipients can rate or 
provide feedback on FBI intelligence reporting. 

c. Section 203(d), the so-called "catch-all” provision, provides a general 
authority to share foreign intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the Intelligence Community? 

Response : 
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The FBI shares foreign intelligence information, as defined in Section 203(d)(2), 
with the USIC through several conduits. Dissemination can be through direct 
classified and unclassified IIRs, Intelligence Assessments, Intelligence Bulletins, 
Teletype Memoranda, or USIC web sites on classified networks. The FBI also 
shares intelligence information through the FBI's Joint Terrorism Task Forces 
(JTTFs), which include members of the USIC and operate in 84 locations across 
the United States. Unclassified but "law enforcement sensitive" intelligence 
information is also disseminated to federal, state, and local law enforcement 
intelligence components through Law Enforcement Online (LEO), a computer 
network which provides finished intelligence products, assessments, and bulletins 
on significant developments and trends. 

(i) In your testimony you made reference to newly-created procedures by 
which the Federal Bureau oflnvestigation disseminates intelligence via ’’electronic 
intelligence reports" - is this the mechanism used for dissemination of Section 203(d) 
material? 

Response : 

Electronic, wire, and oral interception information derived through standard 
criminal procedures may be dissemi:nated to the USIC through any appropriate 
means, including IIRs, Teletype Memoranda, Intelligence Assessments, 
Intelligence Bulletins, and FBI Letterhead Memoranda. 

(1) If so, how many such reports have been issued? 

Response : 


While the FBI does not track or maintain a central database with respect to the 
number of IIRs containing 203(d) material, if any, the July 2004 DOJ "Report 
From the Field: The USA PATRIOT Act at Work" indicates that DOJ has made 
disclosures of vital information to the intelligence community and other federal 
officials under section 203 on many occasions. For instance, such disclosures have 
been used to support the revocation of visas of suspected terrorists and prevent 
their reentry into the United States, to track terrorists’ funding sources, and to 
identify terrorist operatives overseas. 


(2) Has the Federal Bureau oflnvestigation developed procedures to 
ascertain the quality and value of such intelligence reports? 
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There are various means by which IIRs are evaluated. Members of the USIC 
often provide feedback assessing the quality and value of specific IIRs directly to 
the FBI Intelligence Analysts/Reports Officers who author the reports. On each 
HR, the Reports Officers identify the means by which customers can contact them 
directly. IC members assess the quality and relevance of the reporting, and submit 
additional collection requirements when appropriate. Often, IC members forward 
formal Requests for Information (FLFIs), whiph can provide an excellent indication 
of IC interest in FBI reporting. The FBI’s 01 also receives evaluations of FBI 
reporting. The 01 is working to establish a formal HR evaluation mechanism by 
which recipients can rate or provide feedback on FBI intelligence reporting. 

d. Section 905(c) of the USA-Patriot Act requires the Attorney General to 
"develop procedures for the administration of this section. . , Have such procedures 
been promulgated? If so, please provide a copy of those procedures to the Committee. 


b5 


e. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 203 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 

Response : 



f. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 


Response : 
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85. Section[ ] 206 of the USA-Patriot Act, the so-called "roving wiretap" provision, permits 
the issuance of a FISA warrant in cases where the subject will use multiple communication 
facilities. This question pertains [to] the implementation of this section during the time 
period since the passage of the USA-Patriot Act, October 26, 2001- 


a. How often has this authority been used, and with what success? 


Response : 


b5 


b. In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for dissemination of material acquired 
pursuant to the FISA? 

Response : 


FBI intelligence products are an important vehicle for the dissemination of both 
FISA-derived and non-FISA foreign intelligence information, but not the only 
one. The FBI shares many forms of foreign intelligence with other members of 
the USIC through direct classified and unclassified disseminations, through web 
sites on classified USIC networks, through its participation in Joint Terrorism 
Task Forces (JTTFs), and through its collaboration in activities abroad. 

FBI intelligence products shared with the USIC include IIRs, Intelligence 
Assessments, and Intelligence Bulletins. The FBI also disseminates intelligence 
information through LEO, a virtual private network that reaches federal, state, and 
local law enforcement agencies at the Sensitive But Unclassified (SBU) level. 
LEO makes available to all users finished FBI intelligence products, including 
intelligence assessments resulting from the analysis of criminal, cyber, and 
terrorism intelligence, finished intelligence concerning significant developments 
or trends, and IIRs that are available at the SBU level. In addition, the FBI 
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recently posted the requirements document on LEO, providing to state and local 
law enforcement a shared view of the terrorist threat and the information needed 
in every priority area. 

(i) If so, how many such reports have been issued? 


Response : 

In the past two years, CTD's Terrorism Reports and Requirements Section has 
disseminated 76 IIRS containing mfoimation derived from EISA-authorized 
surveillance and/or searches. (Statistics are not maintained in a way that would 
enable us to advise whether any of the EISA-derived information in the reports 
was obtained using roving wiretap authority.) Other FBI Divisions have also 
issued reports containing EISA-derived information. For example, the Cyber 
Division has written a total of 24 IIRs containing EISA-derived information. 

(ii) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 

Response : 


The 01 promulgated the FBI's Intelligence Information Report Handbook on 
7/9/04. The Handbook establishes the first comprehensive FBI-wide guide for the 
format and content of raw intelligence reports. The 01 is also working to develop 
evaluation guidelines based, in part, on the criteria established in the Handbook 
for the types of information to be reported and shared with law enforcement and 
USIC partners. 


In addition, the FBI's Inspection Division has established criteria for assessing: 
the value of human source reporting; access to and the responsiveness of local FBI 
field offices; and FBI program and national intelligence requirements. The 01 is 
developing guidelines according to which it will use these same criteria as a 
means of assessing the value of raw intelligence. Initial discussions on this issue 
have been held with the Cl, CT, Criminal, and Cyber Divisions, and the results of 
these discussions are being incorporated into evaluation guidelines. 


c. Some have read this section as providing for surveillance in cases where 
neither the identity of the subject or the facility to be used is known — in effect, allowing for 
the authorization of FISA surveillance against all phones in a particular geographic area to 
try to intercept conversation of an unknown person. Is this the reading of the statute being 
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adopted by the Federal Bureau of Investigation and the Department of Justice? If not, 
please provide your interpretation of this authority. 

Response : 


No, the FBI does not interpret the statute as allowing for the authorization of FISA 
surveillance against all phones in a particular geographic area to try to intercept 
the conversations of an unknown person. In order to make a showing of probable 
cause, the FISA statute requires a statement of the facts and circumstances relied 
upon by the applicant for surveillance to justify the belief that; (1) the target of 
the electronic surveillance is a foreign power or an agent of a foreign power; and, 
(2) each of the facilities or places at which the electronic surveillance is directed is 
being used, or is about to be used, by a foreign power or an agent of a foreign 
power. Thus, the FISA statute does not permit coverage to be authorized, with or 
without the "roving wiretap" provision, for surveillance of all persons in a 
particular geographic area. The FBI has interpreted the "roving" authority as 
permitting the FBI to request that the FISA Court issue, along with the primary 
order, a "generic" secondary order with respect to a specifically identified FISA 
target that the FBI can serve in the future on a currently unknown cell phone 
carrier, Internet service provider, or other communications provider, if the target 
rapidly switches from one provider to another. The roving wiretap order still 
requires that a federal law enforcement agent swear, in a detailed affidavit, to facts 
establishing probable cause, and still requires a court to make a finding of 
probable cause before issuing the order. While the roving order carries the 
additional requirement of a judge’s approval to monitor more than one telephone, 
it permits government agents to continue to monitor the target, even if the target 
changes to a different cellular telephone, rather than first going through the 
lengthy application process to monitor that new phone. This will allow the FBI to 
go directly to the new carrier and establish surveillance on the authorized target 
without having to return to the FISA Court for a new secondary order. The FBI 
views this as a vital tool to counter targets who change cell phone providers or 
other communication channels as a deliberate means of evading surveillance. 


(i) Have any briefs been filed with the Foreign Intelligence Surveillance 
Court on this subject? If so, please provide copies of such briefs to the Committee. 


Response : 


The FBThas filed no such briefs on this subject. 
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d. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 206 of the 
USA-Patriot Act? If so, please describe the nature and disposition of such a complaint 

1 

Response : 


b5 


e. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 


Response : 


No. The FBI requests only that the provision be preserved. 

86. Section 207 of the USA-Patriot Act extends the time limits provided in the EISA which 
govern surveillance against agents of a foreign power. 


a. Has the Federal Bureau of Investigation or the Department of Justice 
conducted any review to determine whether, and if so, how many, personnel resources have 
been saved by this provision? If so, please provide the results to the Committee. 


Response : 


b5 


b. Have there been any cases where, after the passage of the now-extended 
deadlines it was determined, either by the Department of Justice, the Federal Bureau of 
Investigation or the Foreign Intelligence Surveillance Court, that surveillance should have 
been terminated at an earlier point because of the absence of a legally required predicate? 

Response : 


None of which the FBI is aware. 
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c. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 207 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 

Response : 


b5 


d. Based upon the application of this provision of law during the period 
since its passage, are there changes to this statute which the Congress should consider? 


Response : 


None at this time. 


87. Section 209 of the USA-Patriot Act clarified the law with regarding the applicability of 
criminal search warrants to voice mail. This question pertains to application of this 
provision since its passage. 

a. How many such search warrants have been issued since passage of this 

act? 


Response : 


The FBI does not collect or maintain statistics concerning the types of search 
warrants issued in FBI investigations, including those seeking access to voice 
mail. Because federal search warrants are requested by U.S. Attorneys' Offices 
and issued by U.S. District Courts, these statistics may be maintained by one or 
both of those offices. 

b. In such cases, have there been any instances in which a wiretap, as 
opposed to a search [ J warrant[,] would not have been supported by the facts asserted in 
support of the search warrant. 

Response : 
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This information is unavailable, as indicated above. It is clear, however, that the 
support needed for a federal wiretap is considerably greater than that required for 
a search warrant. 


c. Has the Department of Justice or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 209 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 


Response : 

A private citizen who has lodged numerous complaints against the FBI, all of 
which have been determined to be unfounded pursuant to appropriate inquiry, 
complained that she was a former FBI employee whose home, vehicles, telephone, 
and internet had been subject to "aggressive surveillance" since August 2000. FBI 
investigation revealed that the complainant was, in fact, not a former FBI 
employee and that the FBI had conducted no surveillance of her for any reason. 
Based on these findings, this matter was closed by the FBI in July 2003. The FBI 
has construed this as a complaint with respect to both Section 209 and 217 of the 
USA PATRIOT Act. 

d. Based upon the application of this provision of law during the period 
since its passage, are there changes to this statute which the Congress should consider? 

Response : 


The FBI is not aware of any substantive changes to this provision warranting 
Congressional consideration. Section 209 is, however, currently scheduled to 
expire at. the end of 2005, and the FBI strongly supports making this provision 
permanent. Section 209 allows investigators to use court-ordered search warrants 
to obtain voice-mail messages held by a third party provider when supported by 
probable cause. Previously, the Electronic Communications Privacy Act (ECPA), 
18 U.S.C. 2703, allowed law enforcement authorities to use search warrants to 
gain access to stored electronic communications such as e-mail, but not stored 
wire communications such as voice-mail. Instead, the wiretap statute, 18 U.S.C. 
21 10(1), governed access to stored wire communications, requiring law 
enforcement officers to use wiretap orders to gain access to unopened voice-mail. 
This resulted in voice-mail messages being treated differently than e-mail 
messages. Voice-mail messages are also treated differently than answering 
machine messages inside a home, access to which requires a search warrant, 
because answering machine messages are not regulated under the wiretap statute. 
Section 209 of the USA PATRIOT Act eliminates the disparate treatment of 
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similar information. If this section is sunsetted, voice-mail messages will again be 
treated in a different manner than answering machine messages and stored e-mail 
information beginning in 2006. 

88. Section 212 of the USA-Patriot Act permits communications service providers to 
provide customer records or the content of customer communications to the FBI in an 
emergency situation. This question pertains to application of this provision since its 
passage, and to all instances, not only to terrorism investigations. 

a. In how many cases has this provision been used? Please provide a short 
description of each such case to the Committee. 


Service providers have voluntarily provided information on at least 141 occasions 
under this provision. Such disclosures have often included both e-mail content 
and associated records. Several of these disclosures have directly supported 
terrorism cases under the emergency of a possible pending attack. For example, 
this provision has been used to obtain access to e-mail accounts used by terrorist 
groups to discuss various terrorist attacks. It has also been used to respond 
quickly to bomb and death threats, as well as in an investigation into a threat to a 
high ranking foreign official. This provision has additionally been used to locate 
kidnaping victims and to protect children in child exploitation cases. In one 
kidnaping case involving the abduction of a 1 4-year-old girl, reliance on this 
provision allowed the FBI to quickly locate and rescue the child and to identify 
and arrest the perpetrator. Because of this provision, additional harm to the girl 
was prevented and she was returned to her family in a matter of hours. 

Because many international service providers are located within the United States 
(such as Flotmail and AOL), Legal Attaches have used this provision to assist 
foreign law enforcement officials with similar emergencies, such as death threats 
on prosecutors and other foreign officials. Where time is of the essence, giving 
service providers the option of revealing this information without a court order or 
grand jury subpoena is crucial to receiving the information quickly and preventing 
loss of life or serious injury. 

Additional examples are provided in DOJ's July 2004 "Report from the Field: 

The USA PATRIOT Act at Work. " 

b. In any such case have there been any cases in which, except for the time 
constraints imposed by the emergency situation, a conventional wiretap or search warrant. 
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would not have been supported by the facts available to the Government at the time of the | 
emergency request? If so, please describe such situations. 

Response : 

We are aware of no such circumstances. However, it is important to recognize 
that the information that may be disclosed under this emergency authority is 
limited to the contents of communications that are in electronic storage and 
records associated with customers or subscribers. Given this limitation, a 
conventional wiretap would generally not apply, and a search warrant would be 
required only for the contents of communications that are held for less than 1 80 
days. Emergency authority is appropriate for the disclosure of information held 
by a third party and, to the extent the information is constitutionally protected, 
disclosure of the information under exigent circumstances is entirely consistent 
with the emergency exception to the warrant requirement of the Fourth 
Amendment. 

c. Has the Department of Justice or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 212 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 


Response : 

b5 

d. Based upon the application of this provision of law during the period 
since its passage, are there changes to this statute which the Congress should consider? 

Response . 


There is currently a discrepancy between the emergency provisions applicable to 
contents and records that appears illogical and unjustified. Currently, a provider is 
arguably required under 18 U.S.C. 2702(c)(4) to meet a higher burden for 
disclosing a record or other subscriber information than is required by 
§ 2702(b)(7) for divulging the contents of a communication in electronic storage. 
Moreover, the entities to whom a provider may disclose are significantly more 
restricted for records than for content. The language in (b)(7) was enacted by Pub. 
L. 107-296 as part of the Homeland Security Act of 2002, with the objective that 
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all entities with responsibility for ensuring our domestic security would have 
access to this information in an emergency. It does not appear that the 
discrepancies between the disclosure of content and records are supported by 
differing privacy interests inherent in the respective information or by other 
factors. Accordingly, reconciling these provisions would be appropriate. 


89. Section 214 of the USA-Patriot Act permits the use of FISA pen register/trap & trace 
orders with respect to electronic communications, and eliminates the requirement that such 
use be only in the context of a terrorist or espionage investigation. This question pertains 
to application of this provision since its passage, and to all instances, not only terrorism 
investigations. 


a. In how many cases has this authority been used? 

(i) How many of such cases were terrorism-related? 

Response to a and a(i) . 

The FBI does not maintain this information. It is, instead, maintained by DOJ's 
OIPR, to whom the FBI defers for response. 

b. Of the cases in which such authority was used, in how many was a 
subsequent application for a full surveillance order made pursuant to the FISA, or Chapter 
19 of Title 18? 

Response . 


The FBI does not track the number of pen registers that evolve into full FISA's. 

c. Has the Intelligence Community, Department of Justice, or Federal 
Bureau of Investigation developed regulations or directives defining the meaning of non- 
content communications? If such regulations or directives have been issued, please provide 
copies to the Committee. 

Response : 


The FBI has not developed any such regulations or directives, nor is it aware that 
the USIC or DOJ have issued guidance defining "non-content communications" in 
relation to the use of FISA pen register/trap and trace authorities. 
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d. In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 

Response : 

See response to Question 85b, above. 

(i) If so, how many such reports have been issued? 

Response : 

See response to Question 85b(i), above. 

(ii) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 

Response : 

See response to Question 85b(ii), above. 

90. Section 215 of the USA-Patriot [A]ct authorizes the Foreign Intelligence Surveillance 
Court to issue orders permitting FBI to access "tangible" items in the course of a terrorism 
or espionage investigation. The following questions pertain to the application of this 
provision since its inception. 

a. How many times has this authority been used, and with what success? 

b. Has this provision been used to require the provision of information from 
a library or bookstore? If so, please describe how many times, and in what circumstances. 

Response to a and b : 


b5 
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c. In your testimony you compared this provision with existing authority in 
the criminal context, noting that records such as library records are subject to a grand jury 
subpoena. However, in criminal cases the propriety and lawfulness of subpoenae are to 
some extent tested in the adversary process of a trial - how, in the context of the FISA, does 
such a check occur? 


Response : 


The checks on the use of the business record provision are numerous. First, 
requests for such orders must be approved by several authorities within the FBI 
and DOJ to ensure they comply with FISA requirements. In addition, however, 
business record requests must be approved by a FISA Court judge. FISA judges 
are part of an independent judiciary, appointed pursuant to Article III of the U.S. 
Constitution. 


Business record orders require a showing that the record is relevant to an 
authorized investigation to protect against international terrorism or clandestine 
intelligence activities. "Authorized investigations" may only be initiated when 
consistent with Attorney General guidelines, so the existence of such an 
investigation and the relevance of the record to this investigation represent two 
"checks" on this authority. Under both the Attorney General guidelines and 
section 215 of the USA PATRIOT Act, such investigations may not be premised 
solely upon the exercise of constitutionally protected activities. 


Once an appropriate FBI authority determines that a business record order request 
is relevant to a properly authorized investigation, the request itself requires 
numerous layers of approval (as do requests for electronic surveillance, physical 
search, and pen register/trap and trace orders under FISA). At the FBI field level, 
such requests must be approved by the Supervisory Special Agent (SSA), the SAC 
or appropriate Assistant SAC, and the Chief Division Counsel. At the FBIHQ 
level, the request must be approved by an attorney in the National Security Law 
Branch, and signed by one of the several designated high-ranking FBI officials to 
whom certification authority has been delegated. Thereafter, the request is 
submitted to DOJ's OIPR, and must be approved by OIPR before it is presented to 
the FISA Court. When presented to the FISA Court, the FISA judge must 
determine that the request meets FISA requirements before issuing the order. 


Lastly, section 215 imposes Congressional oversight by requiring the Attorney 
General to report to Congress annually on the FBI's use of the section. 
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d. As of October 2004 the Department of Justice advised that this provision 
had not been used. If that is true, is there a necessity to maintain this provision in law? 
Why? 


Response : 


(i) With respect to the potential applicability of this section to libraries and 
bookstores, there has been some concern that the mere prospect of use of the statute has a 
"chilling effect" on the use of these facilities. Can this chilling effect be minimized, if not 
eliminated, by incorporating a higher threshold for use in the limited context of libraries 
and bookstores? If not, why not? 


In the context of this question, the FBI can initiate investigations of individuals or 
groups only under specific conditions articulated in the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG). Additionally, FBI guidelines place strict limits on the types of 
investigative activities that can be undertaken when investigations are opened, 
requiring, for example, that no investigation of a U.S. person may be conducted 
solely upon the basis of activities protected by the First Amendment to the 
Constitution. 

Individuals' rights are additionally safeguarded by other authorities, such as 
Executive Order (E.O.) 12333, which is the primary authority for intelligence 
activities conducted by the USIC. E.O. 12333 establishes goals for the collection 
of intelligence information; assigns responsibilities among the various intelligence 
components; prescribes what information may be collected, retained, and 
disseminated; and prescribes or proscribes the use of specified techniques in the 
collection of intelligence information. As noted above, the NSIG establishes 
limits and requirements governing FBI international terrorism investigations with 
respect to foreign intelligence. Cl, and intelligence support activities. Another 
important internal safeguard is the Intelligence Oversight Board (lOB), which 
reviews the FBI's practices and procedures relating to foreign intelligence and 
foreign Cl, requiring the FBI to report violations of foreign Cl or other guidelines 
designed in full or in part to ensure the protection of the individual rights of a U.S. 
person. 
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e. In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 


Response : 

The HR is the mechanism by which the FBI disseminates raw intelligence 
infonnation to the Intelligence, Defense, and law enforcement communities. The 
intelligence infonnation contained in these IIRs is information generally derived 
from FBI operations, investigations, or sources. Intelligence information acquired 
pursuant to Section 215 of the USA PATRIOT Act could be disseminated via an 
UR in appropriate circumstances. Between August 2002 and August 2004, the FBI 
has disseminated approximately 3,860 terrorism-related IIRs. 

(i) If so, how many such reports have been issued? 

Response . 

None of the information contained in the 3,860 terrorism-related IIRs 
disseminated between August 2002 £ind August 2004 was acquired pursuant to 
section 2 1 5 of the USA PATRIOT Act. 

(ii) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 


Although the FBI has procedures to evaluate the quality of intelligence reports, no 
reports have been disseminated which contained information acquired pursuant to 
section 215 of the USA PATRIOT Act. 

f. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 215 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 

Response : 
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g. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 

Response : 


The FBI has identified no need for change at this time. 

91. Section 217 of the USA-Patriot Act authorizes, without court order, the interception of 
communications to and from a trespasser with a protected computer. This question 
pertains to the implementation of this provision since its passage. 

' a. How many times has the authority under this section been used, and with 

what success? Please provide descriptions of the circumstances where it has been used. 

Response : 

While the FBI does not maintain statistics on the frequency with which the 
trespasser authority has been used, we can provide examples of some such cases. 


Under this provision, the FBI was able to monitor the communications of an 
international group of "carders" (individuals who use and trade stolen credit card 
information). This group used chat rooms and fraudulent web sites, creating false 
identities to obtain e-mail accounts and then transmitting their communications 
through a computer that had been "hacked" and set up to operate as their proxy 
server. A proxy server changes an Internet user's original Internet protocol (IP) 
address to that of the proxy server so that only the proxy server knows the true 
point of origin. The owner of the hacked computer was not aware that it was 
being used as a proxy server, and considered all individuals using the system as a 
proxy server to be trespassers. The owner provided the FBI with consent to 
monitor the communication ports solely used by the trespassers, and this 
monitoring led to the subject's true identity. The subject was indicted in 
September 2003. Without this authority to monitor, the real identities of the 
trespassers could easily have remained anonymous. 

In another example, a former employee was suspected of illegally accessing a 
company's e-mail system to gain inside information regarding company concepts 
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and client information, as well as privileged information regarding legal 
proceedings between the company and the former employee. The computer 
intruder used a variety of means to access the system, including wireless modems 
in laptops and hand-held Blackbeiry devices, making it more difficult to identify 
the intruder and to link the computer intrusions to the former employee. The 
victim company authorized the FBI to monitor the intruder's communications with 
and through its computer systems. 

In another case, a computer-intruder obtained control of a school’s network and 
reconfigured it to establish additional IP addresses that were separate and distinct 
from those used by the school. This allowed hackers, and others using the Internet 
who did not want to be located, to jump through the school’s system before 
committing their illegal acts. Monitoring accomplished pursuant to the school's 
consent resulted in the FBI's identification of over 200,000 different IP addresses 
using the school system as a proxy to further illegal activity such as fraud, 
computer intrusions, and spamming. 

As these cases make clear, this authority is critical not only to the FBI's ability to 
identify criminals who engage in computer intrusions but also its ability to 
identify and investigate additional criminal activities conducted through victims' 
computers. 

b. Section 217(2)(I) requires authorization by the owner of the computer 
before the section can be applied. Can this authorization be withdrawn or limited by the 
owner of the computer? If so, how and in what circumstances? 

Response . 


Yes. As with any form of consent, which must be freely and voluntarily given to 
be valid, the consenting party has the right to terminate the consent at any time. 
The FBI encourages the use of a written consent form containing an express 
acknowledgment by the consenting owner or operator that states: "I understand 
my right to refuse authorization for interception and have accordingly given this 
authorization freely and voluntarily." 

c. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 217 of the 
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint. 

Response : 
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See response to Question 87c, above. 


92. Section 218 of the USA-Patriot Act created the so-called "significant purpose" test for 
applications pursuant the FISA, clarifying the law to recognize that in many cases such 
surveillance may implicate both a law enforcement and an intelligence interest. This 
question pertains to the implementation of this provision since its passage. 

a. Please provide the Committee with specific examples, in unclassified form 
if possible, of cases in which both law enforcement and intelligence interests were 
"significant." 

Response : 


As indicated in the July 2004 DOJ publication entitled, "Report from the Field; 
The USA PATRIOT Act at Work," the removal of the "wall" played a crucial role 
in the Department’s successful dismantling of a Portland, Oregon, terror cell, 
popularly known as the "Portland Seven." Members of this terror cell had 
attempted to travel to Afghanistan in 2001 and 2002 to take up arms with the 
Taliban and al Qaeda against United States and coalition forces fighting there. 

Law enforcement agents investigating that case learned through an undercover 
informant that, before the plan to go to Afghanistan was formulated, at least one 
member of the cell, Jeffrey Battle, had contemplated attacking Jewish schools or 
synagogues, and had even been casing such buildings to select a target for such an 
attack. By the time investigators received this information from the undercover 
informant, they suspected that a number of others were involved in the 
Afghanistan conspiracy. While several of these other individuals had returned to 
the United States from their unsuccessfiil attempts to reach Afghanistan, 
investigators did not yet have sufficient evidence to arrest them. Before the USA 
PATRIOT Act, prosecutors would have faced a dilemma in deciding whether to 
arrest Battle immediately. If prosecutors had failed to act, lives could have been 
lost through a domestic terrorist attack; if prosecutors had arrested Battle in order 
to prevent a potential attack, the other suspects in the investigation would 
undoubtedly have scattered or attempted to cover up their crimes. Because of 
sections 218 and 504 of the USA PATRIOT Act, however, FBI agents could 
conduct FISA surveillance of Battle to detect whether he had received orders from 
an international terrorist group to reinstate the domestic attack plan on Jewish 
targets, and could keep prosecutors informed as to what they were learning. This 
gave prosecutors the confidence not to arrest Battle prematurely, but instead to 
continue to gather evidence on the other cell members. Ultimately, prosecutors 
were able to collect sufficient evidence to charge seven defendants and then to 
secure convictions and prison sentences ranging from three to eighteen years for 
the six defendants taken into custody. Charges against the seventh defendant were 
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dismissed after he was killed in Pakistan by Pakistani troops on 10/3/03. 


DOJ shared information pursuant to sections 218 and 504 before indicting Sami 
al-Arian and several co-conspirators on charges related to their involvement with 
the Palestinian Islamic Jihad (PIJ). PIJ is alleged to be one of the world’s most 
violent terrorist organizations, responsible for murdering over 100 innocent 
people, including Alisa Flatow, a young American killed in a bus bombing near 
the Israeli settlement of Kfar Darom. The indictment states that al-Arian served 
as the secretary of the PITs governing council ("Shura Council"). He was also 
identified as the senior North American representative of the PIJ. Sections 218 
and 504 of the USA PATRIOT Act enabled prosecutors to consider all evidence 
against al-Arian and his co-conspirators, including evidence obtained pursuant to 
FISA that provided the necessary factual support for the criminal case. By 
considering the intelligence and law enforcement information together, 
prosecutors were able to create a complete history for the case and put each piece 
of evidence in its proper context. This comprehensive approach was essential to 
prosecutors' ability to build their case and pursue the proper charges. 


Prosecutors and investigators also used information shared pursuant to sections 
218 and 504 of the USA PATRIOT Act in investigating the defendants in the so- 
called "Virginia Jihad" case. This prosecution involved members of the Dar al- 
Arqam Islamic Center, some of whom trained for jihad in Northern Virginia by 
participating in paintball and paramilitary training or traveled to terrorist training 
camps in Pakistan or Afghanistan between 1999 and 2001. These individuals are 
associates of a violent Islamic extremist group known as Lashkar-e-Taiba (LET), 
which primarily operates in Pakistan and Kashmir and has ties to the al Qaeda 
terrorist network, As the result of an investigation that included the use of 
information obtained through FISA, prosecutors were able to bring charges 
against several individuals. Nine of these defendants have received sentences 
ranging from four years to life imprisonment (six were pursuant to guilty pleas 
and three were contrary to their pleas; charges have included conspiracy to levy 
war against the United States and conspiracy to provide material support to the 
Taliban). 

Infomiation sharing between intelligence and law enforcement personnel made 
possible by sections 218 and 504 of the USA PATRIOT Act was also pivotal in 
the investigation of two Yemeni citizens, Mohammed Ali Hasan Al-Moayad and 
Mohshen Yahya Zayed, who were charged in 2003 with conspiring to provide 
material support to al Qaeda and HAMAS. Based upon information obtained 


through an FBI undercover investigation, the complaint alleges that Al-Moayad 
had boasted that he had personally handed Usama Bin Laden $20 million from his 
terrorist fund-raising network and that Al-Moayad and Zayed had flown from 
Yemen to Frankfurt, Germany, in 2003 with the intent to obtain $2 million from a 
terrorist sympathizer (portrayed by a confidential informant) who wanted to fund 
al Qaeda and HAMAS. During their meetings, Al-Moayad and Zayed specifically 
promised the donor that his money would be used to support HAMAS, al Qaeda, 
and any other mujahideen, and "swore to Allah" that they would keep their 
dealings secret. Al-Moayad and Zayed were extradited to the United States from 
Germany in November 2003 and are currently awaiting trial. 

Sections 218 and 504 were also used to gain access to intelligence that facilitated 
the indictment of Enaam Amaout, the Executive Director of the Illinois-based 
Benevolence International Foundation (BIF). Amaout conspired to fraudulently 
obtain charitable donations in order to provide financial assistance to Chechen 
rebels and organizations engaged in violence and terrorism. Amaout had a long- 
standing relationship with Usama Bin Laden, and used his charities both to obtain 
funds for terrorist organizations from unsuspecting Americans and to serve as a 
channel for people to contribute money knowingly to such groups. Amaout pled 
guilty to a racketeering charge, admitting that he diverted thousands of dollars 
from BIF to support Islamic militant groups in Bosnia and Chechnya. He was 
sentenced to over 1 1 years in prison. 

The broader information sharing and coordination made possible by sections 218 
and 504 of the USA PATRIOT Act assisted the San Diego prosecution of several 
persons involved in an al Qaeda drags-for-weapons plot, which culminated in 
several guilty pleas. Two defendants admitted that they had conspired to 
distribute approximately five metric tons of hashish and 600 kilograms of heroin 
originating in Pakistan to undercover United States law enforcement officers. 
Additionally, they admitted that they had conspired to receive, as partial payment 
for the dmgs, four "Stinger" anti-aircraft missiles that they then intended to sell to 
the Taliban, an organization they knew at the time to be affiliated with al Qaeda. 
The lead defendant in the case is currently awaiting trial. 

Sections 218 and 504 were also critical in the successful prosecution of Khaled 
Abdel Latif Dumeisi, who was convicted by a jury in January 2004 of illegally 
acting as an agent of the fomier government of Iraq and of two counts of perjury. 
Before the Gulf War, Dumeisi passed information on Iraqi opposition members 
located in the United States to officers of the Iraqi Intelligence Service stationed 
in the Iraqi Mission to the United Nations. During this investigation, intelligence 
officers conducting surveillance of Dumeisi pursuant to FISA shared information 
with law enforcement agents and prosecutors investigating Dumeisi. Through this 
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SE^I^T 


From:| |CTD) (FBI) 

Sent: Thursday, March 31, 2005 1:01 PM 
To: HEIMBACH, MICHAEL J. (CTD) (FBI); 

WILLIE T. (CTD) (FBI) 

Cc: HQ-DIV13-ITOS I 

Subject: Patriot Act Roving Authority - ITOSl response 


DATE; 12-05-2005 
FBI INFO. 

CLASSIFIED BY 65179 DMH/LP/DFW 
REASON: 1.4 ((C) 05-CV-0845) 
DECLASSIFY ON: 12-05-2030 


b6 


b7C 


(CTD) (FBI); HULON, 


SECRET 
RECORD n/a 


ALL INFORMATION CONTAINED 


Hello, 


HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



M 


b2 

b7E 



CTD/ITQS-1 

FBIHd 

1 . 

desk: 

- - - - J 

1 

page 




b7C 


— Original Message — 

From; HULON, WILLIE T. (CTD) (FBI) 

Sent: Wednesday, March 30, 2005 9:24 PM 

To: Caproni, Valerie E. (OGC) (FBI); VANNUYS, THOMAS J. (CTD) (FBI); HEIMBACH, MICHAEL J. (CTD) 
(FBI) 

Subject: RE; Help 

SEN S ITIVE BUT UNCLASSIFIE D 
NON-RECORD 

Tom/Mike, 

Please provide info re this by noon, Thursday. 

Thanks 
Willie T. 

— Original Message — 

From: Caproni, Valerie E. (OGC) , 

b6 



b7C 


file;//C:\Documents%20and%20Settingi 
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Sent: Wednesday, March 30, 2005 6:51 PM 

To: BALD, GARY M. (DO) (FBI); HULON, WILLIE T. (CTD) (FBI); SZADY, DAVID (CD) (FBI); 
PISTOLE, JOHN S. (DO) (FBI); FEDARCYK, MICHAEL R. (DO) (FBI) 

Cc: KALJSCH, ELENI P. (OCA) (FBI) 

Subject: Help 


NON-RECORD 


In the draft of testimonv for the AG. thev arel 





bl 

b2 

b7E 

b5 


SENSIT I VE BUT UNCLASSI FIED 


DERIVED FROM: G-3 FBI Classification Guide G-: 
DECLASSIFICATION EXEMPTION 1 
SECRET 



Foreign Counterintelligence Investigation s 



b6 

b7C 
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kLocal%20Settings\T emporary%20Int. . . 
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SE^r 


From| [CTD) (FBI) 

Sent: Thursday, March 17, 2005 4:51 PM 
T o: HEIMBACH. MICHAEL J. (CTD) (FBI) 
Cd iOGC) (FBI) 


Subject: RE: Patriot Act & library records 


b6 


b7C 


b6 


DATE: 12-05-2005 
CLASSIFIED BY 65179 DMH/LP/DFB 
REASON: 1,4 ( (C) ,05-CV-0845) 
DECLASSIFY ON: 12-05-2030 


SEk^ET 
RE CORD [ 


b7C 

ALL INFORMATION CONTAINED 


The answer is; 


b2 


HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


• Requests pursuant to the Patriot Act business records/library records provision would be executed via 
. NSis 



Ta-da. Thanks 




] 
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b7C 


TD/I TQS-1 
FBI HQl 
desk|__^ 
pager l 


b2 

b6 

b7C 


bl 

b2 

b7E 

b5 


Original Message — 

From: HEIMBACH, MICHAEL J. (CTD) (FBI) 
Se nt; Thursday. March 17. 2005 11:56 AM 

T0=| KCTD) (FBI) b6 

Subject: FW: Patriot Act 

b7C 


UNCLASSIFIED 

NON-RECORD 


See if this is something we track and/or can retrieve. Thanks Mike 


[ 


Section Chief Michael J. Heimbach 
CTD/ITOS I 
Office # 571-280-5267 
Pager 
Cell# 


b2 


b6 


b7C 


— O riginal Message- — 

From:| (CTD) (FBI) 

Sent: Thursday. March 17, 11:48 AM 


Tod 

(FBb- 

Cc: VAN DUYN, DONALD N. (CTD) (FBI) 
Subject: FW: Patriot Act 


pD) (FBI); HEIMBACH, MICHAEL J. (CTD) (FBI); VANNUYS, THOMAS J. (CTD) 


SE^T “ 

/ \ b7C 


file://C:\Documents%20and%20Settingi 


|Local%20Settings\T emporary%20Int. . , 7/1 4/2005 







Message 


UNCLASSIFIED 

NON-RECORD 


Page 2 of 3 


□ 


Please look ai me request below from EAD Bald, which came to us through AD Hulon. Is this 
somehow picked up on the scorecard you generate for the visiting SACs? 

Mike & Tom, 

Is this something that either of the ITOS units monitor? 

Thank You, b6 

b7C 

— Original Message — 

From: HULON, WILLIE T. (CTD) (FBI) 

S ent; Thursday, March 17. 2005 11:27 AM b7c 

T< | (CT DI fFBn 

Cc: BALD. GARY M. fl^ QI (FBI);| |(CTD) (FBI)J |(CTD) (FBI); 

k DO) (FBI) 

Subject: FW: Patriot Act 


(CTD) (FBI); 


UNCLASSIFIED 

NON-RECORD 


□ 


Please determine if there is a mechanism for determining the instances when the use of the Patriot Act 215 
has been employed in CT matters. If so, please provide the stats. 

Thanks 
Willie T. 

Original Message — 

From: BALD, GARY M. (DO) (FBI) 

Sent: Thursday, March 17, 2005 8:32 AM 

To: REIGEL, LOUIS M. (CyD) (FBI); HULON, WILLIE T. (CTD) (FBI); Caproni, Valerie E. (OGC) (FBI) 

Cc: PISTOLE, JOHN S. (DO) (FBI); STEELE, CHARLES M (DO)(FBI) 

Subject; Patriot Act 


UNCLASSIF IED 

NON-RECORD 

Lou - This morning, the Director asked Dave Thomas, CyD for details concerning the number of times 
library computers have been used to launch cyber attacks. In particular, he wants this information in 
anticipation of questions that will arise during consideration of the sunset clauses in the Patriot Act. Would 
you please follow-up with Dave on this request, and include me in the response, which should be sent to 
the Director through Charlie Steele. 

In addition. I believe it would be helpful to reliably rieterminel I 


information is available in either CTD or OGC, would you, Wliie and Val, please also forward this to Charlie 
(cc to me). 


Val - If wi 
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UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


DERIVED FROM; G-3 FBI Classification Guide G 


DECLASSIFICATION EXEMPTION 
SECRET 


reian Counterintelliaence Investiaations 


CITp 
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Message 



](CTD) (FBI) 
Sent: Thursday, March 17, 2005 12:43 PM b6 
To: HEIMBACH. MICHAEL J. (CTD) (FBI) 


Cc 

Subject: RE: Patriot Act 


(OGC) (FBI) 


b7C 



DATE: 12-08-2005 

CLASSIFIED BY 65 17 9DMH/ LP/ cpb 

REASON: 1.4 (c) 

DECLASSIFY ON: 12-08-2030 


Page 1 of 3 


05-cv- 0 8 45 


UNCLASSIFIED { C? 

NON-R ECORD > 


I There is no tracking method for that 

specifically in I 


I spoke to NSLB. and they are going t o double- check to confirm tha j 
I 1 1 spoke td Iwho notedI 

you as soon as I get confirmation of the aboye. 


] I'll get back to 


b5 

b2 

b7E 

b6 


CTD/ITOSJ 

FBlHd 

:] , “2 

desk:l 1 

1 

pager! 1 



b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b7C 


— Original Message — 

From: HEIMBACH, MICHAEL J. (CTD) (FBI) 
Se nt; Thursday. March 17. 2005 11:56 AM 
To: l I f CTD) (FBI) 

Subject: FW: Patriot Act 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

See if this is something we track and/or can retrieye. Thanks Mike 


Section Chief Michael J. Heimbach 


CTD/ITOS I 
Office #571-280-5267 


Pager t 
Cell# 


b2 


— O riginal Message- — 

From j I f CTD) (FBI) 537 ^ 

S ent: Thursday, March 1 7, 2005 11:48 AM 

To| tCTD) (FBI); HEIMBACH, MICHAEL J. (CTD) (FBI); VANNUYS, THOMAS J. (CTD) 

(FBI) 

Cc: VAN DUYN, DONALD N. (CTD) (FBI) 

Subject: FW: Patriot Act 


UNCLASSIFIED 

NON-RECORD 



SECkET 
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From: 

Sent: 

To: 

Subject: 


I 1 

pManday— QctolaJ r 20, 2003 9:39 AM b 7 C 
Fwd: Re: Business Records 


Forwarded Mail received from: 


DECIiAS gifted DY 65179 DMIl/CLG 
OH Q9-OS-200S 

CA# 05-CV-0845 


Original Message 

Date: 10/16/2003 03 :4 8 pm -0400 (Thursday) 

From: I I 

To: I 


CC: BOWMAM, MARION, Rowan, J 

Subject: Re: Business Records 


b6 

b7C 


Thanks for teeing up this issue - again. Rather than dragging their collective feet or 
setting up hurdles - OIPR should be embarrassed that the FBI has used this valuable tool 
to fight terrorism - exactly ZERO times. The inability of FBI investigators to use this 
seemingly effective tool has had a direct and clearly adverse impact on our terrorism 
cases. Quite frankly, Agents have spent the last 2 years screwing around with weak NSLs 
or using made up "voluntary" NSLs literally henninn nennle to give us information in our 
terrorism cases (try to get info from ( . The fact that this new FISA 

tool has languish for two years - with no likely usage in the future - is nuts. While b?E 
radical militant librarians kick us around - true terrorists benefit from OIPR's failure 
to let us use the tools given to us. THIS SHOULD BE AN OIPR PRIORITY! I ! 


In any event - the efforts of NSLB to get this on track are ar eatlv appreciated. 


don't forget OIPR's 


the same story) 


(PS - 



. 1 


wru urrice or jjxvision uounsei 



Pri vileged and 


b7C 


od 


|10/16 2:56 PM >>> 

Not surprisingly, we (I should say, Pat Rowan) presented OIPR with a finalized application 
and proposed order for business records, signed by Valerie, and they were all up in arms 
because we had not coordinated in advance and had not used the form they had and because 
we are not authorized to appear before the court and they don't have enough information 
about the target and ... I guess, mainly, they were upset because we wanted to 
accomplish something without their interference. After Pat went through all their 
grievances and aske d whether they would file something that used their form and met their 
informational needs , | [ said that it would depend on OIPR priorities. Which 

means, I guess, that we get business records after the last of the initiations sitting on 
their desks has been filed. 


Anyway, does anyo n^e hav^ or has a pvone heard of a business records form that OIPR has 

[would have it but then conceded that he probably 


already produced, 
would not. Also"^ per 


said that 
FISC Rule 


9, we are told that we cannot file something with the 
court or cannot appear in Court unless we are on some authorized list. Does anyone have a 
copy of the FISC rules? 


I guess it was too good to be true, that we would actually be able ho file something with 
the FISA Court with our names on it and without it being held up by OIPR. 


More on this saga to come 
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ALI, INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-0B-2005 BY 65179 DMH/CLB 

CA# 05-CV-0845 



Subject: MIRACLES 


UNCLASSIFIED 

NON-RECORD 


UNCLASSIFIED 

NON-RECORD 


We got out first business record order signed today! It only took two and a half years. 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 06/6/2003 


To: All Divisions 


Attn: ADIC, AD, DAD, SAC, CDC 


From: Office of the General Counsel 

Na t i on al Security Law Unit 
Contact ; 


Approved By: 
Drafted By: 


Case ID #: 66F-HQ-A1247863 
Title: 


FISA BUSINESS RECORD APPLICATIONS 
DELEGATION OF AUTHORITY 


S III 

b2 

ALL IMFORMATTON CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-27-2005 BY 65179 DMH/CLS 



b6 

CA# 05-CV-0845 



b7C 



Synopsis: Delegates signature authority for Applications for 

Business Records to FBIHQ officials under 50 U.S.C. § 1861. 

Details: The Foreign Intelligence Surveillance Act of 1978 

(FISA), 50 U.S.C § 1861, provides for access to certain business 
records for foreign intelligence (FI) and international terrorism 
( IT) investigations through issuance of an order from the FISA 
Court (FISC) . Section 1861(a) (1) authorizes the "Director of the 
Federal Bureau of Investigation or a designee of the Director 
(whose rank shall be no lower than Assistant Special Agent in 
Charge) " to make an application for the order. 


Thus, as permitted by 50 U.S.C. § 1861(a) (1), I hereby 
designate certification signature authority for applications for 
FISA business records to the following FBI Officials: 


1. The Deputy Director; 

2 . The Executive Assistant Director for 
Counterterrorism/ Counterintelligence ; 

3 . The Assistant Directors and all Deputy 
Assistant Directors of the Counterterrorism, 
Counterintelligence, and Cyber Divisions; and 

4. The General Counsel; the Senior Counsel for 
National Security Affairs; and the Deputy General 
Counsel for National Security Affairs. 



To: All Divisions From: Office of the General Counsel 

Re: 66F-HQ, 06/6/2003 


The National Security Law Unit is hereby authorized to 
prepare business record applications and will issue guidance on 
the application process-. 


LEAD: 

Set Lead 1 : (adm) 

ALL RECEIVING OFFICES 

Disseminate to personnel involved in Cl, IT, and 
Cyber operations and to other personnel as appropriate. 


2 


ALT, TNPOKMATTOM nONTATMEn 

HEREIN IS UNCLASSIFIED 

DATE 09-27-2005 BY 65179 DMH/CLS 


I CA# 05-CV-0845 

KOGC) (FBI) 


From: 

Sent: t,6 

To; 

b7C 


Subject; 


WfiririFisriav Ffthriiarv 7R. 9004 10:17 AM 


FW: Simulateous use of criminal and FISA instruments 


■Original Message- 


From: 

Sent: 

To: 

Cc: 

Subject: 


Caproni, Valerie E. 

Tuesday, February 24, 2004 5:29 PM 

Curran. John F: BOWM AN. MARION E.; 

I I MUELLER, ROBERT S. Ill; WA1N5TEIN, KENNETH L. 


Simulateous use of criminal and FISA instruments 


b6 

b7C 


Effective immediately DOJ is no longer o 
alono to all the NSLU attorneys oromotlv. 






1 




(Rev. 08-28-2000) 


FEDERAI. BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 03/07/2003 


To: Counterterrorism 


Attn: SSA 

SSJ 
lOJ 


From: Office of the General Counsel 

Na t i on al Security Law Unit 
Contact: I I 


Approved By : Bowman M . E . 


(NSLU) /Rood 


DECLASSIFIED BY 65179 DMH/CLS 
OI'T 0 9 27 2 0 05 


Drafted By; 

Case ID #: (U) 66F-HQ-A1247863 (None) 

Title; (U) 


Synopsis: (U)This communication conveys NSLU authorization to 

declassify certain EI SA-derived documents fo r use by the U.S. 
Attorney's Off ice for I I in criminal 

proceedings of 



lecTassify On: XI 

Reference: (UJ 199N-SE-85481 (Pending) 

Details: ^)(U) Pursuant to a request from the International 

Terrorism Operations Section I, CONUS 2, Team 7, NSLU reviewed 
EISA-derived material contained in a memora ndum dated 02/ 12/2003 
from FBI Assistant Director Larry Mefford tc£ 


Counsel, Office of Intelligence Policy and Review, Department of 
Justice. The memorandum was seeking authorization from the 
Attorney General to use information obtained or derivp^d from th<=> 
electroni c surveillance and physical searches of 


in any and all phases of criminal prosecution . nslu 

reviewed the documents and determined that the cuts contained in 
the 02/12/2003 memorandum could be declassified. NSLU received 
confirmat ion from CONUS 2 th at none of the information i;; eviewed 
came from | I surveillance of [ 


b2 


b2 

b6 

b7C 


b6 

b7C 


b6 

b7C 


b7E 




To: Counterterrorism From: Office of the General Counsel 

Re: (U) 66F-HQ-A1247863 , 03/07/2003 


LEAD(s): 

Set Lead 1 : (Adra) 


COUNTERTERRORI SM 

AT WASHINGTON. D.C. 

(U) Authorization provided by NSLU for the 


declassification of cer tain documents 
criminal prosecution of 


assocra 


.ed with the 


CC: 1 - Mr. Bowman 

1 4 


♦♦ 


b6 

b7C 


cseefifiT 


2 




DECLASSIFIED BY 65179 DMH/CLS 
ON 09-27-2005 


CA# 05-CV-0845 


OGC) (FBI) 








From: 





Sent: 


Thursday, October 09, 2003 1 ;46 PM 


To: 

b6 

b7C 




Cc: 






Subject; 


FW 


FISA Issue 

b2 


processing FISA warrant 


Forwarded FYI is WFO ' s response to a complaint thatl I wa^^® i 

searches in a timely or complete manner. Should y ou become aware of a similar complaint 
in the future I recommend that you contact i ~| and let him check it out. He was very 
helpful and timely in his response. 


b7C 


Original Message 

From: | | 

Sen t: Thursday, Octob er 09, 2003 1:27 PM 


b2 

b7E 


Cr:l 

I: BOWMAN MARTOW F. - I I 



I 


bUDJ ect 


ribA issue 


Kevin Carter, OGC 


b2 


At NSLB/OGC's request - WFO reviewed the nature of our relations, 
Based on contact with the WFO squad (A-2) that seirves orders t 


of t 
with 
that 


hat- 
' liBl 


j^ogram - WFO ide ntified n o systemic or pervasive problems 


1 . 


ith 

and 


the 


b7E 


supervisors 


iS 


Icompliance. I 
"relationship wit' 
FISA order you ^jilerLt,if ied, 
of the order by 
attention. If 
exist - WFO 




[was specifically contacted and she advised 
IS excellent. With respect to the specific 
determined that the delay was due to a initial misreading 


phich was rectified when brought to their 

FBIIiQ learns of other information suggesting that problems 

_ ^will promptly address as they are reported to WFO. Again - 

because! jis an important WFO lia i snn contact - it is the ABIC WFO policy that any 

complaints or concerns relating toj j’ 


b6 


b7C 


be handled in coordination with WFO. 


The WFO POCs for issues concerning] 

for administrative or problem ma tters , 
for legal issues, and supervisor j 


are WFO 

cdcLZ 


Administrative 


f 


(A-2) for service 


SAC (Brian Fortin - acting) 
issues . 


Finally - j jis well aware of the delay in the DOJ processing of FISA orders and they 
will be tne rirst to point out that they usually receive FISA orders 
significantly after the date signed by the FISC. 


WFO Office of Division Counsel 



b2 

b6 

b7C 


1 




Message 


Page 1 of 1 



Can you please follow up on this in a fe w ways? Talk tcj |(l spoke with hi m once about this) and see 

what info rmation he has abo J compliance. You may also want to speak with ( 

k o see what knowledge iney rriay hav e •^hnnt compliance. Second, I'm a bit concerned that this may be a 

misuse of 2702 authority. If the requests fronrj pave a clear nexus to FBI ra-sn*! anri tha\/ are hona fide 

e mergencies, t hen I am okay with it. If, however, we are doing this purely fori pnd doing it 

fo| Hon a routine basis, then I think it could be a problem.^ |of ILL) has issued some 

guidance on 2/02. See m e if »oi i rip not have it. Can you do .gome research on /roy tin addition to finding out 
what the problem s are with! l and prepare a memo for] Dn proper use of the tool, including whatever 

you find out abou| |Please let me know if you have any questions. Thanks. 


SENSITIVE BUT UNCLASSIFIED 


6/9/2005 





















U.S. Department of Justice 


Federal Bureau of Investigation 
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Message 


Page 1 of 3 


(OGC) (FBI) 


b6 

b/C 


From: |(Div13) (FBI) 

Sent: Monday, May 10, 2004 7:09 AM 

To: |(Div09) (FBI) 


Subject: RE: Question on dissem of Grand Jury info to OIPR 




HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


SENSITIVE BUT U NC LASSIFIE D 
NON-RECORD 


Is a certain person at OIPR getting LHM's with FGJ info? The AUSA was looking for a specific name to add to the 
list. I said I'd check. 


-O riginal Messaqe - 


Fromj_ 


Se nt: Wednesday. 

To[ 


_ (Div09) (FBI) 

May 05. 2004 1:28 PM 
[_](Divl3) (FBI) 


Subject: RE: Question on dissem of Grand Jury info to OIPR 


b6 


b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Yes, but this is disclosure of GJ info and according to the AGG (see EC from OGC dated 1 1/5/02) it must 
be marked if it identifies a USPER by name, nickname, etc. Most LHMs to OIPR don't contain GJ info. 
Yes, the AUSA has to notify the judge that the info will be shared with OIPR. 

Original Message 

FromT |(Divl3) (FBI) b6 

Se nt: Wednesday, May Ob, 2004 10:07 AM 
To J r Div09) (FBI) 

Subject: RE: Question on dissem of Grand Jury info to OIPR 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


yes there is usper info, but we send usper info to OIPR all the time, thousands of LHMs. 
So do we need the AUSA to pre-approve the diseminaton of the FGJ info to OIPR? 


Moccai-iQ. 


From:| | (Div09) (FBI) 

Se nt: Wednesday. I^v Q 5. 2004 10:03 AM 

To:^ 


3 


ivl3) (FBI) 


Subject: RE: Question on dissem of Grand Jury info to OIPR 


b6 


b7C 


SENSITIVE BUT UNCLASSIFI ED 
NON-RECORD 


Does the info in the LHM identify any USPER by name, etc.? If so, the info will have to 
marked as containing USPER info. 


6/9/2005 






Message 


Page 2 of 3 


In addition, the AUSA will have to notify the court that GJ info is being disseminated to OIPR. 


Original Message-— 

From: 


pivl3) (FBI) 


Se nt: Wednesday, May 05, 2004 9:31 AM 
To: I l (Div09) (FBI) 

Subject: RE: Question on dissem of Grand Jury info to OIPR 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


The LHM is the initiation of a PI notification. 


Original Message- — 

From] |(Div09) (FBI) 

Sent: Wednesday, May 05, 2004 9:24 AM 
To: l l (Divl3J (FBI) 

Subject: RE: Question on dissem of Grand Jury info to OIPR 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b7C 


Is this for an initiation or an annual LHM? 


O riginal Message 

From I I . (Divl3) (FBI) 

Se nt; Wednesday May 05, 2004 8:01 AM 

To: | | (Div09) (FBI) b7c 

Subject: Question on dissem of Grand Jury info to OIPR 


SENSITIVE BUT UNCLASSIFI ED 
NON-RECORD 


We have received an OIPFl 


Jin the matter wei 


supoena. The paragraph goes on to quote| 


e obtained via Grand Jury 


Can this LHM be sent to OIPR with that grand jury info in it? 


b2 


b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


6/9/2005 





Message 


Page 1 of 3 


DATE: 10-19-2005 
CLASSIFIED BY 65179 DMH/CLS 
REASON: 1.4 (C) 

DECLASSIFY ON: 10-19-2030 



Subject: RE: a pending pen application 


SENSITIVE BUT UNCLASS I FIED 
NON-RECORD 



Thanks, 



6/9/2005 




Message 


Page 2 of 3 


Se nt: Thursday. August 05, 2004 9:33 AM 
To: ! I fCTD) fFBI) 

Cc: l I f OGC) (FBI)I 

Subject: FW: a pending pen application 


SI) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

a.k.a. Mr. Pen Register) - 


Please contact case agent S/| 
handled the collection on this 


^and obtain an update re how FBI Springfield has 

iafis the current status? 



I dunno-l jourt-authorized data obtained via an application 

which contained one (1 ) non-material good-faith error seems draconian to me. I do not think we 
should accept this remedy without serious discussion and consideration. 

Thanks. 


FBIHQ / CTD / ITOS II / PRGU 

:o) 

:p) 


nrlainal Mpq-^ane ^ 

Froml j(OGC) (OGA) 

S ent: Thursday, August 05, 20 04 9:54 AM 
T d I rCTD^ (FBI); I 

Subject: a pending pen application 


SI) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


| l can be reached atj 
voice mail). 


at OIPR (voice mail) or at the FBI aj 


hope your move went well. 


SENSITIVE BUT UNCLASSIFIED 


SE&REr 


6/9/2005 





CO CO 


Message 


Page 2 of 3 


b6 

b7C 


A | I 

pringfield Divisi on. Champaign RA 



O riginal Message- — 

From l I COGC) (FBI) 

Se nt: Monday, August 09 . 2004 2:50 PM 
To l l (SI) (FBI) 

Subject: RE: Pending pen register 



Q 

Thanks 


lanks, that's helpful. When did you learn about the need to change the subject's status? 
Also, do you happen to know why this has not been brought to the attention of the court for 
so long? Is it because the OIPR attorney was not able to have draft explanations to the court 
approved by James Baker? It sounds to me like you and FBIHQ passed along the 
information to OIPR in a timely fashion, but the delay in getting it to court is due to the 
situation at OIPR. Correct? 


-O riginal Message- 


From(_ 


(SI) (FBI) 


Se nt: Monday, Au gust 09, 2004 3:43 PM 


To; 

Subject: RE: Pending pen register 


(OGC) (FBI) 



Springfield Divisio n. Champaign FtA 


ri rininal IVIpgcanp- 

From ] [ qGO (FBI) 

Sent: Mnnriav. AiiniistOq 2004 2:33 P" 

To] PI) (FBI) 

Subject: Pending pen register b7c 


SENSiriVE^BUX^J^^ 
NQiO-RECrO^ 



6/9/2005 









Message 


Page 1 of 3 


(OGC) (FBI) 


From: 

Sent: 

To: 


Div13) (FBI) 


Monday. May 10, 2004 10:31 AM 


kDiv09) (FBI) 


Subject: RE: Pen register 


S^ET 


DATE: 10-14-2005 
CLASSIFIED BY 65179 DMH/CLS 
REASON: 1.4 (C) 

DECLASSIFY ON: 10-14-2030 

CA# 05-CV-0845 


b6 

b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIEIEE EXCEPT 
WHERE SHOWN OTHERWISE 

Okay, so if I understand it right. . . You approve of us sending it on to OIPR? 

Thanks 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


-Original Message- 


FromJ] 


(Div09) (FBI) 


Se nt; Monday. Mav 10. 2004 10:28 AM 
Toil lDivl3) (FBI) 


Subject: RE: Pen register 


SENSITIVE B UT UN CLASSIFIED 
NON-RECORD 


b6 

b7C 


I really should take a look at those in the draft stage so that I can identify any potential legal issues prior to 
the application being sent to OIPR. Plus, under the new system I should be reviewing things before they 
are assigned to an OIPR attorney. After they are assigned, my role is limited. I intend to send something 
on procedures under this new system to everyone in PRGU soon. 


OriQinal Message-— 

Froi d I fPivlS) (FBI) 

Se nt: Monday. Ma y 10, 2004 10:18 AM 


To:| |(Div09) (FBI) 

Subject: FW: Pen register 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


This is in regards to the email you seni 


We will get it to OIPR this week. 


You won't need to do anything on it until OIPR gets through with it. Unless . . . according to the new 
AG thing, do you stick close to Pen Registers or not? 


Thanks 


b6 


Original Message 

Fromj KD(v13) (FBI) 

Se nt: Monday, May 10, 2004 10:15 AM 


To: 


jDivIS) (FBI) 



b7C 


b6 

b7C 


6/9/2005 




Message 


Page 2 of 3 

S^RET 

Subject: RE: Pen register 

SENSITIVE BUT UNCLASStFiED 
NON-RECORD 


You can start on it. Touch basejadttE 
up on. He is the main guy in 


lan d ipt him knnw we are on it. It is one that we should go 


b2 


Ori ginal Message — - - b?E 

From: I b ivl3) (FBI) 


Sent: Monday, May 10, 2004 9:54 AM 
To l i (Divl3) (FBI) 

Subject: RE: Pen register 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Good lord j [do it this week. I just got the application on Friday. The EC was dated 
4/20. I haven't read it yet. Do you want to see it. And yes, I'll get it in the DB. 

Original Message 

From I l (Divl3) (FBI) 

Sent: Monday, May 10, 2004 9:49 AM b7C 

To J | (Divl3) (FBI) 

Subject: FW: Pen register 

SENSITIVE B U T UNCLASSIFIED 
NON-RECORD 


Ido you remember this request? It is p ossible that it happened while you were 

gone. If you don't remember it, I will check witlj Thanks. D 

O riginal Message- — 

From r | :dIv09) (FBI) 

Sent: Monday, May 10, 2004 9:38 AM 
To; | ~| pivl3) (FBI) 

Subject: Pen register 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


S^RET 


Hi 

I received a n EC frorrj |dated 4/20/04, requesting 
I reviewed the request form and it is legan 


go anytning else on that? 


ly sufficient. Do you need me to 


SENSITIVE BUT UNCLASSIFIED 


S^RET 


bl 

b2 

b7E 

b6 

b7C 


6/9/2005 





Message 


S;^CREr 


Page 1 of 1 


(OGC) (FBI) 


CTD) (FBI) 


From; 

Sent; Wednesday, September 01, 2004 12:14 PM 

r 

To; 


Cc: 
Subject 




SESRET 


RECORD 



L. 

ot th 

1,, , 

1 lust g 



I’m w orking w ith[ 


this td bn Friday 


(OGC) (FBI) 
10GC 1 (FBI) 


(S) 

(S) 


which we hope is in final form 


b6 
1=7 C 


DATE: 10-17-2005 

CLASSIFIED- BY 65179 DMH/CLS 
REASON: 1.4 (C) 

DECLASSIFY ON: 10-17-2030 


CA# 05-CV-0845 


AT.L TMFORM.A.T’TOM CONT-ATMED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


m 


at OIPR on this, so if you could include him on the results, he should be able to get 


Thankg 



b2 

b7E 

b6 

b7C 




bl 

b2 

b7E 

b6 

b7C 


6/17/2005 







Message 


Page 1 of 2 


(OGC) (FBI) 


(Div09) (FBI) 


From: 

Sent: Wednesday, M arch 24, 2004 1 1 :31 AM 


To: 


Div09) (FBI) 


Subject: RE: obtaining tax info 


UNCLASSIFIED 

NON-RECORD 


AI.T, Tf-IFORMCTTON CONT'KTnED 

HEREIN IS UNCLASSIEIED 

DATE 10-19-2005 BY 65179 DMH/'CLS 


CA# 05-CV-0845 


b7C 


bS 


But you can review the relevant sections yourself and see if you find something that I overlooked. 


b6 

b7E 


-Orjoinal Mes.saae 


From:| 

Sent: Wednesday. 

To:r 


Subject: RE: obtaining tax info 


_(Div09) (FBI) 

March 24. 20 04 9:46 AM 
rDiv09) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

b6 


b7C 

bS 


O riginal Message 

From ^^ 

S^nt: Wednesday 


|(Div09) (FBI) 
March 24, 2004 9:42 AM 
Div09) (FBI) 


Subject: RE: obtaining tax info 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


b6 

b7C 

b5 

b2 

b7E 


6/17/2005 








Message 


Page 2 of 2 


Original Message 

From I k Div09) (FBI) 

TiiPcHav/ Marrh 9? 7004 3;51 PM 

To] |(Div09) (FBI) 

Subject: obtaining tax info 

UNCLASSIFIED 

NON-RECORD 


Thanks. 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


6/17/2005 




(Revised 1 1/04/2003) 

FBI FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA) 

BUSINESS RECORDS REQUEST FORM 

INSTRUCTIONS 


The FBI must use this form to request that the National Security Law Branch (NSLB) 
prepare an application to the Foreign Intelligence Surveillance Court (FISC) for a Business 
Records Order, pursuant to the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. §1861. 

FBI field offices must adhere to the following procedures in using this form: 

(1) The FBI special agent (SA) in the relevant FBI field office/division with primary 
responsibility for the foreign counterintelligence or counterterrorism investigation to 
which the request relates should complete this form. 

(2) This form must be reviewed and approved by Supervisory Special Agent (SSA), the 
Chief Division Counsel (CDC), and the Special Agent in Charge (SAC) or the Program 
Assistant Special Agent-in-Charge(ASAC). 

(3) This form should be sent to the appropriate FBI Headquarters division 
(Counterintelligence or Counterterrorism), the National Security Law Branch (NSLB), 
Room 7975, and the FISA Unit, Room 1B046. 

Based on the information provided on this form, NSLB will prepare a FISA Business 
Records Application, and Order and present it to the FISC. 

Direct any questions about how to complete this form to the FBI HQ SSA or NSLB (202) 
324-3951. 

Blank versions of this form are unclassified. Add classification markings to the form 
according to the classification of the information you provide. 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-17-2005 BY 65179 DMH/CLB 


CA# 05-CV-0845 


(Classification of completed form) 


(Revised 11/04/03) 

FISA REQUEST FOR ACCESS TO BUSINESS RECORDS, 

I.E., "ANY TANGIBLE THING (INCLUDING BOOKS, RECORDS, 
PAPERS, DOCUMENTS AND OTHER ITEMS)" (50 USC Section 1861) 

1. General Information 


a. Name of Subject(s) of the investigation for which the tangible things are 
sought: 

b. FBI file number(s): 


c. Date full investigation or preliminary investigation of such subject was 
authorized: 


d. Office of origin: 

e. Case Agent Point of Contact: 

i. Name: 

ii. Telephone: 

iii. Secure Fax: 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-19-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


f. FBI Headquarters SSA: 

i. Name: 

ii. Telephone: 

iii. Secure Fax: 


g. Status of Subject of the Investigation 

i. USP 

ii. Non-USP or 

iii. Foreign power 

h. Status of Subject of the Request, if different from Subject of the Investigation 

i. USP 

ii. Non-USP 

iii. Foreign Power 


2. Basis of Request for Tangible Thing s 


a. Specifically describe the tangible things (e.g. books, records, papers, documents) 
you are requesting. If the tangible thing is not a written document (e.g., an 
apartment key), explain why you believe that it is being kept by a custodian in the 
normal course of business. Note that the subject of the request does not have to 


(Classification of completed form) 


1 


(Classification of completed form) 


be the subject of the investigation. 

b. If relevant, state whether you are requesting the original or copy of the tangible 
things. 

c. Provide a brief summary of the full investigation or preliminary investigation for 
which the requested tangible things are sought. 

d. Explain the manner in which the requested tangible things are expected to 
provide foreign intelligence information for the full investigation or 
preliminary investigation. 

3. Service of the Business Records Order 


a. Identify the current custodian, owner, or person in possession of the 
requested tangible things. 

b. Identify the name, address, title, and telephone number of any custodian or person 
to whom an order needs to be directed to require the production of the requested 
tangible things. 

4. Field Office Approval 

I have reviewed this request and certify that the requested tangible things are sought 
for an authorized investigation, conducted in accordance with the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations, to obtain foreign intelligence not concerning a USPER or to protect against 
international terrorism or clandestine intelligence activities. I further certify that the 
authorized investigation is not being conducted solely upon the basis of activities protected 
by the First Amendment of the Constitution. 


Supervisory Special Agent (SSA) approving this form; 

Printed (or Typed) Name: 

Telephone Number: 

Signature: Date: 


(Classification of completed form) 


2 


(Classification of completed form) 


CPC approving this form: 

Printed (or Typed) Name: 

Telephone Number: 

Signature: Date: 


SAC or Pro2ram ASAC approving this form: 

Printed (or Typed) Name: 

Telephone Number: 

Signature: Date: 


(Classification of completed form) 


3 
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ALL TWFORMATTON CONTAINED . . 

HEREIN IS UNCLASSIFIED Am6ric3n Lsw Division 
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The USA PATRIOT Act: A Legal Analysis 


Summary 

The USA PATRIOT Act passed in the wake of the September 1 1 terrorist 
attacks. It flows from a consultation draft circulated by the Department of Justice, 
to which Congress made substantial modifications and additions. The stated purpose 
of the Act is to enable law enforcement officials to track down and punish those 
responsible for the attacks and to protect against any similar attacks. 

The Act grants federal officials greater powers to trace and intercept terrorists’ 
communications both for law enforcement and foreign intelligence purposes. It 
reenforces federal anti-money laundering laws and regulations in an effort to deny 
terrorists the resources necessary for future attacks. It tightens our immigration laws 
to close our borders to foreign terrorists and to expel those among us. Finally, it 
creates a few new federal crimes, such as the one outlawing terrorists’ attacks on 
mass transit; increases the penalties for many others; and institutes several procedural 
changes, such as a longer statute of limitations for crimes of terrorism. 

Critics have suggested that it may go too far. The authority to monitor e-mail 
traffic, to share grand jury information with intelligence and immigration officers, to 
confiscate property, and to impose new book-keeping requirements on financial 
institutions, are among the features troubling to some. 

The Act itself responds to some of these reservations. Many of the wiretapping 
and foreign intelligence amendments sunset on December 3 1 , 2005. The Act creates 
judicial safeguards for e-mail monitoring and grand jury disclosures; recognizes 
innocent owner defenses to forfeiture; and entrusts enhanced anti-money laundering 
powers to those regulatory authorities whose concerns include the well being of our 
financial institutions. 

This report, stripped of its citations and footnotes, is available in an abbreviated 
form as The USA PATRIOT Act: A Sketch, CRS Rep.No. RS21203. In addition, 
much of the information contained here may also be found under a different 
arrangement in a report entitled. Terrorism: Section by Section Analysis of the USA 
PATRIOT Act, CR.S'Rev 1^0. RL31200(Dec. 10,2001). A wider array of terrorism- 
related analysis appears on the CRS terrorism electronic briefing book page. 
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The USA PATRIOT Act: A Legal Analysis 


Introduction 

Congress passed the USA PATRIOT Act (the Act) in response to the terrorists’ 
attacks of September 1 1 , 200 1 The Act gives federal officials greater authority to 
track and intercept communications, both for law enforcement and foreign intelligence 
gathering purposes. It vests the Secretary of the Treasury with regulatory powers to 
combat corruption of U.S. financial institutions for foreign money laundering 
purposes. It seeks to further close our borders to foreign terrorists and to detain and 
remove those within our borders. It creates new crimes, new penalties, and new 
procedural efficiencies for use against domestic and international terrorists. Although 
it is not without safeguards, critics contend some of its provisions go too far. 
Although it grants many of the enhancements sought by the Department of Justice, 
others are concerned that it does not go far enough. 

The Act originated as H.R.2975 (the PATRIOT Act) in the House and S.1510 
in the Senate (the USA Act).^ S.I510 passed the Senate on October II, 2001, 147 
Cong.Rec. SI 0604 (daily ed.). The House Judiciary Committee reported out an 
amended version of H.R. 2975 on the same day, H.R.Rep.No. 107-236. The House 
passed H.R. 2975 the following day after substituting the text of H.R. 3108, 147 
Cong.Rec. H6775-776 (daily ed. Oct. 12, 2001). The House-passed version 
incorporated most of the money laundering provisions found in an earlier House bill, 
H.R. 3004, many of which had counterparts in S.1510 as approved by the Senate.^ 
The House subsequently passed a clean bill, H.R. 3 1 62 ( imder suspension of the 
rules), which resolved the differences between H.R. 2975 and S.1510, 147 Cong.Rec. 
H7224 (daily ed. Oct. 24, 2001). The Senate agreed, 147 Cong.Rec. S10969 (daily 


' P.L. 107-56, 115 Stat. 272 (2001); its full title is the “Uniting and Strengthening America 
by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA 
PATRIOT ACT).” 

- H.R. 2975 was introduced by Representative Sensenbrenner for himself and Representatives 
Conyers, Hyde, Coble, Goodlatte, Jenkins, Jackson-Lee, Cannon, Meehan, Graham, Bachus, 
Wexler, Hostettler, Keller, Issa, Hart, Flake, Schiff, Thomas, Goss, Rangel, Berman and 
Lofgren; S. 1 5 10 by Senator Daschle for himself and Senators Lott, Leahy, Hatch, Graham, 
Shelby and Sarbanes. 

^ H.R. 3 004 was introduced by Representative Oxley for himself and Represenatives LaFalce, 
Leach, Maloney, Roukema, Bentsen, Hooley, Bereuter, Baker, Bachus, King, Kelly, Gillmore, 
Cantor, Riley, Latourette, Green (of Wisconsin), and Gmcci; and reported out of the House 
Financial Services Committee with amendments on October 15, 2001, H.R.Rep.No. 107-250. 
H.R. 3004, as reported out, included Internet gambling amendments that were not included 
in H.R. 2975/H.R.3108. 
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ed. Oct. 24, 2001), and H.R. 3162 was sent to the Presider 
26, 2001. 

it who signed it on October 

Criminal Investigations: Tracking 

Communications 

and Gathering 

A portion of the Act addresses issues suggested orij 
Justice proposal circulated in mid-September.‘* The first o 
amendments to federal surveillance laws, laws which gove 
of suspected terrorists’ communications within the Un 
features a three tiered system, erected for the dual p 
confidentiality of private telephone, face-to-face, and comp 
enabling authorities to identify and intercept criminal con 

finally in a Department of 
f its suggestions called for 
rn the capture and tracking 
ited States. Federal law 
urpose of protecting the 
ater communications while 
imunications.® 

The tiers reflected the Supreme Court’s inter 
Amendment’s ban on unreasonable searches and seizures.® 
private conversations, New York, 388 U.S. 41 (IS 

389 U.S. 347 (1967). It does not cloak informatic 
information, for which there is no individual justifiable ex 
as telephone company records of calls made to and from a 
V. Maryland, 442 U.S. 735 (1979), or bank records ol 
dealings. United States v. Miller, 425 U.S. 435 (1976). 

pretation of the Fourth 
The Amendment protects 
'61); Katz V. United States, 
n, even highly personal 
pectation of privacy, such 
n individual's home. Smith 
- an individual's financial 

Congress responded to Berger and Katz, with Title 
Control and Safe Streets Act of 1968, 18 U.S.C. 2510-25 
amended, generally prohibits electronic eavesdropping or 
face-to-face conversations, or computer and othe 
communications, 18 U.S.C. 2511.’ At the same time, it g: 
defined process for electronic surveillance to be used a 

III of the Omnibus Crime 
22 (Title III). Title III, as 
L telephone conversations, 
r forms of electronic 
ves authorities a narrowly 
s a last resort in serious 

The Department’s proposal, dated September 20, 2001, came ^ 
analysis. Both the proposal {Draft) and analysis {DoJ) wer 
' Administration 's Draft Anti-Terrorism Act of 2001, Hearing j 
the Judiciary, 107th Cong., 1st Sess. 54 (2001). 

vith a brief section by section 
3 printed as an appendix in 
lefore the House Comm, on 

® For a general discussion of federal law in the area prior tc 
Stevens & Doyle, Privacy: An Overview of Federal Statutes 6 
Electronic Eavesdropping, CRS Rep.No. 98-327A (Aug. 8, 2 
Wiretapping AND Eavesdropping (2d ed. 1995 & 2001 Sup 

1 enactment of the Act, see, 
'overning Wiretappping and 
001); Fishman & McKenna, 

p.). 

® “The right of the people to be secure in their persons, houses 
unreasonable searches and seizures, shall not be violated, and : 
upon probable cause, supported by Oath or affirmation, and par 
to be searched, and the persons or things to be seized,” U.S. Cc 

, papers, and effects, against 
ao Warrants shall issue, but 
ticularly describing the place 
mst. Amend. IV. 

’ Although there are technical differences, the interception proo 
wiretapping, electronic eavesdropping, or electronic surveill 
interchangeable here for purposes of convenience, but strictly spf 
to the mechanical or electronic interception of telephone cor 
eavesdropping or electronic surveillance refers to mechanical 
communications generally. 

isses are popularly known as 
ince. The terms are used 
laking, wiretapping is limited 
Lversations, while electronic 
or electronic interception of 
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criminal cases. When approved by senior Justice E>epartment officials,* law 
enforcement officers may seek a court order authorizing them to secretly capture 
conversations concerning any of a statutory list of offenses (predicate offenses), 1 8 
U.S.C. 2516.^ 


* “The Attorney General, Deputy Attorney General, Associate Attorney General, or any 
Assistant Attorney General, any acting Assistant Attorney General, or any Deputy Assistant 
Attorney General or acting Deputy Assistant Attorney General in the Criminal Division 
specially designated by the Attorney General, may authorize an application to a Federal judge 
of competent jurisdiction for, and such judge may grant in conformity with section 2518 of 
this chapter an order authorizing or approving the interception ofwire or oral communications 
by the Federal Bureau of Investigation, or a Federal agency having responsibility for the 
investigation of the offense as to which the application is made, when such interception may 
provide or has provided evidence of’ one or more predicate offense, 18 U.S.C. 2516. 

’ The predicate offense list includes (a) felony violations of 42 U.S.C. 2274 through 2277 
(enforcement of the Atomic Energy Act of 1954), 42 U.S.C. 2284 (sabotage of nuclear 
facilities or fuel), or of 1 8 U.S.C. ch. 37 (espionage), ch. 90 (protection of trade secrets), ch. 
105 (sabotage), ch. 115 (treason), ch. 102 (riots), ch. 65 (malicious mischief), ch. Ill 
(destmction of vessels), or ch. 81 ( piracy); (b) a violation of 29 U.S.C. 186 or 501(c) 
(restrictions on payments and loans to labor organizations), or any offense which involves 
murder, kidnapping, robbery, or extortion, and which is punishalole under title 1 8 of the United 
States Code; (c) any offense which is punishable under 18 U.S.C. 201 (bribery of public 
officials and witnesses), 215 (bribery of bank officials), 224 (loribery in sporting contests), 
844 (d), (e), (f), (g), (h), or (i) (unlawful use of explosives), 1032 (concealment of assets), 
1084 (transmission of wagering information), 751 (escape), 1014 (loans and credit 
applications generally; renewals and discounts), 1503, 1512, and 1513 (influencing or injuring 
an officer, juror, or witness generally), 1510 (obstmction of ciiminal investigations), 1511 
(obstmction of State or local law enforcement), 1751 (presidential and presidential staff 
assassination, kidnaping, or assault), 1951 (interference with commerce by threats or 
violence), 1952 (interstate and foreign travel or transportation in aid of racketeering 
enterprises), 1958 (use of interstate commerce facilities in the commission of murder for hire), 
1959 (violent crimes in aid of racketeering activity), 1954 (offer, acceptance, or solicitation 
to influence operations of employee benefit plan), 1955 (prohibition of business enterprises 
of gambling), 1956 (laundering of monetary instruments), 1957 (engaging in monetary 
transactions in property derived from specified unlawful activity), 659 (theft from interstate 
shipment), 664 (embezzlement from pension and welfare fin ds), 1030 (computer abuse 
felonies), 1343 (fraud by wire, radio, or television), 1344 ( bank fraud), 2251 and 2252 
(sexual exploitation of children), 2312, 2313, 2314, and 2315 (interstate transportation of 
stolen property), 2321 (trafficking in certain motor vehicles cr motor vehicle parts), 1203 
(hostage taking), 1029 (fraud and related activity in connection with access devices), 3146 
(penalty for failure to appear), 352 1 (b)(3) (witness relocation and assistance), 32 (destruction 
of aircraft or aircraft facilities), 38 (aircraft parts fraud), 196!? (violations with respect to 
racketeer influenced and corrupt organizations), 115 (threatening or retaliating against a 
Federal official), 1341 (mail fraud), 351 (violations with respect to congressional, Cabinet, 
or Supreme Court assassinations, kidnaping, or assault), 831 (prohibited transactions 
involving nuclear materials), 33 (destmction ofmotor vehicles oi motor vehicle facilities), 175 
(biological weapons), 1992 (wrecking trains), a felony violatior. of 1028 (production of false 
identification documentation), 1425 (procurement of citizenship or nationalization 
unlawfully), 1426 (reproduction of naturalization or citizenship papers), 1427 (sale of 
naturalization or citizenship papers), 1541 (passport issuance without authority), 1542 (false 
statements in passport applications), 1543 (forgery or false use: of passports), 1544 (misuse 
of passports), or 1546 (fraud and misuse of visas, permits, and other documents); (d) any 
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Title III court orders come replete with instructions describing the permissible 
duration and scope of the surveillance as well as the conversations which may be 
seized and the efforts to be taken to minimize the seizure of innocent conversations, 
1 8 U.S.C. 25 1 8. The court notifies the parties to any conversations seized under the 
order after the order expires, 18 U.S.C. 2518(8). 

Below Title III, the next tier of privacy protection covers some of those matters 
which the Supreme Court has described as beyond the reach of the Fourth 
Amendment protection - telephone records, e-mail held in third party storage, and the 
like, 18 U.S.C. 2701-2709 (Chapter 121). Here, the law permits law enforcement 
access, ordinarily pursuant to a warrant or court order or imder a subpoena in some 
cases, but in connection with any cri min al investigation and without the extraordinary 
levels of approval or constraint that mark a Title III interception, 18 U.S.C. 2703. 

Least demanding and perhaps least intrusive of all is the procedure that governs 
court orders approving the government’s use of trap and trace devices and pen 
registers, a kind of secret “caller id”, which identify the source and destination of 
calls made to and from a particular telephone, 18 U.S.C. 3121-3127 (Chapter 206). 
The orders are available based on the government's certification, rather than a finding 
of the court, that the use of the device is likely to produce information relevant to the 
investigation of a crime, any crime, 18U.S.C. 3123. The devices record no more than 
the identity of the participants in a telephone conversation,'® but neither the orders nor 
the results they produce need ever be revealed to the participants. 

The Act modifies the procedures at each of the three levels. It: 


offense involving counterfeiting punishable under 1 8 U.S.C. 471 , 472, or 473; (e) any offense 
involving fraud connected with a case under title 1 1 or the manufacture, importation, 
receiving, concealment, buying, selling, or otherwise dealing in narcotic dmgs, marihuana, or 
other dangerous dmgs, punishable under any law of the United States; (f) any offense 
including extortionate credit transactions under 18 U.S.C. 892, 893, or 894; (g) a violation 
of 31 U.S.C. 5322 (dealing with the reporting of currency transactions); (h) any felony 
violation of 1 8 U.S.C. 25 1 1 and 2512 (interception and disclosure of certain communications 
and to certain intercepting devices); (i) any felony violation of 18 U.S.C. ch. 71 (obscenity); 
(j) 49 U.S.C. 60123(b) (desfruction of a natural gas pipeline), 46502 (aircraft piracy); (k) 22 
U.S.C. 2778 (Arms Export Control Act); (1) the location of any fugitive from justice from an 
offense described in this section; (m) a violation of 8 U.S.C. 1324, 1327, or 1328; (n) any 
felony violation of 18 U.S.C. 922, 924 (firearms); (o) any violation of 26 U.S.C. 5861 
(firearms); (p) a felony violation of 18 U.S.C. 1028 (production of false identification 
documents), 1542 (false statements in passport applications), 1 546 (fraud andmisuse of visas, 
permits, and other documents) or a violation of 8 U.S.C. 1324, 1327, or 1328 (smuggling of 
aliens); (p) 229 (chemical weapons), 2332 (terrorist violence against Americans overseas), 
2332a (weapons of mass destruction), 2332b (multinational terrorism), 2332d (financial 
transactions with countries supporting terrorism), 2339A (support of terrorist), 2332B 
(support of terrorist organizations); (r) any conspiracy to commit any of these, 18 U.S.C. 
2516(l)(crimes added by the Act in italics). Other than telephone face to face conversations 
(i.e., electronic communications), the approval of senior Justice Department officials is not 
required and an order may be sought in any felony investigation, 18 U.S.C. 2516(3). 

Or more precisely, they reveal no more than the identity of the numbers assigned to the 
telephone lines activated for a particular communication. 
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• permits pen register and trap and trace orders for electronic communications 
(e.g., e-mail) 

• authorizes nationwide execution of court orders for pen registers, trap and 
trace devices, and access to stored e-mail or communication records 

• treats stored voice mail like stored e-mail (rather than like telephone 
conversations) 

• permits authorities to intercept communications to and from a trespasser within 
a computer system (with the permission of the system’s owner) 

• adds terrorist and computer crimes to Title Ill’s predicate offense list 

• reenforces protection for those who help execute Title III, ch. 1 2 1 , and ch. 206 
orders 

• encourages cooperation between law enforcement and foreign intelligence 
investigators 

• establishes a claim against the U.S. for certain communications privacy 
violations by government personnel 

• terminates the authority found in many of the these provisions and several of 
the foreign intelligence amendments with a sunset provision (Dec. 31, 2005). 

Pen Registers and Trap and Trace Devices. In section 216, the Act 
allows court orders authorizing trap and trace devices and pen registers to be used to 
capture source and addressee information for computer conversations (e.g., e-mail) 
as well as telephone conversations, 18 U.S.C. 3121, 3123. In answer to objections 
that e-mail header information can be more revealing than a telephone number, it 
creates a detailed report to the court, 18 U.S.C. 3 123(a)(3)." 


‘ ‘ “Where the law enforcement agency implementing an ex parte order under this subsection 
seeks to do so by installing and using its own pen register or trap and trace device on a packet- 
switched data network of a provider of electronic communication service to the public the 
agency shall ensure that a record will be maintained which will identify - (i) any officer or 
officers who installed the device and any officer or officers who accessed the device to obtain 
information from the network; (ii) the date and time the device was installed, the date and time 
the device was uninstalled, and the date, time, and duration of each time the device is accessed 
to obtain information; (iii) the configuration of the device at the time of its installation and any 
subsequent modification thereof; and (iv) any information which has been collected by the 
device. To the extent that the pen register or trap and trace device can be set automatically 
to record this information electronically, the record shall be maintained electronically 
throughout the installation and use of the such device. 

“(B) The record maintained under subparagraph (A) shall be provided ex parte and 
under seal to the court which entered the ex parte order authorizing the installation and use 
of the device within 30 days after termination of the order (including any extensions thereof),” 
section 216(b)(1). 
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The use of pen registers or trap and trace devices was limited at one time to the 
judicial district in which the order was issued, 18 U.S.C. 3123 (2000 ed.). Under 
section 2 1 6, a coiurt with jurisdiction over the crime under investigation may issue an 
order to be executed anywhere in the United States, 18 U.S.C. 3123(b)(1)(C), 
3127(2).*^ 

Communications Records and Stored E-Mail. With respect to chapter 
126, relating among other things to the content of stored e-mail and to 
communications records held by third parties, the law permits criminal investigators 
to retrieve the content of electronic communications in storage, hke e-mail, with a 
search warrant, and if the communication has been in remote storage for more than 
1 80 days without notifying the subscriber, 18 U.S.C. 2703(a),(b). A warrant will also 
suffice to seize records describing telephone and other communications transactions 
without customer notice, 18 U.S.C. 2703(c). In the absence of the probable cause 
necessary for a warrant but with a showing of reasonable grounds to believe that the 
information sought is relevant to a criminal investigation, officers are entitled to a 
court order mandating access to electronic communications in remote storage for 
more than 1 80 days or to communications records, 1 8 U.S.C. 2703(b),(c). They can 
obtain a hmited amount of record information (subscribers' names and addresses, 
telephone numbers, billing records and the like) using an administrative, grand jury, 
or trial court subpoena, 1 8 U.S.C. 2703(c)(1)(C). There is no subscriber notification 
in record cases. Elsewhere, the court may delay customer notification in the face of 
exigent circumstances or if notice is likely to seriously jeopardize the investigation or 
unduly delay the trial, 18 U.S.C. 2705. 

In order to streamline the investigation process, the Act, in section 210, adds 
credit card and bank account numbers to the information law enforcement officials 
may subpoena from a communications service provider ’ s customer records, 1 8 U. S .C. 
2703(c)(l)(C).‘^ 

Another streamlining amendment, section 220, eliminates the jurisdictional 
restrictions on access to the content of stored e-mail pursuant to a court order. 


The Justice Department urged the change in the name of expediency, “At present, the 
government must apply for new pen trap orders in every jurisdiction where an investigation 
is being pursued. Hence, law enforcement officers tracking a suspected terrorist in multiple 
jurisdictions must waste valuable time and resources by obtaining a duplicative order in each 
jurisdiction,” DoJ at §101. Here and throughout citations to the United States Code (U.S.C.) 
without reference to an edition refer to the current Code; references to the 2000 edition of the 
Code refer to the law prior to amendment by the Act. 

Prior to the amendment, “investigators [could] not use a subpoena to obtain such records 
as credit card number or other form of payment. In many cases, users register with Internet 
service providers using false names, making the form of payment critical to determining the 
user's tme identity. . . . this information [could] only be obtained by the slower and more 
cumbersome process of a court order. In fast-moving investigation[s] such as terrorist 
bombings - in which Internet communications are a critical method of identifying conspirators 
and in determining the source of the attacks - the delay necessitated by the use of court orders 
can often be important. Obtaining billing and other information can identify not only the 
perpetrator but also give valuable information about the financial accounts of those 
responsible and their conspirators,” DoJ at §107. 
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Previously, only a federal court in the district in which the e-mail was stored could 
issue the order. Under section 220, federal courts in the district where an offense 
under investigation occurred may issue orders applicable “without geographic 
limitation,” 18 U.S.C. 2703.'^ 

The Act, in section 209, treats voice mail like e-mail, that is, subject to the 
warrant or court order procedure, rather than to the more demanding coverage of 
Title III once required. United States v. Smith, 155 F.3d 1050, 1055-56 (9th Cir. 
1998). 

Finally, the Act resolves a conflict between chapter 121 and the federal law 
governing cable companies. Government entities may have access to cable company 
customer records only under a court order following an adversary hearing if they can 
show that the records will evidence that the customer is or has engaged in criminal 
activity, 47U.S.C. 511(h). When cable companies began offering telephone and other 
communications services the question arose whether the more demanding cable rules 
applied or whether law enforcement agencies were entitled to ex parte court orders 
under the no-notice procedures applicable to communications providers.'^ The Act 
makes it clear that the cable rules apply when cable television viewing services are 


Speaking of the law before amendment, DoJ explained, “Current law requires the 
government to use a search warrant to compel a provider to disclose unopened e-mail. 18 
U.S.C. §2703(a). Because Federal Rule ofCriminal Procedure 41 requires that the ‘property’ 
to be obtained ‘be within the district’ of the issuing court, however, the rule may not allow the 
issuance of §2703(a) warrants for e-mail located in other districts. Thus, for example, where 
an investigator in Boston is seeking electronic e-mail in the Yahoo! account of a suspected 
terrorist, he may need to coordinate with agents, prosecutors, and judges in the Northern 
District of California, none of whom have any other involvement in the investigation. This 
electronic communications information can be critical in establishing relationships, motives, 
means, and plans of terrorists. Moreover, it is equally relevant to cyber-incidents in which a 
terrorist motive has not (but may well be) identified Finally, even cases that require the 
quickest response (kidnappings, threats, or other dangers to public safety or the economy) may 
rest on evidence gathered under §2703(a). To further public safety, this section accordingly 
authorizes courts with jurisdiction over investigations to compel evidence directly, without 
requiring the intervention of their counterparts in other districts where major Internet service 
providers are located,” DoJ at §108. 

See e.g., DoJ at §109 (“Law enforcement must have the capability to trace, intercept, and 
obtain records of the communications of terrorists and other criminals with great speed, even 
if they choose to use a cable provider for their telephone and Internet service. TMs section 
amends the Cable Communications Policy Act (‘Cable Act’) to clarify that when a cable 
company acts as a telephone company or an Internet service provider, it must comply with the 
same laws governing the interception and disclosure of wire and electronic communications 
that apply to any other telephone company or Internet service provider. The Cable Act, 
passed in 1984 to regulate various aspects of the cable television industry, could not take into 
account the changes in technology that have occurred over the last seventeen years. Cable 
television companies now often provide Internet access and telephone service in addition to 
television programming. Because of perceived conflicts between the Cable Act and laws that 
govern law enforcement's access to communications and records of communications carried 
by cable companies, cable providers have refused to comply with lawful court orders, thereby 
slowing or ending critical investigations”). 
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involved and that the communications rules of chapter 121 apply when a cable 
company or anyone else provides communications services, section 211. 

Electronic Surveillance. To Title Ill's predicate offense list, the Act adds 
cybercrime (18 U.S.C. 1030) and several terrorists crimes, sections 201, 202. A 
second cybercrime initiative, section 217, permits law enforcement officials to 
intercept the communications of an intruder within a protected computer system (i. e . , 
a system used by the federal government, a financial institution, or one used in 
interstate or foreign commerce or communication), without the necessity of a warrant 
or court order, 18 U.S.C. 2511(2)(f). Yet only the interloper's intruding 
communications, those to or from the invaded system, are exposed under the section. 
The Justice Department originally sought the change because the law then did not 
clearly allow victims of computer trespassing to request law enforcement assistanee 
in monitoring unauthorized attacks as they occur.'’ 

Criminal Investigators’ Access to Foreign Inteiligence Information. 

The Act clearly contemplates closer working relations between crirninal investigators 
and foreign intelligence investigators, particular in cases of international terrorism.'* 
It amends the Foreign Intelligence Surveillance Act (FISA) to that end. As originally 
enacted, the application for a surveillance order under FISA required certification of 
the fact that “the purpose for the surveillance is to obtain foreign intelligence 
information,” 50 U.S.C. 1804(a)(7)(B)(2000 ed.) (emphasis added), although it 
anticipated that any evidence divulged as a result might be turned over to law 
enforcement officials. Defendants often questioned whether authorities had used a 
FISA surveillance order against them in order to avoid the predicate crime threshold 
for a Title III order. Out of these challenges arose the notion that perhaps “the 
purpose” might not always mean the sole purpose. The case law indicated that, while 
an expectation that evidence of a crime might be discovered did not preclude a FISA 
order, at such time as a criminal prosecution became the focus of the investigation 


18 U.S.C. 229 (chemical weapons), 2332(terrorist acts of violence committed against 
Americans overseas), 2332a(use of weapons of mass destmction), 2332b(acts of terrorism 
transcending national boundaries), 2332d(financial transactions with countries which support 
terrorists), 2339A(providing material support to terrorists), and 2339B(providing material 
support to terrorist organizations). 

” “Because service providers often lack the expertise, equipment, or financial resources 
required to monitor attacks themselves as permitted under current law, they often have no way 
to exercise their rights to protect themselves from unauthorized attackers. Moreover, such 
attackers can target critical infrastmctures and engage in cyberterrorism,” DoJ at §106. 
Elsewhere the Act defines “electronic surveillance” for purposes of the Foreign Intelligence 
Surveillance Act (FISA) to emphasize that the law enforcement authority for this intmder 
surveillance does not confer similar authority for purposes of foreign intelligence gathering, 
section 1003 (50 U.S.C. 1801(f)(2)). 

For a general discussion of federal intelligence and law enforcement cooperation, see. Best, 
Intelligence and Imw Enforcement: Countering Transnational Threats to the U.S., CRS 
Rep.no. RL30252 (Dec. 3, 2001). 
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officials were required to either end surveillance or secure an order under Title 


The Justice Department sought FISA surveillance and physical search authority 
on the basis of “a” foreign intelligence purpose.^® Section 2 1 8 of the Act insists that 
foreign intelligence gathering be a “significant purpose” for the request for the FISA 
surveillance or physical search order, 50 U.S.C. 1 804(a)(7)(B), 1 823(a)(7)(B), amore 


Before FISA, several lower federal courts recognized a foreign intelligence exception to the 
Fourth Amendment's warrant clause. It is here that the “primary purpose” notion originated. 
In United States v. Truong Dinh Hung, 629 F.2d 908, 915 (4th Cir. 1980), decided after 
FISA on the basis of pre-existing law, the court declared, “as the district court mled, the 
executive should be excused from securing a warrant only when the surveillance is conducted 
‘primarily’ for foreign intelligence reasons. We think that the district court adopted the proper 
test, because once surveillance becomes primarily a criminal investigation, the courts are 
entirely competent to make the usual probable cause determination, and because, importantly, 
individual privacy interests come to the fore and government foreign policy concerns recede 
when the government is primarily attempting to form the basis for a crirninal prosecution.” 
Subsequent case law, however, is not as clear as it might be: see e.g.. United States v. 
Duggan, 743 F.2d 59, 77 (2d Cir. 1984)(“FISA permits federal officials to obtain orders 
authorizing electronic surveillance ‘for the purpose of obtaining foreign intelligence 
information. ’ The requirement that foreign intelligence information be the primary objective 
of the surveillance is plain not only from the language of Sec. 1 802(b) but also from the 
requirements in Sec. 1804 as to what the application must contain. The application must 
contain a certification by a designated official of the executive branch that the purpose of the 
surveillance is to acquire foreign intelligence information, and the certification must set forth 
the basis for the certifying officials ’s belief that the information sought is the type of foreign 
intelligence information described”); United States v. Pelton, 835 F.2d 1067, 1075-76 (4th 
Cir. 1987)(“We also reject Felton's claim that the 1985 FISA surveillance was conducted 
primarily for the purpose of his criminal prosecution, and not primarily for the purpose of 
obtaining foreign intelligence information. . . . We agree with the district court that the 
primary purpose of the surveillance, both initially and throughout was to gather foreign 
intelligence information. It is clear that otherwise valid FISA surveillance is not tainted 
simply because the government can anticipate that the fhiits of the surveillance may later be 
used ... as evidence in a criminal trial”); United States v. Sarkissian, 841 F.2d 959, 907-8 
(9th Cir. 1988)(“Defendants rely on the primary purpose test articulated in United States v. 

Truong Dinh Hung One other court has applied the primary purpose test. Another court 

has rejected it . .. distinguishing rrt/o«g. A third court has declined to decide the issue. We 
also decline to decide the issue”); United States v. Johnson, 952 F.2d 565, 572 (1st Cir. 
1 99 1 )(“ Appellants attack the government's smveillance on the groimd that it was undertaken 
not for foreign intelligence purposes, but to gather evidence for a criminal prosecution. FISA 
applications must contain, among other things, a certification that the purpose of the requested 
surveillance is the gathering of foreign intelligence information. . . . Although the evidence 
obtained under FISA subsequently may be used in criminal prosecutions, the investigation of 
criminal activity cannot be the primary purpose of the surveillance”). 

“Current law requires that FISA be used only where foreign intelligence gathering is the sole 
or primary purpose of the investigation. This section will clarify that the certification of a 
FISA request is supportable where foreign intelligence gathering is ‘a’ purpose of the 
investigation. This change would eliminate the current need continually to evaluate the 
relative weight of criminal and intelligence purposes, and would facilitate information sharing 
between law enforcement and foreign intelligence authorities which is critical to the success 
of anti-terrorism efforts,” DoJ at § 1 53. 
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demanding standard than the “a purpose” threshold proposed by the Justice 
Department, but a clear departure from the original “the purpose” entry point. FISA 
once described a singular foreign intelligence focus prerequisite for any FISA 
surveillance application. Section 504 of the Act further encourages coordination 
between intelligence and law enforcement officials, and states that such coordination 
is no impediment to a “significant purpose” certification, 50 U.S.C. 1806(k), 
1825(k).^' 

Protective Measures. The Act reenforces two kinds of safeguards, one set 
designed to prevent abuse and the other to protect those who assist the government. 
The sunset clause is perhaps the best known of the Act’s safeguards. Under the 
direction of section 224, many of the law enforcement and foreign intelligence 
authorities granted by the Act expire as of December 3 1 , 2005. The Act also fills 
some of the gaps in earlier sanctions available for official, abusive invasions of 
privacy. Prior law made it a federal crime to violate Title III (wiretapping), chapter 


“(k)(l) Federal officers who conduct electronic surveillance to acquire foreign intelligence 
information under this title may consult with Federal law enforcement officers to coordinate 
efforts to investigate or protect against - (A) actual or potential attack or other grave hostile 
acts of a foreign power or an agent of a foreign power; (B) sabotage or international terrorism 
by a foreign power or an agent of a foreign power; or (C) clandestine intelligence activities 
by an intelligence service or network of a foreign power or by an agent of a foreign power. 
(2) Coordination authorized under paragraph (1) shall not preclude the certification required 
by section 104(a)(7)(B) or the entry of an order imder section 105.” FISA defines “foreign 
power” and “agent of a foreign power” broadly, see note 33, infra, quoting, 50 U.S.C. 1801. 

“ “(a) Except as provided in subsection (b), this title and the amendments made by this title 
(other than sections 203(a)[sharing grand jury information], 203(c)[procedures for sharing 
grand jury information], 205 [FBI translators], 208 [seizure of stored voice-mail], 
2 1 0[subpoenas for communications provider customer records], 2 1 1 [access to cable company 
communication service records], 213[sneak and peek], 216[pen register and trap and trace 
device amendments], 221 [trade sanctions], and 222 [assistance to law enforcement], and the 
amendments made by those sections) shall cease to have effect on December 31, 2005. 

“(b) With respect to any particular foreign intelligence investigation that began before 
the date on which the provisions referred to in subsection (a) cease to have effect, or with 
respect to any particular offense or potential offense that began or oceurred before the date 
on which such provisions cease to have effect, such provisions shall continue in effect,” 
section 224. 

The sections which expire are; 201 and 202 (adding certain terrorism crimes to the 
predicate list for Title III), 293(b)(sharing Title III information with foreign intelligence 
officers), 204 (clarilying the foreign intelligence exception to the law enforcement pen register 
and trap and trace device provisions), 206 (roving foreign intelligence surveillance), 207 
(duration of foreign intelligence surveillance orders and extensions), 209 (treatment of voice 
mail as e-mail rather than as telephone conversation), 212 (service provider disclosures in 
emergency cases), 214 (authority for pen registers and trap and trace devices in foreign 
intelligence cases), 215 (production of tangible items in foreign intelligence investigations), 
217 (intercepting computer trespassers' communications), 218 (foreign intelligence 
surveillance when foreign intelligence gathering is “a significanf ’ reason rather than “the” 
reason for the surveillance), 219 (nationwide terrorism search warrants), 220 (nationwide 
communication records and stored e-mail search warrants), 223 (civil liability and 
administrative discipline for violations of Title III, chapter 121, and certain foreign 
intelligence prohibitions), and 225 (immunity for foreign intelligence surveillance assistance). 
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121 (e-mail and communications records), or chapter 206 (pen registers and trap and 
trace devices).^^ Victims of offenses under Title III and chapter 121 (but not chapter 
206) were entitled to damages (punitive damages in some cases) and reasonable 
attorneys' fees,^'* but could not recover against the United States. Chapter 121 alone 
insisted upon an investigation into whether disciplinary action ought to be taken when 
federal officers or employees were found to have intentionally violated its 
proscriptions, 18 U.S.C. 2707. 

The Act augments these sanctions by authorizing a claim against the United 
States for not less than $10,000 and costs for violations of Title III, chapter 121, or 
the Foreign Intelligence Surveillance Act (FISA), by federal officials, and emphasizing 
the prospect of administrative discipline for offending federal officials, section 223. 

Finally, the Act instructs the Department of Justice's Inspector General to 
designate an official to receive and review complaints of civil liberties violations by 
DoJ officers and employees, section 1001. 

The second category of protective measures applies to service providers and 
others who help authorities track and gather communications i nf ormation. For 
example, section 815 immunizes service providers who in good faith preserve 
customer records at the government's request until a court order authorizing access 
can be obtained.^^ Another allows providers to disclose customer records to protect 
the provider's rights and property and to disclose stored customer communications 
and records in emergency circumstances, section 212. Under pre-existing law 
providers could disclose the content of stored communications but not customer 
records. The Justice Department recommended the changes in the interests of greater 
protection against cybercrimes committed by terrorists and other s.^^ A third section. 


” 18 U.S.C. 2511, 2701, and 3121 (2000 ed.), respectively. 

18 U.S.C. 2520 and 2707 (2000 ed.). 

Spock V. United States, 464 F.Supp. 510, 514 n.2 (S.D.N.Y. 1978); Asmar v. IRS, 680 
F.Supp. 248, 250 (E.D.Mich. 1987). 

Prior law already granted service providers immunity for disclosure of customer records in 
compliance with a court access order, 18 U.S.C. 2703(f). 

“Existing law contains no provision that allows providers of electronic communications 
service to disclose the communications (or records relating to such communications) of their 
customers or subscribers in emergencies that threaten death or serious bodily injury. This 
section amends 18 U.S.C. §2702 to authorize such disclosures if the provider reasonably 
believes that an emergency involving immediate danger of death or serious physical injury to 
any person requires disclosure of the information without delay. 

“Current law also contains an odd disconnect; a provider may disclose the contents of 
the customer's communications in order to protect its rights or property but the current statute 
does not expressly permit a provider to voluntarily disclose non-content records (such as a 
subscriber's login records). 18 U.S.C. 2702(b)(5). This problem substantially h inders the 
ability of providers to protect themselves from cyber-terrorists and criminals. Yet the right 
to disclose the contents of communications necessarily implies the less intmsive ability to 
disclose non-content records. In order to promote the protection of our nation's critical 
infrastmctures, this section's amendments allow communications providers to voluntarily 
disclose both content and non-content records to protect their computer systems,” DoJ at 
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section 222 promises reasonable compensation for service providers and anyone else 
who help law enforcement install or apply pen registers or trap and trace devices,^* 
but makes it clear that nothing in the Act is intended to expand communications 
providers’ obligation to make modifications in their systems in order to accommodate 
law enforcement needs?’ 

Foreign Intelligence Investigations 

Although both criminal investigations and foreign intelligence investigations are 
conducted in the United States, criminal investigations seek information about 
unlawful activity; foreign intelligence investigations seek information about other 
countries and their citizens. Foreign intelligence is not limited to criminal, hostile, or 
even governmental activity. Simply being foreign is enough.^” 

Restrictions on intelligence gathering within the United States mirror American 
abhorrence of the creation of a secret police, coupled with memories of intelligence 
gathering practices during the Vietnam conflict which some felt threatened to chill 
robust public debate. Yet there is no absolute ban on foreign intelligence gathering 
in the United States. Congress enacted the Foreign Intelligence Surveillance Act 
(FISA),^‘ something of a Title III for foreign intelligence wiretapping conducted in 
this country, after the Supreme Court made it clear that the President's authority to 
see to national security was insufficient to excuse warrantless wiretapping of 
suspected terrorists who had no identifiable foreign connections. United States v. 
United States District Court, 407 U.S. 297 (1972). FISA later grew to include 
procedures for physical searches in foreign intelligence cases, 50 U.S.C. 1821-1829, 
for pen register and trap and trace orders, 50 U.S.C. 1841-1846, and for access to 
records from businesses engaged in car rentals, motel accommodations, and storage 


§ 110 . 

Chapter 206 had long guaranteed providers and others reasonable compensation, 1 8 U. S.C. 
3124(c), but section 216 of the Act expands the circumstances under which the authorities 
may request assistance including requests for the help of those not specifically mentioned in 
the court order. Section 222 makes it clear the expanded obligation to provide assistance is 
matched by a corresponding right to compensation. 

Thus in the name of assisting in the execution of Title III, chapter 121, or chapter 206 
order, the courts may not cite the Act as the basis for an order compelling a service provider 
to make system modifications or provide any other technical assistance not already required 
under 18 U.S.C. 2518(4), 2706, or 3124(c), see. H.R.Rep.No. 107-236, at 62-3 (2001) 
(emphasis added) (“This Act is not intended to affect obligations under Communications 
Assistance for Law Enforcement Act [which addresses law enforcement-beneficial system 
modifications and the compensation to be paid for the changes], nor does the act impose any 
additional technical obligation or requirement on a provider of wire or electronic 
communication service or other person to furnish facilities or technical assistance”). 

E.g., As amended by section 902 of the Act, ‘“foreign intelligence’ means information 
relating to the capabilities, intentions, or activities of foreign governments or elements thereof, 
foreign organizations, or foreign persons, or international terrorist activities,” 50 U.S.C. 
401a(2)(language added by the Act in italics). 

50 U.S.C. 1801 et seq. 


31 
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lockers, 50 U.S.C. 1861-1863 (2000 ed.). Intelligence authorities gained narrow 
passages through other privacy barriers as well.^^ 

In many instances, access was limited to information related to the activities of 
foreign governments or their agents in this country, not simply relating to something 
foreign here. FISA, for example, is directed at foreign governments, international 
terrorists, and their agents, spies and saboteurs.^^ There were and still are extra 


E.g . , 1 8 U.S.C. 2709 (counterintelligence access to telephone toll and transaction records), 
12 U.S.C. 3414 (right to financial privacy), 15 U.S.C. 1681u(fair credit reporting). 

“As used in this subchapter: (a) ‘Foreign power’ means - (1) a foreign government or any 
component thereof, whether or not recognized by the United States; (2) a faction of a foreign 
nation or nations, not substantially composed of United States persons; (3) an entity that is 
openly acknowledged by a foreign government or governments to be directed and controlled 
by such foreign government or governments; (4) a group engaged in international terrorism 
or activities in preparation therefor; (5) a foreign-based political organization, not 
substantially composed of United States persons; or (6) an entity that is directed and 
controlled by a foreign government or governments. 

“(b) ‘Agent of a foreign power’ means - (1) any person other than a United States 
person, who - (A) acts in the United States as an officer or employee of a foreign power, or 
as a member of a foreign power as defined in subsection (a)(4) of this section; (B) acts for or 
on behalf of a foreign power which engages in clandestine intelligence activities in the United 
States contrary to the interests of the United States, when the circumstances of such person's 
presence in the United States indicate that such person may engage in such activities in the 
United States, or when such person knowingly aids or abets any person in the conduct of such 
activities or knowingly conspires with any person to engage in such activities; or (2) any 
person who - (A) knowingly engages in clandestine intelligence gathering activities for or on 
behalf of a foreign power, which activities involve or may involve a violation of the criminal 
statutes of the United States; (B) pursuant to the direction of an intelligence service or network 
of a foreign power, knowingly engages in any other clandestine intelligence activities for or 
on behalf of such foreign power, which activities involve or are about to involve a violation 
of the criminal statutes of the United States;(C) knowingly engages in sabotage or 
international terrorism, or activities that are in preparation therefor, or on behalf of a foreign 
power; (D) knowingly enters the United States under a false or fraudulent identity for or on 
behalf of a foreign power or, while in the United States, knowingly assumes a false or 
fraudulent identity for or on behalf of a foreign power; or (E) knowingly aids or abets any 
person in the conduct of activities described in subparagraph (A), (B), or (C) or knowingly 
conspires with any person to engage in activities described in subparagraph (A), (B), or (C). 

“(c) ‘International terrorism’ means activities that - (1) involve violent acts or acts 
dangerous to human life that are a violation of the criminal laws of the United States or of any 
State, or that would be a criminal violation if committed within the jurisdiction of the United 
States or any State; (2) appear to be intended - (A) to intimidate or coerce ac ivilian 
population; (B) to influence the policy of a government by intimidation or coercion; or (C) to 
affect the conduct of a government by assassination or kidnaping; and (3) occur totally outside 
the United States, or transcend national boundaries in terms of the means by which they are 
accomplished, the persons they appear intended to coerce or intimidate, or the locale in which 
their perpetrators operate or seek asylum. 

“(d) ‘Sabotage’ means activities that involve a violation of chapter 105 of Title 18, or 
that would involve such a violation if committed against the United States. 

“(e) ‘foreign intelligence information’ means - (1) i nf ormation that relates to, and if 
concerning a United States person is necessary to, the ability of the United States to protect 
against - (A) actual or potential attack or other grave hostile acts of a foreign power or an 
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safeguards if it appears that an intelligence investigation may generate information 
about Americans (“United States persons,” i.e., citizens or permanent resident 
aliens).^'' The procedures tend to operate under judicial supervision and tend to be 
confidential as a matter of law, prudence, and practice. 

The Act eases some of the restrictions on foreign intelligence gathering within 
the United States, and affords the U.S. intelligence community greater access to 
information unearthed during a criminal investigation, but it also establishes and 
expands safeguards against official abuse. More specifically, it: 

• permits “roving” surveillance (court orders omitting the identification of the 
particular instmment, facilities, or place where the surveillance is to occur when 
the court finds the target is likely to thwart identification with particularity) 

• increases the number of judges on the FISA court from 7 to 1 1 

•a Hows application for a FISA surveillance or search order when gathering 
foreign intelligence is a significant reason for the application rather than the 
reason 

• authorizes pen register and trap & trace device orders for e-mail as well as 
telephone conversations 

• sanctions court ordered access to any tangible item rather than only business 
records held by lodging, car rental, and locker rental businesses 

• carries a sunset provision 

• establishes a claim against the U.S. for certain communications privacy 
violations by government personnel 

• expands the prohibition against FISA orders based solely on an American’s 
exercise of his or her First Amendment rights. 


agent of a foreign power; (B) sabotage or international terrorism by a foreign power or an 
agent of a foreign power; or (C) clandestine intelligence activities by an intelligence service 
or network of a foreign power or by an agent of a foreign power; or (2) information with 
respect to a foreign power or foreign territory that relates to, and if concerning a United States 
person is necessary to - (A) the national defense or the security of the United States; or (B) 
the conduct of the foreign affairs of the United States,” 50 U.S.C. 1801. 

Strictly speaking for FISA purposes, a United States person “means a citizen of the United 
States, an alien lawfully admitted for permanent residence (as defined in section 1 101(a)(20) 
of Title 8), an unincorporated association a substantial number of members of which are 
citizens of the United States or aliens lawfLilly admitted for permanent residence, or a 
corporation which is incorporated in the United States, but does not include a corporation or 
an association which is a foreign power, as defined in subsection (a)(1), (2), or (3) of this 
section,” 50 U.S.C. 1801(i). 
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FISA. FISA is in essence a series of procedures available to secure court orders 
in certain foreign intelligence cases?^ It operates through the judges of a special court 
which prior to the Act consisted of seven judges, scattered throughout the country, 
two of whom were from the Washington, D.C. area. The Act, in section 208, 
authorizes the appointment of four additional judges and requires that three members 
of the court reside within twenty miles of the District of Columbia, 50 U.S.C. 
1803(a). 

Search and Surveillance for Intelligence Purposes. Unless directed at 
a foreign power, the maximum duration for FISA surveillance orders and extensions 
was once ninety days and forty-five days for physical search orders and extensions, 
50 U.S.C. 1805(e), 1824(d)(2000 ed.). The Act, in section 207, extends the 
maximum tenure of physical search orders to ninety days and in the case of both 
surveillance orders and physical search orders extends the maximum life of an order 
involving an agent of a foreign power to 120 days, with extensions for up to a year, 
50 U.S.C. 1805(e), 1824(d). This represents a compromise over the Justice 
Department’s original proposal which would have set the required expiration date for 
orders at one year instead of 120 days. Draft at §151.^® 

Section 901 of the Act address a concern raised during the 106th Congress 
relating to the availability of the FISA orders and the effective use of information 
gleaned from the execution of a FISA order.” It vests the Director of Central 


” For a general discussion of FISA prior to enactment of the Act, 5ee,Ba zan, The Foreign 
Intelligence Surveillance Act: An Overview of the Statutory Framework for Electronic 
Surveillance, CRSRep.No. RL30465 (Sept. 18, 2001). 

See also, DoJ aX §151, “This section reforms a critical aspect of the Foreign Intelligence 
Surveillance Act (FISA). It will enable the Foreign Intelligence Surveillance Court (FISC), 
which presides over applications made by the U.S. government under FISA, to authorize the 
search and surveillance in the U.S. of officers and employees of foreign powers and foreign 
members of international terrorist groups for up to a year. Currently, the FISC may only 
authorize such searches and surveillance for up to 45 days and 90 days, respectively. The 
proposed change would bring the authorization period in line with that allowed for search and 
surveillance of the foreign establishments for which the foreign officers and employees work. 
The proposed change would have no effect on electronic surveillance of U.S. citizens or 
permanent resident aliens.” 

Section 314 of the Intelligence Authorization Act for Fiscal Year 2002 (Intelligence 
Authorization Act), P.L. 107-108, llSStat. 1394, 1402 (2001), further amended some ofthe 
time limits relating to FISA surveillance and physical searches, extending from 24 hours to 
72 hours: (a) the time period during which agents might disseminate or use information 
secured pursuant to a FISA surveillance or search order but otherwise protected from 
dissemination or use by the order’s iiiiiiiniization requirements; and (b) the permissible 
duration of emergency surveillance or searches after which surveillance or the search must 
stop or a FISA order application filed (50 U.S.C. 1801(h)(4), 1821(4)(D), 1805(f), 1824(e)). 

” See e.g., S.Rep.No. 106-352, at 3, 6, 7 (2000)(“The Office of Intelligence Policy and 
Review (OIPR) in the Department of Justice is responsible for advising the Attorney General 
on matters relating to the national security of the United States. As part of its responsibilities, 
the OIPR prepares and presents to the Foreign Intelligence Surveillance Court (FISC) all 
applications for electronic surveillance and physical searches under the Foreign Intelligence 
Surveillance Act .... Agencies have informed the Committee that the FISA application 
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Intelligence with the responsibility to formulate requirements and priorities for the use 
of FISA to collect foreign intelligence information. He is also charged with the 
responsibility of assisting the Attorney General in the efficient and effective 
dissemination of FISA generated information (50 U.S.C. 403-3(c)). 

Pen Registers and Trap and Trace Devices for Inteiligence 
Gathering. Section 214 grants the request of the Department of Justice by dropping 
requirements which limited FISA pen register and trap and trace device orders to 
facilities used by foreign agents or those engaged in international terrorist or 
clandestine intelligence activities, 50 U.S.C. 1842(c)(3)(2000 ed.).^* It is enough that 
the order is sought as part of an investigation to protect against international terrorism 
or clandestine intelligence activities and is not motivated solely by an American’s 
exercise ofhis or her First Amendment rights. Elsewhere (section 505), the Act drops 
a similar limitation for intelligence officials’ access to telephone records, 18 U.S.C. 


process, as interpreted by the OIPR is administratively burdensome and, at times, extremely 
slow. Many applications undergo months of scmtiny before submission to the court because 
the OIPR prescribes standards and restrictions not imposed by the statute. ... In particular, 
the OIPR has been criticized for an overly restrictive interpretation of the FISA ‘currency’ 
requirement. This is the issue of how recent a subject's activities must be to support a finding 
of probable cause that the subject is engaged in clandestine intelligence gathering activities. 

. . .While existing law does not specifically address "past activities," it does not preclude, and 
legislative history supports, the conclusion that past activities may be part of the totality of 
circumstances considered by the FISC in making a probable cause determination. ... By 
definition, information collected pursuant to a court order issued under the Foreign 
Intelligence Surveillance Act is foreign intelligence not law enforcement information. 
Accordingly, the Committee wants to clarity that the FISA 'take' can and must be shared by 
the Federal Bureau of Investigation with appropriate intelligence agencies. For the intelligence 
mission of the United States to be successful, there must be a cooperative and concerted effort 
among intelligence agencies. Any information collected by one agency under foreign 
intelligence authorities that could assist another agency in executing its lawful mission should 
be shared fully and promptly. Only then can the United States Government pursue 
aggressively important national security targets including, for example, counterterrorist and 
countemarcotics targets”); see also, 147 Cong.Rec. S799-803 (daily ed. Feb. 24, 
2000)(remarks of Sens. Specter, Torricelli and Biden). 

38 “When added to FISA two years ago, the pen register/trap and trace section was intended 
to mirror the criminal pen/trap authority defined in 18 U.S.C. §3123. The FISA authority 
differs from the criminal authority in that it requires, in addition to a showing of relevance, 
an additional factual showing that the communications device has been used to contact an 
‘agent of a foreign power’ engaged in international terrorism or clandestine intelligence 
activities. This has the effect of making the FISA pen/trap authority much more difficult to 
obtain. In fact, the process of obtaining FISA pen/trap authority is only slightly less 
burdensome than the process for obtaining full electronic surveillance authority under FISA. 
This stands in stark contrast to the criminal pen/trap authority, which can be obtained quickly 
from a local court, on the basis of a certification that the information to be obtained is relevant 
to an ongoing investigation. The amendment simply eliminates the ‘agent of a foreign power’ 
prong from the predication, and thus makes the FIS A authority more closely track the criminal 
authority,” DoJ at § 155. 
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2709(b), and under the Right to Financial Privacy Act, 12 U.S.C. 3414(a)(5)(A), as 
well as the Fair Credit Reporting Act, 15 U.S.C. 1681u.^® 

Section 214 adjusts the language of the FISA pen register- trap and trace 
authority to permit its use to capture source and destination information relating to 
electronic communications (e.g., e-mail) as well as telephone communications, 50 
U.S.C. 1 842(d). The section makes it clear that requests for a FISA pen register-trap 
and trace order, like requests for other FISA orders, directed against Americans (U. S . 
persons) may not be based solely on activities protected by the First Amendment, 50 
U.S.C. 1842, 1843. 

Third Party Cooperation and Tangible Evidence. As in the case 
of criminal investigations, the Act has several sections designed to encourage third 
party cooperation and to immunize third parties from civil Liability for their assistance. 
FISA orders may include instructions directing specifically identified third parties to 
assist in the execution of the order, 50 U.S.C. 1805(c)(2)(B). The Act permits 
inclusion of a general directive for assistance when the target's activities are designed 
to prevent more specific identification, section 206, and immunizes in 50 U.S.C. 
1805(h), those who provide such assistance, section 225.'*® 


Except in the case of certain credit information, these are not court procedures, but written 
requests for third party records which would otherwise to be entitled to confidentiality. 
Section 505, in response to the Justice Department's suggestion, allows FBI field offices to 
make the requests, see DoJ at §157 (“At &e present time. National Security Letter (NSL) 
authority exists in three separate statutes: the Electronic Communications Privacy Act (for 
telephone and electronic communications records), the Financial Right to Privacy Act (for 
financial records), and the Fair Credit Reporting Act (for credit records). Like the FISA pen 
register/trap and trace authority described above, NSL authority requires both a showing of 
relevance and a showing of links to an ‘agent of a foreign power.’ In this respect, they are 
substantially more demanding than the analogous criminal authorities, which require only a 
certification of relevance. Because the NSLs require documentation of the facts supporting 
the ‘agent of a foreign power’ predicate and because they require the signature of a high- 
ranking official at FBI headquarters, they often take months to be issued. This is in stark 
contrast to criminal subpoenas, which can be used to obtain the same information, and are 
issued rapidly at the local level. In many cases, counterintelligence and counterterrorism 
investigations suffer substantial delays while waiting for NSLs to be prepared, returned from 
headquarters, and served. The section would streamline the process of obtaining NSL 
authority, and also clarify the FISA Court can issue orders compelling production of 
consumer reports”). 

When it requested the amendment, the Department of Justice explained that the “provision 
expands the obligations of third parties to furnish assistance to the government under FISA. 
Under current FISA provisions, the government can seek information and assistance from 
common carriers, landlords, custodians and other persons specified in court-ordered 
surveillance. Section 152 would amend FISA to expand existing authority to allow, ‘in 
circumstances where the Court finds that the actions of the target of the application may have 
the effect of thwarting the identification of a specified person that a common carrier, landlord, 
custodian or other persons not specified in the Court's order be required to furnish the 
applicant information and technical assistance necessary to accomplish electronic surveillance 
in a manner that will protect its secrecy and produce a minimum of interference with the 
services that such person is providing to the target of electronic surveillance.’ This would 
enhance the FBI's ability to monitor international terrorists and intelligence officers who are 
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Prior to the Act, FISA allowed federal intelligence officers to seek a court order 
for access to certain car rental, storage, and hotel accommodation records, 50 U.S.C. 
1861 to 1863 (2000 ed.)- The Justice Department asked that the authority be 
replaced with permission to issue administrative subpoenas for any tangible item 
regardless of the business (if any) of the custodian.'*' The Act amends the provisions, 
preserving the court order requirement. Yet it allows the procedure to be used in 
foreign intelligence investigations, conducted to protect against international terrorism 
or clandestine intelligence activities,'*^ in order to seize any tangible item regardless 
of who is in possession of the item, and continues in place the immunity for good faith 
compliance by third party custodians, section 215. 


In a related provision. Section 358 amends the - 

• purposes section of the Currency and Foreign Transaction Reporting Act (3 1 
U.S.C. 5311); 

•s uspicious activities reporting requirements section of that Act (31 U.S.C. 
5318(g)(4)(B); 

• availability of records section of that Act (3 1 U.S.C. 5319); 

• purposes section of the Bank Secrecy Act (12 U.S.C. 1829b(a); 

• the Secretary of the Treasury’s authority over uninsured banks and other 
financial institutions under that Act (12 U.S.C. 1953(a); 

• access provisions of the Right to FinancialPrivacy Act (12 U.S.C. 3412(2)(a), 
3414(a)(1), 3420(a)(2); and 

• access provisions of the Fair Credit Reporting Act (15 U.S.C. 1681u, 1681v; 


trained to thwart surveillance by rapidly changing hotel accommodations, cell phones, Internet 
accounts, etc., just prior to important meetings or communications. Under the current law, 
the government would have to return to the FISA Court for an order that named the new 
carrier, landlord, etc., before effecting surveillance. Under the proposed amendment, the FBI 
could simply present the newly discovered carrier, landlord, custodian or other person with 
a generic order issued by the Court and could then effect FISA coverage as soon as technically 
feasible,” Do/ at 152. 

Section 314 of the Intelligence Authorization Act immunizes those who assist in the 
execution of either a FISA surveillance or physical search order (50 U.S.C. 1805(i)), 1 15 
Stat. 1402. 

'*' “The ‘business records’ section of FISA (50 U.S.C. §§ 1861 and 1862) requires a formal 
pleading to the Court and the signature of a FISA judge (or magistrate). In practice, this 
makes the authority unavailable for most investigative contexts. The time and difficulty 
involved in getting such pleadings before the Court usually outweighs the importance of the 
business records sought. Since its enactment, the authority has been sought less than five 
times. This section would delete the old authority and replace it with a general ‘administrative 
subpoena’ authority for documents and records. This authority, modeled on the administrative 
subpoena authority available to dmg investigators pursuant to Title 21, allows the Attorney 
General to compel production of such records upon a finding that the information is relevant,” 
Do/ at §156. 

Section 3 14 of the Intelligence Authorization Act further amended the section to permit 
orders relating to investigations “to obtain foreign intelligence information not concerning a 
United States person” in addition to those conducted to protect against terrorism and 
clandestine activities, 50 U.S.C. 1861(a)(1). 
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to clarify and authorize access of federal intelligence authorities to the reports and 
information gathered and protected under those Acts/^ 

Access to Law Enforcement Information. Shortly after September 
1 1 , sources within both Congress and the Administration stressed the need for law 
enforcement and intelligence agencies to more effectively share information about 
terrorists and their activities. On September 14, the Senate Select Committee on 
Intelligence observed that, “effective sharing of information between and among the 
various components of the government-wide effort to combat terrorists is also 
essential, and is presently hindered by cultural, bureaucratic, resource, training and, 
in some cases, legal obstacles,” H.R.Rep.No. 107-63, at 10 (2001). The Justice 
Department’s consultation draft of September 20 offered three sections which would 
have greatly expanded the intelligence community's access to information collected 
as part of a criniinal investigation. First, it suggested that information generated 
through the execution of a Title III order might be shared in connection with the 
duties of any executive branch official. Draft at §103.'''' 


H.R.Rep.No. 107-205, at 60-1 (2001)(“This section clarifies the authority of the Secretary 
of the Treasury to share Bank Secrecy Act information with the intelligence community for 
intelligence or counterintelligence activities related to domestic or international terrorism. 
Under current law, the Secretary may share BSA information with the intelligence community 
for the purpose of investigating and prosecuting terrorism. This section would make clear that 
the intelligence community may use this information for purposes unrelated to law 
enforcement. 

“The provision would also expand a Right to Financial Privacy Act (RFPA) exemption, 
currently applicable to law enforcement inquiries, to allow an agency or department to share 
relevant financial records with another agency or department involved in intelligence or 
counterintelligence activities, investigations, or analyses related to domestic or international 
terrorism. The section would also exempt from most provisions of the RFPA a government 
authority engaged in investigations of or analyses related to domestic or international 
terrorism. This section would also authorize the sharing of financial records obtained through 
a Federal grand jury subpoena when relevant to intelligence or counterintelligence activities, 
investigations, or analyses related to domestic or international terrorism. In each case, the 
transferring governmental entity must certify that there is reason to believe that the financial 
records are relevant to such an activity, investigation, or analysis. 

“Finally, this section facilitates government access to information contained in suspected 
terrorists’ credit reports when the governmental inquiry relates to an investigation of, or 
intelligence activity or analysis relating to, domestic or international terrorism. Even though 
private entities such as lenders and insurers can access an individual's credit history, the 
government is strictly limited in its ability under current law to obtain the information. This 
section would permit those investigating suspected terrorists prompt access to credit histories 
that may reveal key information about the terrorist’s plan or source of funding— without 
notifying the target. To obtain the information, the governmental authority must certify to the 
credit bureau that the information is necessary to conduct a terrorism investigation or analysis. 
The amendment would also create a safe harbor from liability for credit bureaus acting in 
good faith that comply with a government agency's request for information”). 

See also, DoJ at §103, “This section facilities the disclosure of Title III information to 
other components of the intelligence community in terrorism investigations. At present, 1 8 
U.S.C.§2517(1) generally allows information obtained via wiretap to be disclosed only to the 
extent that it will assist a criminal investigation. One must obtain a court order to disclose 
Title III information in non-criminal proceedings. Section 109 [103] would modify the 
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Second, it recommended a change in Rule 6(e) of the Federal Rules of Criminal 
Procedure that would allow disclosure of grand jury material to intelligence officials, 
Draft at §354/' 

Third, it proposed elimination of all constraints on sharing foreign intelligence 
information uncovered during a law enforcement investigation, mentioning by name 
the constraints in Rule 6(e) and Title III, Draft at §154/^ 

The Act combines versions of all three in section 203. Perhaps because of the 
nature of the federal grand jury, resolution of the grand jury provision proved 
especially difficult. The federal grand jury is an exceptional institution. Its purpose 
is to determine if a crime has been committed, and if so by whom; to indict the guilty; 
and to refuse to indict the innocent. Its probes may begin without probable cause or 
any other threshold of suspicion.'’’ It examines witnesses and evidence ordinarily 
secured in its name and questioned before it by Justice Department prosecutors. Its 


wiretap statutes to permit the disclosure of Title Ill-generated information to a non-law 
enforcement officer for such purposes as furthering an intelligence investigation. This will 
harmonize Title III standards with those of the Foreign Intelhgence Surveillance Act (FISA), 
which allows such information-sharing. Allowing disclosure under Title HI is particularly 
appropriate given that the requirements for obtaining a Title III surveillance order in general 
are more stringent than for a FISA order, and because the attendant privacy concerns in either 
situation are similar and are adequately protected by existing statutory provisions.” 

See also, DoJ at §354, “This section makes changes in Rule 6(e) of the Federal Rules of 
Criminal Procedure, relating to grand jury secrecy, to facilitate the sharing of information with 
federal law enforcement, intelligence, protective, national defense, and immigration personnel 
in terrorism and national security cases. The section is in part complimentary to section 154 
of the bill, relating to sharing of foreign intelligence information, and reflects a similar purpose 
of promoting a coordinated governmental response to terrorist and national security threats.” 
Contrary to the implication here section 154 deals with sharing information gathered by law 
enforcement officials not with information gathered by intelligence officers 

See also, DoJzX § 1 54, “This section provides that foreign intelligence information obtained 
in criminal investigations, including grand jury and electronic surveillance information, may 
be shared with other federal government personnel having responsibilities relating to the 
defense of the nation and its interests. With limited exceptions, it is presently impossible for 
criminal investigators to share information obtained through a grand jury (including through 
the use of grand jury subpoenas) and information obtained from electronic surveillance 
authorized under Title III with the intelligence community. This limitation will be very 
significant in some criminal investigations. For example, grandjury subpoenas often are used 
to obtain telephone, computer, financial and other business records in organized crime 
investigations. Thus, these relatively basic investigative materials are inaccessible for 
examination by intelligence community analysts working on related transnational organized 
crime groups. A similar problem occurs in computer intmsion investigations: grand jury 
subpoenas and Title III intercepts are used to collect transactional data and to monitor the 
unknown intmders. The intelligence community will have an equal interest in such 
information, because the intmder may be acting on behalf of a foreign power.” 

Blairv. United States, 250 U.S. 273,281 (1919)(the grandjury “isagrand inquest, abody 
with powers of investigation and inquisition, the scope of whose inquiries is not to be limited 
narrowly by questions of propriety or forecasts of whether any particular individual will be 
found properly subject to an accusation of crime”). 
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affairs are conducted in private and outside the presence of the court. Only the 
attorney for the government, witnesses under examination, and a court reporter may 
attend its proceedings, F.R.Crim.P. 6(d). Matters occurring before the grand jury are 
secret and may be disclosed by the attending attorney for the government and those 
assisting the grand jury only in the performance of their duties; in presentation to a 
successor grand jury; or under court order for judicial proceedings, for inquiry into 
misconduct before the grand jury, or for state criminal proceedings, F.R.Crim.P. 6(e). 

The Act, in section 203(a), allows disclosure of matters occurring before the 
grand jury to “any federal law enforcement, intelligence, protective, immigration, 
national defense, or national security” officer to assist in the performance of his 
official duties, F.R.Crim.P. 6(e)(3)(C)(i)(V).‘** 

Critics may protest that the change could lead to the use of the grand jury for 
intelligence gathering purposes, or less euphemistically, to spy on Americans."'^ The 
proposal was never among those scheduled to sunset, but earlier versions of the 
section followed the path used for most other disclosures of grand jury material: prior 


These officers may reeeive: (1) “foreign intelligence information” that is, information 
regardless whether it involves Americans or foreign nationals that “[a] relates to the ability 
of the United States to protect against - (aa) actual or potential attack or other grave hostile 
acts of a foreign power or an agent of a foreign power; (bb) sabotage or international 
terrorism by a foreign power or an agent of a foreign power; (cc) clandestine intelligence 
activities by an intelligence service or network of a foreign power;” or [b] “with respect to a 
foreign power or foreign territory that relates to - (aa) the national defense or security of the 
United States; or (bb) the conduct of the foreign affairs of the United States,” F.R.Crim.P. 
6(e)(3)(C)(iv); (2) when the matters involve foreign intelligence or counterintelligence, that 
is, [a] “information relating to the capabilities, intentions, or activities of foreign governments 
or elements thereof, foreign organizations, or foreign persons, or international terrorist 
activities” or [b] “information gathered and activities conducted, to protect against espionage, 
other intelligence activities, sabotage, or assassinations conducted on behalf of foreign 
governments or elements thereof, foreign organizations, or foreign persons, or international 
terrorist activities," 50 U.S.C. 401a(2),(3)(language added by section 902 of the Act in 
italics). 

Beale & Felman, The Consequences of Enlisting Federal Grand Juries in the War on 
Terrorism: Assessing the USA PATRIOT Act’s Changes to Grand Jury Secrecy, 25 
Harvard Journal of Law & Public Policy 699, 719-20 (2002)(“There is a significant 
danger that the mle permitting disclosure will be treated as the de facto authorization of an 
expansion of the grand jury’s investigative role to encompass seeking material relevant only 
to matters of national security, national defense, immigration, and so forth. The grand jury’s 
awesome powers should not be unwittingly extended to a much wider range of issues. . . 
Since the grand jury operates in secret, there are no public checks on the scope of its 
investigations, and witnesses are not permitted to challenge its jurisdiction. Only the 
supervising court is in a position to keep the grand jury’s investigation within proper bounds. 
Requiring judicial approval of foreign intelligence and counterintelligence information 
disclosures would provide a natural check against the temptation to manipulate the grand jury 
to develop information for unauthorized purposes”); but see, Scheidegger et al.. Federalist 
Society jhiite Paper on The USA PATRIOT Act of 2001: Criminal Procedure Sections 6 
(Nov. 200 1 )(“The grand jury secrecy mle is a rule of policy which has always had exceptions, 
and it has been frequently modified. The secrecy mle has no credible claim to constitutional 
stature”). 
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court approval, H.R.Rep.No. 107- 236, at 73 (2001). The Act, in section 203(a), 
instead calls for confidential notification of the court that a disclosure has occurred 
and the entity to whom it was made, F.R.Crim.P. 6(e)(3)(C)(iii). It also insists that 
the Attorney General establish implementing procedures for instances when the 
disclosure “identifies” Americans (U.S. persons), section 203(c). 

Law enforcement officials may share Title III information with the intelligence 
community under the same conditions, section 203(b),^“ although the grand jury and 
Title III sharing provisions differ in at least three important respects. The court need 
not be notified of Title III disclosures. On the other hand, the authority for sharing 
Title III information expires on December 31, 2005, section 224, and agencies and 
their personnel guilty of intentional improper disclosures may be subject to a claim for 
damages and disciplinary action, 18 U.S.C. 2520. 

The third subsection of section 203 remains something of an enigma. It speaks 
in much the same language as its counterparts. It allows law enforcement officials to 
share information with the intelligence community, “notwithstanding any other 
provisions of law,” section 203(d). It either swallows the other subsections, or 
supplements them. Several factors argue for its classification as a supplement. 
Congress is unlikely to have crafted subsections (a), (b) and (c) only to completely 


Information derived from a Title HI interception may be shared with any other federal law 
enforcement, intelligence, protective, immigration, national defense, or national security 
officer if it regards: (1) “foreign intelligence information” that is, i nf ormation irrespective of 
whether it involves Americans or foreign nationals that “[A] relates to the ability of the United 
States to protect against - (i) actual or potential attack or other grave hostile acts of a foreign 
power or an agent of a foreign power; (ii) sabotage or international terrorism by a foreign 
power or an agent of a foreign power; (iii) clandestine intelligence activities by an intelligence 
service or network of a foreign power;” or [B] “with respect to a foreign power or foreign 
territory that relates to - (i) the national defense or security of the United States; or (ii) the 
conduct of the foreign affairs of the United States;” (2) when the matters involve foreign 
intelligence or counterintelligence as defined by 50 U.S.C. 401a (as amended by section 902 
of the Act), i.e . , “As used in this Act: (1) The term ‘intelligence’ includes foreign intelligence 
and counterintelligence. (2) The term ‘foreign intelligence’ means information relating to the 
capabilities, intentions, or activities of foreign governments or elements thereof, foreign 
organizations, or foreign persons, or international terrorist activities. (3) The term 
‘counterintelligence’ means information gathered and activities conducted, to protect against 
espionage, other intelligence activities, sabotage, or assassinations conducted by or on behalf 
of foreign governments or elements thereof, foreign organizations, or foreign persons, or 
international terrorist activities” (language added by section 902 in italics). 

“Notwithstanding any other provision of law, it shall be lawful for foreign intelligence or 
counterintelligence (as defined in section 3 of the National Security Act of 1947 (50 U.S.C. 
) or foreign intelligence information obtained as part of a criminal investigation to be disclosed 
to any federal law enforcement, intelligence, protective, immigration, national defense, or 
national security official in order to assist the official receiving that information in the 
performance of his official duties. Any federal official who receives information pursuant to 
this provision may use that information only as necessary in the conduct of that person's 
official duties subject to any limitations on the unauthorized disclosure of such information,” 
§203(d)(l). The subsection goes to define “foreign intelligence information” in the same terms 
used to define that phrase in Title III (18 U.S.C. 2510(19)) and in Rule 
6(e)(F.R.Crim.P.6(e)(3)(C)(iv)), §203(d)(2). 
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nuUily them in subsection (d). Without a clear indication to the contrary, the courts 
are unlikely to find that Congress intended nullification.^^ By gathering the three into 
a single section Congress avoided the suggestion that the phrase “notwithstanding any 
other provision of law” constitutes surplusage. The Title III and grand jury sharing 
procedures are not in other provisions of law, they are now subsections of the same 
provision of law. Moreover, Congress seemed to signal an intent for the subsections 
to operate in tandem when it dropped the language of the original Justice Department 
proposal which expressly identified Title III and Rule 6(e) as examples of the 
restrictions to be overcome by the universal sharing language. 

Section 203 deals with earlier legal impediments to sharing foreign intelligence 
information unearthed during the course of a criminal investigation. Section 905 
looks to dissolve the barriers may be more cultural than legal. Under it, the Attorney 
General is to issue guidelines governing the transmittal to the Director of Central 
Intelligence of foreign intelligence information that surfaces in the course of a criminal 
investigation. The section also instructs the Attorney General to promulgate 
guidelines covering reports to the Director of Central Intelligence on whether a 
criminal investigation has been initiated or declined based on an intelligence 
community referral, 50 U.S.C. 403-5b. To ensure effective use of increased 
information sharing, section 908 calls for training of federal, state and local officials 
to enable them to recognize foreign intelligence information which they encounter in 
their work and how to use it in the performance of their duties, 28 U.S.C. 509 note. 

Increasing Institutional Capacity. As noted elsewhere, the Act liberalizes 
authority for the FBI to hire translators, section 203, which enhances its capacity to 
conduct both criminal and foreign intelligence investigations. The Act also reflects 
sentiments expressed earlier concerning coordinated efforts to develop a 


Duncan v. Walker, 121 S.Ct. 2120, 2125 (2001)(intemal quotation marks and parallel 
citations omitted)(“It is our duty to give effect, if possible, to every clause and word of a 
statute. United States v. Menasche, 348 U.S. 528, 538-539 (1955) (quoting Montclair v. 
Ramsdell, 107U.S. 147, 152 (1883)); see also Williamsv. Taylor. 529 U.S. 362,404(2000) 
(describing this mle as a cardinal principle of statutory constmction); Market Co. v. Hoffman, 
101 U.S. 112, 115 (1879)(As early as in Bacon's Abridgment, sect. 2, it was said that a 
statute ought, upon the whole, to be so constmed that, if it can be prevented, no clause, 
sentence, or word shall be superfluous, void, or insignificant). We are thus reluctant to treat 
statutory terms as surplusage in any setting. Babbitt v. Sweet Home Chapter, Communities 
for Great Ore., 515 U.S. 687, 698 (1995); see also Ratzlaf v. United States, 510 U.S. 135, 
140 (1994)”). 

It is not possible to conclude that Congress intended the universal subsection (d) to apply 
until sxinset and the grand jury and Title HI subsections (a), (b), and (c) to operate thereafter, 
because the Title III subsection expires at the same time as the universal subsection. 

” Draft at §154, “Notwithstanding any other provision of law, it shall be lawful for foreign 
intelligence information obtained as part of ac riminal investigation (including, without 
limitation, information subject to Rule 6(e) of the Federal Rules of Criminal Procedure and 
information obtained pursuant to chapter 1 19 of title 18, United States Code [i.e. Title III]) 
to be provided to any federal law enforcement, intelligence, protective, or national defense 
personnel, or any federal personnel responsible for administering the immigration laws of the 
United States, or to the President and the Vice President of the United States.” 
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computerized translation capability to be used in foreign intelligence gathering.^'* 
Section 907 instructs the Director of the Central Intelligence, in consultation with the 
Director of the FBI, to report on the creation of a National Virtual Translation 
Center. The report is to include information concerning staffing, allocation of 
resources, compatibility with comparable systems to be used for law enforcement 
purposes, and features which permit its efficient and secure use by all of the 
intelligence agencies. 

Money Laundering 

In federal law, money laundering is the flow of cash or other valuables derived 
from, or intended to facilitate, the commission of a criminal offense. It is the 
movement of the fruits and instruments of crime. Federal authorities attack money 
laundering through regulations, international cooperation, criminal sanctions, and 
forfeiture.^^ The Act bolsters federal efforts in each area. 

Regulation. Prior to passage of the Act, the Treasury Department already 
enjoyed considerable authority to impose reporting and record-keeping standards on 
financial institutions generally and with respect to anti-money laundering matters in 
particular.^® 


“The Committee is concerned that intelligence in general, and intelligence related to 
terrorism in particular, is increasingly reliant on the ability of the Intelligence Community to 
quickly, accurately and efficiently translate information in a large number of languages. Many 
of the languages for which translation capabilities are limited within the United States 
Government are the languages that are of critical importance in our counterterrorism efforts. 
The Committee believes that this problem can be alleviated by applying cutting-edge, 
intemet-like technology to create a ‘National Virtual Translation Center. ’ Such a center would 
link secure locations maintained by the Intelligence Community throughout the country and 
would apply digital technology to network, store, retrieve, and catalogue the audio and textual 
information. Foreign intelligence could be collected technically in one location, translated in 
a second location, and provided to an Intelligence Community analyst in a third location. 

“The Committee notes that the CIA, FBI NS A and other intelligence agencies have 
applied new technology to this problem. The Committee believes that these efforts should be 
coordinated so that the solution can be applied on a Community-wide basis. Accordingly, the 
Committee directs the Director of Central Intelligence, in consultation with the Director of the 
FBI, and other heads of departments and agencies within the Intelligence Community, to 
prepare and submit to the intelligence committees by June 1 , 2002, a report concerning the 
feasibility and structure of a National Virtual Translation Center, including recommendations 
regarding the establishment of such a center and the fimding necessary to do so,” S.Rep.No. 
107-63, at 11 (2001). 

For a brief overview, see, Murphy, Money Laundering: Current Law and Proposals, CRS 
Rep.no. RS21032 (Dec. 21, 2001). 

See e.g,, 1 2 U. S .C. 1 829b (retention or records by insured depository institutions), 1951- 
1959 (record-keeping by financial institutions); 31 U.S.C. 5311 (“It is the purpose of this 
subchapter [31 U.S.C. 5311 et seq.] (except section 5315 [relating to foreign current 
transaction reports]) to require certain reports or records where they have a high degree of 
usefulness in criminal, tax, or regulatory investigations or proceedings”). 
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Records and Reports. For instance, under the Currency and Financial 
Transaction Reporting Act, a component of the Bank Secrecy Act, anyone who 
transports more than $10,000 into or out of the United States must report that fact 
to the Treasury Department, 31 U.S.C. 5316. Banks, credit unions, and certain other 
financial institutions must likewise report identifying information relating to cash 
transactions in excess of $10,000 to the Treasury Department (CTRs), 31 U.S.C. 
5313, 31 C.F.R. §103.22. Other businesses are required to report to the Internal 
Revenue Service the particulars relating to any transaction involving more than 
$ 10,000 in cash, 26 U.S.C. 60501. Banks must file suspicious activity reports (SARs) 
with the Treasury Department's Financial Crimes Enforcement Network (FinCEN) for 
any transactions involving more than $5,000 which they suspect may be derived fi'om 
illegal activity, 31 U.S.C. 5318(g), 31 C.F.R. §103.18. Money transmission 
businesses and those that deal in traveler's checks or money orders are under a similar 
obligation for suspicious activities involving more than $2,000, 31 U.S.C. 5318(g), 
31 C.F.R. §103.18. 

Among other things, the Act expands the authority of the Secretary of the 
Treasury over these reporting requirements. He is to promulgate regulations, 
pursuant to sections 356 and 321, under which securities brokers and dealers as well 
as commodity merchants, advisors and pool operators must file suspicious activity 
reports, 31 U.S.C. 5318 note; 31 U.S.C. 5312(2)(c)(l). Businesses which were only 
to report cash transactions involving more than $10,000 to the IRS are now required 
to files SARs as well,” reflecting Congress’ view that the information provided the 
IRS may be valuable for other law enforcement purposes.^* This concern is likewise 


” Section 365, 31 U.S.C. 5331; Sec. 321, 31 U.S.C. 5312. 

” H.R.Rep.No. 107-250, at 38-9 (200 l)(“Most importantly, the Committee found significant 
shortcomings in the use of information already in possession of the government. Section 
60501 of the Internal Revenue Code requires that any person engaged in a trade or business 
(other than financial institutions required to report under the Bank Secrecy Act) file a report 
with the Federal government on cash transactions in excess of $ 1 0,000. Reports filed pursuant 
to this requirement provide law enforcement authorities with a paper trail that can, among 
other things, lead to the detection and prosecution of money laundering activity. 

“Under current law, non-financial institutions are required to report cash transactions 
exceeding $10,000 to the Internal Revenue Service (IRS) on IRS Form 8300. Because the 
requirement that such reports be filed is contained in the Internal Revenue Code, Form 8300 
information is considered tax return information, and is subject to the procedural and 
record-keeping requirements of section 6103 of the Internal Revenue Code. For example, 
section 6103(p)(4)(E) requires agencies seeking Form 8300 information to file a report with 
the Secretary of the Treasury that describes the procedures established and utilized by the 
agency for ensuring the confidentiality of the information. IRS requires that agencies 
requesting Form 8300 information file a ‘Safeguard Procedures Report’ which must be 
approved by the IRS before any such information can be released. For that reason. Federal, 
State and local law enforcement agencies are not given access to the Form 8300s as Congress 
anticipated when it last amended this statute. See 26 U.S.C. 6103(1)(15). 

“While the IRS uses Form 8300 to identity individuals who may be engaged in tax 
evasion. Form 8300 information can also be instrumental in helping law enforcement 
authorities trace cash payments by drug traffickers and other crirninals for luxury cars, 
jewelry, and other expensive merchandise. Because of the restrictions on their dissemination 
outlined above, however. Form 8300s are not nearly as accessible to law enforcement 
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reflected in section 357 which asks the Secretary of the Treasury to report on the 
Internal Revenue Service’s role in the administration of the Currency and Foreign 
Transaction Reporting Act (3 1 U.S.C. 53 1 1 et seq.), and what transfers of authority, 
if any, are appropriate. 

Sections 351 and 355 address the liability for disclosure of suspicious activity 
reports (SARs). Prior to the Act, federal law prohibited financial institutions and their 
officers and employees from tipping off any of the participants in a suspicious 
transaction, 31 U.S.C. 53 1 8(g)(2)(2000 ed.). Federal law, however, immunized the 
institutions and their officers and employees from hability for filing the reports and for 
failing to disclose that they had done so, 31 U.S.C. 5318(g)(3)(2000 ed.). Section 
351 makes changes in both the immunity and the proscription. It adds government 
officials who have access to the reports to the anti-tip ban, 31 U.S.C. 5318(g)(2)(A). 
It allows, but does not require, institutions to reveal SAR information in the context 
of employment references to other financial institutions, 31 U.S.C. 5318(g)(2)(B). 
Finally, it makes clear that the immunity does not extend to immunity from 
governmental action.^^ Section 355 expands the immunity to cover disclosures in 


authorities as the various reports mandated by the Bank Secrecy Act, which can typically be 
retrieved electronically from a database maintained by the Treasury Department. The 
differential access to the two kinds of reports is made anomalous by the fact that Form 8300 
elicits much the same information that is required to be disclosed by the Bank Secrecy Act. 
For example, just as Form 8300 seeks the name, address, and social security number of a 
customer who engages in a cash transaction exceeding $10,000 with a trade or business. 
Currency Transaction Reports (CTRs) mandated by the Bank Secrecy Act require the same 
information to be reported on a cash transaction exceeding $10,000 between a financial 
institution and its customer”). 

“Subsection (a) of section [351] makes certain technical and clarifying amendments to 3 1 
U.S.C. 5318(g)(3), the Bank Secrecy Act’s ‘safe harbor’ provision that protects financial 
institutions that disclose possible violations of law or regulation from civil liability for 
reporting their suspicions and for not alerting those identified in the reports. The safe harbor 
is directed at Suspicious Activity Reports and similar reports to the government and 
regulatory authorities under the Bank Secrecy Act. 

“First, section [351](a) amends section 5318(g)(3) to make clear that the safe harbor 
from civil liability applies in arbitration, as well as judicial, proceedings. Second, it amends 
section 53 1 8(g)(3) to clarify the safe harbor's coverage of voluntary disclosures (that is, those 
not covered by the SAR regulatory reporting requirement). The language in section 
53 1 8(g)(3)(A) providing that ‘any financial institution that * * * makes a disclosure pursuant 
to * * * any other authority * * * shall not be liable to any person’ is not intended to avoid the 
application of the reporting and disclosure provisions of the Federal securities laws to any 
person, or to insulate any issuers from private rights of actions for disclosures made under the 
Federal securities laws. 

“Subsection [351](b) amends section 5318(g)(2) of title 31— which currently prohibits 
notification of any person involved in a transaction reported in a SAR that a SAR has been 
filed-to clarify (1) that any government officer or employee who learns that a SAR has been 
filed may not disclose that fact to any person identified in the SAR, except as necessary to 
fulfill the officer or employee's official duties, and (2) that disclosure by a financial institution 
of potential wrongdoing in a written employment reference provided in response to a request 
from another financial institution pmsuant to section 18(v) of the Federal Deposit Insurance 
Act, or in a written termination notice or employment reference provided in accordance with 
the mles of a securities self-regulatory organization, is not prohibited simply because the 



CRS-27 


employment references to other insured depository financial institutions provided 
disclosure is not done with malicious intent.®® 

The Financial Crimes Enforcement Network (FinCEN), a component within the 
Treasury Department long responsible for these anti-money laundering reporting and 
record-keeping requirements, 3 1 C.F.R. pt. 103, was administratively created in 1990 
to provide other government agencies with an “intelligence and analytical network in 
support of the detection, investigation, and prosecution of domestic and international 
money laundering and other financial crimes,” 55 Fed.Reg. 18433 (May 2, 1990). 

The Act, in section 361 , makes FinCEN a creature of statute, a bureau within 
the Treasury Department, 31 U.S.C. 310. Section 362 charges it with the 
responsibility of establishing a highly secure network to allow financial institutions to 
file required reports electronically and to permit FinCEN to provide those institutions 
with alerts and other information concerning money laundering protective measures, 
31 U.S.C. 310 note. 

Special Measures. In extraordinary circumstances involving international 
financial matters, the Act grants the Secretary of the Treasury, in consultation with 
other appropriate regulatory authorities, the power to issue regulations and orders 
involving additional required “special measures” and additional “due diligence” 
requirements to combat money laundering. The special measure authority, available 
under section 311, comes to life with the determination that particular institutions, 
jurisdictions, types of accounts, or types of transactions pose a primary money 


potential wrongdoing was also reported in a SAR,” H.R.Rep.No. 107-250, at 66 (2001). 

31 U.S.C. 1828(w). “This section deals with the same employment reference issue 
addressed in section [351] but with respect to title 12. Occasionally banks develop suspicions 
that a bank officer or employee has engaged in potentially unlawful activity. These suspicions 
typically result in the bank filing a SAR. Under present law, however, the ability of banks to 
share these suspicions in written employment references with other banks when such an officer 
or employee seeks new employment is unclear. Section 208 would amend 12 U.S.C. 1 828 to 
permit a bank, upon request by another bank, to share information in a written employment 
reference concerning the possible involvement of a current or former officer or employee in 
potentially unlawful activity without fear of civil liability for sharing the information, but only 
to the extent that the disclosure does not contain information which the bank knows to be 
false, and the bank has not acted with malice or with reckless disregard for the truth in making 
the disclosure,” H.R.Rep.No. 107-250, at 67 (2001). 
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laundering concern.®' These special measures may require U.S. financial institutions 
to: 


• maintain more extensive records and submit additional reports relating to 
participants in foreign financial transactions with which they are involved 

• secure beneficial ownership information with respect to accounts maintained 
for foreign customers 

• adhere to “know-your-customer” requirements concerning foreign customers 
who use “payable-through accounts” held by the U.S. entity for foreign financial 
institutions 

• keep identification records on foreign financial institutions’ customers whose 
transactions are routed through the foreign financial institution’s correspondent 
accounts with the U.S. financial institution 

• honor limitations on correspondent or payable-through accounts maintained for 
foreign financial institutions.®^ 


®' 31 U.S.C. 53 18A. The circumstances considered in the case of a suspect jurisdiction are: 
evidence of organized crime or terrorist transactions there; the extent to which the 
jurisdiction’s bank secrecy or other regulatory practices encourage foreign use; the extent and 
effectiveness of the jurisdiction’s banking regulation; the volume of financial transactions in 
relation to the size of the jurisdiction’s economy; whether international watch dog groups 
(such as the Financial Action Task Force) have identified the jurisdiction as an offshore 
banking or secrecy haven; the existence or absence of a mutual legal assistance treaty between 
the U.S. and the jurisdiction; and the extent of official corruption within the jurisdiction. The 
institutional circumstances weighed before imposing special measures with respect to 
particular institutions or types of accounts or transactions include the intent to which the 
suspect institution or types of accounts or transactions are particularly attractive to money 
launderers, the extent to which they can be used by legitimate businesses, and the extent to 
which focused measures are likely to be successful. 

The House report describes these measures in greater detail: “Section [311] adds a new 
section 53 18A to the Bank Secrecy Act, authorizing the Secretary of the Treasury to require 
domestic financial institutions and agencies to take one or more of five ‘special measures’ if 
the Secretary finds that reasonable grounds exist to conclude that a foreign jurisdiction, a 
financial institution operating outside the United States, a class of international transactions, 
or one or more types of accounts is a ‘primary money laundering concern.’ Prior to invoking 
any of the special measures contained in section 53 1 8A(b), the Secretary is required to consult 
with the Chairman of the Board of Governors of the Federal Reserve System, any other 
appropriate Federal banking agency, the Securities and Exchange Commission, the National 
Credit Union Administration Board, and, in the sole discretion of the Secretary, such other 
agencies and interested parties as the Secretary may find to be appropriate. Among other 
things, this consultation is designed to ensure that the Secretary possesses information on the 
effect that any particular special measure may have on the domestic and international banking 
system. In addition, the Committee encourages the Secretary to consult with non-governmental 
‘interested parties,’ including, for example, the Bank Secrecy Act Advisory Group, to obtain 
input from those who may be subject to a regulation or order under this section. 

“Prior to invoking any of the special measures contained in section 531 8A, the Secretary 
must consider three discrete factors, namely ( 1 ) whether other countries or multilateral groups 
have taken similar action; (2) whether the imposition of the measure would create a significant 
competitive disadvantage, including any significant cost or burden associated with 
compliance, for firms organized or licensed in the United States; and (3) the extent to which 
the action would have an adverse systemic impact on the payment system or legitimate 
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business transactions. 

“Finally, subsection (a) makes clear that this new authority is not to be construed as 
superseding or restricting any other authority of the Secretary or any other agency. 

“Subsection (b) of the new section 5318A outlines the five ‘special measures’ the 
Secretary may invoke against a foreign jurisdiction, financial institution operating outside the 
U.S., class of transaction within, or involving, a jurisdiction outside the U.S., or one or more 
types of accounts, that he finds to be of primary money laundering concern. 

“The first such measure would require domestic financial institutions to maintain records 
and/or file reports on certain transactions involving the primary money laundering concern, 
to include any information the Secretary requires, such as the identity and address of 
participants in a transaction, the legal capacity in which the participant is acting, the beneficial 
ownership of the funds (in accordance with steps that the Secretary determines to be 
reasonable and practicable to obtain such information), and a description of the transaction. 
The records and/or reports authorized by this section must involve transactions from a foreign 
jurisdiction, a financial institution operating outside the United States, or class of international 
transactions within, or involving, a foreign jurisdiction, and are not to include transactions that 
both originate and terminate in, and only involve, domestic financial institutions. 

“The second special measure would require domestic financial institutions to take such 
steps as the Secretary determines to be reasonable and practicable to ascertain beneficial 
ownership of accounts opened or maintained in the U.S. by a foreign person (excluding 
publicly traded foreign corporations) associated with what has been determined to be a 
primary money laundering concern. 

“The third special measure the Secretary could impose in the case of a primary money 
laundering concern would require domestic financial institutions, as a condition of opening or 
maintaining a ‘payable-through account’ for a foreign financial institution, to identify each 
customer (and representative of the customer) who is permitted to use or whose transactions 
flow through such an account, and to obtain for each customer (and representative) 
information that is substantially comparable to the information it would obtain with respect 
to its own customers. A ‘payable-through account’ is defined for purposes of the legislation 
as an account, including a transaction account (as defined in section 19(b)(1)(C) of the 
Federal Reserve Act), opened at a depository instimtion by a foreign financial institution by 
means of which the foreign financial institution permits its customers to engage, either directly 
or through a sub-account, in banking activities usual in connection with the business of 
banking in the United States. 

“The fourth special measure the Secretary could impose in the case of a primary money 
laundering concern would require domestic financial institutions, as a condition of opening or 
maintaining a ‘correspondent’ account for a foreign financial institution, to identify each 
customer (and representative of the customer) who is permitted to use or whose transactions 
flow through such an account, and to obtain for each customer (and representative) 
information that is substantially comparable to the information that it would obtain with 
respect to its own customers. With respect to a bank, the term ‘correspondent account’ means 
an account established to receive deposits from and make payments on behalf of a foreign 
financial institution. 

“The fifth measure the Secretary could impose in the case of a primary money 
laundering concern would prohibit or impose conditions (beyond those already provided for 
in the third and fourth measures) on domestic financial institutions’ correspondent or 
payable-through accounts with foreign banking institutions. In addition to the required 
consultation with the Chairman of the Board of Governors of the Federal Reserve, prior to 
imposing this measure the Secretary is also directed to consult with the Secretary of State and 
the Attorney General. 

“The five special measures authorized by this section may be imposed in any sequence 
or combination as the Secretary determines. The first four special measures may be imposed 
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Due Diligence. Section 312 demands that all U.S. financial i n stitutions have 
policies, procedures, and controls in place to identify instances where their 
correspondent and private banking accounts with foreign individuals and entities 
might be used for money laundering purposes, 31 U.S.C. 5318(i). They must 
establish enhanced due diligence standards for correspondent accounts held for 
offshore banking institutions (whose licenses prohibit them from conducting financial 
activities in the jurisdiction in which they are licensed) or institutions in money 
laundering jurisdictions designated by the Secretary of the Treasmy or by international 
watch dog groups such as the Financial Action Task Force. The standards must at 
least involve reasonable efforts to identify the ownership of foreign institutions which 
are not publicly held; closely monitor the accounts for money laundering activity; and 
to hold any foreign bank, for whom the U.S. institution has a correspondent account, 
to the same standards with respect to other correspondent accounts maintained by the 
foreign bank. In the case of private banking accounts of $1 million or more, U.S. 
financial institutions must keep records of the owners of the accounts and the source 
of funds deposited in the accounts. They must report suspicious transactions and, 
when the accounts are held for foreign officials, guard against transactions involving 
foreign official corruption.®^ 


by regulation, order, or otherwise as permitted by law. However, if the Secretary proceeds by 
issuing an order, the order must be accompanied by a notice of proposed rulemaking relating 
to the imposition of the special measure, and may not remain in effect for more than 120 days, 
except pursuant to a relation prescribed on or before the end of the 120-day period. The 
fifth special measure may be imposed only by regulation,” H.R.Rep.No. 107-250, at 68-9. 

® See generally, H.R.Rep.No. 107-250, at 71-2 (“Section P12] amends 31 U.S.C. 5318 to 
require financial institutions that establish, maintain, administer, or manage private banking 
or correspondent accounts for non-U.S. persons to establish appropriate, specific, and, where 
necessary, enhanced due diligence policies, procedures, and controls to detect and report 
instances of money laundering through those accounts. 

“The section requires financial institutions to apply enhanced due diligence procedures 
when opening or maintaining a correspondent account for a foreign bank operating (1) under 
a license to conduct banking activities which, as a condition of the license, prohibits the 
licensed entity from conducting banking activities with the citizens of, or with the local 
currency of, the country which issued the license; or (2) under a license issued by a foreign 
country that has been designated (a) as non-cooperative with international anti-money 
laundering principles by an intergovernmental group or organization of which the United 
States is a member, with which designation the Secretary of the Treasury concurs, or (b) by 
the Secretary as warranting special measures due to money laundering concerns. 

“The enhanced due diligence procedures include (1) ascertaining the identity of each of 
the owners of the foreign bank (except for banks that are publicly traded); (2) conducting 
enhanced scrutiny of the correspondent account to guard against money laundering and report 
any suspicious activity; and (3) ascertaining whether the foreign bank provides correspondent 
accounts to other foreign banks and, if so, the identity of those foreign banks and related due 
diligence information. 

“For private banking accounts requested or maintained by a non-United States person, 
a financial institution is required to implement procedures for (1) ascertaining the identity of 
the nominal and beneficial owners of, and the source of funds deposited into, the account as 
needed to guard against money laundering and report suspicious activity; and (2) conducting 
enhanced scrutiny of any such account requested or maintained by, or on behalf of, a senior 
foreign political figure, or his immediate family members or close associates, to prevent. 
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General Regulatory Matters. The Act establishes several other regulatory 
mechanisms directed at the activities involving U.S. financial institutions and foreign 
individuals or institutions. Section 313, for instance, in another restriction on 
correspondent accounts for foreign financial institutions, prohibits U.S. financial 
institutions from maintaining correspondent accounts either directly or indirectly for 
foreign shell banks (banks with no physical place of business®'') which have no 
affiliation with any financial institution through which their banking activities are 
subject to regulatory supervision.®® 

The Act, in section 325, empowers the Secretary of the Treasury to promulgate 
regulations to prevent financial institutions from allowing their customers to conceal 
their financial activities by taking advantage of the institutions’ concentration account 
practices.®® 

The Secretary of the Treasury is instructed in section 326 to issue regulations for 
financial institutions’ minimum new customer identification standards and record- 


detect and report transactions that may involve the proceeds of foreign corruption. A private 
bank account is defined as an account (or any combination of accoimts) that requires a 
rninimum aggregate deposit of funds or other assets of not less than $1 million; is established 
on behalf of one or more individuals who have a direct or beneficial ownership in the account; 
and is assigned to, or administered or managed by, an officer, employee or agent of a financial 
institution acting as a liaison between the institution and the direct or beneficial owner of the 
account. 

“This section directs the Secretary of the Treasury, within 6 months of enactment of this 
bill and in consultation with appropriate Federal functional regulators, to further define and 
clarify, by regulation, the requirements imposed by this section”). 

®‘* Or more exactly, a bank which has no physical presence in any country; a “physical 
presence” for a foreign bank is defined as “a place of business that - (i) is maintained by a 
foreign bank; (ii) is located at a fixed address (other than solely an electronic address) in a 
country in which the foreign bank is authorized to conduct banking activities, at which 
location the foreign bank - (I) employs 1 or more individuals on a full-time basis; and (II) 
maintains operating records relating to its banking activities; and (iii) is subject to inspection 
by the banking authority which licensed the foreign bank to conduct banking activities,” 3 1 
U.S.C. 5318G)(4). 

31 U.S.C. 5318G); H.R.Rep.No. 107-250, at 72 (2001). 

®® The Act does not define “concentration accounts,” although the House Financial Services 
Committee report provides some incite into the section’s intent, H.R.Rep.No. 1 07-250, at 72-3 
(2001)(“This section gives the Secretary of the Treasury discretionary authority to prescribe 
regulations governing the maintenance of concentration accounts by financial institutions, to 
ensure that these accounts are not used to prevent association of the identity of an individual 
customer with the movement of funds of which the customer is the direct or beneficial owner. 
If promulgated, the regulations are required to prohibit financial institutions from allowing 
clients to direct transactions into, out of, or through the concentration accounts of the 
institution; prohibit financial institutions and their employees from inforrning customers of the 
existence of, or means of identifying, the concentration accounts of the institution; and to 
establish written procedures governing the dociunentation of all transactions involving a 
concentration account.”) 
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keeping and to recommend a means to effectively verify the identification of foreign 
customers/’ 


31 U.S.C. 5318(0; H.R.Rep.No. 107-250, at 62-3 (2001)(“Section [326](a) amends 31 
U.S.C. 5318 by adding a new subsection governing the identification of account holders. 
Paragraph (1) directs Treasury to prescribe regulations setting forth minim u m standards for 
customer identification by financial institutions in connection with the opening of an account. 
By referencing ‘customers’ in this section, the Committee intends that the regulations 
prescribed by Treasury take an approach similar to that of regulations promulgated under title 
V of the Gramm-Leach-Bliley Act of 1999, where the functional regulators defined 
‘ customers ’ and ‘ customer relationship’ for purposes of the financial privacy mles. Under this 
approach, for example, where a mutual fund sells its shares to the public through a 
broker-dealer and maintains a ‘street name’ or omnibus account in the broker-dealer's name, 
the individual purchasers of the fund shares are customers of the broker-dealer, rather than 
the mutual fund. The mutual fund would not be required to ‘look through’ the broker-dealer 
to identify and verify the identities of those customers. Similarly, where a mutual fund sells 
its shares to a qualified retirement plan, the plan, and not its participants, would be the fund's 
customers. Thus, the fund would not be required to ‘look through’ the plan to identify its 
participants. 

“Paragraph (2) requires that the regulations must, at a minimum, require financial 
institutions to implement procedures to verify (to the extent reasonable and practicable) the 
identity of any person seeking to open an account, maintain records of the information used 
to do so, and consult applicable lists of known or suspected terrorists or terrorist 
organizations. The lists of known or suspected terrorists that the Committee intends financial 
institutions to consult are those already supplied to financial institutions by the Office of 
Foreign Asset Control (OF AC), and occasionally by law enforcement and regulatory 
authorities, as in the days immediately following the September 11, 2001, attacks on the 
World Trade Center and the Pentagon. It is the Committee's intent that the verification 
procedures prescribed by Treasury make use of information currently obtained by most 
financial institutions in the account opening process. It is not the Committee's intent for the 
regulations to require verification procedures that are prohibitively expensive or impractical. 

“Paragraph (3) requires that Treasury consider the various types of accounts maintained 
by various financial institutions, the various methods of opening accounts, and the various 
types of identifying information available in promulgating its regulations. This would require 
Treasury to consider, for example, the feasibility of obtaining particular types of information 
for accounts opened through the mail, electronically, or in other situations where the 
accountholder is not physically present at the financial institution. Millions of Americans open 
accounts at mutual funds, broker-dealers, and other financial institutions in this manner; it is 
not the Committee's intent that the regulations adopted pursuant to this legislation impose 
burdens that would make this prohibitively expensive or impractical. This provision allows 
Treasury to adopt regulations that are appropriately tailored to these types of accounts. 

“Current regulatory guidance instmcts depository institutions to make reasonable efforts 
to determine the tme identity of all customers requesting an institution's services. (See, e.g., 
FDIC Division of Supervision Manual of Exam Policies, section 9.4 VI.) The Committee 
intends that the regulations prescribed under this section adopt a similar approach, and impose 
requirements appropriate to the size, location, and type of business of an institution. 

“Paragraph (4) requires that Treasury consult with the appropriate functional regulator 
in developing the regulations. This will help ensure that the regulations are appropriately 
tailored to the business practices of various types of financial institutions, and the risks that 
such practices may pose. 

“Paragraph (5) gives each functional regulator the authority to exempt, by regulation 
or order, any financial institution or type of account from the regulations prescribed under 
paragraph (1). 
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Federal regulatory authorities must approve the merger of various financial 
institutions under the Bank Holding Company Act, 12 U.S.C. 1842, and the Federal 
Deposit Insurance Act, 12 U.S.C. 1828. Section 327 requires consideration of an 
institution’s anti-money laundering record when such mergers are proposed, 12 
U.S.C. 1842(c)(6), 1828(c)(ll). 

Section 314 directs the Secretary of the Treasury to promulgate regulations in 
Order to encourage financial institutions and law enforcement agencies to share 
information concerning suspected money laundering and terrorist activities, 3 1 U. S .C. 
53 1 1 note. 

Section 3 1 9(b) requires U.S. financial institutions to respond to bank regulatory 
authorities’ requests for anti-money laundering records (within 120 hours) and to 
Justice or Treasury Department subpoenas or summons for records concerning 
foreign deposits (within 7 days), 31 U.S.C. 5318(k). Section 319 also calls for civil 
penalties of up to $ 1 0,000 a day for financial institutions who have failed to terminate 
correspondent accounts with foreign institutions that have ignored Treasury or Justice 
Department subpoenas or summons, 31 U.S.C. 53 18(h)(3). 

Section 352 directs the Secretary of the Treasury to promulgate regulations, in 
consultation with other appropriate regulatory authorities, requiring financial 
institutions to maintain anti-money laundering programs which must include at least 
a compliance officer; an employee training program; the development of internal 
policies, procedures and controls; and an independent audit feature.** 

Section 359 subjects money transmitters to the regulations and requirements of 
the Currency and Foreign Transactions Reporting Act (31 U.S.C. 5311 et seq.) and 
directs the Secretary of the Treasury to report on the need for additional legislation 
relating to domestic and international underground banking systems. 

Federal law obligates the Administration to develop a national strategy for 
combating money laundering and related financial crimes, 31 U.S.C. 5341. Section 
354 insists that the strategy contain data relating to the funding of international 
terrorism and efforts to prevent, detect, and prosecute such funding, 31 U.S.C. 
5341(b)(12). 

Section 364 authorizes the Board of Governors of the Federal Reserve to hire 
guards to protect members of the Board, as well as the Board’s property and 
personnel and that of any Federal Reserve bank. The guards may carry firearms and 
make arrests, 12 U.S.C. 248(q). 

Reports to Congress. Section 366 instructs the Secretary of the Treasury 
to report on methods of improving the compliance of financial institutions with the 
currency transaction reporting requirements and on the possibility of expanding 


“Paragraph (6) requires that Treasury's regulations prescribed under paragraph (1) 
become effective within one year after enactment of this bill’’). 

31 U.S.C. 5318(h); H.R.Rep.No. 107-250, at 72 (2001), 


68 
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exemptions to the requirements with an eye to improving the quality of data available 
for law enforcement purposes and reducing the number of unnecessary filings.® 

Section 324 instructs the Secretary of the Treasury to report on the execution 
of authority granted under the International Counter Money Laundering and Related 
Measures subtitle (III-A) of the Act and to recommend any appropriate related 
legislation, 31 U.S.C. 5311 note. 

International Cooperation. Reflecting concern about the ability of law 
enforcement officials to trace money transfers to this country from overseas, section 
328 instructs the Secretary of the Treasury, Secretary of State and Attorney General 
to make every effort to encourage other governments to require identification of the 
originator of international wire transfers.^® 

Section 330 expresses the sense of the Congress that the Administration should 
seek to negotiate international agreements to enable U.S. law enforcement officials 
to track the financial activities of foreign terrorist organizations, money launderers 
and other criminals. 

Section360 authorizes the Secretary ofthe Treasury to direct the U.S. Executive 
Directors of the various international financial institutions (i.e., the International 
Monetary Fund, the International Bank for Reconstruction and Development, the 
European Bank for Reconstruction and Development, the International Development 
Association, the International Finance Corporation, the Multilateral Investment 
Guarantee Agency, the African Development Bank, the African Development Fund, 
the Asian Development Bank, the Bank for Economic Development and Cooperation 
in the Middle East and North Africa, and the InterAmerican Investment Corporation): 
(1) to support the loan and other benefit efforts on behalf of countries that the 
President determines have supported our anti-terrorism efforts, and (2) to vote to 
ensure that funds from those institutions are not used to support terrorism. 


® 31 U.S.C. 5313 note; H.R.Rep.No. 107-205, at 65 (2001). 

H.R.Rep.No. 107-250, at 67 (2001)(“This section directs the Secretary of the Treasiiry, 
in consultation with the Attorney General and the Secretary of State, to (1) take all reasonable 
steps to encourage foreign governments to require the inclusion of the name of the originator 
in wire transfer instructions sent to the U.S. and other countries; and (2) report aimually to 
Congress on Treasury's progress in achieving this objective, and on impediments to instituting 
a regime in which all appropriate identification about wire transfer recipients is included with 
wire transfers from their point of origination until disbursement. 

“The Committee is concerned that inadequate information on the originator of wire 
transfers from a number of foreign jurisdictions makes it difficult for both law enforcement 
and financial institutions to properly understand the source of funds entering the United States 
in wire transfers. Such a lack of clarity could aid money launderers or terrorists in moving 
their funds into the United States financial system. Additionally, while arguments have been 
made that there are technical impediments to requiring that complete addressee information 
appear on all wire transfers terminating in or passing through the United States, the 
Committee believes that having such information is technically feasible and would aid both 
financial institutions in performing due diligence and law enforcement in tracking or seizing 
money that is the derivative of or would be used in the commission of a crime”). 



CRS-35 


Crimes. Federal criminal money laundering statutes punish both concealing the 
fruits of old offenses and financing new ones. They proscribe financial transactions 
which: 


• involve more than $10,000 derived from one of a list of specified underlying 
crimes, 18 U.S.C. 1957, or 

• are intended to promote any of the designated predicate offenses, or 

• are intended to evade taxes, or 

• are designed to conceal the proceeds generated by any of the predicate 
offenses, or 

• are crafted to avoid transaction reporting requirements, 18 U.S.C. 1956. 

They also condemn transporting funds into, out of, or through the United States with 
the intent to further a predicate offense, conceal its proceeds, or evade reporting 
requirements, 18 U.S.C. 1956. Offenders face imprisonment for up to twenty years, 
fines of up to $500,000, civil penalties, 18 U.S.C. 1956, 1957, and confiscation of the 
illicit funds involved in a violation or in any of the predicate offenses, 1 8 U.S.C. 98 1 , 
982. 


The Act contains a number of new money laundering crimes, as well as 
amendments and increased penalties for existing crimes. Section 315, for example, 
adds several crimes to the federal money laundering predicate offense list of 1 8 U. S .C. 
1956. The newly added predicate offenses include crimes in violation of the laws of 
the other nations when the proceeds are involved in financial transactions in this 
country: crimes of violence, public corruption, smuggling, and offenses condemned 
in treaties to which we are a party, 18 U.S.C. 1956(c)(7)(B). Additional federal 
crimes also join the predicate list: 

• 18 U.S.C. 541 (goods falsely classified) 

• 18 U.S.C. 922(1) (unlawful importation of firearms) 

• 18 U.S.C. 924(n) (firearms trafficking) 

• 18 U.S.C. 1030 (computer fraud and abuse) 

• felony violations of the Foreign Agents Registration Act, 22 U.S.C. 618. 

As the report accompanying H.R. 3004 explains: 

This amendment enlarges the list of foreign crimes that can lead to money 
laundering prosecutions in this country when the proceeds of additional foreign 
crimes are laundered in the United States. The additional crimes include all 
crimes of violence, public corruption, and offenses covered by existing bilateral 
extradition treaties. The Committee intends this provision to send a strong signal 
that the United States will not tolerate the use of its financial institutions for the 
purpose of laundering the proceeds of sueh activities. H.R.Rep.No. 107-250, at 
55 (2000). 

In this same vein, section 376 adds the crime of providing material support to a 
terrorist organization (18 U.S.C. 2339B) to the predicate offense list and section 3 1 8 
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expands 18 U.S.C. 1956 to cover financial transactions conducted in foreign financial 
institutions 7' 

Section 329 makes it a federal crime to corruptly administer the money 
laundering regulatory scheme. Offenders are punishable by imprisonment for not 
more than 15 years and a fine of not more than three times the amount of the bribe. 

Section 5326 of title 31 authorizes the Secretary of the Treasury to impose 
temporary, enhanced reporting requirements upon financial institutions in areas 
victimized by substantial money laundering activity (geographic targeting regulations 
and orders). Section 353 makes it clear that the civil sanctions, criminal penalties, 
and prohibitions on smurfing (structuring transactions to evade reporting 
requirements) apply to violations of the regulations and orders issued under 3 1 U.S.C. 
5326.’^ It also extends the permissible length of the temporary geographical orders 
from 60 to 180 days. 

Violations of the special measures and special due diligence requirements of 
sections 311 and 312 are subject to both civil and criminal penalties by virtue of 
section 363's amendments to 31 U.S.C. 5321(a) and 5322. The amendments 
authorize civil penalties and criminal fines of twice the amount of the transaction but 
not more than $1 million. Criminal offenders would be subject to a fine in the same 
amount. 


“[Sjection 1956 of title 18, United States Code, makes it an offense to conduct a 
transaction involving a financial institution if the transaction involves criminally derived 
property. Similarly, 18 U.S.C. 1957 creates an offense relating to the deposit, withdrawal, 
transfer or exchange of criminally derived funds ‘by, to or through a financial institution.’ For 
the purposes of both statutes, the term ‘financial institution’ is defined in 3 1 U.S.C. 53 12. See 
18 U.S.C. 1956(c)(6); 18 U.S.C. 1957(f). 

“The definition of ‘financial institution’ in 5312 does not explicitly include foreign 
banks. Such banks may well be covered because they fall within the meaning of ‘commercial 
bank’ or other terms in the statute, but as presently drafted, there is some confusion over 
whether the government can rely on section 53 12 to prosecute an offense under either 1956 
or 1957 involving a transaction through a foreign ba^, even if the offense occurs in part in 
the United States. For example, if a person in the United States sends criminal proceeds 
abroad— say to a Mexican bank— and launders them through a series of financial transactions, 
the government conceivably could not rely on the definition of a ‘financial institution’ in 
1956(c)(6) to establish that the transaction was a ‘financial transaction’ within the meaning 
of 1956(c)(4)(B) (defining a ‘financial transaction’ as a transaction involving the use of a 
‘financial institution’), or that it was a ‘monetary transaction’ within the meaning of 1957(f) 
(defining ‘monetary transaction’ as, inter alia, a transaction that would be a ‘financial 
transaction’ under 1 956(c)(4)(B)). 

“Similarly, the money laundering laws in effect in most countries simply make it an 
offense to launder the proceeds of any crime, foreign or domestic. In the United States, 
however, the money laundering statute is violated only when a person launders the proceeds 
of one of the crimes set forth on a list of ‘specified unlawful activities. ’ 1 8 U. S.C. 1 956(c)(7). 
Currently only a handful of foreign crimes appear on that list. See 1956(c)(7)(B),” 
H.R.Rep.No. 107-250, at 38 (2000). 

Cf., H.R.Rep.No. 107-250, at 57. 
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Earlier federal law prohibited the operation of illegal money transmitting 
businesses, 18 U.S.C. 1960. Section 373 amends the proscription to make it clear 
that the prohibition must be breached “knowingly” and to cover businesses which are 
otherwise lawful but which transmit funds they know are derived from or intended for 
illegal activities. It also amends 18 U.S.C. 981(a)(1)(A) to permit civil forfeiture 
of property involved in a transaction in violation of 18 U.S.C. 1960.’^ 

Sections 374 and 375 of the Act seek to curtail economic terrorism by increasing 
and making more uniform the penalties for counterfeiting U.S. or foreign currency 
and by making it clear that the prohibitions against possession of counterfeiting 
paraphernalia extend to their electronic equivalents.’"* They increase the maximum 
terms of imprisonment for violation of: 

• 18 U.S.C. 471 (obligations or securities of the U.S.) from 15 to 20 years; 

• 18 U.S.C. 472 (uttering counterfeit obligations and securities) from 15 to 20 
years; 

• 18 U.S.C. 473 (dealing in counterfeit obligations and securities) from 10 to 20 
years; 


“The operation of an unlicensed money transmitting business is a violation of Federal law 
under 18 U.S.C. 1960. First, section 104 clarifies the scienter requirement in 1960 to avoid 
the problems that occurred when the Supreme Court interpreted the currency transaction 
reporting statutes to require proof that the defendant knew that stmcturing a cash transaction 
to avoid the reporting requirements had been made a criminal offense. See Ratzlaf v. United 
States, 114 S. Ct. 655 (1994). The proposal makes clear that an offense under 1960 is a 
general intent crime for which a defencMt is liable if he knowingly operates an unlicensed 
money transmitting business. For purposes of a criminal prosecution, the Government would 
not have to show that the defendant knew that a State license was required or that the Federal 
registration requirements promulgated pursuant to 31 U.S.C. 5330 applied to the business. 

“Second, section 104 expands the definition of an unlicensed money transmitting 
business to include a business engaged in the transportation or transmission of funds that the 
defendant knows are derived from a criminal offense, or are intended to be used for an 
unlawful purpose. Thus, a person who agrees to transmit or to transport drug proceeds for a 
drug dealer, or funds from any source for a terrorist, knowing such funds are to be used to 
commit a terrorist act, would be engaged in the operation of an unlicensed money transmitting 
business. It would not be necessary for the Government to show that the business was a 
storefront or other formal business open to walk-in trade. To the contrary, it would be 
sufficient to show that the defendant offered his services as a money transmitter to another. 

“Finally, when Congress enacted 1960 in 1992, it provided for criminal but not civil 
forfeiture. The proposal corrects this oversight, and allows the government to obtain forfeiture 
of property involved in the operation of an illegal money transmitting business even if the 
perpetrator is a fugitive,” H.R.Rep.No. 107-250, at 54 (2001). 

“This section makes it a criminal offense to possess an electronic image of an obligation 
or security document of the United States with intent to defraud. The provision harmonizes 
counterfeiting language to clarify that possessing either analog or digital copies with intent to 
defraud constitutes an offense. This section mimics existing language that makes it a felony 
to possess the plates from which currency can be printed, and takes into account the fact that 
most counterfeit currency seized today is generated by computers or computer-based 
equipment. The section also increases maximum sentences for a series of counterfeiting 
offenses,” H.RRep.No. 107-250, at 75-6 (2001). 
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• 18 U.S.C. 476 (taking impressions of tools used for obligations and securities) 
from 10 to 25 years; 

• 18 U.S.C. 477 (possessing or selling impressions of tools used for obligations 
or securities) from 10 to 25 years; 

• 18 U.S.C. 484 (connecting parts of different notes) from 5 to 10 years; 

• 18 U.S.C. 493 (bonds and obligations of certain lending agencies) from 5 to 10 
years; 

• 18 U.S.C. 478 (foreign obligations or securities) from 5 to 20 years; 

• 1 8 U. S.C. 479 (uttering counterfeit foreign obligations or securities) from 3 to 
20 years; 

• 18 U.S.C. 480 (possessing counterfeit foreign obligations or securities) from 
1 to 20 years; 

• 18 U.S.C. 481 (plates, stones, or analog, digital, or electronic images for 
counterfeiting foreign obligations or securities) from 5 to 25 years; 

• 18 U.S.C. 482 (foreign bank notes) from 2 to 20 years; and 

• 18 U.S.C. 483 (uttering counterfeit foreign bank notes) from 1 to 20 years. 

Aliens believed to have engaged in money laundering may not enter the United 
States, section 1 006 (8 U.S.C. 11 82(a)(2)(I)). The same section directs the Secretary 
of State to maintain a watchlist to ensure that they are not admitted, 8 U.S.C. 1182 
note. 


Bulk Cash. Customs officials ask travelers leaving the United States whether 
they are taking $10,000 or more in cash with them. Section 1001 of title 18 of the 
United States Code makes a false response punishable by imprisonment for not more 
than 5 years. Section 5322 of title 3 1 makes failure to report taking $ 1 0,000 or more 
to or from the United States punishable by the same penalties. The Act's bulk cash 
smuggling offense, section 371, augments these proscriptions with a somewhat 
unique feature, 3 1 U.S.C. 5332 - a criminal forfeiture of the smuggled cash in lieu of 
a criminal fine. The basic offense outlaws smuggling cash into or out of the United 
States. The concealment element of the offense seems to cover everything but in-sight 
possession as long as an amount $10,000 or more is carried in manner to evade 
reporting.’^ 

The section appears to be the product of reactions to the Supreme Court’s 
decision in United States v. Bajakian, 524 U.S. 321 (1998). There officials had 
confiscation $350,000 because Bajakian attempted to leave the country without 
declaring it, a violation of 3 1 U.S.C. 5322. In the view of the Court, the confiscation 
was grossly disproportionate to the gravity of the offense and consequently contrary 
to the Constitution’s excessive fines clause, 524 U.S. at 337. The Committee Report 
accompanying H.R. 3004 explains the Justice Department’s assurance that casting 
surreptitious removal of cash from the United States as a smuggling rather than a false 
reporting offense will avoid the adverse consequences of the Supreme Court's 


“For purposes of this section, the concealment of currency on the person of any individual 
includes concealment in any article of clothing worn by the individual or in any luggage, 
backpack, or other container worn or carried by such individual,” 3 1 U.S.C. 5332(a)(2). 
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examination of forfeiture in false reporting cases under the Constitution's Excessive 
Fines Claused® 

Section 5317 of title 31 once called for civil forfeiture of property traceable to 
a violation of 3 1 U.S.C. 5316 (reports on exporting or importing money instruments 
worth $ 1 0,000 or more). Section 372 of the Act recasts section 53 1 7 to provide for 
civil and criminal forfeitures for violations of 31 U.S.C. 5316, of 31 U.S.C. 5313 
(reports on domestic coins and currency transactions involving $10,000 or more) and 
of 31 U.S.C. 5324 (structuring transactions to evade reporting requirements 
(smurfing)). 

Extraterritorial Jurisdiction. The Act makes 18 U.S.C. 1029, the federal 
statute condemning various crimes involving credit cards, PIN numbers and other 
access devices, applicable overseas if the card or device is issued by or controlled by 
an American bank or other entity and some article is held in or transported to or 
through the United States during the course of the offense, section 377. The change 
was part of the original Justice Department proposals. Justice explained that, 
“[financial crime[] admits of no border, utilizing the integrated global financial 
network for ill purposes. This provision would apply the financial crimes prohibitions 
to conduct committed abroad, so long as the tools or proceeds of the crimes pass 
through or are in the United States,” DoJdX §408. The section, however, appears to 
limit the otherwise applicable extraterritorial jurisdiction implicit in section 1029, since 
federal courts would likely recognize extraterritorial jurisdiction over a violation 


“As recent Congressional hearings have demonstrated, currency smuggling is an extremely 
serious law enforcement problem. Hundreds of millions of dollars in U.S. currency - 
representing the proceeds of drug trafficking and other criminal offenses - is aimually 
transported out of the United States to foreign countries in shipments of bulk cash. Smugglers 
use all available means to transport the currency out of the country, from false bottoms in 
personal luggage, to secret compartments in automobiles, to concealment in durable goods 
exported for sale abroad. . . . 

“Presently, the only law enforcement weapon against such smuggling is section 53 16 of 
title 31, United States Code, which makes it an offense to transport more than $10,000 in 
currency or monetary instruments into, or out of, the United State without filing a report with 
the United States Customs Service. The effectiveness of section 5316 as a law enforcement 
tool has been diminished, however, by a recent Supreme Court decision. In United States v. 
Bajakajian, 1 18 S.Ct. 2028 (1998), the Supreme Court held that section 5316 constitutes a 
mere reporting violation, which is not a serious offense for purposes of the Excessive Fines 
Clause of the Eighth Amendment. Accordingly, confiscation of the full amount of the 
smuggled currency is unconstitutional, even if the smuggler took elaborate steps to conceal 
the currency and otherwise obstruct justice. 

“Confiscation of the smuggled currency is, of course, the most effective weapon that can 
be employed against currency smugglers. Accordingly, in response to the Bajakajian 
decision, the Department of Justice proposed making the act of bulk cash smuggling itself a 
criminal offense, and to authorize the imposition of the full range of civil and criminal 
sanctions when the offense is discovered. Because the act of concealing currency for the 
purpose of smuggling it out of the United States is inherentiy more serious than simply failing 
to file aC ustoms report, strong and meaningful sanctions, such as confiscation of the 
smuggled currency, are likely to withstand Eighth Amendment challenges to the new statute,” 
H.R.Rep.No. 107-250 at 36-7 (2001). 
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under either circumstance (issued by a U.S. entity or physical presence in the U.S.) 
as well as a number of others.’^ 

Venue. Section 1004 relies on dicta in United States v. Cabrales, 524 U.S. 1, 
8 (1998), in order to permit a money laundering prosecution to be brought in the 
place where the crime which generated the funds occurred, “if the defendant 
participated in the transfer of the proceeds,’’ 18 U.S.C. 1956(i). 

Ordinarily, the Constitution requires that a crime be prosecuted in the state and 
district in which it occurs, in the case of money laundering,’* in the state and district 
in which the monetary transaction takes place. The Supreme Court in Cabrales held 
that a charge of money laundering in Florida, of the proceeds of a Missouri drug 
trafficking, could not be tried in Missouri. The Court declared in dicta, however, that 
“money laundering . . . arguably might rank as a continuing offense, triable in more 
than one place, if the launderer acquired the funds in one district and transported them 
into another,” 524 U.S. at 8.” 

Forfeiture. Forfeiture is the government confiscation of property as a 
consequence of crime.*® The forfeiture amendments of the Act fall into two 
categories. Some make adjustments to those portions of federal forfeiture law which 
govern the confiscation of property derived from, or used to facilitate, various federal 
crimes. Others follow the pattern used for the war-time confiscation of the property 
of enemy aliens under the Trading With the Enemy Act, 50 U.S.C.App. 1 et seq. 
(TWEAX forfeitures which turn on the ownership of the property rather than upon 
its proximity to any particular crime. 

Constitutional Considerations. The Act adds TWEA-like amendments to 
the International Emergency Economic Powers Act (lEEP A), 50U.S.C. 1701 etseq., 
which already allowed the President to freeze the assets of foreign terrorists under 
certain conditions. Under lEEPA, as amended by section 106 of the Act, the 
President or his delegate may confiscate and dispose of any property, within the 


” United States v. Bowman, 260 U.S. 94, 97-8 (1922); Ford v. United States, 273 U.S. 593, 
623 (1927). For a general discussion of the extraterritorial application of federal criminal 
\s>N,see, Doyle, Extraterritorial Application of American Criminal Law, CRSREP.NO. 94- 
166A(Mar. 13, 1999). 

’* “The trial of all crimes . . . shall be held in the state where the said crimes shall have been 
committed; but when not committed within any state, the trial shall be at such place or places 
as the Congress may by law have directed,” U.S. Const. Art.III, §2, cl.3. 

“[I]n all criminal prosecutions, the accused shall enjoy the right to a speedy and public 
trial, by an impartial jury of the state and district wherein the crime shall have been 
committed; which district shall have been previously ascertained by law,” U. S. Const. Amend. 
VI. 

” See also, United States v. Rodriguez-Moreno, 526 U.S. 275, 280-81 n.4 (1999) (holding 
that acquiring and using a firearm in Maryland in comiection with a kidnaping in New Jersey 
might constitutionally be prosecuted in New Jersey under a statute which outlawed possession 
of a firearm “during and in relation to” a crime of violence. 

*® For general background information, see, Doyle, Crime and Forfeiture, CRS REP .No. 97- 
139A(Oct. 11,2000). 
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jurisdiction of the United States, belonging to any foreign individual, foreign entity, 
or foreign country whom they determine to have planned, authorized, aided or 
engaged in an attack on the United States by a foreign country or foreign nationals. 
The section also permits the government to present secretly (ex parte and in camera) 
any classified information upon which the forfeiture was based should the decision be 
subject to judicial review. The Justice Department requested the section as a revival 
of the President's powers in times of unconventional wars.^' By virtue of section 316, 
property owners may initiate a challenge to a confiscation by filing a claim under the 
rules applicable in maritime confiscations. The section permits two defenses to 
forfeiture - that the property is not subject to confiscation under section 106 or that 
the claimant is entitled to the innocent owner defense of 18 U.S.C. 983(d).*^ The 
characterization of the defenses as “affirmative defense” indicates that the claimant 
bears the burden of proof. The innocent owner defenses of 18 U.S.C. 983(d) are 
probably not available in cases under section 106, since that section is explicitly 


“This section is designed to accomplish two principal objectives. First, the section restores 
to the President, in limited circumstances involving armed hostilities or attacks against the 
United States, the power to confiscate and vest in the United States property of enemies during 
times of national emergency, which was contained in the Trading with the Enemy Act, 50 
App. U.S.C. §5(b)(TWEA) until 1977. Until the International Economic Emergency Act 
(lEEPA) was passed in 1977, section 5(b) permitted the President to vest enemy property in 
the United States during time of war or national emergency. When lEEPA was passed, it did 
not expressly include a provision permitting the vesting of property in the United States, and 
section 5(b) of TWEA was amended to apply only ‘during the time of war.’ 50 App.U.S.C. 

“This new provision tracks the vesting language currently in section 5(b) of TWEA and 
permits the President, only in the limited circumstances when the United States is engaged in 
military hostilities or has been subject to an attack, to confiscate property of any foreign 
country, person, or organization involved in hostilities or attacks on the United States. Like 
the original provision in TWEA, it is an exercise of Congress's war power imder Article I, 
section 8, clause 11 of the Constitution and is designed to apply to unconventional warfare 
where Congress has not formally declared war against a foreign nation. 

“The second principal purpose of this amendment to lEEPA is to ensure that reviewing 
courts may base their mlings on an examination of the complete administrative record in 
sensitive national security or terrorism cases without requiring the United States to 
compromise classified information. New section (c) would authorize a reviewing court, in the 
process of verifying that determinations made by the executive branch were based upon 
substantial evidence and were not arbitrary or capricious, to consider classified evidence ex 
parte and in camera. This would ensure that reviewing courts have the best and most 
complete information upon which to base their decisions without forcing the United States to 
choose between compromising highly sensitive intelligence information or declining to take 
action against individuals or entities that may present a serious threat to the United States or 
its nationals. A similar accommodation mechanism was enacted by Congress in the Anti- 
Terrorism and Effective Death Penalty Act of 1996, 8 U.S.C. § 1 1 89(b)(2),” DoJ at § 1 59. 

“An owner of property that is confiscated under any provision of law relating to the 
confiscation of assets of suspected international terrorists, may contest that confiscation by 
filing a claim in the marmer set forth in the Federal Rules of Civil Procedure (Supplemental 
Rules for Certain Admiralty and Maritime Claims), and asserting as an affirmative defense 
that - (1) the property is not subject to confiscation under such provision of law; or (2) the 
innocent owner provisions of section 983(d) of title 1 8, United States Code, apply to the case,” 
Sec. 316(a). 
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excepted from the coverage of 18 U.S.C. 983.“ The challenge proceedings permit 
the court to admit evidence, such as hearsay evidence, that would not otherwise be 
admissible under the Federal Rules of Evidence if the evidence is reliable and if 
national security might be imperiled should dictates of the Federal Rules be followed, 
§3 16(b). The section recognizes the rights of claimants to proceed alternatively 
under the Constitution or the Administrative Procedure Act.“ 

The Justice Department also recommended enactment of an overlapping 
provision which ultimately passed as section 806 of the Act without any real 
discussion of the relationship of the two sections.^^ Section 806 authorizes 
confiscation of all property, regardless of where it is found, of any individual, entity, 
or organization engaged in domestic or international terrorism (as defined in 18 
U.S.C. 2331),®^ against the United States, Americans or their property, 18 U.S.C. 


“ 18 U.S.C. 983(i)(2)(D). 

“The exclusion of certain provisions of Federal law from the definition of the term ‘civil 
forfeiture statute’ in section 983(i) of title 18, United States Code, shall not be consfrued to 
deny an owner of property the right to contest the confiscation of assets of suspected 
international terrorists under - (A) subsection (a) of this section; (B) the Constitution; or (C) 
subschapter II of chapter 5 of title 5, United States Code (commonly known as the 
‘Administrative Procedure Act’),” Sec. 316(c)(1). 

“ “Current law does not contain any authority tailored specifically to the confiscation of 
terrorist assets. Instead, currently, forfeiture is authorized only in narrow circumstances for 
the proceeds of murder, arson, and some terrorism offenses, or for laundering the proceeds of 
such offenses. However, most terrorism offenses do not yield ‘proceeds,’ and available 
current forfeiture laws require detailed tracing that is quite difficult for accounts coming 
through the banks of countries used by many terrorists. 

“This section increases the government's ability to strike at terrorist organizations' 
economic base by permitting the forfeiture of its property regardless of the source of the 
property, and regardless of whether the property has actually been used to commit a terrorism 
offense. This is similar in concept to the forfeiture now available under RICO. In parity with 
the drug forfeiture laws, the section also authorizes the forfeiture of property used or intended 
to be used to facilitate a terrorist act, regardless of its source. There is no need for a separate 
criminal forfeiture provision because criminal forfeiture is incorporated under current law by 
reference. The provision is retroactive to permit it to be applied to the events of September 
1 1 , 200 1 ,” DoJ, at §403 . The House Report on H.R. 2975 which contained versions of both 
sections is no more explicit on the relation of the two sections. 

“(1) the term ‘international terrorism’ means activities that - (A) involve violent acts or 
acts dangerous to human life that are a violation of the criminal laws of the United States or 
of any State, or that would be a criminal violation if committed within the jurisdiction of the 
United States or of any State; (B) appear to be intended - (i) to intimidate or coerce a civilian 
population; (ii) to influence the policy of a government by intimidation or coercion; or (iii) to 
affect the conduct of a government by mass destruction, assassination or kidnapping; and (C) 
occur primarily outside the territorial jurisdiction of the United States, or transcend national 
boundaries in terms of the means by which they are accomplished, the persons they appear 
intended to intimidate or coerce, or the locale in which their perpetrators operate or seek 
asylum . . . (5) the term ‘domestic terrorism’ means activities that - (A) involve acts 
dangerous to human life that are a violation of the criminal laws of the United States or of any 
State; (B) appear to be intended - (i) to intimidate or coerce a civilian population; (ii) to 
influence the policy of a government by intimidation or coercion; or (iii) to affect the conduct 
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981(a)(1)(G). Section 806 as discussed below also calls for the more common 
confiscation of property derived from and or facilitating acts of domestic or 
international terrorism against the United States or its citizens. Confiscations under 
806 may be challenged under the procedures of 18 U.S.C. 983, since they are not 
exempted there. To the extent that forfeiture under section 806 is based on 
international rather than domestic terrorism, claimants may also use the procedures 
of section 316. 

Confiscation based solely on the fact that the property is owned by a criminal 
offender, rather than that it is derived from or facilitates some crime is fairly 
uncommon. It is the mark of common law forfeiture of estate. At common law, a 
felon forfeited all of his property. Most contemporary forfeiture statutes employ 
statutory forfeiture, a more famihar presence in American law,*’ which consists of the 
confiscation of things whose possession is criminal, of the fruits of crime, and of the 
means of crime - untaxed whiskey, the drug dealer’s profits, and the rum runner’s 
ship. 

Three characteristics set forfeiture of estate apart. The property is lost solely by 
reason of its ownership by a felon. All of a felon’s property is confiscated, not merely 
that which is related to the crime for which he is convicted. Finally, it occasions 
attainder which negates the felon’s right to hold property or for title to property to 
pass through him to his heirs. It was with this in mind, that the Framers declared that 
“no attainder of treason shall work corruption of blood or forfeiture exception during 
the life of the person attainted.”** And for this reason. President Lincoln insisted that 
the confiscated real estate of Confederate supporters should revert their heirs at 
death.*’ 


of a government by mass destruction, assassination or kidnapping; and (C) occur primarily 
within the territorial jurisdiction of the United States,” 1 8 U.S.C. 233 1 ( l),(5)(as amended by 
section 802 of the Act). 

*’ Austin V. United States, 509 U.S. 602, 611-12 (1993)(“Three kinds of forfeiture were 
established in England at the time the Eighth Amendment was ratified in the United States: 
deodand, forfeiture, and statutory forfeiture .... Of England’s three kinds of forfeiture, only 
the third took hold in the United States”). 

** U.S.Const. Art.III, §3, cl.2. 

*’12 Stat. 589, 627 (1862). Some would suggest a fourth distinction: that it follows a felony 
conviction. This is hardly a distinction, since over time legislation creating statutory 
forfeitures has employed criminal in personam proceedings following criminal conviction as 
a means of accomplishing confiscation. 
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Neither section 106 nor 806 require conviction of the terrorist property ov^^ner.^® 
Both call for forfeiture of all of the terrorist’s property, without requiring any nexus 
to the terrorist’s offenses other than terrorist ownership. Neither makes any explicit 
provision for the terrorist’s heirs. Section 106 applies only to foreign persons, 
organizations, or countries, but section 806 recognizes no such distinction. 

Of course, the Supreme Court long ago confirmed the constitutional validity of 
a seemingly similar pattern in TWEA under the President’s war powers.®’ The Court 
was careful to point out, however, that the TWEA procedure was not really 
forfeiture or confiscation for the benefit of the United States, but by express statutory 
provision a liquidation measure to protect the creditors of enemy property owners.®^ 
Neither section 106 nor 806 are part of TWEA and neither explicitly treats the 
proceeds of confiscation as a fund for the benefit of creditors. Moreover, broad as 
the President’s war powers may be, they would hardly seem to provide a justification 
for section 806, which embraces domestic terrorism and is neither limited to foreign 
offenders nor predicated upon war-like hostilities. 

Criminal forfeitures, civil forfeitures with punitive as well as remedial purposes, 
and civil forfeitures whose effect is so punitive as to negate any presumption of 
remedial purpose, all raise other constitutional points of interest. The Eighth 
Amendment’s excessive fines clause prohibits criminal forfeitures, and civil forfeitures 
with at least some punitive purposes, that are grossly disproportionate to the gravity 
of the crimes which trigger them.®® The Fifth Amendment’s double jeopardy clause 
applies to crirninal forfeitures and civil forfeitures which are so punitive as to negate 


®® Although by operation of law property subject to civil forfeiture of section 806 may be 
confiscated upon conviction of the property owner for any crime of domestic or international 
terrorism, 28 U.S.C. 2461(c)(“If a forfeiture of property is authorized in connection with a 
violation of an Act of Congress, and any person is charged in an indictment or information 
with such violation but no specific statutory provision is made for criminal forfeiture upon 
conviction, the Government may include the forfeiture in the indictment or information in 
accordance with the Federal Rules of Criminal Procedure, and upon conviction, the court shall 
order the forfeiture of the property in accordance with the procedures set forth in section 413 
of the Controlled Substances Act”). 

®’ Silesian American Corp. V. Clark, 332 U.S. 469 (1947); cf., Societe Internationale v. 
Rogers, 357 U.S. 197, 21 1 (1958)(“this summary power to seize property which is believed 
to be enemy-owned is rescued from constitutional invalidity under the Due Process and Just 
Compensation Clauses of the Fifth Amendment only by those provisions of the Act which 
afford a non-enemy claimant a later judicial hearing as to the propriety of the seizure”). 

Zittman v. McGrath, 341 U.S. 471, 473-74 (1951)(citing 50 U.S.C.App. 34) (“While the 
statute under which the funds are to be ‘held, administered and accounted for’ authorizes the 
vesting of such foreign-owned property in the custodian and its administration ‘in the interest 
of and for the benefit of the United States,’ it is not a confiscation measure, but a liquidation 
measure for the protection of American creditors. It provides for the filing and proving of 
claims and states that the funds ‘shall be equitably applied for the pajnnents of debts”). 

®® United States v. Bajakajian, 524 U.S. 321, 337 (1998); Austin v. United States, 509 U.S. 
602, 622 (1993). 
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any presumption of remedial purposes.^'* The same has been said of the applicability 
of the ex post facto clause.^^ 

The limitations on criminal forfeitures would apply to the forfeitures under 
section 806 when prosecuted as criminal forfeitures by operation of 28 U.S.C. 
2461(c). The offenses that activate section 106 and 806 confiscations, however, are 
of such gravity that successful excessive fine clause challenges are unlikely, even if 
the value of confiscated property were extraordinarily high. 

On the other hand, there is more than a little support for the argument that 
section 106 and 806 constitute punitive rather than remedial measures. They are 
potentially severe. Section 806 calls for the total impoverishment of those to whom 
it applies (all assets foreign and domestic), while section 106 anticipates confiscation 
of all assets within the jurisdiction of the United States. They seem to undermine any 
claim to remedial purpose by reaching those assets that neither facilitate the 
commission of terrorism nor constitute its fruits. Moreover, in its analysis of the 
language of section 806 , the Justice Department described it as conceptually akin to 
the criminal forfeiture provisions of RICO.®® If the courts find section 106 or 806 are 
civil in name but criminal in nature, they may well conclude that efforts to enforce the 
sections are bound by the limitations of the double jeopardy and ex post facto clauses. 

Other Forfeiture Amendments. In order to more effectively enforce money 
laundering penalties and prosecute civil forfeiture actions involving foreign individuals 
or entities, section 317 of the Act establishes a procedure for long-arm jurisdiction 
over individuals and entities located overseas and for the appointment of a federal 
receiver to take control of contested assets during the pendency of the proceedings.®^ 


United States v. Ursery, 518 U.S. 267, 278 (1996). 

See e.g.. United States v. Certain Funds (Hong Kong and Shanghai Banking Corp.), 96 
F.3d 20, 26-7 (2d Cir. 1996). Where die ex post facto clauses do not apply, the validity of 
retroactive statutes is judged by due process clause standards. There is a presumption against 
retroactive application in such instances absent a clear indication of contrary Congressional 
intent grounded in the view that due process demands certain nainirnal notice of the law’s 
demands, Landgrafv. USI Film Products, 511 U.S. 244, 265-66 (1994). 

DoJ, at §403. 

18 U.S.C. 1956(b). C/, H.R.Rep.No. 107-250, at 54-5 (200 l)(“The first provision in this 
section creates a long arm statute that gives the district court jurisdiction over a foreign 
person, including a foreign bank, that commits a money laundering offense in the United 
States or converts laundered funds that have been forfeited to the Government to his own use. 
Thus, if the Government files a civil enforcement action under section 1956(b), or files a civil 
lawsuit to recover forfeited property Ifom a third party, the district court would have 
jurisdiction over the defendant if the defendant has been served with process pursuant to the 
applicable statutes or rules of procedure, and the constitutional requirement of minimum 
contacts is satisfied in one of three ways: the money laundering offense took place in the 
United States; in the case of converted property, the property was the property of the United 
States by virtue of a civil or criminal forfeiture judgment; or in the case of a financial 
institution, the defendant maintained a correspondent bank account at another bank in the 
United States. Under this provision, for example, the district courts would have had 
jurisdiction over the defendant in the circumstances described in United States v. Swiss 




CRS-46 


In the case of inter-bank accounts where a bank in a foreign nation has an 
account in a bank located in the United States, section 3 19(a) allows seizure of funds 
in an account here when the foreign bank has received money laundering or drug 
trafficking deposits overseas.’* Confiscation proceedings are conducted pursuant to 
18U.S.C. 953. 

Federal law has for some time permitted criminal forfeiture orders to reach 
substitute assets if the property of the defendant subject to confiscation has become 
imavailable. Section 319(d) establishes a procedure under which a convicted 


American Bank, 191 F.3d 30 (f Cir. 1999). 

“The second provision, modeled on 18 U.S.C. 1345(b), gives the district court the power 
to restrain property, issue seizure warrants, or take other action necessary to ensure that a 
defendant in an action covered by the statute does not dissipate the assets that would be 
needed to satisfy a judgment. 

“This section also authorizes a court, on the motion of the Government or a State or 
Federal regulator, to appoint a receiver to gather and protect assets needed to satisfy a 
judgment under sections 1956 and 957, and the forfeiture provisions in sections 98 1 and 982. 
This authority is intended to apply in three circumstances: (1) when there is a judgment in a 
criminal case, including an order of restitution, following a conviction for a violation of 
section 1956 or 1957; (2) when there is a judgment in a civil case under section 1956(b) 
assessing a penalty for a violation of either section 1956 or 1957; and (3) when there is a civil 
forfeiture judgment under section 98 1 or a criminal forfeiture judgment, including a personal 
money judgment, under section 982. 

“The amendment also makes section 1956(b) applicable to violations of section 1957. 
It applies to conduct occurring before the effective date of the Act”). 

’* 18 U.S.C. 981(k). H.R.Rep.No. 107-250, at 57-8 (2001)(“Section 114 creates a new 
provision in the civil forfeiture statute, 18 U.S.C. 981(k), authorizing the forfeiture of funds 
found in an interbank account. The new provision is necessary to reconcile the law regarding 
the forfeiture of funds in bank accounts with the realities of the global movement of electronic 
funds and the use of off-shore banks to insulate criminal proceeds from forfeiture. To 
prevent drug dealers and other criminals from taking advantage of certain nuances of 
forfeiture law to insulate their property from forfeiture even though it is deposited in a bank 
account in the United States, it is necessary to change the law regarding the location of the 
debt that a bank owes to its depositor, and the identity of the real party in interest with 
standing to contest the forfeiture. The amendment in this section addresses the location issue 
by treating a deposit made into an account in a foreign bank that has a correspondent account 
at a U.S. bank as if the deposit had been made into the U.S. bank directly. Second, the section 
treats the deposit in the correspondent account as a debt owed directly to the depositor, and 
not as a debt owed to the respondent bank. In other words, the correspondent account is 
treated as if it were the foreign bank itself, and the funds in the correspondent account were 
debts owed to the foreign bank's customers. 

“Under this arrangement, if funds traceable to criminal activity are deposited into a 
foreign bank, the Government may bring a forfeiture action against funds in that bank's 
correspondent account, and only the initial depositor, and not the intermediary bank, would 
have standing to contest it. 

“The section authorizes the Attorney General to suspend or terminate a forfeiture in 
cases where there exists a conflict of laws between the U.S. and the jurisdiction in which the 
foreign bank is located, where such suspension or termination would be in the interest of 
justice and not harm U.S. national interests”). 
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defendant may be ordered to transfer property to this country from overseas if the 
property is subject to confiscation.’^ 

Prior to enactment of the Act, federal law permitted confiscation of any property 
in the United States that could be traced to a drug offense committed overseas, if the 
offense was punishable as a felony under the laws of the nation where it occurred and 
if the offense would have been a felony if committed here.’“ Section 320 enlarges 
this provisions to cover not only drug offenses but any of the crimes in the money 
laundering predicate offense list of 18 U.S.C. 1956(c)(7)(B), and continues the 
reciprocal felony requirements. This treatment is comparable to the early coverage 
of the federal statute, 28 U.S.C. 2467, which permitted enforcement of foreign 
confiscation orders in the case of drug offenses or the crimes on the money laundering 
predicate offense list. Section 323 of the Act amends the foreign forfeiture 
enforcement statute to (1) expand the grounds for enforcement to include any crime 
which would have provided the grounds for confiscation had the offense been 
committed in the United States; (2) to authorize restraining orders to freeze the target 
property while enforcement litigation is pending; and (3) to limit the absence-of- 
timely-notice defense.'®^ 


” Cf., H.R.Rep.No. 107-250, at 58-9 (2001) (“Section 1 16 authorizes a court to order a 
criminal defendant to repatriate his property to the United States in criminal cases. In criminal 
forfeiture cases, the sentencing court is authorized to order the forfeiture of ‘ substitute assets’ 
when the defendant has placed the property otherwise subject to forfeiture ‘beyond the 
jurisdiction of the court.’ Frequently, this provision is applied when a defendant has 
transferred drug proceeds or other criminally derived property to a foreign country. In many 
cases, however, the defendant has no other assets in the United States of a value 
commensurate with the forfeitable property overseas. In such cases, ordering the forfeiture of 
substitute assets is a hollow sanction. 

“This section amends 21 U.S.C. 853 to make clear that a court in a criminal case may 
issue a repatriation order— either post-trial as part of the criminal sentence and judgment, or 
pre-trial pursuant to the court's authority imder 2 1 U.S.C. 853(e) to restrain property— so that 
they will be available for forfeiture. Failure to comply with such an order would be punishable 
as a contempt of court, or it could result in a sentencing enhancement, such as a longer prison 
term, under the U.S. Sentencing Guidelines, or both”). 

18 U.S.C. 981(a)(1)(B). 

H.R.Rep.No. 107-250, at 56 (2001)(“This section is intended to reinforce the United 
States' compliance with the Vieima Convention. It amends 18 U.S.C. 981(a)(1)(B) to allow 
the United States to institute its own action against the proceeds of foreign criminal offenses 
when such proceeds are found in the United States. As required by the Vienna Convention, 
it also authorizes the confiscation of property used to facilitate such crimes. The list of foreign 
crimes to which this section applies is determined by cross-reference to the foreign crimes that 
are money laundering predicates under 1956(c)(7)(B). This section will permit the forfeiture 
of property involved in conduct occurring before the effective date of the Acf ’). 

H.R.Rep.No. 107-250, at 59-60 (2001)(“Under current law, 28 U.S.C. 2467(d) gives 
Federal courts the authority to enforce civil and criminal forfeiture judgments entered by 
foreign courts. This section amends that provision to include a mechanism for preserving 
property subject to forfeiture in a foreign country. 

“Specifically, a Federal court could issue a restraining order under 18 U.S.C. 983(j) or 
register and enforce a foreign restraining order, if the Attorney General certified that such 
foreign order was obtained in accordance with the principles of due process. A person seeking 
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A fugitive may not challenge a federal forfeiture. Section 322 applies this 
fugitive disentitlement to corporations whose major shareholder is a fugitive or whose 
representative in the confiscation proceedings is a fugitive. 

Section 906 instructs the Attorney General, the Secretary of the Treasury, and 
the Director of Central Intelligence to submit a joint report with recommendations 
relating to the reconfiguration of the Foreign Terrorist Asset Tracking Center, the 
Office of Foreign Assets Control, and possibly FinCEN in “order to establish a 
capability to provide for the effective and efficient analysis and dissemination of 
foreign intelligence relating to the financial capabilities and resources of international 
terrorist organizations.” 


to contest the restraining order could do so on the ground that 28 U.S.C. 2467 was not 
properly applied to the particular case, but could not oppose the restraining order on any 
ground that could also be raised in the proceedings pending in a foreign court. This provision 
prevents a litigant from taking ‘two bites at the apple’ by raising objections to the basis for 
the forfeiture in the Federal court that he also raised, or is entitled to raise, in the foreign court 
where the forfeiture action is pending. It complements the existing provision in section 2467(e) 
providing that the Federal court is bound by the findings of fact of the foreign court, and may 
not look behind such findings in determining whether to enter an order enforcing a foreign 
forfeiture judgment. 

“This section also amends 28 U.S.C. 2467 to make clear that it is not necessary to prove 
that the person asserting an interest in the property received actual notice of the forfeiture 
proceedings. As is the case with respect to forfeitures under U.S. law, it is sufficient if the 
foreign nation takes steps to provide notice, in accordance with the principles of due process. 
See Gonzalez v. United States, 1997 WL 278123 (S.D.N.Y. 1997) (‘the [Gjovemment is not 
required to ensure actual receipt of notice that is properly mailed’); Albajon v. Gugliotta , 72 
F. Supp. 2d 1362 (S.D. Fla. 1999) (notice sent to various addresses on claimant's 
identifications, and mailed after claimant released from) ail, is sufficient to satisfy due process, 
even if claimant never received notice); United States v. Schiavo , 897 F. Supp. 644, 648 49 
(D. Mass. 1995) (sending notice to fugitive's last known address is sufficient; due process 
satisfied even if he did not receive the notice). 

“Finally, 28 U.S.C. 2467 is amended to authorize the enforcement of a forfeiture 
judgment based on any foreign offense that would constitute an offense giving rise to a civil 
or criminal forfeiture of the same property if the offense had been committed in the United 
States. This is one of two safeguards that the statute contains against the enforcement of 
judgments that the United States does not consider appropriate for enforcement: if the 
judgment is based on an act that would not constitute a crime in the United States, such as 
removing assets from the reach of a repressive regime, it could not be enforced. In addition, 
section 2467 already provides that a foreign judgment may only be enforced by a Federal 
court at the request of the United States, and only after the Attorney General has certified that 
the judgment was obtained in accordance with the principles of due process. Thus, neither a 
foreign Government nor a foreign private party could enforce a foreign judgment on its own 
under this provision.”). Note that the safeguard to which the report refers is the range of 
foreign offenses that will support an enforceable confiscation order, i.e., drug offenses and 
crimes on the money laundering predicate offense list, and that the amendment narrows that 
safeguard by adding additional foreign offenses , i. e . , any foreign equivalent of a federal crime 
which would support a confiscation order. 

28 U.S.C. 2466. 
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Alien Terrorists and Victims 

The Act contains a number of provisions designed to prevent alien terrorists 
from entering the United States, particularly from Canada; to enable authorities to 
detain and deport alien terrorists and those who support them; and to provide 
hxunanitarian immigration relief for foreign victims of the attacks on September 1 1 . 

Border Protection. The border protection provisions: 

• authorize the appropriations necessary to triple the number of Border Patrol, 
Customs Service, and Immigration and Naturalization Service (INS) personnel 
stationed along the Northern Border, section 401 

• authorize appropriations of an additional $50 nulhon for both INS and the 
Customers Service to upgrade their border surveillance equipment, section 402 

• remove for fiscal year 2001 the $30,000 ceiling on INS overtime pay for border 
duty, section 404 

• authorize appropriations of $2 million for a report to be prepared by the 
Attorney General on the feasibility of enhancing the FBI’s Integrated Automated 
Fingerprint Identification System (lAFIS) and similar systems to improve the 
reliability of visa applicant screening, section 405 

• authorize the appropriations necessary to provide the State Department and 
IN S with criminal record identification information relating to visa applicants and 
other applicants for admission to the United States, section 403. 

• instruct the Attorney General to report on the feasibility of the use of a 
biometric identifier scanning system with access to lAFIS for overseas consular 
posts and points of entry into the United States, section 1007 

• direct the Secretary of State to determine whether consular shopping is a 
problem, to take any necessary corrective action, and to report the action taken, 
section 418 

• express the sense of the Congress that the Administration should implement the 
integrated entry and exit data system called for by the Illegal Immigration 
Reform and Immigrant Responsibility Act of 1996 (8 U.S.C. 1365a), section414 

• add the White House Office of Homeland Security to the Integrated Entry and 
Exit Data System Task Force (8 U.S.C. 1365a note), section 415 

• call for the implementation and expansion of the foreign student visa 
monitoring program (8 U.S.C. 1372), section 416 


• limit countries eligible to participate in the visa waiver program to those with 
machine-readable passports as of October 1, 2003 (8 U.S.C. 1 187(c)), section 
417 
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• instruct the Attorney General to report on the feasibility of using biometric 
scanners to help prevent terrorists and other foreign criminals from entering the 
country, section 1008*°"' 

• authorize appropriations of $250,000 for the FBI to determine the feasibility 
of providing airlines with computer access to the names of suspected terrorists, 
section 1009 

• authorize reciprocal sharing of the State Department’s visa lookout data and 
related information with other nations in order to prevent terrorism, drug 
trafficking, slave marketing, and gun mnning, section 413 

Detention and Removal. Foreign nationals (aliens) are deportable from the 
United States, among other grounds, if they were inadmissible at the time they entered 
the country or if they have subsequently engaged in terrorist activity, 8 U.S.C. 1227 
(a)(1)(A), (a)(4)(B), 1 1 82(a)(3)(B)(iv). Aliens may be inadmissible for any number 
of terrorism-related reasons, 8 U.S.C. 1182 (a)(3)(B). Section 41 1 of the Act adds 
to the terrorism-related grounds upon which an ahen may be denied admission into 
the United States and consequently upon which he or she may be deported. 

Prior law recognized five terrorism- related categories of inadmissibility. Section 
411 redefines two of these - engaging in terrorist activity and representing a terrorist 
organization (8 U.S.C. 1 182(a)(3)(B)(iv), (a)(3)(B)(i)(IV)) - and it adds three more 
- espousing terrorist activity, being the spouse or child of an inadmissible alien 
associated with a terrorist organization, and intending to engage in activities that 
could endanger the welfare, safety or security fo the United States (8 U.S.C. 
1182(a)(3)(B)(i)(VI), (a)(3)(B)(i)(VII), 1182(a)(3)(F). It defined engaging in 
terrorist activity, which is grounds for both inadmissibility and deportation, to 
encompass soliciting on behalf of a terrorist organization or providing material 
support to a terrorist organization, 8 U.S.C. 1 1 82(a)(3)(B)(iii)(2000 ed.). It did not 
explain in so many words, however, what constituted a “terrorist organization,” but 
it presumably included groups designated as terrorist organizations under section 219 
of the Immigration and Nationality Act, 8 U.S.C. 1189. 

Section 41 1 defines “terrorist organization” to include not only organizations 
designated under section 219 but also organizations which the Secretary of State has 
identified in the Federal Register as having provided material support for, committed, 
incited, planned, or gathered information on potential targets of, terrorist acts of 
violence, 8 U.S.C. 1 182(a)(3)(B)(vi), (a)(3)(B)(iv). It then recasts the definition of 
engaging in terrorist activities to include solicitation on behalf of such organizations, 
or recruiting on their behalf, or providing them with material support, 8 U.S.C. 


As the House Judiciary Committee explained, “A biometric fingerprint scanning system 
is a sophisticated computer scanning technology that analyzes a person’s fingerprint and 
compares the measurement with a verified sample digitally stored in the system. The accuracy 
of these systems is claimed to be above 99.9%. The biometric identifier system contemplated 
by this section would have access to the database of the Federal Bureau of Investigation 
Integrated Automated Fingerprint Identification System,” H.R.Rep.No. 107-236, at 78 
( 2001 ). 
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1 1 82(a)(3)(B)(iv). Nevertheless, section 411 permits the Secretary of State or 
Attorney General to conclude that the material support prohibition does not apply to 
particular aliens, 8 U.S.C. 1 182(a)(3)(B)(vi). 

Prior law made representatives of terrorist organizations designated by the 
Secretary under section 2 1 9 (8 U.S.C. 1 1 89) inadmissible, 8 U.S.C. 1 1 82(a)(3)(B)(i) 
(IV)(2000 ed.). And so they remain. Section 41 1 makes representatives of political, 
social or similar groups, whose public endorsements of terrorist activities imdermines 
U.S. efforts to reduce or eliminate terrorism, inadmissible as well, 8 U.S.C. 
1882(a)(3) (B)(i)(IV). 

An individual who uses his or her place of prominence to endorse, espouse, or 
advocate support for terrorist activities or terrorist organizations in a manner which 
the Secretary of State concludes undermines our efforts to reduce or eliminate 
terrorism becomes inadmissible under section 411, 8 U.S.C. 1 182(a)(3)(B)(i)(VI). 

The spouse or child of an alien, who is inadmissible on terrorist grounds for 
activity occurring within the last 5 years, is likewise inadmissible, unless the child or 
spouse was reasonably unaware of the disqualifying conduct or has repudiated the 
disqualifying conduct, 8 U.S.C. 1 1 82(a)(3)(B)(i)(VII), 1 182(a)(3)(B)(ii). 

Finally, any alien, whom the Secretary of State or the Attorney General conclude 
has associated with a terrorist organization and intends to engage in conduct 
dangerous to the welfare, safety, security of the United States w hil e in this country, 
is inadmissible, 8 U.S.C. 1182(a)(3)(F). 

Section 21 9 of the Immigration and Nationality Act (8 U.S.C. 1 1 89) permits the 
Secretary to designate as terrorist organizations any foreign group which he finds to 
have engaged in terrorist activities. A second subsection 411(c) permits him to 
designate groups which as subnational groups or clandestine agents, engage in 
“premeditated, politically motivated violence perpetrated against noncombatant 
targets,” or groups which retain the capacity and intent to engage in terrorism or 
terrorist activity, 8 U.S.C. 1189(a)(1)(B). 

Section 412 permits the Attorney General to detain alien terrorist suspects for 
up to seven days, 8 U.S.C. 1226a. He must certify that he has reasonable grounds to 
believe that the suspects either are engaged in conduct which threatens the national 
security of the United States or are inadmissible or deportable on grounds of 
terrorism, espionage, sabotage, or sedition. Wi t h in seven days, the Attorney General 
must initiate removal or criminal proceedings or release the alien. If the alien is held, 
the determination must be reexamined every six months to confirm that the alien's 
release would threaten national security or endanger some individual or the general 
public. The Attorney General's determinations are subject to review only under writs 
of habeas corpus issued out of any federal district court but appealable only to the 
United States Court of Appeals for the District Columbia. The Attorney General 
must report to the Judiciary Committee on the details of the operation of section 4 12. 

Uncertain is the relationship between section 412 and the President's Military 
Order of November 13, 2001, which allows the Secretary of Defense to detain 
designated alien terrorist suspects, within the United States or elsewhere, without 
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express limitation or condition except with regard to food, water, shelter, clothing, 
medical treatment, religious exercise, and a proscription on invidious discrimination, 
66 Fed.Reg. 57833, 57834 (Nov. 16, 2001). 

Victims. The Act contains a number of provisions designed to provide 
immigration relief for foreign nationals, victimized by the attacks of September 1 1. 
It provides for; 

• permanent resident alien status for eligible aliens and members of their family 
who but for the events of September 1 1 would have been eligible for employer- 
sponsored permanent resident alien status, section 421'“^ 

• extended filing deadlines for aliens prevented from taking timely action 
because of immigration office closures, airline schedule disruptions or other 
similar impediments, section 422'”^ 


“The Act provides permanent resident status through the special immigrant program to 
an alien who was the beneficiary of a petition filed (on or before September 1 1) to grant the 
alien permanent residence as an employer-sponsored immigrant or of an application for labor 
certification (filed on or before September 1 1 ), if the petition or application was rendered null 
because of the disability of the beneficiary or loss of employment of the beneficiary due to 
physical damage to, or destmction of, the business of the petitioner or applicant as a direct 
result of the terrorist attacks on September 1 1, or because of the death of the petitioner or 
applicant as a direct result of the terrorist attacks. Permanent residence would be granted to 
an alien who was the spouse or child of an alien who was the beneficiary of a petition filed on 
or before September 1 1 to grant the beneficiary permanent residence as a family-sponsored 
immigrant (as long as the spouse or child follows to join not later than September 11, 2003). 
Permanent residence would be granted to the beneficiary of a petition for a nonimmigrant visa 
as the spouse or the fiance (and their children) of a U.S. citizen where the petitioning citizen 
died as a direct result of the terrorist attack. The section also provides permanent resident 
status to the grandparents of a child both of whose parents died as a result of the terrorist 
attacks, if either of such deceased parents was a citizen of the U.S. or a permanent resident,” 
H.R.Rep.No. 107-236, at 66-7 (2001). 

106 “'j'jig ^ct provides that an alien who was legally in a nonimmigrant status and was 
disabled as a direct result of the terrorist attacks on September 1 1 (and his or her spouse and 
children) may remain lawfully in the U.S. (and receive work authorization) until the later of 
the date that his or her status normally terminates or September 1 1, 2002. Such status is also 
provided to the nonimmigrant spouse and children of an alien who died as a direct result of 
the terrorist attacks. 

“The Act provides that an alien who was lawfully present as a nonimmigrant at the time 
of the terrorist attacks will be granted 60 additional days to file an application for extension 
or change of status if the alien was prevented from so filing as a direct result of the terrorist 
attacks. Also, an alien who was lawfully present as a nonimmigrant at the time of the attacks 
but was then unable to timely depart the U.S. as a direct result of the attacks will be 
considered to have departed legally if doing so before November 1 1 . An alien who was in 
lawful nonimmigrant status at the time of the attacks (and his or her spouse and children) but 
not in the U.S. at that time and was then prevented from returning to the U.S. in order to file 
a timely application for an extension of status as a direct result of the terrorist attacks will be 
given 60 additional days to file an application and will have his or her status extended 60 
days beyond the original due date of the application. 

“Under current law, winners of the fiscal year 2001 diversity visa lottery must enter the 
U.S. or adjust status by September 30, 2001. The Act provides that such an alien may enter 
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• preservation of certain immigration benefits available to alien family members 
that would be otherwise lost as a consequence of the death of a victim of 
September 1 1, section 423'®’ 

• limited easing of age restrictions on visas available to aliens under 21 years of 
age for those whose 2P‘ birthday occurred immediately before or soon after 
September 11, section 424'®* 

• temporary administrative relief for alien family members of a victim of 
September 1 1 who are not otherwise entitled to relief under the Act, section 425 


the U.S. or adjust status until April 1, 2002, if the alien was prevented from doing so by 
September 30, 2001 as a direct result of the terrorist attacks. If the visa quota for the 2001 
diversity visa program has already been exceeded, the alien shall be counted under the 2002 
program. Also, if a winner of the 2001 lottery died as a direct result of the terrorist attacks, 
the spouse and children of the alien shall still be eligible for permanent residence under the 
program. The ceiling placed on the number of diversity immigrants shall not be exceeded in 
any case. 

“Under the Act, in the case of an alien who was issued an immigrant visa that expires 
before December 3 1 , 2001 , if the alien was unable to timely enter the U.S. as a direct result 
of the terrorist attacks, the validity shall be extended until December 31. 

“Under the Act, in the case of an alien who was granted parole that expired on or after 
September 1 1 , if the alien was unable to enter the U.S. prior to the expiration date as a direct 
result of the terrorist attacks, the parole is extended an additional 90 days. 

“Under the Act, in the case of an alien granted voluntary departure that expired between 
September 1 1 and October 1 1, 2001 , voluntary departure is extended an additional 30 days,” 
H.R.Rep.No. 107-236, at 67-8 (2001). 

'®’ “Current law provides that an alien who was the spouse of a U.S. citizen for at least 2 
years before the citizen died shall remain eligible for immigrant status as an immediate 
relative. This also applies to the children of the alien. The Act provides that if the citizen died 
as a direct result of the terrorist attacks, the 2 year requirement is waived. 

“The Act provides that if an alien spouse, child, or unmarried adult son or daughter had 
been the beneficiary of an immigrant visa petition filed by a permanent resident who died as 
a direct result of the terrorist attacks, the alien will still be eligible for permanent residence. 
In addition, if an alien spouse, child, or immarried adult son or daughter of a permanent 
resident who died as a direct result of the terrorist attacks was present in the U.S. on 
September 11 but had not yet been petitioned for permanent residence, the alien can 
self-petition for permanent residence. 

“The Act provides that an alien spouse or child of an alien who 1) died as a direct result 
of the terrorist attacks and 2) was a permanent resident (petitioned-for by an employer) or an 
applicant for adjustment of status for an employment-based immigrant visa, may have his or 
her application for adjustment adjudicated despite the death (if the application was filed prior 
to the death),” H.RRep.No. 107-236, at 68 (2001).. 

'®* “Under current law, certain visas are only available to an alien until the alien’s 21st 
birthday. The Act provides that an alien whose 2 1 st birthday occurs this September and who 
is a beneficiary for a petition or application filed on or before September 1 1 shall be 
considered to remain a child for 90 days after the alien's 2P‘ birthday. For an alien whose 
2 1 St birthday occurs after this September, (and who had a petition for application filed on his 
or her behalf on or before September 11) the alien shall be considered to remain a child for 
45 days after the alien's 21st birthday,” H.R.Rep.No. 107-236, at 68 (2001). 
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• a denial of benefits of the Act to terrorists and their families, section 427 

•authority for the Attorney General to establish evidentiary standards to 
implement the alien victim provisions of the Act, section 426. 


Other Crimes, Penalties, & Procedures 

New Crimes. The Act creates new federal crimes for terrorist attacks on mass 
transportation facilities, for biological weapons offenses, for harboring terrorists, for 
affording terrorists material support, for misconduct associated with money 
laundering already mentioned, for conducting the affairs of an enterprise which 
affects interstate or foreign commerce through patterned commission of terrorist 
offenses, and for fraudulent charitable solicitation. Although strictly speaking these 
are new federal crimes, they generally supplement existing law filling gaps and 
increasing penalties. 

Pre-existing federal law criminalized, among other things, wrecking trains, 18 
U.S.C. 1992, damaging commercial motor vehicles or their facilities, 18 U.S.C. 33, 
or threatening to do so, 1 8 U.S.C. 35, destroying vessels within the navigable waters 
of the United States, 18 U.S.C. 2273, destruction of vehicles or other property used 
in or used in activities affecting interstate or foreign commerce by fire or explosives, 
18 U.S.C. 844(i), possession of a biological agent or toxin as a weapon or a threat, 
attempt, or conspiracy to do so, 1 8 U.S.C. 175, use of a weapon of mass destruction 
affecting interstate or foreign commerce or a threat, attempt, or conspiracy to do so, 
18 U.S.C. 2332a, commission of a federal crime of violence while armed with a 
firearm, or of federal felony while in possession of an explosive, 18 U.S.C. 924(c), 
844(h), conspiracy to commit a federal crime, 18 U.S.C. 371. 

The Act outlaws terrorist attacks and other actions of violence against mass 
transportation systems. Offenders may be imprisoned for life or any term of years, 
if the conveyance is occupied at the time of the offense, or imprisoned for not more 
than twenty years in other cases, section 801. Under its provisions, it is a crime to 
willfully: 

• wreck, derail, bum, or disable mass transit; 

• place a biological agent or destmctive device on mass transit recklessly or with 

the intent to endanger; 

• bum or place a biological agent or destmctive device in or near a mass transit 

facility knowing a conveyance is likely to be disabled; 

• impair a mass transit signal system; 

• interfere with a mass transit dispatcher, operator, or maintenance persoimel in 

the performance of their duties recklessly or with the intent to endanger; 

• act with the intent to kiU or seriously injure someone on mass transit property; 

• convey a false alarm concerning violations of the section; 

• attempt to violate the section; 

• threaten or conspire to violate the section 
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when the violation involves interstate travel, communication, or transportation of 
materials or that involves a carrier engaged in or affecting interstate or foreign 
commerce, 18 U.S.C. 1993. 

Prior to enactment of the Act, federal law proscribed the use of biological agents 
or toxins as weapons, 18U.S.C. 175. Assuggestedby the Justice Department,’®’ the 
Act, in section 817, makes two substantial changes. It makes it a federal offense, 
punishable by imprisonment for not more than ten years and/or a fine of not more than 
$250,000, to possess a type or quantity of biological material that cannot be justified 
for peaceful pmposes, 18 U.S.C. 175(b). Second, consistent with federal prohibitions 
on the possession of firearms, 18 U.S.C. 922(g), and explosives, 18 U.S.C. 842(i), it 
makes it a federal offenses for certain individuals - such as convicted felons, illegal 
aliens, and fugitives - to possess biological toxins or agents, 18 U.S.C. 175b.”® 
Offenders face the same sanctions, imprisonment for not more than ten years and/or 
a fine of not more than $250,000. 

It is a federal crime to harbor aliens, 8 U.S.C. 1324, or those engaged in 
espionage, 18 U.S.C. 792; or to commit misprision of a felony (which may take the 
form of harboring the felon), 18 U.S.C. 4; or to act as an accessory after the fact to 
a federal crime (including by harboring the offender), 18 U.S.C. 3. The Justice 
Department had asked that a terrorist harboring offense be added to the espionage 
section. It also recommended venue and extraterritorial auxiliaries.'” 


'®’ “Current law prohibits the possession, development, acquisition, etc. of biological agents 
or toxins for use as a weapon. 1 8 U.S.C. § 1 75 . This section amends the definition of ‘for use 
as a weapon’ to include all situations in which it can be proven that the defendant had a 
purpose other than a prophylactic, protective, or peaceful purpose. This will enhance the 
government's ability to prosecute suspected terrorists in possession of biological agents or 
toxins, and conform the scope of the cri mina l offense in 18 U.S.C. §175 more closely to the 
related forfeiture provision in 1 8 U.S.C. § 1 76 [which permits confiscations in cases where the 
amounts possessed exceed the quantities justifiable for peaceful purposes]. Moreover, the 
section adds a subsection to 1 8 U.S.C. § 1 75 which defines an additional offense of possessing 
a biological agent or toxin of a type or in a quantity that, imder the circumstances, is not 
reasonably justified by a prophylactic, protective or other peaceful purpose. This section also 
enacts a new statute, 18 U.S.C. 175b, which generally makes it an offense for a person to 
possess a listed biological agent or toxin if the person is disqualified from firearms possession 
under 18 U.S.C. §922(g). . . .’’DoJat §305. 

”® The section covers those under felony indictment, those convicted of a felony, fugitives, 
drug addicts, illegal aliens, mental defectives, aliens from countries which support terrorism, 
and those dishonorably discharged from the U.S. armed forces, 18 U.S.C. 175b(b)(2). 

'” “18 U.S.C. §792 makes it an offense to harbor or conceal persons engaged in espionage. 
There is no comparable provision for terrorism, though the harboring of terrorists creates a 
risk to the nation readily comparable to that posed by harboring spies. This section 
accordingly amends 18 U.S.C. §792 to make the same prohibition apply to harboring or 
concealing persons engaged in federal terrorism offenses as defined in section 309 of the bill,” 
DoJat ^301; Draft at §3 07(2) (“There is extraterritorial Federal jurisdiction over any violation 
(including, without limitation, conspiracy or attempt) of this section. A violation of this 
section may be prosecuted in any Federal judicial district in which the underlying offense was 
coimnitted, or in Federal judicial district as provided by law”). 
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The Act, in section 803, instead establishes a separate offense which punishes 
harboring terrorists by imprisonment for not more than ten years and/or a fine of not 
more than $250,000, 18 U.S.C. 2339. The predicate offense list consists of: 

• destruction of aircraft or their facilities, 18 U.S.C. 32; 

• biological weapons offenses, 18 U.S.C. 175; 

• chemical weapons offenses, 18 U.S.C. 229; 

• nuclear weapons offenses, 18 U.S.C. 831; 

• bombing federal buildings, 18 U.S.C. 844(f); 

• destruction of an energy facility, 18 U.S.C. 1366; 

• violence committed against maritime navigational facilities, 18 U.S.C. 2280; 

• offenses involving weapons of mass destruction, 18 U.S.C. 2232a; 

• international terrorism, 18 U.S.C. 2232b; 

• sabotage of a nuclear facility, 42 U.S.C. 2284; 

• air piracy, 49 U.S.C. 46502. 

It grants the Justice Department request to permit prosecution either in the place 
where the harboring occurred or where the underlying act of terrorism committed by 
the sheltered terrorist might be prosecuted. The Constitution, however, may insist 
that prosecution take place where the crime of harboring occurred.”^ 

Sections 2339A and 2339B of the title 18 of the United States Code ban 
providing material support to individuals and to organizations that commit various 
crimes of terrorism. The Act amends the sections in several ways in section 805. 
Section 2339B (support of a terrorist organization) joins section 2339A (support of 
a terrorist) as a money laundering predicate offense, 18 U.S.C. 1956(c)(7)(D) The 
predicate offense list of 18 U.S.C. 2339A (support to terrorists) grows to include: 


U.S. Const. Art.III, §2, cl.3 (“The trial of all crimes . . . shall be held in the state where the 
said crimes shall have been committed . . . .”); Amend. FV (“In all criminal prosecutions, the 
accused shall enjoy the right to a speedy and public trial, by an impartial jury of the state and 
district wherein the crime shall have been committed. . . .”); United States v. Cabrales, 524 
U.S. 1 (1998)(a defendant charged with one count of conspiracy to launder the proceeds of 
a Missouri dmg operation and two counts of laundering in Florida could not be prosecuted 
in Missouri on the laundering counts). The Court might be thought to have retreated 
somewhat from Cabrales when it later approved prosecution for carrying a firearm in relation 
to a crime of violence in federal court in New Jersey (where the underlying kidnaping 
occurred) notwithstanding the fact that the firearm had been acquired in Maryland after the 
defendants left New Jersey with their victim in tow. United States v. Rodriguez-Moreno^ 526 
U.S. 275, 280-8 1 n.4 (1999)(“By way of comparison, last Term in [Cabrales] we considered 
whether venue for money laundering, in violation of 18 U.S.C. 1956(a)(1)(B) (ii) and 1957, 
was proper in Missouri, where the laundered proceeds were unlawfully generated, or rather, 
only in Florida, where the prohibited laundering transactions occurred. As we interpreted the 
laimdering statutes at issue, they did not proscribe the anterior crirninal conduct that yielded 
the funds allegedly laundered. The existence of criminally generated proceeds was a 
circumstance element of the offense but the proscribed conduct - defendant’s money 
laundering activity - occurred after the fact of an offense begun and completed by others. 
Here, by contrast, given the ‘during and in relation to’ language [of section 924], the 
underlying crime of violence is a critical part of the §924(c)(l) offense”). 
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• chemical weapons offenses, 18 U.S.C. 229; 

• terrorist attacks on mass transportation, 18 U.S.C. 1993 ; 

• sabotage of a nuclear facility, 42 U.S.C. 2284; and 

• sabotage of interstate pipelines, 49 U.S.C. 60123(b). 

And it adds expert advice or assistance to the types of assistance that may not be 
provided under section 2339A. This last addition may encounter the same First 
Amendment vagueness problems some courts have found in assistance which takes 
the form of “training” and “personnel,” Humanitarian Law Projectv. Reno, 205 F.3d 
1 130, 1 137-136 (9th Cir. 2000)."^ Finally, the section announces that a prosecution 
for violation of section 2339A (support of terrorists) may be brought where the 
support is provided or where the predicate act of terrorism occurs. There may be 
some question whether the Constitution permits prosecution where the predicate act 
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occurs. 

Section 813 of the Act also accepts the Justice Department's suggestion that 
various terrorism offenses be added to the predicate offense list for RICO (racketeer 
influenced and eorrupt organizations) which proscribes acquiring or operating, 
through the patterned commission of any of a series of predicate offenses, an 
enterprise whose activities affect interstate or foreign commerce, 18 U.S.C. 1961.“^ 

Prior law, 18 U.S.C. 2325-2327, outlawed violation of Federal Trade 
Commission (FTC) telemarketing regulations promulgated under 15 U.S.C. 6101 et 
seq. Section 1011 of the Act brings fraudulent charitable solicitations within the 
FTC’s regulatory authority."® 


‘ " The Justice Department sought the expansion along with the enlargement of the predicate 
offense list, “18 U.S.C. §2339A prohibits providing material support or resources to 
terrorists. The existing definition of 'material support or resources' is generally not broad 
enough to encompass expert services and assistance - for example, advice provided by a 
person with expertise in aviation matters to facilitate an aircraft hijacking, or advice provided 
by an accountant to facilitate the concealment of fimds used to support terrorist activities. 
This section accordingly amends 18 U.S.C. §2339A to include expert services and assistance, 
making the offense applicable to experts who provide services or assistance knowing or 
intending that the services or assistance is to be used in preparing for or carrying out terrorism 
crimes. This section also amends 18 U.S.C. §2339A to conform its coverage of terrorism 
crimes to the more complete list specified in section 309 of the bill (‘Federal terrorism 
offenses’),” Do/ at 306. 

U.S. Const. Art.III, §2, cl.3; Amend. JV; United States v. Cabrales, 524 U.S. 1 (1998); 
United States v. Rodriguez-Moreno, 526 U.S. 275 (1999). 

“The list of predicate federal offenses for RICO, appearing in 18 U.S.C. §1961(1), 
includes none of the offenses which are most likely to be committed by terrorists. This section 
adds terrorism crimes to the list of RICO predicates, so that RICO can be used more 
frequently in the prosecution of terrorist organizations. As in various other provisions, the list 
of offenses in section 309 of the bill (‘Federal terrorism offenses’) is used in identifying the 
relevant crimes,” DoJ, at §304. 

For a general discussion, see. Wellborn, Combating Charitable Fraud: An Overview of 
State and Federal Law, CRS Rep .No. RS21058 (Nov. 7, 2001). 
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New Penalties. The Act increases the penalties for acts of terrorism and for 
crimes which terrorists might commit. More specifically it establishes an alternative 
maximum penalty for acts of terrorism, raises the penalties for conspiracy to commit 
certain terrorist offenses, envisions sentencing some terrorists to life-long parole, and 
increases the penalties for counterfeiting, cybercrime, and charity fraud. 

The Justice Department suggested an alternative term of imprisonment up to life 
imprisonment for anyone convicted of an offense designated a terrorist crime. It 
characterized its proposal as analogous to the standard fine provisions of 18 U.S.C. 
3 57 1 (b),(c). Section 357 1 sets a basic maximum fine of $250,000 for any individual 
who convicted of a federal felony notwithstanding any lower maximum fine called for 
in the statute that outlaws the offense.”^ 

The proposal, however, failed to identify the critical elements that would trigger 
the alternative.''^ Both practical and constitutional challenges might be thought to 
attend this failure to distinguish between those convicted of some “garden variety” 
crime of terrorism and the more serious offender meriting the alternative, 
supplementary penalty. Perhaps for this reason, the Act opted to simply increase the 
maximum penalties for various crimes of terrorism, particularly those which involve 
the taking of a hmnan life and are not aheady capital offenses, section 810. Thus, it 
increases the maximum terms imprisonment for: 

• for life-threatening arson or arson of a dwelling committed within a federal 
enclave, from 20 years to any term of years or life, 18 U.S.C. 81; 

• for causing more than $100,000 in damage to, or significantly impairing the 
operation of an energy facility, from 10 to 20 years (or any term of years or life, 
if death results), 18 U.S.C. 1366; 


“Under existing law, the maximum prison ter ms for federal offenses are normally 
determined by specifications in the provisions which define them. These provisions can 
provide inadequate maxima in cases where the offense is aggravated by its terrorist character 
or motivation. This section accordingly adds a new subsection (e) to 1 8 U.S.C. §3559 which 
provides alternative maximum prison terms, including imprisonment for any term of years or 
for life, for crimes likely to be committed by terrorists. This is analogous to the maximum 
fine provisions of 1 8 U.S.C. §357 1 (b)-(c) - which supersede lower fine amounts specified in 
the statutes defining particular offenses - and will more consistently ensure the availability 
of sufficiently high maximum penalties in terrorism cases. As in several other provisions of 
this bill, the list of the serious crimes most frequently committed by terrorists set forth in 
section 309 of the bill (‘Federal terrorism offenses’ is used in defining the scope of the 
provision,”Z)oJ, at §302. 

“A person convicted of any Federal terrorism offense may be sentenced to imprisonment 
for any term of years or for life, notwithstanding any maximum term of imprisonment 
specified in the law describing the offense. The authorization of imprisonment under this 
subsection is supplementary to, and does not limit, the availability of any other penalty 
authorized by the law describing the offense, including the death penalty, and does not limit 
the applicability of any mandatory rninimum term of imprisonment, including any mandatory 
life term, provided by the law describing the offense,” Draft at §302. 
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• for providing material support to a terrorist or a terrorist organization, from 1 0 
to 15 years (or any term of years or life, if death results), 18 U.S.C. 2339A, 
2339B; 

• for destruction of national defense materials, from 10 to 20 years (or any term 
of years or life, if death results), 18 U.S.C. 2155; 

• for sabotage of a nuclear facility, from 10 to 20 years (or any term of years or 
life, if death results), 42 U.S.C. 2284; 

• for carrying a weapon or explosive abroad an aircraft with U.S. special aircraft 
jurisdiction, from 1 5 to 20 years (or any term of years or life, if death results), 
49 U.S.C. 46505; and 

• for sabotage of interstate gas pipeline facilities, from 1 5 to 20 years (or any 
term of years or life, if death results), 49 U.S.C. 60123. 

It is a separate federal offense punishable by imprisonment for not more than five 
years to conspire to commit any federal felony, 1 8 U.S.C. 37 1 . Co-conspirators are 
likewise subject to punishment for the miderlying offense and for any other crimes 
committed in furtherance of the conspiracy. Nevertheless, some federal criminal 
statutes impose the same penalties for both the crimes they proscribe and any 
conspiracy to commit them. The Justice Department urged similar treatment for 
crimes of terrorism."® Again, the Act, in section 811, opts for a less sweeping 
approach and establishes equivalent sanctions for conspiracy and the underlying 
offense in cases of: 

• arson committed within a federal enclave, 18 U.S.C. 81; 

• killing committed while armed with a firearm in a federal building, 18 U.S.C. 
930(c); 

• destruction of communications facilities, 18 U.S.C. 1362; 

• destruction of property within a federal enclave, 18 U.S.C. 1363; 

• causing a train wreck, 18 U.S.C. 1922; 

• providing material support to a terrorist, 18 U.S.C. 2339A; 

• torture committed overseas under color of law, 18 U.S.C. 2340A; 

• sabotage of a nuclear facility, 42 U.S.C. 2284; 


' ’ ® “The maximum penalty under the general conspiracy provision of federal criminal law ( 1 8 
U.S.C. §371) is five years, even if the object of the conspiracy is a serious crime carrying a 
far higher maximum penalty. For some individual offenses and types of offense, special 
provisions authorize conspiracy penalties equal to the penalties for the object offense - see 
e.g., 21 U.S.C. §846 (drug crimes) -but there is no consistently applicable provision of this 
type for the crimes that are likely to be committed by terrorists. 

“This section accordingly adds a new §23 3 2c to the terrorism chapter of the criminal 
code - parallel to the drug crime conspiracy provision in 21 U.S.C. §846 - which provides 
maximum penalties for conspiracies to commit terrorism crimes that are equal to the 
maximum penalties authorized for the objects of such conspiracies. This will more 
consistently provide adequate penalties for terrorist conspiracies. As in various other 
provisions of this bill, the relevant class of offenses is specified by the notion of ‘Federal 
terrorism offense,’ which is defined in section 309 of the bill,” DoJat §303. 
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• interfering with a flight crew within U.S. special aircraft jurisdiction, 49 U.S.C. 

46504; 

• carrying a weapon or explosive abroad an aircraft within U.S. special aircraft 

jurisdiction, 49 U.S.C, 46505; and 

• sabotage of interstate gas pipeline facilities, 49 U.S.C. 60123. 

When federal courts impose a sentence of a year or more upon a convicted 
defendant, they must also impose a terra of supervised release, 18 U.S.C. 3583; 
U.S.S.G. §5D1 . 1 . Supervised release is not unlike parole, except that it is ordinarily 
imposed in addition to (rather than in lieu of) a term, or portion of a term, of 
imprisonment. The terra may be no longer than 5 years for most crimes and violations 
of the conditions of release may result in imprisonment for up to an additional 5 years, 
18 U.S.C. 3583(e). The terms of supervisory release for dmg dealers, however, are 
often cast as mandatory niintraums with no statutory ceiling. Thus, for example, a 
dealer convicted of distributing more than a kilogram of heroin must receive a term 
of supervised release of “at least 5 years” in addition to a term of imprisonment 
imposed for the offense, 21 U.S.C. 841(b). Although a majority feel that the more 
specific dmg provisions of 21 U.S.C. 841 tmmp the more general limitations of 18 
U.S.C. 3583, some of the federal appellate courts believe the two should be read in 
concert where possible (e.g., at least but not more than 5 years). The Justice 
Department recommended a maximum supervisory term of life for those convicted 
of acts of terrorism (subject to the calibrations of the Sentencing Commission),*^^ a 
recommendation which the Act accepted in section 812 but only in the case of 
terrorists whose crimes resulted in death or were marked by a foreseeable risk of 
death or serious bodily injury, 18 U.S.C. 3583(j). 


Compare, United States v. Barragan, 263 F.3d 919, 925-26 (9th Cir. 2001); United 
States V. Pratt, 239 F.3d 640, 646-48 (4th Cir. 2001); United States v. Heckard, 238 F.3d 
1222, 1237 (10th Cir. 2001); and United States v. Aguayo-Delgado, 220 F.3d 926, 933 (8th 
Cir. 2000); with, United States v. Meshack,! 25 F.3d 556, 578 (5th Cir. 2001); and United 
States V. Samour, 199 F.3d 821, 824-25 (6th Cir. 2001). 

“Existing federal law (18 U.S.C. 3583(b)) generally caps the maximum period of post- 
imprisonment supervision for released felons at 3 or 5 years. Thus, in relation to a released 
but still unreformed terrorist, there is no means of tracking the person or imposing conditions 
to prevent renewed involvement in terrorist activities beyond a period of a few years. The 
drug laws (21 U.S.C. §841) mandate longer supervision periods for persons convicted of 
certain dmg trafficking crimes, and specify no upper limit on the duration of supervision, but 
there is nothing comparable for terrorism offenses. 

“This section accordingly adds a new subsection to 1 8 U.S.C. 3583 to authorize longer 
supervision periods, including potentially lifetime supervision, for persons convicted of 
terrorism crimes. This would permit appropriate tracking and oversight following release of 
offenders whose involvement with terrorism may reflect lifelong ideological commitments. 
As in other provisions in this bill, the covered class of crimes is federal terrorism offenses, 
which are specified in section 390 of the bill. 

“This section affects only the maximum periods of post-release supervision allowed by 
statute. It does not limit the authority of the Sentencing Commission and the courts to tailor 
the supervision periods imposed in particular cases to offense and offender characteristics, and 
the courts will retain their normal authority under 18 U.S.C. §3583(e)(l) to terminate 
supervision if it is no longer warranted,” DoJ at §308. 
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Sometime ago, Congress outlawed computer fraud and abuse (cybercrime) 
involving “federal protected computers” {i.e., those owned or used by the federal 
government or by a financial institution or used in interstate or foreign commerce), 
18 U.S.C. 1030. Section 814 of the Act increases the penalty for intentionally 
damaging a protected computer from imprisonment for not more than 5 years to 
imprisoiunent for not more than 1 0 years (from not more than 10 to not more than 20 
years for repeat offenders). 

Finally, section 1011 increases the penalty for fraudulently impersonating a Red 
Cross member or agent (18 U.S.C. 917) from imprisonment for not more than 1 year 
to imprisoiunent for not more than 5 years. 

Other Procedural Adjustments. In other procedural adjustments designed 
to facilitate criminal investigations, the Act: 

• increases the rewards for information in terrorism cases 

• expands the Posse Comitatus Act exceptions 

• authorizes “sneak and peek” search warrants 

• permits nationwide and perhaps worldwide execution of warrants in terrorism 

cases 

• eases government access to confidential information 

• allows the Attorney General to collect DNA samples from prisoners convicted 

of any crime of violence or terrorism 

• lengthens the statute of limitations applicable to crimes of terrorism 

• clarifies the application of federal criminal law on American installations and 

in residences of U.S. government personnel overseas 

• adjusts federal victims’ compensation and assistance programs 

A section found in the Senate biU, but ultimately dropped, would have changed 
the provision of law that required Justice Department prosecutors to adhere to the 
ethical standards of the legal profession where they conduct their activities (the 
McDade-Murtha Amendment), 28 U.S.C. 530B.'^^ 


It provides a comparable increase to not more than 20 years (from not more than 10 years) 
for those who recklessly damage a protected computer following a prior computer abuse 
conviction. Civil and criminal liability for simply causing protected computer damage (as 
opposed to intentionally or reckless causing the damage) is limited to special circumstances, 
e.g. , damage in excess of $5000, damage causing physical injury, etc.; section 8 1 4 adds to the 
list of circumstances upon which liability may be predicated. To the list of predicate 
circumstances, it adds causing damage to a computer used by the government for the 
administration of justice, national defense, or national security. 

When presenting the final bill to the House, the Chairman of the Judiciary Committee 
noted, “the Senate bill contained revisions of the so-called McDade law. This compromise 
version does not contain those changes, and I agreed to review this subject in a different 
context,” 147 Cong.Rec. H7196 (daily ed. Oct. 23, 2001)(remarks of Rep. Sensenbrenner); 
for general background, see, Doyle, McDade-Murtha Amendment: Ethical Standards for 
Justice Department Attorneys, CRS Rep.NO. RL30060 (Dec. 14, 2001). 
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Rewards. The Attorney General already enjoys the power to pay rewards in 
criminal cases, but his powers under other authorities is often subject to caps on the 
amount he might pay. Thus as a general rule, he may award amounts up to $25,000 
for the capture of federal offenders, 18 U.S.C. 3059, and may pay rewards in any 
amount in recognition of assistance to the Department of Justice as long as the 
Appropriations and Judiciary Committees are notified of any rewards in excess of 
$100,000, 18 U.S.C. 3059B. Although he has special reward authority in terrorism 
cases, individual awards were capped at $500,000, the ceiling for the total amount 
paid in such rewards was $5 million, and rewards of $100,000 or more required his 
personal approval or that of the President, 18 U.S.C. 3071-3077. Over the last 
several years, annual appropriation acts have raised the $500,000 cap to $2 milhon 
and the $5 million ceiling to $10 million, e.g., P.L. 106-553, 114 Stat. 2762-67 
(2000); P.L. 106-113, 113 Stat. 1501 A-19 (1999); P.L. 105-277, 112 Stat. 2681-66 
(1998). 

The Act supplies the Attorney General with the power to pay rewards to combat 
terrorism in any amount and without an aggregate limitation, but for rewards of 
$250,000 or more it insists on personal approval of the Attorney General or the 
President and on notification of the Appropriations and Judiciary Committees, section 
501 (18 U.S.C. 3071). In addition, the counterterrorism fund of section 101 can be 
used “without limitation” to pay rewards to prevent, investigate, or prosecute 
terrorism.'^'' 

The Secretary of State's reward authority was already somewhat more generous 
than that of the Attorney General. He may pay rewards of up to $5 million for 
information in international terrorism cases as long as he personally approves 
payments in excess $100,000, 22 U.S.C. 2708. The Act removes the $5 million cap 
and allows rewards to be paid for information concerning the whereabouts of terrorist 
leaders and facilitating the dissolution of terrorist organizations, section 502. 

Posse Comitatus. The Posse Comitatus Act and its administrative auxiliaries, 
1 8 U.S.C. 1385, 10 U.S.C. 375, ban use of the armed forces to execute civilian law, 
absent explicit statutory permission. One existing statutory exception covers 
Department of Justice requests for technical assistance in connection with 
emergencies involving biological, chemical or nuclear weapons, 1 8 U.S.C. 2332e, 1 0 
U.S.C. 382. The Act enlarges the exception to include emergencies involving other 
weapons of mass destruction, section 104.’^^ 

Delayed notification of a search (sneak and peek). Rule 41 of the 
Federal Rules of Criminal Procedure seemed to preelude “sneak and peek” warrants 
before passage of the Act. A sneak and peek warrant is one that authorizes officers 
to secretly enter, either physically or virtually; conduct a search, observe, take 


The fund is otherwise available to reestablish capacity lost in terrorist attacks, to conduct 
threat assessments for federal agencies, and to reimburse federal agencies for the costs of 
detaining terrorist suspects overseas. 

For a general discussion of the Posse Comitatus Act, see, Doyle, The Posse Comitatus Act 
& Related Matters: The Use of the Military to Execute Civilian Law, CRS REP .No. 95-964 
(June 1 , 2000). 
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measurements, conduct examinations, smell, take pictures, copy documents, 
download or transmit computer files, and the like; and depart without taking any 
tangible evidence or leaving notice of their presence. The Rule required that after the 
execution of a federal search warrant officers leave a copy of the warrant and an 
inventory of what they have seized (tangible or intangible), and they were to advise 
the issuing court what they had done, F.R.Crim.P. 41(d). To what extent did Rule 41 
portray the standards for a reasonable search and seizure for purposes of the Fourth 
Amendment? 

The Fourth Amendment clearly requires officers to knock and aimounce their 
purpose before entering to execute a warrant, Richards v. Wisconsin, 520 U.S. 385 
(1997), but with equal clarity recognizes exceptions for exigent circumstances such 
as where compliance will lead to the destruction of evidence, flight of a suspect, or 
endanger the officers, Wilson v. Arkansas, 5 1 4 U. S. 927 (1995). It is undisputed that 
Title III (the federal wiretap statute) is not constitutionally invalid because it permits 
delayed notice of the installation of an interception device, Dalia v. United States, 44 1 
U.S. 238 (1979). Finally, there is no doubt that the Fourth Amendment imposes no 
demands where it does not apply. Thus, chapter 121 (court authorization for 
disclosure of the contents of e-mail stored with third party service providers) may 
permit delayed notification of the search of e-mail in remote storage with a third party 
for more than 1 80 days without offending the Fourth Amendment, because there is 
no Fourth Amendment justifiable expectation of privacy under such circumstances, 
cf.. United States v. Miller, 425 U.S. 435 (1976). 

The lower federal courts are divided over the extent to which the Rule reflects 
Fourth Amendment requirements. The Ninth Circuit saw the Fourth Amendment 
reflected in Rule 41, United States v. Freitas, 800F.2dl451, 1453 (9th Cir. 1986).'^® 


“The district court held that a search warrant permitting agents to observe, but not seize 
tangible property was impermissible under Rule 4 1 . That holding conflicts with language in 
United States v. New York Telephone Co., 434 U.S. 159, 169 (1977): Although Rule 41(h) 
defines property to include documents, books, papers, and any other tangible objects, it does 
not restrict or purport to exhaustively enumerate all the items which may be seized pursuant 
to Rule 41.... Rule 4 1 is not limited to tangible items. That case held seizures of intangibles 
were not precluded by the definition of property appearing in Rule 4 1 (b). Without doubt there 
was a search in this case. Its purpose, we hold, was to seize intangible, not tangible, property. 
The intangible property to be seized was information regarding the status of the suspected 
clandestine methamphetamine laboratory. The search was authorized by a warrant supported 
by what the district court concluded was probable cause. . . . The question remains, however, 
whether a warrant lacking both a description of the property to be seized and a notice 
requirement conforms to Rule 41. ... we hold that there was no compliance with Rule 41 
under the facts of this case. . . . While it is clear that the Fourth Amendment does not prohibit 
all surreptitious entries, it is also clear that the absence of any notice requirement in the 
warrant casts strong doubt on its constitutional adequacy. We resolve those doubts by holding 
that in this case the warrant was constitutionally defective in failing to provide explicitly for 
notice within a reasonable, but short, time subsequent to the surreptitious entry. Such time 
should not exceed seven days except upon a strong showing of necessity. We take this 
position because surreptitious searches and seizures of intangibles strike at the very heart of 
the interests protected by the Fourth Amendment. The mere thought of strangers walking 
through and visually examining the center of our privacy interests, our home, arouses our 
passion for freedom as does nothing else. That passion, the true source of the Fourth 
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The Second Circuit was less convinced and preferred to hold sneak and peek searches 
to the demands of Rule 41, United States v. Pangbum, 983 F.2d 449 (2d Cir. 
1993).'^’ The Fourth Circuit was, if anything, less convinced. Moreover, the facts 
in the case demonstrate the potential impact of the issue on computer privacy. United 
States V. Simons, 206 F.3d 392 (4th Cir. 2000).'^* 


Amendment, demands that sunreptitious entries be closely circumscribed,” United States v. 
Freitas (Freitas I), 800 F.2d 1451, 1455-456 (9th Cir. 1 986). The court remanded the case 
for a determination of whether grounds existed for a good faith exception to application of the 
exclusionary mle. It subsequently declined to exclude the evidence on those grounds. United 
States V. Freitas (Freitas II), 856 F.2d 1425 (9th Cir. 1988). 

“No provision specifically requiring notice of the execution of a search warrant is included 
in the Fourth Amendment. Accordingly, 'mDalia v. United States, 441 U.S. 238, 247 (1979), 
the Supreme Court found no basis for a constitutional rule proscribing all covert entries. 
Resolving the particular issue raised in Delia, the Court determined that the Fourth 
Amendment does not prohibit per se a covert entry performed for the purpose of installing 
otherwise legal electronic bugging equipment. Rule 41 of the Federal Rules of Criminal 
Procedure does require notice of the execution of a search warrant but does not prescribe 
when the notice must be given. Rule 41 by its terms provides for notice only in the case of 
seizures of physical property. . . . The Supreme Court also has held that the authority 
conferred by Rule 41 is not limited to the seizure of tangible items. See United States v. New 
York Telephone Co., 434 U.S. 159, 169 (1977). Despite the absence of notice requirements 
in the Constitution and Rule 41 , it stands to reason that notice of a surreptitious search must 
be given at some point after the covert entry. . . .Although the Freitas I court specifically 
determined that the warrant was constitutionally defective for failrue to include a notice 
requirement, we made no such determination in United States v. Villegas, 899 F.2d 1324 
(1999). Although the Freitas I court found that covert entry searches without physical seizure 
strike at the very heart of the Fourth Amendment-protected interests, we used no such 
language in Villegas. Indeed, it was our perception that a covert entry search for intangibles 
is less intrusive than a conventional search with physical seizure because the latter deprives 
the owner not only of privacy but also of the use of his property. . . . We prefer to root out 
notice requirement in the provisions of Rule 4 1 rather than in the somewhat amorphous F ourth 
Amendment interests concept developed by the Freitas I court. The Fourth Amendment does 
not deal with notice of any kind, but Rule 4 1 does. It is from the Rule's requirements for 
service of a copy of the warrant and for provision of an inventory that we derive the 
requirements of notice in cases where a search warrant authorizes covert entry to search and 
to seize intangibles,” United States v. Pangburn, 983 F.2d 449, 453-55 (2d Cir. 1993). 

In Simons, a search team entered Simons’ office at night in his absence and “copied the 
contents of Simons’ computer; computer diskettes found in Simons’ desk drawer; computer 
files stored on the zip drive or on zip drives diskettes; videotapes; and various documents, 
including personal correspondence. No original evidence was removed from the office. 
Neither a copy of the warrant nor a receipt for the property seized was left in the office or 
otherwise given to Simons at that time, and Simons did not learn of the search for 
approximately 45 days.” A property list, however, was returned to the magistrate. In the view 
of the Fourth Circuit, “[t]here are two categories of Rule 41 violations; those involving 
constitutional violations and all others. The violations termed ‘ministerial’ in our prior cases 
obviously fall into the latter category. Nonconstitutional violations of Rule 41 warrant 
suppression only when the defendant is prejudiced by the violation, or when there is evidence 
of intentional and deliberate disregard of a provision in the Rule. First, we conclude that the 
failure of the team executing the warrant to leave either a copy of the warrant or a receipt for 
the items taken did not render the search unreasonable under the Fourth Amendment. The 



CRS-65 


The Justice Department urged that the conflict be resolved with a uniform rule 
which permitted sneak and peek warrants under the same circumstances that excused 
delayed notification of government access to e-mail to longer-term, remote, third 

1 70 

party storage. 

The Act, in section 213, stops short of the Justice Department proposal. 
Characterized as a codification of the Second Circuit decision, 147 Cong.Rec. H7197 
(daily ed. Oct. 23, 2001), the Act extends the delayed notification procedure of 
chapter 121, which operates in an area to which the Fourth Amendment is 
inapplicable, to cases to which the Fourth Amendment applies, 18 U.S.C. 3103a. Its 
sneak and peek authorization reaches all federal search and seizure warrants where 
the court finds reasonable cause to believe that notification would have the kind of 
adverse results depicted in 18 U.S.C. 2705. Section 2705 describes both exigent 
circumstances (e.g., risk of destruction of evidence or bodily injury) and 
circumstances that are not likely to excuse notification when it is required by the 
Fourth Amendment (e.g. , jeopardizing an investigation; delaying a trial). The sneak 
and peek authorization, however, does not reach tangible evidence, or wire or 
electronic communication unless the court finds the seizure “reasonably necessary.” 
It is not clear whether reasonable necessity means a seizure necessary to the 
investigation that is also reasonable in a F ourth Amendment sense, i. e. , in the presence 
of exigent circumstances, or whether it means a seizure which a reasonable judge 
might find necessary for the investigation. * The doctrine of constitutional avoidance 
argues against the latter interpretation. By the same token, when the Act permits 
delay for a reasonable period, it should probably be understood to mean 


Fourth Amendment does not mention notice, and the Supreme Court has stated that the 
constitution does not categorically proscribe covert entries, which necessarily involve a delay 
in notice. And insofar as the August search satisfied the requirements of the Fourth 
Amendment, i.e., it was conducted pursuant to a warrant based on probable cause issued by 
a neutral and detached magistrate, we perceive no basis for concluding that the 45-day delay 
in notice rendered the search unconstitutional. Having concluded that the Rule 4 1 (d) violation 
at issue here did not infringe on Simons' constitutional rights, we must now evaluate his 
argument that the violation was deliberate. . . . The district court did not address the intent 
issue when it ruled on Simons' motion to suppress. . . . We therefore remand for the district 
court to consider whether the Government intentionally and deliberately disregarded the notice 
provision of Rule 41(d) when it carried out the August 6, 1998 search,” 206 F.3d at 403. 

129 “'pjjg qjaj currently governs notice to subjects of warrants where there is a showing 
to the court that immediate notice would jeopardize an ongoing investigation or otherwise 
interfere with lawful law enforcement activities, is a mix of inconsistent rules, practices, and 
court decisions varying widely from jurisdiction to jurisdiction across the country. This 
greatly hinders the investigation of many terrorism cases and other cases. This section 
resolves this problem by establishing a statutory, uniform standard for all such circiunstances. 
It incorporates by reference the familiar, court-enforced standards currently applicable to 
stored commtmications under 18 U.S.C. §2705, and applies them to all instances where the 
court is satisfied that immediate notice of execution of a search warrant would jeopardize an 
ongoing investigation or otherwise interfere with lawful law-enforcement activities,” DoJ at 
§353. 

Since neither the restriction nor its reasonable necessity exception appeared in the Justice 
Department's initial proposal, the Department's justification does not address the question. 
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constitutionally “reasonable,” that is, a brief period reasonable in light of the exigent 
circumstances which allow the delay or their like. 

Nationwide terrorism search warrants. The Fourth Amendment demands 
that warrants be issued by a neutral magistrate, Coolidge v. New Hampshire, 403 U. S . 
443 (1971); the Sixth Amendment, that crimes be prosecuted in the districts where 
they occur. United States v. Cabrales, 524 U.S. 1 (1998). The Federal Rules direct 
magistrates to issue warrants only for property within their judicial district, although 
they permit execution outside the district for property located in the district when the 
warrant is sought but removed before execution can be had, F.R.Crim.P. 41(a). 

The Act, in section 219, allows a magistrate in the district in which a crime of 
terrorism has occurred to issue a search warrant to be executed either “within or 
outside the district,” (F.R.Crim.P. 41(a)(3)) in domestic and international terrorism 
cases.'^' The provision may anticipate execution both in this coimtry and overseas. 
The Fourth Amendment does not apply to the overseas searches of the property of 
foreign nationals. United States v. Verdugo-Urquidez, 494U .S. 259 (\990). It does 
apply to the search of American property overseas involving American authorities, 
although the lower federal courts are divided over the exact level of participation 
required to trigger coverage. Neither Rule 41 nor any other provision of federal 


The amended mle uses the definitions of domestic and international terrorism found in 18 
U.S.C. 2331, as modified by section 802 of the Act: “(1) the term ‘international terrorism’ 
means activities that - (A) involve violent acts or acts dangerous to human life that are a 
violation of the cri mi nal laws of the United States or of any State, or that would be a criminal 
violation if committed within the jurisdiction of the United States or of any State; (B) appear 
to be intended - (i) to intimidate or coerce a civilian population; (ii) to influence the policy of 
a government by intimidation or coercion; or (iii) to affect the conduct of a government by 
mass destmction, assassination or kidnapping; and (C) occur primarily outside the territorial 
jurisdiction of the United States, or transcend national boundaries in terms of the means by 
which they are accomplished, the persons they appear intended to intimidate or coerce, or the 
locale in which their perpetrators operate or seek asylum . . . (5) the term ‘domestic terrorism’ 
means activities that - (A) involve acts dangerous to human life that are a violation of the 
criminal laws of the United States or of any State; (B) appear to be intended- (i) to intimidate 
or coerce a civilian population; (ii) to influence the policy of a government by intimidation or 
coercion; or (iii) to affect the conduct of a government by mass destmction, assassination or 
kidnapping; and (C) occur primarily within the territorial jurisdiction of the United States,” 
18 U.S.C. 2331(1),(5). 

The Justice Department, with whom the proposal originated, was somewhat cryptic on this 
point. Its analysis suggests execution in one of the several judicial districts of the United 
States, but not so precisely as to negate any other constmction. “The restrictiveness of the 
existing mle creates unnecessary delays and burdens for the government in the investigation 
of terrorist activities and networks that span a number of districts, since warrants must be 
separately obtained in each district. This section resolves that problem by providing that 
warrants can be obtained in any district in which activities related to the terrorism may have 
occurred, regardless of where the warrants will be executed,” DoJ at §351 . 

United States v. Barona, 56 F.3d 1087, 1092 (9th Cir. 1995)(“United States agents’ 
participation in the investigation is so substantial that the action is a joint venture between 
United States and foreign officials”); United States v. Behety, 32 F.3d 503, 510 (11th Cir. 
1994)(“if American law enforcement officials substantially participated in the search or if the 
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law apparently contemplated extraterritorial execution, cf., F.R.Crim.P.41, 
Committee Notes: 1990 Amendment (discussing a proposal for extraterritorial 
execution that the Supreme Court rejected). 

If the Act anticipates overseas execution there may be some question whether 
it creates a procedure to be used in lieu of extradition when the person for whom the 
search warrant has been issued is located outside the United States. The section 
refers to warrants for “search of property or for a person within or outside the 
district,” §219 (emphasis added). The Judicial Conference in 1990 recommended an 
amendment to Rule 41 , which the Supreme Court rejected, that would have permitted 
the overseas execution of federal search warrants. In doing so, the Conference 
suggested extraterritorial execution be limited to warrants to search for property and 
not reach warrants to search for persons, “lest the rule be read as a substitute for 
extradition proceedings,” F.R.Crim.P. 41, Advisory Committee Notes: 1990 
Amendment. There is no indication, however, that the section is at odds with either 
the Fourth or Sixth Amendment. 

Terrorists' DN A. The courts have generally concluded that the collection of 
DNA information from convicted prisoners does not offend constitutional standards 
per se. Existing federal law allowed the Attorney General to collect samples from 


foreign officials conducting the search were actually acting as agents for their American 
counterparts”); United States v. Mature, 982 F.2d 57, 61 (2d Cir. 1992)(“wherethe conduct 
of foreign law enforcement officials rendered them agents, or virtual agents, of United States 
law enforcement officials” or “where the cooperation between the United States and foreign 
law enforcement agencies is designed to evade constitutional requirements applicable to 
American officials”); United States v. Mitro, 880 F.2d 1480, 1482 (1st Cir. 1989)("where 
American agents participated in the foreign search or the foreign officers acted as agents for 
their American counterparts"); United States v. Mount, 757 F.2d 1315, 1318 (D.C.Cir. 
1985)(“if American officials or officers participated in some significant way”); United States 
V. Marzano, 537 F.2d 257, 270 (7th Cir. 1976)(declining to adopt the “joint venture” 
standards, but finding level of American participation in the case before it insignificant); 
United States v. Morrow, 5 37 F.2d 120, 139 (5th Cir. 1976)(“if American law enforcement 
officials participated in the foreign search, or if the foreign authorities actually conducting the 
search were acting as agents for their American counterparts”); each of the decisions also 
suggests that evidence secured in a maimer which shocked the conscience of the court would 
be excluded. 

The Code still carries remnants of the consular courts which speak of the overseas 
execution of arrest warrants in places where the United States has “extraterritorial 
jurisdiction,” 18 U.S.C. 3042. The history of the provisions makes it clear that the phrase 
“extraterritorial jurisdiction” was intended to coincide with those places in which the U.S. had 
consular courts, see, S.Rep. 217, 73d Cong., 2d Sess. 3 (1934), reprinted, 78 Cong.Rec. 
4982-983 ( 1 934)(“The coimtries to which the proposed bill, if enacted into law, would relate 
are the following, in which the United States exercises extraterritorial jurisdiction: China, 
Egypt, Ethiopia, Muscat, and Morocco”); 22 U.S.C. 141 (1926 ed.)(conferring judicial 
powers on consular courts there identified as those located in China, Egypt, Ethiopia, Muscat, 
Morocco, Siam and Turkey). 

Roe V. Marcotte,! 93 F.3d 72 (2d Cir. 1999); Shaffer v. Saffle, 148 F.3d 1180 (10th Cir. 
1998); Rise v. Oregon, 59 F.3d 1556 (9th Cir. 1995); Jones v. Murray, 962 F.2d 302 (4th 
Cir. 1992). 
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federal prisoners convicted of a variety of violent crimes, 42 U.S.C. 14135a. The Act 
enlarges the predicate offense list to include any crime of violence or any terrorism 
offense, section 503.'^® 

Access to Educational Records. Finally, the Act calls for an ex parte 
court order procedure under which senior Justice Department officials may seek 
authorization to collect educational records relevant to an investigation or prosecution 
of a crime of terrorism, section 507 (as an exception to the confidentiality 
requirements of the General Education Provisions Act, 20 U.S.C. 1232g), section 508 
(as an exception to the confidentiality requirements of the National Education 
Statistics Act, 20 U.S.C. 9007). 

Statute of Limitations. Prosecution for murder in violation of federal law 
may be initiated at any time, 1 8 U.S.C. 328 1 . A five year statute of limitations applied 
for most other federal crimes before passage of the Act, with a few exceptions. 
Among the relevant exceptions were an eight year statute of limitations for several 
terrorist offenses, 18 U.S.C. 3286,'^’ and a ten year statute of limitations for a few 
arson and explosives offenses, 18 U.S.C. 3295. The Justice Department 
recommended the elimination of a statute of limitations in terrorism cases. 


Summarizing the law in place at the time, the Department of Justice argued that, “The 
statutory provisions governing the collection of DNA samples form convicted federal 
offenders (42 U.S.C. § 14135a(d)) are restrictive, and do not include persons convicted for the 
crimes that are most likely to be committed by terrorists. DNA samples cannot now be 
collected even from persons federally convicted of terrorist murders in most circumstances. 
For example, 49 U.S.C. §46502, which applies to terrorists who murder people by hijacking 
aircraft, 18 U.S.C. §844(i), which applies to terrorists who murder people by blowing up 
buildings, and 1 8 U.S.C. 2332, which applies to terrorists who murder U.S. nationals abroad, 
are not included in the qualifying federal offenses for purposes of DNA sample collection 
under existing law. This section addresses the deficiency of the current law in relation to 
terrorists by extending DNA sample collection to all persons convicted of terrorism crimes,” 
DoJat §353. 

For a general discussion, see, Fischer, DNA Identification: Applications and Issues, 
CRSREP.no. RL30717 (Jan. 12, 2001). 

18 U.S.C. 32 (destmction of aircraft or aircraft facilities), 37 (violence at international 
airports), 1 12 (assaults on foreign dignitaries), 351 (crimes of violence against Members of 
Congress), 1116 (killing foreign dignitaries), 1203 (hostage taking), 1361 (destmction of 
federal property), 1751 (crimes of violence against the President), 2280 (violence against 
maritime navigation), 2281 (violence on maritime platforms), 2332 (terrorist violence against 
Americans overseas), 2332a (use of weapons of mass destmction), 2332b (acts of terrorism 
transcending national boundaries), 2340A (torture); 49 U.S.C. 46502 (air piracy), 46504 
(interference with a flight crew), 46505 (carrying a weapon aboard an aircraft), and 46506 
(assault, theft, robbery, sexual abuse, murder, manslaughter or attempted murder or 
manslaughter in the special aircraft jurisdiction of the United States). 

138 ‘‘•jiyg section amends 18 U.S.C. §3286 to provide that terrorism of offenses may be 
prosecuted without limitation of time. This will make it possible to prosecute the perpetrators 
of terrorist acts whenever they are identified and apprehended. 

“This section expressly provides that it is applicable to offenses committed before the 
date of enactment of the statute, as well as those committed thereafter. This retroactivity 
provision ensures that no limitation period will bar the prosecution of crimes committed in 
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The Act takes less dramatic action in section 809. It eliminates the statute of 
limitations for any crime of terrorism'^® that risks or results in a death or serious 
bodily injury, 18 U.S.C. 3286. In the absence of such a risk or result, all other 
terrorism offenses become subject to the eight year statute of limitations unless 
already covered by the ten year statute for explosives and arson offenses, 18 U.S.C. 
3286. 

Application of the statute of limitations rarely provokes a constitutional inquiry. 
Nevertheless, due process precludes prosecution when it can be shown that pre- 
indictment delay “caused substantial prejudice to [a defendant’s] rights to a fair trial 
and that the delay was an intentional device to gain tactical advantage over the 
accused.”'"*® Moreover, a judicial difference of opinion has appeared in those cases 


connection with the September 11, 2001 terrorist attacks. The constitutionality of such 
retroactive applications of changes in statutes of limitations is well-settled. See, e.g., United 
Statesv. Grimes, 142F.3dl342, 1350-51 (11th Cir. 1998); v. Frazer, 982 P.2d 180 

(Cal. 1999). 

“Existing federal law (1 8 U.S.C. §3282) bars prosecuting most offenses after five years. 
18 U.S.C. §3286, as currently formulated, extends the limitation period for prosecution for 
certain offenses that may be committed by terrorists - but only to eight years. While this is 
a limited improvement over the five-year limitation period for most federal offenses, it is 
patently inadequate in relation to the catastrophic human and social costs that frequently 
follow from such crimes as destruction of aircraft (18 U.S.C. §32), aircraft hijackings ([49] 
U.S.C. §§46502, 46504-06, attempted political assassinations (18 U.S.C. §§351, 1116, 
1751), or hostage taking (18 U.S.C. §1203). These are not minor acts of misconduct which 
can properly be forgiven or forgotten merely because the perpetrator has avoided apprehension 
for some period of time. Anomalously, existing law provides longer limitation periods for 
such offenses as bank frauds and certain artwork thefts (18 U.S.C.§§3293-94) than it does 
for crimes characteristically committed by terrorists. 

“In many American jurisdictions, the limitation periods for prosecution for serious 
offenses are more permissible than those found in federal law, including a number of states 
which have no limitation period for the prosecution of felonies generally. While this section 
does not go so far, it does eliminate the limitation period for prosecution of the major crimes 
that are most likely to be committed by terrorists (‘Federal terrorism offenses’), as specified 
in section 309 of this bill,” DoJ at 301. 

As defined by 18 U.S.C. 2332b(g)(5)(B), with the amendments of §808, this includes, in 
addition to the offenses already listed in 18 U.S.C. 3296 - 18 U.S.C. 81 (arson within U.S. 
special maritime and territorial jurisdiction); 175 & 175b (biological weapons); 229 (chemical 
weapons); 83 1 (nuclear weapons); 842(m) & (n) (plastic explosives); 844(f)(bombing federal 
property where death results); 844(i)(bombing property used in interstate commerce); 
930(c)(possession of a firearm in a federal building where death results), 956(a)(conspiracy 
within the U.S. to commit murder, kidnapping, or to maim overseas); 1030(a) (1), (5)(A)(i), 
(5)(B)(ii)-(v)(computer abuse); 1 1 14 (killing federal officers or employees); 1362 (destmction 
of communications facilities); 1363 (malicious mischiefwithin the U.S. special maritime and 
territorial jurisdiction); 1366(a)(destructionofan energy facility); 1992 (train wrecking); 1993 
(terrorist attack on mass transit); 2155 (destruction of national defense materials); 2339 
(harboring terrorists); 2339A (material support to terrorists), 2339B (material support to 
terrorist organizations); 42 U.S.C. 2284 (sabotage of nuclear facilities); and 49 U.S.C. 
60123(b)(destmction of pipeline facilities). 

United States v. Marion, 404 U.S. 307, 325 (1971); United States v. Lovasco, 43 1 U.S. 
783,790(1977). 
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when an existing period of limitation is enlarged legislatively and the new period made 
applicable to past offenses. The lower federal courts have long noted that the 
Constitution poses no impediment to enlarging a period of limitation as long as it 
does not revive an expired period. Recently, however, the California Supreme 

Court held that retroactive revival of an expired statute of limitations offended neither 
the California nor the United States Constitution. 

Section 809 applies “to the prosecution of any offense committed before, on, or 
after the date of enactment of this section,” the very words used in the Justice 
Department proposal. The Justice Department, in describing its proposal, cited both 
federal law (Grimes, where the court held that extensions may be applied where the 
earlier period of limitations has not expired) and California law (Frazer, where the 
court held that extensions may revive an expired period of limitations). The 
implication is that the Justice Department understood its proposal to apply to past 
offenses whether the earlier statute of limitations had expired or not. Other than its 
use of identical terminology. Congress gave no hint of whether it intended to adopt 
this view for section 809. Whether the federal courts could be persuaded to 
overcome their previously expressed constitutional reservations is equally uncertain. 

Extraterritoriality. Crime is usually outlawed, prosecuted and punished where 
it is committed. In the case of the United States, this is ordinarily a matter of practical 
and diplomatic preference rather than constitutional necessity. Consequently, 
although prosecutions are somewhat imcommon, a surprising number of federal 
criminal laws have extraterritorial application. In some instances, the statute 
proscribing the misconduct expressly permits the exercise of extraterritorial 
jurisdiction, 18 U.S.C. 2381 (treason) (“Whoever, owing allegiance to the United 
States . . . within the United States or elsewhere. . .”). In others, such as those 
banning assassination of Members of Congress, 18 U.S.C. 351, or the murder of 
federal law enforcement officers, 1 8 U.S.C. 1 1 14, the courts have assumed Congress 
intended the prohibitions to have extraterritorial reach. 

The Act touches upon extraterritoriality only to a limited extent and in somewhat 
unusual ways. Congress has made most common law crimes - murder, sexual abuse, 
kidnaping, assault, robbery, theft and the like - federal crimes when committed within 
the special maritime and territorial jurisdiction of the United States. The special 
maritime and territorial jurisdiction of the United States represents two variations of 
extraterritorial jurisdiction. 


United States v. De La Matta, 266 F.3d 1275, 1286 (1 1* Cir. 2001); United States v. 
Grimes, 142 F.3d 1342, 1351 (1 1* Cir. 1998); United States v. Morrow, 111 F.3d 272, 294 
(S'” Cir. 1999); Falter v. United States, 23 F.2d 420, 425-26 (2d Cir. 1928). 

People V. Frazer, 24 Cal.4th 737, 759, 982 P.2d 180, 1294, 88 Cal.Rptr.2d 312, 327 
(1999). 

United States v. Layton, 855 F.2d 1388 (9“’ Cir. 1988)(at the time of the overseas murder 
of Congressman Ryan for which Layton was convicted the statute was silent as to its 
extraterritorial application; several years later Congress added an explicit extraterritorial 
provision, 18 U.S.C. 351(i)); United States v. Benitez, 741 F.2d 1312 (11* Cir. 1984)(18 
U.S.C. 1114 has since expanded to protect all federal officers and employees, including 
members of the armed forces and those assisting them). 
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The special maritime jurisdiction of the United States extends to the vessels of 
United States registry. Historically, the territorial jurisdiction of the United States 
was thought to reach those areas over which Congress enjoyed state-like legislative 
jurisdiction. For some time, those territories were located exclusively within the 
confines of the United States, but over the years they came to include at least 
temporarily, Hawaii, the Philippines, and several other American overseas territories 
and possessions. Recently, the lower federal courts have become divided over the 
question of whether laws, enacted to apply on federal enclaves within the United 
States and within American territories overseas, might also apply to areas in foreign 
countries over which the United States has proprietary control.''^'* 

The Act resolves the conflict by declaring within the territory of the United 
States those overseas areas used by American governmental entities for their activities 
or residences for their personnel, at least to the extent that crimes are committed by 
or against an American, section 804 (18 U.S.C. 7 (9)). The section is inapplicable 
where it would otherwise conflict with a treaty obligation or where the offender is 
covered by the Military Extraterritorial Jurisdiction Act, 18 U.S.C. 3261 . 

Victims. Federal law has provided for crime victim compensation and 
assistance programs for some time. Moreover, Congress enacted September 1 1* 
Victim Compensation Fund legislation before it passed the Act. Consequently, the 
Act’s victim provisions focus on adjustments to existing programs, primarily to those 
of the Victims of Crime Act of 1984, 42 U.S.C. 10601 et seq., and to those 
maintained for the benefit of public safety officers and their survivors, 42 U.S.C. 
3796 et seq. 

Public safety officers - police officers, firefighters, ambulance and rescue 
persoimel - killed or disabled in the line of duty (and their heirs) are entitled to federal 
benefits. Prior to the Act, death benefits were set at $100,000 and the total amount 
available for disability benefits in a given year was capped at $5 million, 42 U.S.C. 
3796 (2000 ed.). No benefits could be paid for suicides, if the officer was drunk or 
grossly negligent, if the beneficiary contributed to the officer’s death or injury, or if 
the officer were employed other than in a civilian capacity, 42 U.S.C. 3796 (2000 
ed.). The Act increases the death benefit to $250,000 (retroactive to January 1, 
2001), section 613; and for deaths and disability cormected with acts of terrorism 
waives the $5 million disability cap and the disqualifications for gross negligence, 
contributing cause, or employment in a noncivilian capacity, section 611. 

Most of fines collected for violation of federal criminal laws are deposited in the 
Crime Victims Fund which is available for child abuse prevention and treatment 
grants, victim services within the federal criminal justice system, and grants to state 
victim compensation and victim assistance programs, 42 U.S.C. 10601 to 10608. The 
Act: 


Compare, United States v. Gatlin, 216 F.3d 207 (2d Cir. 2000); United States v. Laden, 
92 F.Supp.2d 189 (S.D.N.Y. 2000); with. United States v. Corey, 232 F.3d 1166 (9th Cir. 
2000); United States v. Erdos, 474 F.2d 157 (4* Cir. 1973). 
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• authorizes private contributions to the fund (42 U.S.C. 10601(b)), section 
621(a) 

• instructs the Department of Justice, which administers the fund, to distribute 
in every fiscal year (if amounts in the Fund are sufficient) amounts equal to 
between 90% and 1 10% of the amount distributed in the previous fiscal year 
( 1 20% in any year when the amount on hand is twice the amount distributed the 
previous year)(42 U.S.C. 10601(c)), section 621(b) 

• reduces by 1% the amounts available for compensation and assistance grants 
(from 48.5% to 47.5% after child abuse and federal victim priorities have been 
met), and increases from 3% to 5% the amount available for Justice Department 
discretionary spending for demonstration projects and services to assist the 
victims of federal crimes (42 U.S.C. 10601(d), 10603(c)), section 621(c) 

• converts the general reserve fund to an antiterrorism reserve fund and reduces 
the cap on the reserve from $100 million to $50 million (42 U.S.C. 10601(d) 
(5)), section 621(d) 

• waives the Fund’s availability caps with respect to funds transferred to it in 
response to the terrorist attacks of September 11 (42 U.S.C. 10601 note)), 
section 621(e) 

• lowers the annual reduction rate on individual compensation program grants; 
beginning in 2003 individual grants are limited to 60% (rather than 40%) of the 
amount of awarded in the previous year (42 U.S.C. 10602(a)), section 622(a) 

• eliminates the requirement that state compensation programs permit 
compensation for state residents who are the victims of terrorism overseas (42 
U.S.C. 10602(b)(6)(B)), section 622(b) 

• provides that compensation under the September 11* Victim Compensation 
Fund should be counted as income in considering eligibility for any federal 
indigent benefit program (42 U.S.C. 10602(c)), section 622(c) 

• drops “crimes involving terrorism” from the definition of “compensable crime”; 
it is unclear whether the phrase was removed as redundant or pursuant to a 
determination to compensate victims other than through the Crime Victims Fund 
(42 U.S.C. 10602(d)), section 622(d)(1) 

• makes it clear that the Virgin Islands is eligible to receive grants (42 U.S.C. 
10602(d)), section 622(d)(2) 

• adds the September 11* Victim Compensation Fund to the “double dipping” 
restriction that applies to the victim compensation programs and confirms that 
state compensation programs will not be rendered ineligible for grants by virtue 
of a refusal to pay dual compensation to September 1 1* Fund victims (42 U.S.C. 
10602(e)), section 622(e) 
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• makes federal agencies performing law enforcement functions in the District 
of Columbia, Puerto Rico, the Virgin Islands, and other U.S. territories and 
possessions eligible for victim assistance grants (42 U.S.C. 1 0603(a)(6)), section 
623(a) 

• prohibits program discrimination against crime victims based on their 
disagreement with the manner in which the state is prosecuting the underlying 
offense (42 U.S.C. 10603(b)(1)(F)), section 623(b) 

• allows Justice Department discretionary grants for purposes of program 
evaluation and compliance and for fellowships, clinical internships and training 
programs (42 U.S.C. 10603(c)(1)(A), (3)(E)), section 623(c),(e) 

• reverses the preference for victim service grants over demonstration projects 
and training grants, so that not more than 50% of the amormts available for 
crime victim assistance grants shall be used for victim service grants and not less 
than 50% for demonstration projects and training grants (42 U.S.C. 
10603(c)(2)), section 623(d) 

• makes federal and local agencies and private entities eligible for supplemental 
grants for services relating to victims of terrorism committed within the U. S. (42 
U.S.C. 10603b(b)), section 624(a) 

• allows supplemental grants for services relating to victims of terrorism 
committed overseas regardless of whether the victims are eligible for 
compensation under Title VIII of the Omnibus Diplomatic Security and 
Antiterrorism Act (100 Stat. 879 (1986))(Title VIII victims were previously 
ineligible) (42 U.S.C. 10603b(a)(l)), section 624(b) 

• establishes a “double dipping” restriction under which compensation to the 
victims of overseas terrorism is reduced by the amount received under Title VIII 
of the Omnibus Act (42 U.S.C. 10603c(b)), section 624(c) 

Increasing Institutional Capacity. A major portion of the Act is 

devoted to bolstering the institutional capacity of federal law enforcement agencies 
to combat terrorism and other criminal threats. In addition to the counterterrorism 
discussed above in the context of the Attorney General's reward prerogatives, it 
increases funding authorization for an FBI technical support center, section 1 03, and 
allows the FBI to hir e translators without regard to otherwise applicable employment 
restrictions such as citizenship, section 205. 

In the area of cybercrime, the Attorney General is instructed to establish regional 
forensic laboratories, section 817, and the Secret Service, to establish a national 
network of electronic crime task forces, modeled after its New York Electronic 
Crimes Task Force, section 105. The Act likewise clarifies the Secret Service’s 
investigative jurisdiction with respect to computer crime (18 U.S.C. 1030) and to 
crimes involving credit cards, PIN numbers, computer passwords, or any frauds 
against financial institutions (18 U.S.C. 3056), section 506. 
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For a period of up to 180 days after the end of Operation Enduring Freedom, 
section 1010 allows the Department of Defense (DoD) to contract with state and local 
law enforcement authorities to perform various security functions on its military 
installations and facilities, 10 U.S.C. 2465. 

The Act also authorizes appropriations for wide range anti-terrorism purposes 
including: 

• $25 milli on a year for FY 2003 through FY 2007 for state and local terrorism 
prevention and antiterrorism training grants for first responders, section 1005 
(28 U.S.C. 509 note) 

• necessary sums (FY 2002 through FY 2007) for Office of Justice Programs 
(O JP) grants to state and local governments to enhance their capacity to respond 
to terrorist attacks, section 1014 (42 U.S.C. 3711) 

• $250 mil lion a year (FY 2002 through FY 2007) for OJP grants to state and 
local governments integrated information and identification systems, section 
1015 (42 U.S.C. 14601) 

• $50 milhon per fiscal year for the Attorney General to develop and support 
regional computer forensic laboratories (28 U.S.C. 509 note), section 816 

•$50 mil lion (FY 2002) and $100 million (FY 2003) for Bureau of Justice 
Assistance grants (42 U.S.C. 3796h) for federal-state-local law enforcement 
information sharing systems, section 701 

• $20 milUon (FY 2002) for the activities of National Infrastructure Simulation 
and Analysis Center in DoD’s Defense Threat Reduction Agency, section 1016 
(42 U.S.C. 5195c) 

• $5 million for DEA police training in South and Central Asia, section 1007. 

Miscellaneous. Finally, the Act addresses the issuance of licenses for the 
drivers of vehicles carrying hazardous materials and the use of trade sanctions against 
countries that support terrorism. 

The Act requires background checks for criminal records and immigration status 
of applicants for licenses to operate vehicles carrying hazardous materials including 
chemical and biological materials (49 U.S.C. 5101a), section 1012. 

The Trade Sanctions Reform and Export Enhancement Act, 22 U.S.C. 7201 to 
7209, limits the President’s authority to unilaterally impose export restrictions on food 
and medical supplies. The limitations do not apply to restrictions on products that 
might be used for the development or production of chemical or biological weapons 
or of weapons of mass destruction, 22 U.S.C. 7203(2)(c). The Act expands the 
exception to include products that might to used for the design of chemical or 
biological weapons or of weapons of mass destruction as well, section 221(a)(1). 
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Only one year licenses may be issued for trade with countries that sponsor 
terrorism, 22 U.S.C. 7205. The Act brings areas of Afghanistan controlled by the 
Taliban within the same restriction, section 221(a)(2). 

Neither of these changes or anything else in the trade sanctions legislation 
precludes the assessment of civil or criminal liability for violations of 18 U.S.C. 
2339A (providing support to terrorists), of 18 U.S.C. 2339B (providing support to 
terrorist organizations), or of various presidential orders under the International 
Emergency Economic Powers Act,''^^ or of restrictions on foreign involvement in 
weapons of mass destruction or missile proliferation, sections 221(b), 807.''*® 


I.e., Executive Order No. 12947, 50 U.S.C. 1701 note (prohibiting transactions with 
terrorists); Executive Order No. 13224, 50 U.S.C. 1701 note (blocking property of persons 
who support terrorism); Executive Order No. 12978, 50 U.S.C. 1701 note (blocking assets 
of significant narcotics traffickers). 

For a general discussion of trade sanctions legislation, see, Jurenas, Exempting Food and 
Agriculture Products from US. Economic Sanctions: Status and Implementation, CRS ISSUE 
Brief IB 100061. 
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Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Senator Leahy: 

I am writing in response to your letter to Director Mueller dated July 25, 2003 
regarding information on the FBI's website relating to access to library records under Section 215 
of the USA PATRIOT Act. 

After receiving your letter, we reviewed the portion of the website about which 
you raised concerns. In doing so, we identified an error relating to the standard of proof for 
obtaining an order from the Foreign Intelligence Surveillance Court. We have deleted the 
statement that: 


the FBI must prove to a judge that it has probable cause and must 
certify to the court that these records are sought for an investigation 
to obtain foreign intelligence information not concerning a U.S. 
person or to protect against international terrorism or clandestine 
intelligence activities, provided that such investigation of a U.S. 
person is not conducted solely upon the basis of activities protected 
by the first amendment to the Constitution. 

We replaced that language with the statement that: 

the FBI must certify that these records are relevant for an 
investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such investigation 
of a U.S. person is not conducted solely upon the basis of activities 
protected by the first amendment to the Constitution. 


1 - Mr. Wainstein 
1 - Ms. Chandler 
1 - Ms. Caproni 
O)- Mr. Rowan 
1 - Mr. Bowman 


1 - MS. Kaiiscn 
1 - OCA Member's Folder 
1 - Exec Sec 
EPK:crm(10) 


b6 

b7C 






Rowan, J Patrick 

From: 

Sent: 

To: 

Cc: 

Subject: 


Pat, 

I attended the Pre-Brief at DOJ and provide the following in summary: 



Wednesday, September 10, 2003 2:16 PM 

Rowan, J Patrick 

KALISCH, ELENI P| 

SSCI Member Briefing on 09/11/2003 @ 2:30 p.m.: Patriot Act 
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Section 215 of the USA PATRIOT Act 

“The Committee's review of classified information related to FISA orders for tangible records, such as library 
records, has not given rise to any concern that the authority is being misused or abused. ” 

House Judiciary Committee press release, 
October 1 7, 2002 


50 U.S.C. § 1861. Access to certain business records for 
foreign intelligence and international terrorism 
investigations. 

(a) (1) The Director of the Federal Bureau of Investigation or a 
designee of the Director (whose rank shall be no lower than 
Assistant Special Agent in Charge) may make an application for 
an order requiring the-production of any tangible things 
(including books, records, papers, documents, and other items) 
for an investigation to obtain foreign intelligence information 
not concerning a United States person or to protect against 
international terrorism or clandestine intelligence activities, 
provided that such investigation of a United States person is not| 
conducted solely upon the basis of activities protected by the 
first amendment to the Constitution. 

(2) An investigation conducted under this section shall 

(A) be conducted under guidelines approved by the 
Attorney General under Executive Order 12333 (or a 
successor order); and 

(B) not be conducted of a United States person solely 
upon the basis of activities protected by the first 
amendment to the Constitution of the United States. 

(b) Each application under this section 


► Comparable to Grand .Turv Power : For years, grand juries 
have issued subpoenas to all types of entities, including libraries 
and bookstores. 

■ In a recent domestic-terrorism case, a grand jury 
served a subpoena to a bookseller to obtain records 
showing that a suspect had purchased a book giving 
instructions on how to build a particularly unusual 
detonator that had been used in several bombings. 

This was important evidence identifying th.e suspect.as 
the bomber. 

■ In the Gianni Versace murder case, a Florida grand 
jury subpoenaed records from public libraries in Miami 
Beach. 

■ In the Zodiac gunman investigation, a New York 
grand jury subpoenaed records from a Manhattan 
library. Investigators believed that the gunman was 
inspired by a Scottish occult poet, and v/anted to learn 
who had checked out his books. 


First Amendment Rights : Section 215 goes to great 
lengths to preserve the. First Amendment rights of those"who are 
under investigation, including the patrons of libraries and 
bookstores. FBI agents are prohibited from using a suspect’s 
exercise of First Amendment rights as a pretext for seeking 
records or information. 


(1) shall be made to — 

(A) a judge of the court established by section 1803(a) of 
this title; or 

(B) a United States Magistrate Judge under chapter 43 of 
Title 28, who is publicly designated by the Chief Justice 
of the United States to have the power to hear applications 
and grant orders for the production of tangible things 
under this section on behalf of a judge of that court; and 

(2) shall specify that the records concerned are sought for an 
authorized investigation conducted in accordance with 
subsection (a)(2) of this section to obtain foreign intelligence 
information not concerning a United States person or to 
protect against international terrorism or clandestine 
intelligence activities. 

(c)(1) Upon an application made pursuant to this section, the 
judge shall enter an ex parte order as requested, or as modified, 
approving the release of records if the judge finds that the I 

application meets the requirements of this section. I 
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► Narrow Scope : Section 215 can only be used in a narrow 
set of investigations: (1) to obtain foreign intelligence 
information about people who are neither American citizens nor 
lawful permanent residents; or (2) to defend the United States 
against spies or international terrorists. Section 215 cannot be 
used to investigate garden-variety crimes, or even domestic 
terrorism. 


^ Court Order Requirement : FBI agents cannot obtain 
records under section 215 unless they receive a court order. 
Agents cannot use this authority unilaterally to compel libraries 
or any other entity to turn over their records. They can obtain 
such documents only by appearing before the FISA court and 
convincing it that they need them. 


(2) An order under this subsection shall not disclose that it is 
issued for purposes of an investigation described in 






Rowan, J Patrick 


From: 

Sent: 

To: 

Subject: 


I nursaay, July iu, idUUo 1 1 :58 AM 
Rowan, J Patrick; Rosenberg, Charles P 
RE; Libraries 
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OriQinal Messaae — 
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From: 
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Sent: 

Thursday, July 10, 2003 10:52 AM 
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To: 

Rosenberg, Charles P; Rowan, J Patrick 

b7C 

Subject: 

RE: Libraries 


Chuck & Pat, 















Original Message 

From: Rowan, J Patrick 

Sent: Wednesday, Juiy 09, 2003 6:09 PM 

To: Rosenberg, Charles P 

Subject: RE: Libraries 



Originai Message 

From: Rosenberg, Charles P 

Sent: Wednesday, July 09, 2003 5:17 PM 

To: Rowan, J Patrick 

Cc: Wainstein, Kenneth L 

Subject: Libraries 





Section 215 of the USA PATRIOT Act 


"The Committee ’s review of classified information related to FISA orders for tangible records, such as library 
records, has not given rise to any concern that the authority is being misused or abused. " 
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House Judiciary Committee press release, 
October 1 7, 2002 


SEC. 215. ACCESS TO RECORDS AND OTHER ITEMS 
UNDER THE FOREIGN INTELLIGENCE 
SURVEILLANCE ACT. 

Title V of the Foreign Intelligence Surveillance Act of 1978 (50 
U.S.C. 1861 et seq.) is amended by striking sections 501 
through 503 and inserting the following: 

“SEC. 501. ACCESS TO CERTAIN BUSINESS RECORDS 
FOR FOREIGN INTELLIGENCE AND 
INTERNATIONAL TERRORISM INVESTIGATIONS. 

“(a)(1) The Director of the Federal Bureau of Investigation or a 
designee of the Director (whose rank shall be no lower than 
Assistant Special Agent in Charge) may make an application for 
an order requiring the production of any tangible things I 

(including books, records, papers, documents, and other items) I 
for an investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such 
investigation of a United States person is not conducted solely i 
upon the basis of activities protected by the first amendment to f 
the Constitution. 

“(2) An investigation conducted under this section shall— 

“(A) be conducted under guidelines approved by the Attorney 
General under Executive Order 12333 (or a successor order); 
and 

“(B) not be conducted of a United States person solely upon the 
basis of activities protected by the first amendment to the 
Constitution of the United States. 


-► Comparable to Grand Jury Power : For years, grand juries 
have issued subpoenas to all types of entities, including libraries 
and bookstores. 

■ In a recent domestic-terrorism case, a grand jury 
served a subpoena to a bookseller to obtain records 
showing that a suspect had purchased a book giving 
instructions on how to build a particularly unusual 
detonator that had been used in several bombings. 

This was important evidence identifying the suspect as 
the bomber. 

■ In the Gianni Versace murder case, a Florida grand 
jury subpoenaed records from public libraries in Miami 
Beach. 

■ In the Zodiac gunman investigation, a New York 
grand jmy subpoenaed records from a Manhattan 
library. Investigators believed that the gunman was 
inspired by a Scottish occult poet, and wanted to learn 
who had checked out his books. 


First Amendment Rights : Section 215 goes to great 
lengths to preserve the First Amendment rights of those who are 
under investigation, including the patrons of libraries and 
bookstores. FBI agents are prohibited from using a suspect’s 
exercise of First Amendment rights as a pretext for seeking 
records or information. 


“(b) Each application under this section — 

“(1) shall be made to — 

“(A) a judge of the court established by section 103(a); or 
“(B) a United States Magistrate Judge under chapter 43 of title 
28, United States Code, who is publicly designated by the Chief 
Justice of the United States to have the power to hear 
applications and grant orders for the production of tangible 
things under this section on behalf of a judge of that court; and 
“(2) shall specify that the records concerned are sought for an 
authorized investigation conducted in accordance with 
subsection (a)(2) to obtain foreign intelligence information not 
concerning a United States person or to protect against 
international terrorism or clandestine intelligence activities. 

“(c)(1) Upon an application made pursuant to this section, the 
judge shall enter an ex parte order as requested, or as modified, 
approving the release of records if the judge finds that the |_ 
application meets the requirements of this section. T 

“(2) An order under this subsection shall not disclose that it is 
issued for purposes of an investigation described in subsection 
(a). 


Narrow Scope : Section 215 can only be used in a narrow 
set of investigations: (1) to obtain foreign intelligence 
information about people who are neither American citizens nor 
lawful permanent residents; or (2) to defend the United States 
against spies or international terrorists. Section 215 cannot be 
used to investigate garden-variety crimes, or even domestic 
terrorism. 


Court Order Requirement : FBI agents cannot obtain 
records under section 215 unless they receive a court order. 
Agents caimot use this authority unilaterally to compel libraries 
or any other entity to turn over their records. They can obtain 
such documents only by appearing before the FISA court and 
convincing it that they need them. 



“(d) No person shall disclose to any other person (other than 


this section) that the Federal Bureau of Investigation has sought 
or obtained tangible things under this section. 

“(e) A person who, in good faith, produces tangible things under 
an order pursuant to this section shall not be liable to any other 
person for such production. Such production shall not be 
deemed to constitute a waiver of any privilege in any other 
proceeding or context. 

“SEC. 502. CONGRESSIONAL OVERSIGHT. 

“(a) On a semiannual basis, the Attorney General shall fitlly 
inform the Permanent Select Committee on Intelligence of the 
House of Representatives and the Select Committee on 
Intelligence of the Senate concerning all requests for the 
production of tangible things under section 402. 


Confidentiality Comparable to Other Laws : The 
requirement that recipients of court orders keep them 
confidential is based on the “national security letter” statutes, 
which have existed for decades. (An NSL is a type of 
administrative subpoena used in certain national-security 
investigations.) 

• 12 U.S.C. § 3414(a)(5)(D): “No financial institution, 

or officer, employee, or agent of such institution, shall 
disclose to any person that the Federal Bureau of 
Investigation has sought or obtained access to a 
customer's or entity's financial records under this 
paragraph.” 

■ 1 8 U.S.C. § 2709(c); “No wire or electronic 

communication service provider, or officer, employee, 
or agent thereof, shall disclose to any person that the 
Federal Bureau of Investigation has sought or obtained 
access to information or records under this section.” 


“(b) On a semiannual basis, the Attorney General shall provide 
to the Committees on the Judiciary of the House of 
Representatives and the Senate a report setting forth with 
respect to the preceding 6-month period— 

“(1) the total number of applications made for orders approving 
requests for the production of tangible things under section 402; 
and 

“(2) the total number of such orders either granted, modified, or 
denied;”. 


^ Oversight : Section 215 provides for thorough congressional 
oversight. Every six months, the Attorney General is required 
to “fully inform” Congress on the number of times agents have 
sought a court order under section 215, as well as the number of 
times such requests were granted, modified, or denied. 
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MUSLIM COMMUNITY ASSOCIATION OF 
ANN ARBOR, et al. (SEE ATTACHMENT FOR 
REMAINDER OF PLAINTIFFS) 


Plaintiffs attorney, address and telephone: 

Ann Beeson/Jameel Jaffer, ACLU Foundation, 125 
Broad Street, 18th Floor, New York, NY 
10004-2400, (212) 549-2500; Michael J. 

Steinberg, Noel Saleh, Kary L. Moss, ACLU of 
Michigan, 60 W. Hancock, Detroit, MI 48201; 

nnv57S-6Rno 

To the defendant 


Defendant(s) Name 

JOHN ASHCROFT, in his official capacity as 
Attorney General of the United States; ROBERT 
MUELLER, in his official capacity as Director of 
the Federal Bureau of Investigation, 

Name and address of defendant being served; 

ROBERT MUELLER, Director 
Federal Bureau of Investigation 
935 Pennsylvania Ave., NW 
Washington, D.C. 20535 



United States District Court 
Eastern District of Michigan 

Summons in a Civil Action a nd Return of Service Form 

DENISE PAGE HOOD 08-72913 

MAGISTRATE JUDGE R. STEVEN WHALE> _ Case Number and Judge Assignment (to be supplied by the Court) 


Plaintiff(s) Name 


Defendant(s) Name 


vs. 


To the defendant 

This summons is notification that YOU ARE BEING SUED by the above named plaintiff(s). 


1 . You are required to serve upon the piaintiffs attorney, name and address above, an answer to the 

complaint within _days after receiving this summons, or take other actions that are permitted 

by the Federal Rules of Civil Procedure. 

2. You must file the original and one copy of your answer within the time limits specified above with the 
Clerk of Court. 


3. Failure to answer or take other action permitted by the Federal Rules of Civil Procedure may result 
in the issuance of a judgment by default against you for the relief demanded in the complaint. 
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UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF MICHIGAN 
SOUTHERN DIVISION 


MUSLIM COMMUNITY ASSOCIATION OF ANN 
ARBOR; AMERICAN-ARAB ANTI-DISCRIMINATION 
COMMITTEE; ARAB COMMUNITY CENTER FOR 
ECONOMIC AND SOCIAL SERVICES; BRIDGE 
REFUGEE & SPONSORSHIP SERVICES, INC.; 
COUNCIL ON AMERICAN-ISLAMIC RELATIONS; 
ISLAMIC CENTER OF PORTLAND, MASJED 
AS-SABER, 


Plaintiffs, 


03-72913 


COMPLAINT FOR 
DECLARATORY AND 
INJUNCTIVE RELIEF 


DENISE PAGE HOOD 

Case No. 


V. 


^ JUDGE R. S'EEVEN miALE 


JOHN ASHCROFT, in his official capacity as Attorney 
General of the United States; ROBERT MUELLER, in his 
official capacity as Director of the Federal Bureau of 
Investigation, 

Defendants. 
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ANN BEESON 
JAMEELJAFFER 
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American Civil Liberties Union Foundation 


125 Broad Street, 18th Floor 
New York, NY 10004-2400 
(212) 549-2500 


MICHAEL J. STEINBERG 
NOEL SALEH 
KARY L. MOSS 

American Civil Liberties Union Fund of Michigan 
60 West Hancock 
Detroit, MI 48201-1343 
(313)578-6800 


Attorneys for Plaintiffs 


COMPLAINT 




I 


PRELIMINARY STATEMENT 

1 . This lawsuit challenges the constitutionality of Section 2 1 5 of the US A 
PATRIOT Act, which vastly expands the power of the Federal Bureau of Investigation 
(“FBI”) to obtain records and other “tangible things” of people not suspected of criminal 
activity. Pub. L. No. 107-56, 1 15 Stat. 272 (Oct. 26, 2001) (“Patriot Act” or “Act”). The 
FBI can use Section 215 to obtain personal belongings, including “books, records, papers, 
documents, and other items,” directly from a person’s home. It can also order charities, 
political organizations, libraries, hospitals, Internet Service Providers, or indeed arty 
person or entity to turn over the records or personal belongings of others. The FBI can 
use Section 215 against anyone at all, including United States citizens and permanent 
residents, 

2. Section 215 is invalid on its face. To obtain a Section 215 order, the FBI 
need only assert that the records or personal belongings are “sought for” an ongoing 
foreign intelligence, counterintelligence, or international terrorism investigation. The 
FBI is not required to show probable cause - or any reason - to believe that the target of 
the order is a criminal suspect or foreign agent. The FBI can obtain and execute Section 
215 orders in total secrecy. The targets of Section 215 orders are never notified that their 
privacy has been compromised - even years later, and even if they are innocent. The law 
includes a gag provision that prohibits persons or entities served with Section 2 1 5 orders 
from ever disclosing, even in the most general terms, that the FBI has sought information 
from them. By seriously compromising the rights to privacy, free speech, and due 
process. Section 215 violates the First, Fourth, and Fifth Amendments of the United 
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States Constitution. Plaintiffs respectfully seek a declaration that Section 215 is facially 
unconstitutional, and a permanent injimction against its enforcement. 

JURISDICTION AND VENUE 

3 . This case arises under the United States Constitution and the laws of the 
United States and presents a federal question within this Court’s jurisdiction under 
Article III of the United States Constitution and 28 U.S.C. § 1331. The Court has 
authority to grant declaratory relief pursuant to the Declaratory Judgment Act, 28 U.S.C. 

§ 2201 etseq. The Court has authority to award costs and attorneys’ fees under 28 
U.S.C. § 2412. Venue is proper in this district imder 28 U.S.C. § 1391(e). 

PARTIES 

4. Plaintiff Muslim Community Association of Ann Arbor (“MCA”) is a 
non-profit, membership-based organization that serves the religious needs of Muslims in 
and around Ann Arbor, Michigan. MCA owns and administers a mosque and an Islamic 
school. MCA sues on its own behalf and on behalf of its members, students, and 
constituents. 

5. Plaintiff American-Arab Anti-Discrimination Committee (“ADC”) is a 
non-profit civil rights organization committed to defending the rights of people of Arab 
descent and promoting their rich cultural heritage. ADC, which is non-sectarian and non- 
partisan, is the largest Arab-American grassroots organization in the United States. 

Based in Washington, D.C., it was founded in 1980 by former United States Senator 
James Abourezk and has chapters nationwide. ADC sues on its own behalf and on behalf 
of its members and constituents. 
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6. Plaintiff Arab Community Center for Economic and Social Services 
(“ACCESS”) is a Detroit-based human services organization committed to the 
development of the Arab-American community in all aspects of its economic and cultural 
life. Among other services, ACCESS operates a Community Health and Research 
Center. ACCESS sues on its own behalf and on behalf of its members, clients, and 
constituents. 

7. Plaintiff Bridge Refugee & Sponsorship Services, Inc. (“Bridge”) is an 
ecumenical, non-profit organization based in Knoxville, Termessee, dedicated to helping 
refugees and asylum-seekers become and stay self-sufficient. Bridge is affiliated with 
Church World Service and with Episcopal Migration Ministries. Bridge recmits and 
trains church sponsors to help refugees create new lives in East Tennessee, and provides 
services until refugees are eligible to apply for United States citizenship. Bridge sues on 
its own behalf and on behalf of its clients. 

8. Plaintiff Council on American Islamic Relations (“CAIR”) is a non-profit, 
mainstream, grassroots organization dedicated to enhancing the public’s understanding of 
Islam and Muslims. CAIR is the largest Islamic civil liberties organization in the United 
States. CAIR is based in Washington, D.C., and has chapters nationwide and in Canada. 
CAIR sues on its own behalf and on behalf of its members and constituents. 

9. Plaintiff Islamic Center of Portland, Masjed As-Saber (“ICPMA”), is a 
non-profit organization that serves the religious needs of Muslims in and around 
Portland, Oregon. ICPMA owns and administers a mosque known as Masjed As-Saber 
and an Islamic school known as the Islamic School of Portland. ICPMA sues on its own 
behalf and on behalf of its community members and students. 
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10. Defendant Attorney General John Ashcroft heads the United States 
Department of Justice, which is the agency of the United States government responsible 
for enforcement of federal criminal laws and domestic intelligence investigations. 
Defendant Attorney General Ashcroft has ultimate authority for supervising all of the 
operations and functions of the Department of Justice. The Department of Justice 
includes the FBI, the agency authorized to use the law challenged in this case. 

11. Defendant Robert Mueller is the Director of the FBI, which is the 
principal investigative arm of the United States Department of Justice. Defendant Robert 
Mueller is responsible for supervising all of the operations and functions of the FBI. The 
FBI is the agency authorized to use the law challenged in this case. 

STATUTORY LANGUAGE AT ISSUE 

12. The Foreign Intelligence Surveillance Act (“FISA”), 50 U.S.C. § 1801 et 
seq., was enacted in 1978 to govern FBI surveillance of foreign powers and their agents 
inside the United States. See Pub. L. 95-511, 92 Stat. 1783 (Oct. 25, 1978). Through 
FISA, Congress created the Foreign Intelligence Surveillance Court (“FISA Court”), 
originally composed of seven (now eleven) federal district judges empowered to grant or 
deny government applications for FISA surveillance orders. See 50 U.S.C. § 1803. 

13. Sinee 1978, Congress has amended FISA numerous times, each time 
adding new tools to the FBI’s foreign intelligence toolbox or expanding the class of 
investigations in which such tools may be employed. 

14. One amendment, which was codified as Subchapter IV of FISA, 
authorized the FBI to obtain “business records” from vehicle rental agencies, common 
carriers, storage facilities, and other similar businesses if the FBI had “specific and 
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articulable facts” giving reason to believe that the records in question pertained to a 
foreign agent or power. See Pub. L. 105-272, Title VI, § 602, 1 12 Stat. 2411 (Oct. 20, 
1998). 

15. The Patriot Act was passed on October 26, 2001 . 

16. Section 215 of the Patriot Act amended Subchapter IV of FISA by: 

(i) allowing the FBI to demand the production of “any tangible things (including books, 
records, papers, documents, and other items),” and not just business records; (ii) allowing 
the FBI to demand books, records and other tangible things from anyone, and not Just 
from vehicle rental agencies and other third parties; and (iii) allowing the FBI to demand 
books, records and other tangible things without showing any evidence that the person 
whom it is investigating is a foreign agent. See 50 U.S.C. § 1861(a)(1). 

17. Section 215 does not require the FBI to show probable cause or any reason 
to believe that the records or personal belongings sought pertain to a person involved in 
criminal activity or to a foreign agent or foreign power. See id. § 1861(b)(2). The 
provision requires only that the FBI certify to the FISA Court that the books, records, or 
other tangible things demanded on the authority of the provision are “sought for” a 
foreign intelligence, clandestine intelligence, or international terrorism investigation. As 
a result of the changes effected by the Patriot Act, the FBI is now authorized to use 
Section 215 even against people who are known to be altogether unconnected to criminal 
activity or espionage. 

18. Section 2 1 5 requires the FISA Court to defer to the FBI’s specification 
that the records or personal belongings sought by a Section 2 1 5 order are sought for an 
investigation to obtain foreign intelligence information or to protect against international 
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terrorism or clandestine intelligence activities. The FISA Court has no statutory authority 
to examine the foundation of the FBTs specification or to reject the specification as 
unfounded. See id § 1861(b)(2) & (c)(1). 


19. Section 215 does not require the FBI to have reason to believe that the 
records or personal belongings sought pertain to a particular suspect or a particular 
offense. Accordingly, the FBI could use Section 215 to obtain from a bookstore a list of 
people who had purchased a particular book, or to obtain from a health clinic a list of 
patients who had received medical care. The FBI need not state or even know in advance 
which individuals’ privacy will be infringed. 

20. At a hearing before the House Judiciary Committee on June 5, 2003, 
Defendant Attorney General John Ashcroft stated that, prior to the Patriot Act, the 
government “used to have [to allege] a reason to believe that the target is an agent of a 
foreign power,” a standard he agreed was “lower than probable cause.” He 
acknowledged that, under Section 215, the government may now obtain “all relevant, 
tangible items” without such a showing. 

2 1 . Section 215 does not require the FBI ever to notify surveillance targets 
that it has obtained their records or personal belongings. 

22. Section 215 does not include any procedure that would allow a person or 
entity served with a Section 215 order to challenge the order’s constitutionality before 
turning over the records or personal belongings sought by the order. 

23. Section 215 authorizes the FBI to obtain records or personal belongings of 
United States citizens and permanent residents based in part on “activities protected by 
the first amendment to the Constitution.” Id. § 1861(a)(1); see also § 1861(a)(2)(B). 
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24. Section 215 authorizes the FBI to obtain records or personal belongings of 
people who are not United States citizens or permanent residents based solely upon 
“activities protected by the First Amendment to the Constitution.” See id. § 1861(a)(1); 
see also § 1861(a)(2)(B). 

25. Section 215 requires the FISA Court to defer to the FBI’s specification 
that the investigation is not being conducted of a United States person solely upon the 
basis of activities protected by the First Amendment. The FISA Coiut has no statutory 
authority to examine the foundation of the FBI’s specification or to reject the 
specification as unfounded. See id. § 1861(b)(2) «& (c)(1). 

26. Section 215 includes the following gag provision; “No person shall 
disclose to any other person (other than those persons necessary to produce the tangible 
things under this section) that the Federal Bureau of Investigation has sought or obtained 
tangible things under this section.” See id. § 1861(d). Section 215 gag orders are 
indefinite, and do not require the FBI to make a showing that secrecy is necessary in any 
particular case. 

27. Defendant Attorney General John Ashcroft has refused to disclose 
publicly even the most basic information about the FBI’s use of Section 215. He has 
refused to say, for example, how many times the provision has been used to obtain 
information from public libraries, how many times it has been used to obtain information 
about United States citizens or permanent residents, and how many times it has been used 
in response to a person’s engagement in activity protected by the First Amendment. 
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28. Through a request submitted under the Freedom of Information Act, the 
American Civil Liberties Union obtained heavily redacted documents that indicate that 


the FBI has already used Section 215. 

29. At a June 2003 hejuing. Defendant Attorney General Ashcroft informed 
the House Judiciary Committee that it is his position that Section 215 could be used to 
obtain, among other things, library and bookstore records, computer files, education 
records, and even genetic information. 

FACTUAL BACKGROUND 

30. Based on their personal experiences and the government’s own actions, 
plaintiffs have a well-founded belief that they and their members, clients, and 
constituents (hereinafter “members and clients”) have been or are eurrently the targets of 
investigations conducted under Section 215. Because Section 215 does not require the 
government to provide notice to surveillance targets, and because it strictly gags 
recipients from disclosing that the FBI has sought or obtained information from them, 
plaintiffs and other innocent targets of FBI surveillance have no way to know with 
certainty that their privacy has been compromised. 

3 1 . The FBI has already targeted plaintiffs, their members, and their clients in 
a number of ways. 

32. The FBI has sought information directly from some of the plaintiffs about 
their members and clients. 

33. The FBI has sought information from some of the plaintiffs’ members and 
clients directly, either during visits to their homes and businesses, or through numerous 
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registration and interview programs directed at Muslims of Arab and South Asian 
descent. 

34. Plaintiffs have many members and clients who were required to register 
under the National Security Entry-Exit Registration System (NSEERS), an INS program 
that thus far has been applied almost exclusively to nationals of predominantly Arab and 
Muslim countries. Many individuals who appeared in good faith for registration were 
then detained by the INS for alleged immigration violations. The FBI also interviewed 
many of plaintiffs’ members and clients of Arab, Muslim, and South Asian descent in 
March 2002. Finally, the FBI interviewed many of plaintiffs’ members and clients of 
Iraqi descent in March 2003, as part of “Operation Liberty Shield.” 

35. During these interviews, many members were questioned about their 
religious and political beliefs, activities, and associations. Some of plaintiffs’ members 
expressed opposition to the war in Iraq, to United States support for Israeli polieies, and 
to other aspects of United States foreign policy. Plaintiffs’ members and clients believe 
that the FBI may have selected them for investigation under Section 215 because of 
information obtained during these interviews. 

36. The Attorney General stated publicly in November 2002 that the Justice 
Department had a “previously undisclosed intelligence program involv[ing] tracking 
thousands of Iraqi citizens and Iraqi-Americans with dual citizenship.” 

37. The FBI is currently investigating a number of charities suspected of 
providing material support to Foreign Terrorist Organizations. Some of plaintiffs’ 
members and clients contributed financially to these charities before the charities were 
accused of having provided material support. 
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38. Some of the plaintiffs and their members and clients have direct contacts 
with people whom the INS detained and the FBI interrogated after September 11*. The 
FBI routinely interrogated INS detainees, asking questions not only about the detainees’ 
own immigration status, political views, religious beliefs, and foreign connections but 
also about the political views, religious beliefs, and foreign connections of the detainees’ 
fiiends and family members. 

39. Many of plaintiffs’ members and clients emigrated to the United States 
from countries the government has accused of sponsoring terrorism, such as Syria and 
Iraq. Defendant Mueller has stated publicly that a “substantial” number of persons are 
under constant surveillance, particularly in communities like New York and Detroit, 
where plaintiffs have thousands of Arab-American members and clients. 

40. Many of the plaintiffs directly serve Muslim communities, or have 
significant numbers of members or clients who are Muslim. Two of the plaintiffs, the 
Muslim Community Association of Ann Arbor and the Islamic Center of Portland, 
Masjed As-Saber, operate mosques. 

41. Section 215 has caused some of plaintiffs’ members and clients to be 
inhibited from publicly expressing their political views, attending mosque and practicing 
their religion, participating in public debate, engaging in political activity, associating 
with legitimate political and religious organizations, donating money to legitimate 
charitable organizations, exercising candor in private conversations, researching sensitive 
political and religious topics, visiting particular websites, and otherwise engaging in 
activity that is protected by the First Amendment to the United States Constitution. 
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Muslim Community Association of Ann Arbor 

42. MCA is a non-profit, membership-based organization that owns and 
administers a mosque and an Islamic school, the Michigan Islamic Academy, in Ann 
Arbor, Michigan. Approximately 1000 people attend services at the mosque each Friday; 
as many as 2500 attend services on religious holidays. MCA employs approximately 20 
people and has about 700 registered, dues-paying members. 

43. Approximately 200 students are enrolled at the Michigan Islamic 
Academy, which offers classes from pre-K through 1 1* grade. In addition to offering the 
standard academic curriculum used in the State of Michigan for public schools, the 
school offers classes in Arabic language, Quranic recitation and Islamic Studies. The 
mission of the school is to provide students with the basic knowledge required to preserve 
their Islamic heritage, religion and cultural identity. 

44. MCA has spent a significant amount of time, staff resources, and funds 
discussing the impact of September 1 1* and the Patriot Act on the civil rights of 
Muslims. It sponsored civil rights fomms on January 26, 2002; April 14, 2002; October 
13, 2002; and March 12, 2003. Each of these fomms addressed the impact of the Patriot 
Act. The MCA has also sponsored numerous rallies and fundraisers related to the Rabih 
Haddad case; at these events, the Patriot Act was almost always discussed. 

45. Because of the relationship between MCA, its members and leaders, and 
persons and organizations investigated, questioned, detained, or arrested since September 
1 1*, MCA reasonably believes that the FBI has used or is currently using Section 215 to 
obtain records or personal belongings about it and its members, students, and 
constituents. 
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46. For example, the MCA, its leadership, and its members have been 
associated with Rabih Haddad . Rabih Haddad is a 41 -year-old native of Lebanon who 
came legally to the United States and lived until recently in Ann Arbor with his wife and 
four children. He was an active member of MCA and a volunteer teacher at MCA’s 
Michigan Islamic Academy. In 1992, he co-founded the Global Relief Foundation, a 
humanitarian organization which the federal government has accused of having provided 
material support for terrorism. In December 2001, Mr. Haddad was arrested on 
immigration charges. Though never accused of threatening or harming anyone, Mr. 
Haddad was denied bond and held in solitary confinement for months with almost no 
access to his family or the outside world. The INS commenced removal proceedings 
against him based on visa violations, and the government attempted to close the INS 
hearings to the press and public. The ACLU, the Detroit Free Press, Representative John 
Conyers and others successfully sued to open the hearings. Mr. Haddad was ultimately 
imprisoned for approximately nineteen months, and deported to Lebanon in July 2003. 
He was never charged with any crime. 

47. Some MCA members founded the Free Rabih Haddad Committee in 
December 2001. The Free Rabih Haddad Committee supported the Haddad family 
during Mr. Haddad’s imprisonment, raised money to assist in his defense, organized 
public demonstrations in support of Mr. Haddad, and organized a letter-writing 
campaign. The Free Rabih Haddad Committee continues to educate the public about the 
government’s treatment of Mr. Haddad. The MCA itself also held numerous fundraisers 
and public rallies to protest Mr. Haddad’s detention. 
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48. Almost all meetings of the Free Rabih Haddad Committee were held at the 
MCA. During his detention, Mr. Haddad placed weekly telephone calls to the MCA in 
order to speak with MCA leaders and members. 

49. The MCA, its leadership, and its members have also been associated with 
Dr. Sami Al-Arian . In October 2002, Dr. Sami Al-Arian spoke at the MCA mosque on 
the “Eroding Status of Our Civil Liberties.” Dr. Al-Arian is a Kuwaiti-born former 
professor at the University of South Florida. He was indicted in the Middle District of 
Florida in February 2003 for allegedly aiding and abetting terrorism in the occupied West 
Bank. The federal government has introduced evidence in the case that they obtained 
through wiretaps authorized under another Patriot Act amendment to FISA. Dr. Al- 
Arian’s daughter, Layla Al-Arian, spoke about her father’s case at MCA’s mosque in 
March 2003. 

50. Other MCA members and leaders have been individually targeted for 
investigation by the FBI. 

5 1 . For example, MCA member Homam Albaroudi was bom in Syria and 
came to the United States in 1987. He received a Masters in Engineering from Missouri 
State University and a Ph.D. in Engineering from Oregon State University. He is now a 
United States citizen. He is married to a United States citizen and has three children, all 
United States citizens. He works as an engineer for a Fortune 100 company. 

52. Mr. Albaroudi has been an active member of MCA since 1999. He was a 
member of the Michigan Islamic Academy’s board of directors for 3 years. 

53. Mr. Albaroudi has also been a member of CAIR’s Michigan chapter for 
approximately three years. 
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54. In 1993, Mr. Albaroudi co-founded the Islamic Assembly of North 
America (“LANA”), a non-profit organization dedicated to educating the public about 
Islam. While he was associated with the organization, lANA organized conferences, 
published religious books, and supplied Qurans to incarcerated Muslims. Mr. Albaroudi 
served as lANA’s Executive Director firom the organization’s founding in 1996 until 
1997, when he stepped down from his position and ended his association with IAN A 
because of personal differences with other lANA leaders. The FBI raided lANA’s 
offices in February 2003, seizing computers and taking photographs of books. The 
computers contained information about Mr. Albaroudi. FBI agents also questioned 
lANA associates and ex-employees about Mr. Albaroudi, notwithstanding that his 
association with lANA ended in 1997. 

55. Mr. Albaroudi was also a founder of the Free Rabih Haddad Committee. 
Mr. Albaroudi convened the initial meeting of the Committee on the premises of the 
MCA. 

56. Mr. Albaroudi has twice been contacted by the FBI. On the first occasion, 
which was approximately four years ago, Mr. Albaroudi was on an employment-related 
consulting assignment in Indiana when the FBI came looking for him at his home in 
Michigan. When the FBI discovered that Mr. Albaroudi was not at home, they left their 
cards with Mr. Albaroudi ’s wife, asking that Mr. Albaroudi contact them when he 
returned. Mr. Albaroudi did so. The FBI did not pursue efforts to speak with Mr. 
Albaroudi after he informed them that he did not fed comfortable speaking with them 
without an attorney present. 
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57. The FBI contacted Mr. Albaroudi again in or about March 2003. On this 
occasion, the FBI agents who contacted him said that they had not singled him out but 
rather were interviewing many people in the area to find out whether anyone had learned 
of conspiracies against the United States. Mr. Albaroudi explained to the FBI that he 
would have contacted them of his own accord if he had learned of conspiracies against 
the United States. The FBI then asked Mr. Albaroudi about another co-founder of lANA, 
who had recently been arrested for an overdraft check and then detained on immigration 
charges. The FBI did not pursue efforts to speak with Mr. Albaroudi after he informed 
them that he did not feel comfortable speaking with them without an attorney present. 

58. Mr. Albaroudi reasonably believes that, because of his religion, his 
ethnicity, his place of birth, his earlier leadership role in lANA, his leadership role in the 
Free Rabih Haddad Committee, and his membership and leadership role in MCA, the FBI 
has used or is currently using Section 215 to obtain his records and personal belongings. 

59. MCA member Kristine Abouzahr was bom in Lansing, Michigan in 1 958. 
She is married and has five children, the eldest of whom is 21 and the youngest 9. Mrs. 
Abouzahr received a B.S. from Oklahoma State University in 1978 and an M.A. from 
Virginia Polytechnic Institute and State University in 1980. She moved to Michigan in 
1986. 

60. Mrs. Abouzahr has been a member of the MCA since 1986. 

61. Mrs. Abouzahr taught at the Michigan Islamic Academy from 1990-1994, 
from 1995-1997, from 1999-2001, and during this past academic year. Mrs. Abouzahr’ s 
youngest daughter is currently a student at the Michigan Islamic Academy. 
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62. Mrs. Abouzahr serves on MCA’s Outreach Committee, whose mandate is 
to educate Americans about Islam. As a member of the Outreach Committee, she has 
visited numerous local schools and community organizations to give presentations about 
Islam. Mrs. Abouzahr also serves informally as an advisor to Michigan Islamic 
Academy’s new immigrant students and their parents who have questions about adjusting 
to life in the United States. 

63 . Mrs. Abouzahr is an active member of the Aim Arbor Area Committee for 
Peace (AAACP). As a member of that organization, Mrs. Abouzahr attended 
demonstrations against the Gulf War, against the Patriot Act, against the FBI’s 
“voluntary” interview program, and in favor of a just peace between Israel and Palestine. 
Mrs. Abouzahr has also spoken publicly at demonstrations sponsored by AAACP and 
MCA, including at demonstrations in support of Rabih Haddad. 

64. Mrs. Abouzahr is also an active member of the Free Rabih Haddad 
Committee. As one of the Committee’s two Media Coordinators, she drafts press 
releases, speaks to the media, and organizes public demonstrations. She has also spoken 
publicly in support of Mr. Haddad. For example, in February 2002, after she had traveled 
to Washington, D.C., with Mr. Haddad’s wife, she spoke at an informational forum 
organized and co-sponsored by the AAACP and the Free Rabih Haddad Committee to 
inform the local community about Haddad’s case. 

65. The Free Rabih Haddad Committee’s post office box is registered in Mrs. 
Abouzahr’s name. 

66. Mrs. Abouzahr reasonably believes that, because of her religion, her 
leadership role in the Free Rabih Haddad Committee, her membership in AAACP, and 
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her membership aad leadership role in MCA, the FBI has used or is currently using 
Section 215 to obtain her records and personal belongings. 


67. MCA member Nazih Hassan was bom in Lebanon in 1969. He emigrated 
to Canada in 1988 and became a Canadian citizen in 1993. Mr. Hassan received his 
B.Esc. from the University of Western Ontario in 1994. 

68. Mr. Hassan came to the United States in 1994 to study at Eastern 
Michigan University. He received his M.S. in Computer Information Systems from that 
institution in 1997. 

69. Mr. Hassan became a legal permanent resident in 200 1 . He is married and 
has three children, two of whom are United States citizens. Mr. Hassan now works as a 
technology consultant and resides in Ypsilanti, Michigan. 

70. Mr. Hassan has been a member of the MCA since 1994. Since January 
2002, he has served as MCA’s President. At various times since 1995, he also served as 
Editor of MCA’s newsletter, as MCA’s Secretary, and as MCA’s Vice President. 

7 1 . Mr. Hassan was a founder of the Free Rabih Haddad Committee. As one 
of the Committee’s two Media Coordinators, he drafts press releases, speaks to the 
media, and organizes public demonstrations. 

72. Mr. Hassan reasonably believes that, because of his religion, his ethnicity, 
his place of birth, his leadership role in the Free Rabih Haddad Committee, and his 
membership and leadership role in MCA, the FBI has used or is currently using Section 
215 to obtain his records and personal belongings. 

73. MCA also reasonably believes that it could be served with a Section 2 1 5 
order. It then would have no ability to challenge the order before compromising the 
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privacy and free speech rights of its members. MCA maintains various records 
pertaining to its members, including records of members’ names, telephone numbers, e- 
mail, home and business addresses, and citizenship status and national origin. MCA 
keeps records relating to members’ marriages and divorces, and relating to members’ 
family problems that MCA’s Imam and Social Committee help resolve. MCA also keeps 
records documenting the use of zakat (members’ charitable donations). The Michigan 
Islamic Academy also maintains a variety of educational and counseling records about its 
students. Finally, MCA has a variety of religious documents associated with the mosque 
and the Michigan Islamic Academy. 

74. MCA has a policy of strictly maintaining the privacy of its records and 
routinely assures its members that any information they provide to MCA will be kept 
confidential. MCA’s members rely on MCA’s assurances that their records will be kept 
confidential. 

75. Section 215 compromises MCA’s ability to maintain the confidentiality of 
records pertaining to its members and students, and to protect individual members and 
students from harassment, threats, and violence. MCA has been the target of harassment 
since September 1 1*. For example, on some occasions after MCA President Nazih 
Hassan was quoted in newspaper articles, the MCA received several hate letters. After 
Mr. Hassan wrote a letter to the Ann Arbor News at the end of March 2003, an unknown 
individual or group placed hate fliers on cars outside the mosque. Were the 
confidentiality of MCA’s records to be compromised and MCA’s membership list to 
become public knowledge, MCA’s individual members would be subjected to verbal 
harassment, threats, and even violence. 
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76. MCA’s ability to keep its records confidential also allows MCA to protect 


its members and students from the possibility that the government will target them for 
their exercise of First Amendment rights, including their rights to free speech, free 
association, and free exercise of religion. 

77. Because of the likelihood that the FBI is using provisions of the Patriot 
Act to target MCA, its leadership, and its members, some MCA members are afraid to 
attend mosque, to practice their religion, or to express their opinions about religious and 
political issues. Several people have told MCA leaders that they do not attend mosque 
for fear that the FBI is surveilling MCA and intends to investigate those who are 
associated with the organization. 

American-Arab Anti-Discrimination Committee 

78. ADC is a non-profit civil rights organization committed to defending the 
rights and promoting the rich cultural heritage of people of Arab descent. ADC has 
members and volunteer-based chapters in many states. It is headquartered in 
Washington, D.C., and has staffed offices in New York City, Detroit, San Diego, and San 
Francisco. 

79. Since the passage of the Patriot Act, ADC has spent a significant amount 
of time, staff resources, and funds in advocating against the civil rights encroachments 
authorized by the Act. ADC has co-sponsored congressional briefings in Washington, 
D.C., and held town hall meetings throughout the country to educate the public about the 
Act. Most recently, ADC was a major co-sponsor of a national congressional briefing 
held on Capitol Hill on June 4, 2003. The briefing, which was attended by several 
prominent senators and representatives, featured testimony from immigrants who had 
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suffered civil rights violations after September 11*. On June 2, 2003, ADC co-sponsored 
another congressional staff briefing focusing on the Act and other post-September 1 1 
Department of Justice initiatives. ADC staff members have spoken about the Patriot Act 
at over 150 conferences, seminars, and university events around the nation. Additionally, 
ADC's National Conventions for 2002 and 2003 included several panels discussing the 
Patriot Act and other government programs and policies implemented after the Patriot 
Act became law. ADC spokespeople, including Communications Director Hussein 
Ibish, are among the leading advocates in national media against the Patriot Act. 
Moreover, the ADC Legal Department provides routine assistance to anyone contacting 
ADC for help concerning law enforcement or other activities related to the Patriot Act. 
Finally, ADC’s Legal Department is an active participant in coalition-based policy 
advocacy to amend or repeal parts of the Act. 

80. ADC monitors the due process and equal protection rights of all Arab- 
Americans, including those who were detained on by the INS after September 11* and 
those who have been caught up in terrorism investigations. 

81. For example, ADC and its members publicly condemned the use of secret 
evidence in the detention of Dr. Mazen Al-Najjar, formerly a University of South Florida 
professor. Though incarcerated for over three years. Dr. Al-Najjar was never charged 
with any criminal offense. He was ultimately deported for visa violations. 

82. ADC and its members have also made public statements of concern about 
due process issues in the case of Rabih Haddad, a community leader in Ann Arbor, 
Michigan who was detained by the INS in December 2001, imprisoned for approximately 
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nineteen months, and ultimately deported in July 2003 without having been charged with 
any crime. 

83. Because of the relationship between ADC, its members, and persons 
questioned, detained, or deported since September 1 1*, ADC reasonably believes that the 
FBI has used or is currently using Section 215 to obtain records and personal belongings 
about it and its members. 

84. ADC also reasonably believes that it could be served with a Section 2 1 5 
order. ADC would then would have no ability to challenge the order before 
compromising the privacy rights of its members. ADC maintains a variety of records 
about members, including their names and names of family members, home and business 
mailing addresses, phone numbers, email addresses, credit card information, and 
checking account information. ADC has a policy of maintaining the confidentiality of its 
members and their private information. ADC does not disclose membersliip numbers or 
any other information about members. 

85. Section 215 compromises ADC’s ability to maintain the confidentiality of 
records pertaining to its members, and to protect members from harassment, threats, and 
violence. ADC has documented a substantial increase in hate crimes, discrimination, and 
harassment against Arab- Americans since the September 1 1*^ attacks. Many of these 
incidents are described in the ADC publication, “Report on Hate Crimes and 
Discrimination Against Arab Americans; The Post-September 1 1 Backlash.” Over 700 
violent incidents occurred in the first nine weeks following the attack, including several 
murders. In the first year after the attacks, ADC documented over 80 cases in which 
airlines had discriminated against passengers who were perceived to be Arab. There 
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were also over 800 cases of employment discrimination against Arab-Americans, an 
approximately four-fold increase over previous annual rates, and numerous instances of 
denial of service, discriminatory service and housing discrimination. These numbers 
remain significantly above pre-September 1 1'*’ levels today. Were the confidentiality of 
ADC’s records to be compromised or ADC’s full membership list to become public 
knowledge, ADC’s members could risk harassment, threats, and even violence. 

Arab Community Center for Economic and Social Services 

86. ACCESS is a human services organization committed to the development 
of the Arab- American community in the United States. Its staff and volunteers serve 
low-income families, help newly arrived immigrants adapt to life in the United States, 
and educate Americans about Arab culture. ACCESS provides a wide range of social, 
mental health, educational, artistic, employment, legal and medical services. ACCESS 
has more than 2500 members and approximately 150 full-time staff. 

87. ACCESS provides over seventy different programs to more than a 
hundred thousand people of all ethnic and religious backgrounds. In the last fiscal year, 
ACCESS provided more than 57,290 services in the area of social and legal services, 
more than 12,600 counseling and psychiatric services, more than 60,300 in health and 
health education services, and more than 55,600 employment and vocational services. 
ACCESS also provided more than 256,590 hours of educational and recreational services 
to youths and their parents, and sponsored cultural events and activities attended by many 
thousands of people. 

88. For example, ACCESS runs a Community Health and Resources Center 
that offers a wide range of medical, public health, mental health and family counseling 
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services and programs. Its division of Psychosocial Rehabilitation for Survivors of 
Torture and Refugee Family Strengthening provides mental health services to torture 
victims and refugees. ACCESS also provides specialized services to victims of domestic 
violence, administers a breast and cervical cancer control program, and provides 
HIV/AIDS and STD education, counseling and testing. The Center’s research division 
has twice sponsored a National Conference on Health Issues in the Arab Community. 

89. ACCESS’S Department of Social Services offers emergency food 
assistance, immigration services, and homelessness prevention programs. Its Department 
of Employment and Training offers a variety of job training programs, language 
instruction, and family acculturation services to help immigrants integrate into their new 
society. The Youth and Education Department provides after school homework 
assistance to students, special programs for at-risk youth, and recreation programs and 
teen dialogue opportunities for young people. 

90. Because of the relationship between ACCESS, its members and clients, 
and persons questioned, detained, or deported since September 1 ACCESS reasonably 
believes that the FBI has used or is currently using Section 215 to obtain records or other 
personal belongings about it and its members and clients. 

91. Some of ACCESS’S members and clients have been individually targeted 
for investigation by the FBI. 

92. For example, ACCESS member Ahmad Ali Ghosn was bom in Lebanon 
in 1965. He has been a legal permanent resident of the United States since 1993. Mr. 
Ghosn’s application for naturalization has been pending for over seven years. Mr. Ghosn 
first submitted his application in June 1996. The INS later informed Mr. Ghosn that it 
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had lost the application and advised him to submit two duplicate applications. Mr. Ghosn 
did so. He received an acknowledgement notice from the INS in January 1998 - over 
five years ago. Since January 1998, the INS has required Mr. Ghosn to be fingerprinted 
on multiple occasions but it has never sought to schedule a naturalization interview. 

93. The INS most recently required Mr. Ghosn to be fingerprinted in February 
2002. When Mr. Ghosn appeared as he had been asked to, he was greeted not only by an 
INS criminal investigator but also by two FBI agents, who questioned him for over two 
hours about his associations with various individuals and charitable organizations in 
Lebanon. The FBI agents informed Mr. Ghosn that he could be naturalized if he 
cooperated with them, but that if he did not, his children would be seized by the 
government and placed in foster care. Mr. Ghosn answered the FBI’s questions to the 
best of his ability but refused their request that he become an FBI or INS spy. He was not 
advised of his right to counsel. 

94. Because of the FBI’s actions, Mr. Ghosn reasonably believes that the FBI 
has used or is currently using Section 215 to obtain his records or other personal 
belongings. 

95. ACCESS also reasonably believes that it could be served with a Section 
215 order. It would then have no ability to challenge the order before compromising the 
privacy rights of its members and clients. ACCESS maintains a wide range of highly 
personal, sensitive records relating to the services it offers to clients. For example, the 
Community Health and Research Center maintains medical records for torture victims 
and refugees, and for breast cancer, mental health, and HIV/AIDS patients. It also 
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maintains files on domestic violence victims and family counseling clients. ACCESS 
routinely assures its clients that the information they provide will be kept confidential. 

Bridge Refugee & Sponsorship Services 

96. Bridge is an ecumenical, non-profit organization that helps refugees and 
asylum-seekers become and stay self-sufficient. 

97. Bridge is affiliated with Church World Service (“CWS”), which is the 
relief, development, and refugee assistance ministry of 36 Protestant, Orthodox, and 
Anglican denominations in the United States, and with Episcopal Migration Ministries 
(“EMM”), which is the arm of the Episcopal Church that advocates for the protection of 
the refugees. 

98. Bridge employs eight staff members and has offices in Knoxville, 
Chattanooga, and Bristol, Tennessee. 

99. Bridge generally obtains clients in either of two ways. In some cases, a 
person residing in the United States asks Bridge to assist a relative whom the United 
States has granted refugee status but who has not yet arrived in the United States. In 
these cases (called “family reunification” cases), Bridge begins working with the 
refugee’s family while the refugee is still outside the United States. In other cases, 

Bridge is assigned refugees’ files by affiliate organizations such as CWS and EMM. 
These cases (called “free” cases) usually involve refugees who do not have family in the 
United States. 

100. Historically, Bridge has served approximately 200 new refugees and 
asylum seekers in a year. Bridge’s current caseload, which includes refugees who arrived 
in the United States over the last five years, includes approximately 500 files. 
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101. Bridge ordinarily serves its clients through individual sponsors, whom 


Bridge recruits from local churches, mosques, and synagogues. 

102. Sponsors sign confidentiality agreements. Bridge staff explain and review 
the confidentiality agreement in sponsor training sessions. 

103. Bridge provides its clients with a broad spectrum of resettlement services. 
For example. Bridge staff and sponsors ensure that new refugees have accommodations, 
furniture, clothing, and food; accompany new refugees to the Department of Health for 
medical examinations and immunizations; provide English language tutors to refugees 
who require them; ensure that refugee children enroll in school; provide cultural 
counseling to educate new refugees about American customs; assist new refugees in 
finding employment as quickly as possible; assist new refugees in complying with 
immigration requirements; assist refugees in applying for permanent residence and 
citizenship; direct refugees to social services provided by other orgcinizations or by the 
federal and state governments; and counsel refugees about personal problems, including 
substance abuse, sexual abuse, discrimination at work or school, domestic violence, 
family planning, and divorce. 

104. Bridge maintains various records pertaining to its clients, including 
records of clients’ names, telephone numbers, and residential addresses. Bridge also 
keeps records of its clients’ dates of arrival in the United States. 

105. In many cases, Bridge’s files also include case notes taken by Bridge staff 
Case notes may document medical conditions from which the client has suffered in the 
past or that the client suffers currently. Case notes may also document the nature of the 
persecution that the client faced in her home country. 
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106. In some cases, clients consult Bridge staff about personal problems, 
including substance abuse, sexual abuse, discrimination at work or school, domestic 
violence, family planning, and divorce. In one case, for example, Bridge counseled a 
client about a venereal disease that she had acquired as a result of rape by a soldier. In 
another case. Bridge counseled an elderly client who was being mistreated by his 
daughters. Bridge’s case notes include documentation of conversations relating to these 
and similarly intimate, personal problems. 

107. In many cases, Bridge’s refugee clients can obtain the assistance they need 
only from Bridge. There is no other resettlement services organization in East Tennessee 
whose staff have the relevant language and professional skills. When Bridge’s clients 
decide that they cannot afford to entrust their personal information to Bridge, those 
clients generally do not obtain the help that they need from anywhere. They simply deal 
with their problems - including serious medical and personal problems - on their own. 

108. Bridge is concerned that Section 215 compromises its ability to maintain 
the confidentiality of its clients’ records. Bridge regularly assures its clients that the 
information they provide will be kept confidential, and explains that, under state law, the 
confidentiality of the information that clients provide is protected by a social worker 
privilege. Bridge provides its clients with a confidentiality agreement that assures clients 
that Bridge will disclose their records only “to facilitate the continuation of proper 
medical treatment and social services.” 

1 09. Bridge reasonably believes that it could be served with a Section 2 1 5 
order. Bridge would then would have no ability to challenge the order before 
compromising the privacy rights of its members. 
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1 10. The FBI has approached Bridge for information about its clients on at least 
two occasions. In early November 2002, the FBI approached Bridge to ask it to disclose 
all records relating to its Iraqi-born clients. Bridge declined to disclose the records 
because the records included sensitive, personal information, including medical 
information. 

111. On November 12, 2002, Bridge was served with a Subpoena To Testify 
Before Grand Jury, ordering the production of “Any and all records of Bridge . . . relating 
to any and all Iraqi-born people who have been assisted by Bridge Refugee and 
Sponsorship Services, Inc., including records that provide the name, address, telephone 
number, employer, and personal circumstances of such persons.” Bridge moved to quash 
the subpoena but withdrew its motion when the FBI agreed not to seek more information 
than Bridge’s clients would already have provided to the INS. The FBI made clear, 
however, that it might eventually demand more information. The FBI did not indicate 
what form such a demand might take. 

1 12. Bridge client Muwafa Albaraqi was bom in 1968 in Najaf, Iraq, where he 
lived until 1991. In 1991, at the encouragement of the United States, Mr. Albaraqi 
participated in an uprising against the government of Saddam Hussein. Although the 
uprising was successful in Najaf, American support did not materialize and ultimately the 
city fell again to the Iraqi Republican Guard. Those who had participated in the uprising 
were labeled traitors and were tortured, imprisoned, or killed. Mr. Albaraqi fled to Saudi 
Arabia. 
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113. Mr. Albaraqi lived in a United Nations-administered refugee camp in 
Saudi Arabia from March 1991 to September 1994. He applied for political asylum in 
the United States while living at the camp. 

1 14. Mr. Albaraqi came to the United States in September 1994. His file, 
which was initially assigned to another refugee organization, was transferred to Bridge 
when Mr. Albaraqi decided that he would reside in Tennessee, where he had friends. 

115. Bridge assisted Mr. Albaraqi in adjusting to life in Tennessee. For 
example. Bridge showed Mr. Albaraqi around Knoxville, pointing out where he could 
buy groceries and clothing, and showed him how to use the bus system. Bridge helped 
Mr. Albaraqi find a place to live, paid his first month’s rent and utilities, and bought him 
groceries for his first week in the country. Bridge also helped Mr. Albaraqi apply for 
federal assistance, including food stamps and social security. Bridge accompanied Mr. 
Albaraqi to the Department of Health, where Mr. Albaraqi was given a medical 
examination and immunizations. Bridge also helped Mr. Albaraqi with his application 
for permanent residence and, eventually, his application for citizenship. 

1 16. Mr. Albaraqi became a United States citizen in 1999. Mr. Albaraqi now 
works as a check-out clerk at a grocery store in Knoxville, Tennessee. He is also a part- 
time student in electrical engineering at the University of Tennessee. 

1 17. The FBI came to Mr. Albaraqi’s workplace in January 2003, stating that 
they wanted to talk to him. Mr. Albaraqi was not told that the interview was optional or 
voluntary or that he had a right to contact an attorney and have an attorney present at the 
interview. 
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118. During the interview, the FBI asked, among other questions, whether 
anyone associated with the Iraqi government had asked him to engage in terrorism 
against American targets; what he would do if an Iraqi agent asked him to engage in 
terrorism; and whether he might act differently if the Iraqi agent cut off his brother’s 
finger and sent it to him in the mail. 

1 19. Mr. Albaraqi would not have sought Bridge’s assistance for sensitive, 
personal matters had he thought that the FBI could easily access Bridge’s records under 
Section 215. Based on his own experience as a refugee, he believes that other refugees 
will be less likely to seek help firom Bridge because the FBI can obtain their sensitive, 
personal records even when they have done nothing wrong. 

Council on American-Islamic Relations 

120. CAIR is a non-profit, grassroots organization dedicated to enhancing the 
public’s imderstanding of Islam and Muslims. CAIR is the largest Islamic civil liberties 
organization in the United States. CAIR’s national office in Washington, D.C., has a 
permanent staff of about 25 people. Approximately the same number of people are 
employed by CAIR’s state and local chapters. 

121 . Since the passage of the Patriot Act, CAIR has spent a significant amount 
of time, staff resources, and funds in advocating against the civil rights encroachments 
authorized by the Act. CAIR hosts an annual conference each March. At both the 2002 
and 2003 conferences, multiple speakers explained the Patriot Act and discussed its 
import for Muslims in the United States. CAIR hosts an annual dinner each October. At 
both the 2001 and 2002 dinners, speakers explained the Patriot Act and discussed its 
import for Muslims in the United States. CAIR regularly distributes e-mail “Action 
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Alerts” to members and others who have subscribed to CAIR’s Action Alert list. Since 


the Patriot Act became law, CAIR has distributed numerous Action Alerts related to the 
Patriot Act. CAIR has also issued numerous news releases related to the Patriot Act. 

122. CAIR monitors the due process and equal protection rights of all Muslims 
living in the United States, including those detained on immigration charges after 
September 1 1th and those caught up in terrorism investigations. In 2002, CAIR issued a 
54-page “Civil Rights Report” that, among other things, examined the impact that “anti- 
terrorism” policies, including the Patriot Act, had had on the civil liberties of American 
Muslims. CAIR issued a similar Civil Rights Report in 2001 and issued a new Civil 
Rights Report in July 2003. 

123. Because of the relationship between CAIR, its members, and persons 
questioned, detained, or deported since September 1 1*, CAIR reasonably believes that 
the FBI is cinrently using Section 215 to obtain records and personal belongings of CAIR 
and its members. 

124. For example, CAIR member Magda Bavoumi was bom in Cairo, Egypt, in 
1956. She came to the United States in 1977 and became a United States citizen in 1988. 
Mrs. Bayoumi has been a member of CAIR for approximately four years. 

125. Mrs. Bayoumi is married and has three children, of whom the youngest is 
10 and the eldest 17. Mrs. Bayoumi's husband was also bora in Cairo, Egypt. He 
became a United States citizen in 1991. All of Mrs. Bayoumi's children are United States 
citizens. Mrs. Bayoumi and her family live in Syracuse, New York. 

126. Mrs. Bayoumi works as a volunteer for several community organizations. 
She currently chairs the board of the Parents Advisory Group for the Special-Education 
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Director of the Syracuse School District. She serves as a board member of the Central 
New York Parent's Coalition for Children With Special Needs. She co-founded and 
serves on the board of the of Autism Support Group. She founded and serves on the 
board of the Ed Smith School's Support Group for Children With Special Needs. 

127. Mrs. Bayoumi and her husband co-founded and serve on the board of the 
Central New York Chapter of the American Muslim Council, an organization that was 
established in 1990 to increase the effective participation of American Muslims in the 
political process. 

128. Two FBI agents came to Mrs. Bayoumi's home on February 26, 2003. 
They fust informed Mrs. Bayoumi that they wanted to question her husband. When Ms. 
Bayoumi told the agents that her husband was not at home, however, they began to 
question her instead. 

129. The FBI's questioning focused on a donation that Mrs. Bayoumi and her 
husband had made to a charity called Help the Needy. Mrs. Bayoumi and her husband 
had donated several hundred dollars to the organization the previous year. 

130. The agents asked Mrs. Bayoumi how much money she and her husband 
had contributed to the charity, whether she had attended a dinner that Help the Needy had 
recently hosted, whether she knew what the donation was being used for, and whether she 
would be upset if the money had been used to build a mosque. Mrs. Bayoumi told the 
FBI that she and her husband had donated a fev/ hundred dollars to the charity in each of 
the previous few years, had attended the recent dinner, and had assumed that the donation 
would be used to provide food and medicine for needy people in Iraq. 
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131. The FBI did not inform Mrs. Bayoumi how they had learned that she and 


her husband had made a donation to Help the Needy. 

132. On the same day that the FBI questioned Mrs. Bayoumi, the Department 
of Justice announced that a federal grand jury in Syracuse, New York, had returned an 
indictment charging Help the Needy and four individuals associated with it of 
transferring funds to persons in Iraq without having obtained the proper license. While 
Help the Needy was not accused of having providing anything other than humanitarian 
aid to people living in Iraq, the Justice Department's press release accused Help the 
Needy of attempting to undermine the President's efforts “to end Saddam Hussein's 
tyranny and support for terror.” 

133. Mrs. Bayoumi reasonably believes that because of her religion, her 
ethnicity, and her earlier support for Help the Needy, the FBI has used and is currently 
using Section 215 to obtain her records and other personal belongings. 

134. CAJR also reasonably believes that it could be served with a Section 2 1 5 
order. CAIR would then would have no ability to challenge the order before 
compromising the privacy rights of its members. CAIR maintains a variety of records 
about members, including their names, home and business mailing addresses, phone 
numbers, email addresses, credit card information, and checking account information. 
CAIR has a policy of maintaining the confidentiality of its members and their private 
information. CAIR does not disclose membership numbers or any other information 
about individual members. 

135. Section 215 compromises CAIR’s ability to maintain the confidentiality of 
records pertaining to its members, and to protect members from harassment, threats, and 
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violence. CAIR has documented a substantial increase in hate crimes, discrimination, 
and harassment against Muslim and Arab- Americans since the September 1 1th attacks. 
Many of these incidents are described in CAIR’s 2001, 2002, and 2003 Civil Rights 
Reports. Were the confidentiality of CAIR’s records to be compromised and CAIR’s 
membership list to become public knowledge, CAIR members could risk harassment, 
threats, and even violence. 

Islamic Center of Portland. Masied As-Saber 

136. The Islamic Center of Portland, Masjed As-Saber (“ICPMA”), is a non- 
profit organization that owns and administers a mosque known as Masjed As-Saber and 
an Islamic school known as the Islamic School of Portland. Approximately 450 people 
attend services at the mosque each Friday; as many as 3500 attend services on religious 
holidays. ICPMA employs approximately 16 people. Approximately 60 students are 
enrolled at the school. 

137. Because of the relationship between ICPMA, its community members and 
leaders, and persons and organizations investigated, questioned, detained, or arrested 
since September 1 1th, ICPMA reasonably believes that the FBI has used or is currently 
using Section 215 to obtain records and personal belongings pertaining to it and its 
community members and students. 

138. Some ICPMA community members have been individually targeted for 
investigation by the FBI. 

139. In October, 2002, a federal grand jury in the District of Oregon indicted 
six individuals and charged them with various counts of conspiracy to wage war against 
the United States and to provide material support to A1 Qaeda; a seventh individual was 
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indicted on similar charges in April 2003. A trial is currently scheduled for January 2004 
in this case, which is known as the “Portland 7” case. Some of the defendants, Jeffrey 
Leon Battle, Patrice Lumumba Ford, and Habis Abdulla al Saoub, attended the ICPMA. 
In an affidavit submitted in support of the indictment of the defendants, Police Officer 
Thomas W. McCartney stated that a wired informant recorded conversations inside the 
Islamic Center of Portland, Masjed As-Saber, on June 6, 2002. The electronic 
surveillance was authorized under another Patriot Act amendment to FISA. The affidavit 
also states that the government obtained a number of records relating to the investigation. 
The affidavit does not state the legal authority utilized in obtaining these records. The 
government has stated publicly that the investigation into the alleged conspiracies is 
ongoing. 

140. The FBI has also sought records from ICPMA. In March 2003, the 
ICPMA was served with a subpoena seeking financial records related to the defendants 
and their spouses in the Portland 7 case. ICPMA retained lawyers who moved to quash 
the subpoena because of the impact on the privacy rights of ICPMA’s constituents, but 
was ultimately required to disclose the records. Some of ICPMA’s constituents are now 
afraid to donate to ICPMA because they fear their donations will provoke FBI 
investigation and harassment. The FBI has also served subpoenas to over 25 people in 
the Portland area, some of whom attend ICPMA and other local mosques. The FBI has 
interviewed some ICPMA community members and has asked questions about other 
worshipers and their political and religious views. 

141 . In addition, some of ICPMA’s leaders appear to be under investigation by 
the FBI but have not been charged with any crime. 
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142. For example, ICPMA president Alaa Abuniiem was bom in Saudi Arabia 
and came to the United States in 1989. He became a U.S. citizen in 1996. Mr. Abunijem 
is married to a U.S. citizen and has four children. He holds a B.S. degree in Electrical 
Engineering and an M.S. in Engineering and Technology Management. He currently 
works as an engineer for a Fortune 100 company, and has lived in Portland, Oregon, 
since 1999. 

143. On December 17, 2002, Mr. Abunijem was stopped at the Seattle airport 
by U.S. Customs and questioned by both U.S. customs and FBI officials regarding the 
purpose of his trip to Saudi Arabia. The officials searched his documents, business cards, 
and credit cards for thirty minutes before returning them to him. On his return from 
Saudi Arabia on January 9, 2003, his luggage and documents were searched for over an 
hour and a half, and he was questioned by officials about his trip. 

144. On February 26, 2003, an FBI agent called Mr. Abunijem at his work 
place and questioned him about a donation he had made to a charity called Help the 
Needy. Mr. Abunijem had made donations of several hundred dollars to the organization 
over the past few years. The FBI did not inform Mr. Abunijem how they had learned that 
he made a donation to Help the Needy. Mr. Abunijem told the FBI agent that he did not 
feel comfortable talking to the FBI without a lawyer. 

145. On the same day that the FBI questioned Mr. Abunijem, the Department 
of Justice announced that a federal grand jury in Syracuse, New York, had returned an 
indictment cheuging Help the Needy and four individuals associated with it of 
transferring funds to persons in Iraq without having obtained the proper license. While 
Help the Needy was not accused of having providing anything other than humanitarian 
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aid to people living in Iraq, the Justice Department's press release accused Help the 
Needy of attempting to undermine the President's efforts “to end Saddam Hussein's 
tyranny and support for terror.” 

146. Since 1999, Mr. Abunijem has served as a board member of the Islamic 
Assembly of North America (“I AN A”), a non-profit organization dedicated to educating 
the public about Islam. lANA organizes conferences, publishes religious books, and 
supplies Qurans to incarcerated Muslims. The FBI raided lANA’s offices in Michigan in 
or about Febmary 2003, seizing computers and taking photographs of books. The 
computers contained information about Mr. Abunijem. The government has not charged 
lANA with any crime, but has arrested one of the organization’s former presidents, 
Bassem K. Khafagi, on federal bank fraud charges. Assistant U.S. Attorney Terry 
Derden of Boise, Idaho has stated publicly that “the investigation could expand to other 
directors and Islamic Assembly employees.” 

147. Mr. Abunijem has not been charged with any crime and strongly maintains 
his iimocence. 

148. Mr. Abunijem reasonably believes that because of his religion, his 
ethnicity, his place of birth, his leadership role in ICPMA and I ANA, and his donations to 
Help the Needy, the FBI is currently using Section 215 to obtain his records and personal 
belongings. 

149. ICPMA reasonably believes that it could be served with a Section 2 1 5 
order. It would then have no ability to challenge the order before compromising the 
privacy rights of its members. ICPMA maintains a variety of records about community 
members, including their names and the names of family members, home and business 
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mailing addresses, phone numbers, email addresses, credit card information, and 
checking account information. ICPMA also retains records of services it provides to 
community members, including Islamic marriage contracts, and records of divorce 
proceedings and financial assistance given to needy families. The Islamic School of 
Portland retains health, financial and educational records pertaining to all of its students 
and staff. ICPMA has a policy of maintaining the confidentiality of all records pertaining 
to its community members, staff and students. 

150. Section 215 compromises ICPMA’s ability to maintain the confidentiality 
of its records, and to protect community members and students from harassment, threats, 
and violence. Since the September 1 1th attacks, ICPMA community members and other 
Arab-Americans have repeatedly been the target of harassment. Were the confidentiality 
of ICPMA’s records to be compromised and ICPMA’s community list or other records to 
become public knowledge, ICPMA’s community members and students could risk verbal 
harassment, threats, and even violence. 

151. ICPMA’s ability to keep its records confidential also allows ICPMA to 
protect its community members from the possibility that the government will target them 
for their association with ICPMA, including their rights to free speech, free association, 
and free exercise of religion. 

152. Because ICPMA community members believe that the FBI is currently 
using provisions of the Patriot Act to target ICPMA, and because the FBI has recorded 
conversations and services inside the mosque and sought records from ICPMA, many 
ICPMA community members are afraid to attend mosque, practice their religion, or 
express their opinions about religious and political issues. 
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CAUSES OF ACTION 

153. Section 215 violates the Fourth Amendment by authorizing the FBI to 
execute searches without criminal or foreign intelligence probable cause. 

154. Section 215 violates the Fourth Amendment by authorizing the FBI to 
execute searches without providing targeted individuals with notice or an opportunity to 
be heard. 

155. Section 215 violates the Fifth Amendment by authorizing the FBI to 
deprive individuals of property without due process. 

156. Section 215 violates the First Amendment by categorically and 
permanently prohibiting any person from disclosing to any other person that the FBI has 
sought records or personal belongings. 

157. Section 215 violates the First Amendment by authorizing the FBI to 
investigate individuals based on their exercise of First Amendment rights, including the 
rights of free expression, free association, and free exercise of religion. 

PRAYER FOR RELIEF 

WHEREFORE Plaintiff respectfully requests that the Court: 

1 . Declare that Section 2 1 5 is unconstitutional under the First, Fourth, and 
Fifth Amendments. 

2. Permanently enjoin Defendants from using Section 215. 

3. Award Plaintiff fees and costs pursuant to 28 U.S.C. § 2412. 

4. Grant such other and further relief as the Court deems just and proper. 
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Respectfully submitted, 



ANN BEESON 
JAMEEL JAFFER 


National Legal Department 
American Civil Liberties Union 


Foundation 

125 Broad Street, 18* Floor 
New York, NY 10004-2400 



KARY L. MOSS 

American Civil Liberties Union Fund 


of Michigan 
60 West Hancock 


Detroit, MI 48201-1343 
(313) 578-6800 


Dated; July 30, 2003 
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Written by: Patrick Rowan, OGC 
Date/Time; July 1 8, 2003 

Patriot Act: Section 215 - Library/Bookstore Records 

Issue: Does Section 215 of the Patriot Act represent a threat to the privacy of those who 

patronize libraries and bookstores? 

ALL INFORMATION CONTAINED 

Response: herein is unclassified 

DATE 12-15-2005 BY 65179/DMH/LP/KM 05-CV-0845 

• Section 215 amended the business records authority found in the Foreign Intelligence 
Surveillance Act (FISA). Under the former language, the FISA Court could issue an 
order compelling the production of certain defined categories of business records upon a 
showing of relevance and "specific and articulable facts" giving reason to believe that the 
person to whom the records related was an agent of a foreign power. 

• The Patriot Act changed the standard to simple relevance and authorizes compelled 
production in relation to an authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that such investigation of a U.S. 
person is not conducted solely upon the basis of activities protected by the First 
Amendment to the Constitution. The Patriot Act also broadens the categories of items 
that can be obtained; the authority can now be used for "the production of any tangible 
thing." 

• Section 215 is not a radical expansion of federal investigative authority. Federal grand 
juries have long had power to issue, subpoenas to all types of organizations, including 
libaries and bookstores, without a probable cause requirement. Several high-profile 
investigations (Unabomber, NRO spy Brian Regan) involved subpoenas to and/or 
surveillance in public libraries. 

• When we are conducting a covert investigation of a suspected spy or terrorist, it is vitally 
important that he or she not learn of our request for records. The non-disclosure 
provision in 215 is also not a radical innovation; similar provisions exist preventing 
financial institutions (12 USC § 3414) and communications service providers (18 USC § 
2709) from disclosing that the FBI obtained information pertaining to customer records. 

• The FBI conducted an informal survey of field offices that revealed fewer than 50 
contacts with libraries after 9/11. All of those contacts were based on specific leads or 
subjects. The vast majority of the contacts were based on voluntary reports by library 
personnel of suspicious behavior by patrons. 

• It is important to note that the FBI does not open investigations on how persons exercise 
their First Amendment rights or on the lawful exercise of any other rights secured by the 
Constitution or federal statute. FBI counterterrorism investigations are opened, pursuant 
to the Attorney General Guidelines, based on information indicating terrorist activity. 
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The Foreign Intelligence Surveillance Act: An Overview 
of the Statutory Framework 


Summary 

The Foreign Intelligence Surveillance Act, 50 U.S.C. § 1801 etseq., provides 
a statutory framework for electronic surveillance in the context of foreign intelligence 
gathering. In so doing, the Congress sought to strike a delicate balance between 
national security interests and personal privacy rights. Subsequent legislation 
expanded federal laws dealing with foreign intelligence gathering to address physical 
searches, pen registers and trap and trace devices, and access to certain business 
records. P.L. 107-56 made significant changes to some of these provisions. This 
report will examine the detailed statutory structure provided by the Foreign 
Intelligence Surveillance Act, as amended (FISA), and related provisions of E.O. 
12333. It is current through the changes to FISA in the Uniting and Strengthening 
America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism (USA PATRIOT) Act of 2001, P.L. 107-56, which was signed into law by 
President George W. Bush on October 26, 2001, and the amendments included in the 
Intelligence Authorization Act for Fiscal Year 2002, P.L. 107-108, which was signed 
into law by the President on December 28, 2001. 
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The Foreign Intelligence Surveiilance Act: 
An Overview of the Statutory Framework 


Introduction 

On October 26, 2001, President George W. Bush signed P.L, 107-56, the 
Uniting and Strengthening America by Providing Appropriate Tools to Intercept and 
Obstruct Terrorism Act or the USA PATRIOT Act. Among its provisions are a 
number which impacted or amended the Foreign Intelligence Surveillance Act, 50 
U.S.C, § 1801 et seq. (FISA). For example, the new law expanded the number of 
United States district court judges on the Foreign Intelligence Surveillance Court and 
provided for roving or multipoint electronic surveillance authority under FISA It also 
amended FISA provisions with respect to pen registers and trap and trace devices and 
access to business records. In addition, FISA, as amended, substantially expanded 
the reach of the business records provisions. The amended language changed the 
certification demanded of a federal officer applying for a FISA order for electronic 
surveillance from requiring a certification that the purpose of the surveillance is to 
obtain foreign intelligence information to requiring certification that a sigiuficant 
purpose of the surveillance is to obtain foreign intelligence information. FISA, as 
amended, also affords persons aggrieved by inappropriate use or disclosure of 
information gathered in or derived from a FISA surveillance, physical search or use 
of a pen register or trap and trace device a private right of action. Of the amendments 
made by the USA PATRIOT Act, all but the section which increased the number of 
judges on the Foreign Intelligence Surveillance Court will sunset on December 31, 
2005. 

This report will provide background on the Foreign Intelligence Surveillance 
Act, and discuss its statutory framework, as modified by P.L. 107-56. Where 
applicable, this report will also note the amendments to FISA reflected in P.L. 107- 
108 (H.R. 2883), the Intelligence Authorization Act for Fiscal Year 2002, which was 
signed into law by the President on December 28, 2001. 

Background 

Investigations for the purpose of gathering foreign intelligence give rise to a 
tension between the Government’s legitimate national security interests and the 
protection of privacy interests.^ The stage was set for legislation to address these 


*The Fourth Amendment to the United States Constitution states; 

The right of the people to be secure in their persons, houses, papers, and 
effects, against unreasonable searches and seizures, shall not be violated, and no 

(continued...) 
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competing concerns in part by Supreme Court decisions on related issues. In Katz 
V. United States, 389 U.S. 347 (1967), the Court held that the protections of the 
Fourth Amendment extended to circumstances involving electronic sui-veillance of 
oral communications without physical intrusion.^ The Katz Court stated, however, 
that its holding did not extend to cases involving national security.^ In United States 
V. United States District Court, 407 U.S. 297 (1972) (the Keith case), the Court 
regarded Katz as “implicitly recogniz[ing] that the broad and unsuspected 
governmental incursions into conversational privacy which electronic surveillance 
entails necessitate the application of Fourth Amendment safeguards.”'*^ Mr. Justice 
Powell, writing for the Keith Court, framed the matter before the Court as follows: 

The issue before us is an important one for the people of our country and 
their Government. It involves the delicate question of the President’s power, 
acting through the Attorney General, to authorize electronic surveillance in 
internal security matters without prior judicial approval. Successive Presidents 
for more than one-quarter of a century have authorized such surveillance in 
varying degrees, without guidance from the Congress or a definitive decision of 
this Court. This case brings the issue here for the first time. Its resolution is a 
matter of national concern, requiring sensitivity both to the Government’s right 
to protect itself from unlawful subversion and attack and to the citizen’s right to 
be secure in his privacy against unreasonable Govermnent intrusion.^ 

The Court held that, in the case of intelligence gathering involving domestic security 
surveillance, prior judicial approval was required to satisfy the Fourth Amendment.® 
Justice Powell emphasized that the case before it "require[d] no judgment on the 
scope of the President’s surveillance power with respect to the activities of foreign 


*(... continued) 

Warrants shall issue, but upon probable cause, supported by Oath or affirmation, 
and particularly describing the place to be searched, and the persons or things to 
be seized. 

^Katz V. United States, 389 U.S. 347, 353 (1967). 

^Id., at 359, n. 23. 

^United States v. United States District Court, 407 U.S. 297, 313-14 (1972), 

^407 U.S. at 299. 

®/d., at 391-321. Justice Powell also observed that. 

National security cases . . . often reflect a convergence of First and Fourth 
Amendment values not present in cases of “ordinary” crime. Though the 
investigative duty of the executive may be stronger in such cases, so also is there 
greater jeopardy to constitutionally protected speech. “Historically the struggle 
for freedom of speech and press in England was bound up with the issue of the 
scope of the search and seizure power,” Marcus v. Search Warrant, 367 U.S. 
717, 724 (1961). . . . Fourth Amendment protections become the more necessary 
when the targets of official surveillance may be those suspected of unorthodoxy 
in their political beliefs. The danger to political dissent is acute where the 
Government attempts to act under so vague a concept as the power to protect 
“domestic security,” .... 
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powers, within or without the country.”’ The Court expressed no opinion as to “the 
issues which may be involved with respect to activities of foreign powers or their 
agents.”® However, the guidance which the Court provided in Keith with respect to 
national security surveillance in a domestic context to some degree presaged the 
approach Congress was to take in foreign intelligence surveillance. ThefCeitA Court 
observed in part: 

. , , We recognize that domestic surveillance may involve different policy 
and practical considerations from the surveillance of “ordinary crime.” The 
gathering of security intelligence is often long range and involves the 
interrelation of various sources and types of information. The exact targets of 
such surveillance may be more difficult to identify than in surveillance 
operations against many types of crime specified in Title III [of the Omnibus 
Crime Control and Safe Streets Act, 18 U.S.C. § 2510 et seq.]. Often, too, the 
emphasis of domestic intelligence gathering is on the prevention of unlawful 
activity or the enhancement of the Government’s preparedness for some possible 
future crisis or emergency. Thus, the focus of domestic surveillance may be less 
precise than that directed against more conventional types of crimes. Given these 
potential distinctions between Title III criminal surveillances and those involving 
domestic security. Congress may wish to consider protective standards for the 
latter which differ from those already prescribed for specified crimes in Title III. 
Different standards may be compatible with the Fourth Amendment if they are 
reasonable both in relation to the legitimate need of Government for intelligence 
information and the protected rights of our citizens. For the warrant application 
may vary according to the governmental interest to be enforced and the nature 

of citizen rights deserving protection It may be that Congress, for example, 

would judge that the application and affidavit showing probable cause need not 
follow the exact requirements of § 2518 but should allege other circumstances 
more appropriate to domestic security cases; that the request for prior court 
authorizatioii could, in sensitive cases, be made to any member of a specially 
designated court . . .; and that the time and reporting requirements need not be 
. so strict as those in § 2518. The above paragraph does not, of course, attempt to 
guide the congressional jud^ent but rather to delineate the present scope of pur 
own opinion. We do not attempt to detail the precise standards for domestic 
security warrants any more than our decision in Katz sought to set the refined 
requirements for the specified criminal surveillances which now constitute Title 
III. We do hold, however, that prior judicial approval is required for the type of 
domestic surveillance involved in this case and that such approval may be made 
in accordance with such reasonable standards as the Congress may prescribe.^ 

Court of appeals decisions following Keith met more squarely the issue of 
warrantless electronic surveillance in the context of foreign intelligence gathering. 
In United States v. Brown, 484 F.2d 418 (5*'’ Cir. 1973), cert, denied, 415 U.S. 960 
(1974), the Fifth Circuit upheld the legality of a warrantless wiretap authorized by 
the Attorney, General for foreign intelligence purposes where the conversation of 
Brown, an American citizen, was incidentally overheard. The Third Circuit in United 
States V. Butenko, 494 F.2d 593 (3^'' Cir. 1974), cert, denied sub nom, Ivanov v. 


''Id., at 308. 

Hd., at 321-22. 

M07 U.S. at 323-24. 
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United States, 419 U.S. 881 (1974), concluded that warrantless electronic 
surveillance was lawful, violating neither Section 605 of the Communications Act 
nor the Fourth Amendment, if its primary purpose was to gather foreign intelligence 
information. In its plurality decision in Zweibon v. Mitchell, 516 F.2d 594, 613-14 
(D.C. Cir. 1975), cert, denied, 425 U.S. 944 (1976), the District of Columbia Circuit 
took a somewhat different view in a case involving a warrantless wiretap of a 
domestic organization that was not an agent of a foreign power or working in 
collaboration with a foreign power. Finding that a warrant was required in such 
circumstances, the plurality also noted that “an analysis of the policies implicated by 
foreign security surveillance indicates that, absent exigent circumstances, all 
warrantless electronic surveillance is unreasonable and therefore unconstitutional.” 

With the passage of the Foreign Intelligence Surveillance Act (FISA), P.L. 95- 
511, Title I, Oct. 25, 1978, 92 Stat. 1796, codified as amended at 50 U.S.C. § 1801 
et seq. , Congress sought to strike a delicate balance between these interests when the 
gathering of foreign intelligence involved the use of electronic surveillance. 
Collection of foreign intelligence information through electronic surveillance is now 
governed by FISA and E.O. 12333.^^ This report will examine the provisions of 
FISA which deal with electronic surveillance, in the foreign intelligence context, as 
well as those applicable to physical searches, the use of pen registers and trap and 
trace devices under FISA, and access to business records and other tangible things 
for foreign intelligence purposes. As the provisions of E.O. 12333 to some extent set 
the broader context within which FISA operates, we will briefly examine its pertinent 
provisions first. 


Executive Order 12333 

Under Part 2.3 of E.O. 12333, the agencies within the Intelligence Community 
are to "collect, retain or disseminate information concerning United States persons 
only in accordance with procedures established by the head of the agency concerned 
and approved by the Attorney General, consistent with the authorities provided by 
Part 1 of this Order. ..." Among the types of information that can be collected, 
retained or disseminated under this section are: 

(a) Information that is publicly available or collected with the consent of 
the person concerned; 


'°For an examination of the legislative history of P.L. 95-511, see S. Kept. 95-604, Senate 
Committee on the Judiciary, Parts I and II (Nov. 15, 22, 1977); S. Rept. 95-701, Senate 
Select Committee on Intelligence (March 14, 1978); H. Rept. 95-1283, House Permanent 
Select Committee on Intelligence (June 8, 1978); H. Conf. Rept. 95-1720 (Oct. 5, 1978); 
Senate Reports and House Conference Report are reprinted in 1978 U.S. Code Cong. &. 
Admin. News 3904. 

” Physical searches for foreign intelligence information are governed by 50 U.S.C. § 1821 
et seq., while the use of pen registers and trap and trace devices in connection with foreign 
intelligence investigations is addressed in 50 U.S.C. § 1841 et seq. Access to certain 
business records for foreign intelligence or international terrorism investigative purposes 
is covered by 50 U.S.C. § 1861 et seq. 
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(b) Information constituting foreign intelligence or counterintelligence, 
including such information concerning corporations or other commercial 
organizations. Collection within the United States of foreign intelligence not 
otherwise obtainable shall be undertaken by the FBI or, when significant foreign 
intelligence is sought, by other authorized agencies of the Intelligence 
Community, provided that no foreign intelligence collection by such agencies 
may be undertaken for the purpose of acquiring information concerning the 
domestic activities of United States persons; 

(c) Information obtained in the course of a lawful foreign intelligence, 
counterintelligence, international narcotics or international terrorism 
investigation; 

(d) Information needed to protect the safety of any persons or organizations, 
including those who are targets, victims or hostages of international terrorist 
organizations; 

(e) Information needed to protect foreign intelligence or counterintelligence 
sources or methods from unauthorized disclosure. Collection within the United 
States shall be undertaken by the FBI except that other agencies of the 
Intelligence Community may also collect such information concerning present 
or former employees, present or former intelligence agency contractors or their 
present or former employees, or applicants for any such employment or 
contracting; 

(f) Information concerning persons who are reasonably believed to be 
potential sources or contacts for the purpose of determining their suitability or 
credibility; 

(g) Information arising out of a lawful personnel, physical or 
communications security investigation; 

t • • 

(i) Incidentally obtained information that may indicate involvement in 
activities that may violate federal, state, local or foreign laws; and 

(j) Mormation necessary for. administrative purposes. , 

^ In addition, agencies within the Intelligence Community may disseminate 
ihfomiatidn, other than information derived from signals, intelligence, to each 
' appiopriate' agency within the Intelligence Conimunity for purposes of allowing '. 
the recipient agency to deterihirie whether the information is relevant to its 
responsibilities and can be retained by it. 

' In discussing collections techniques, Part 2.4 of E.O. 12333 indicates that 
agencies within the Intelligence Community are to use 

the least intrusive collection techniques feasible within the United States or 
directed against United States persons abroad. Agencies are not authorized to 
use such techniques as electronic surveillance, unconsented physical search, mail 
surveillance, physical surveillance, or monitoring devices unless they are in 
accordance with procedures established by the head of the agency concerned and 
approved by the Attorney General. Such procedures shall protect constitutional 
and other legal rights and limit use of such information to lawful governmental 
purposes ' 

Part 2.5 of the Executive Order 12333 states that: 

The Attorney General hereby is delegated the power to approve the use for 
intelligence purposes, within the United States or against a United States person 
abroad, of any technique for which a warrant would be required if undertaken for 
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law enforcement purposes, provided that such techniques shall not be undertaken 
unless the Attorney General has determined in each case that there is probable 
cause to believe that the technique is directed against a foreign power or an agent 
of a foreign power. Electronic surveillance, as defined in the Foreign 
Intelligence Surveillance Act of 1978 [section 1801 et seq. of this title], shall be 
conducted in accordance with that Act, as well as this Order. 

The Foreign Intelligence Surveillance Act 

The Statutory Framework 

Electronic surveillance under FISA. The Foreign Intelligence 
Surveillance Act (FISA), P.L. 95-511, Title I, Oct. 25, 1978, 92 Stat. 1796, codified 
at 50 U.S.C. § 1801 et seq., as amended, provides a framework for the use of 
electronic surveillance,^^ physical searches, pen registers and trap and trace devices 
to acquire foreign intelligence information.^^ This measure seeks to strike a balance 


’^50 U.S.C. § 1801(f)(2) defines “electronic surveillance” to mean: 

(1) the acquisition by an electronic, mechanical, or other surveillance device of 
the contents of any wire or radio communication sent by or intended to be 
received by a particular, known United States person who is in the United States, 
if the contents are acquired by intentionally targeting that United States person, 
under circumstances in which a person has a reasonable expectation of privacy 
and a warrant would be required for law enforcement purposes; 

(2) the acquisition by an electronic, mechanical, or other surveillance device of 
the contents of any wire communication to or from a person in the United States, 
without the consent of any person thereto, if such acquisition occurs in the 
United States, but does not include the acquisition of those communications of 
computer trespassers that would be permissible under section 251 l(2)(i) of Title 
18; 

(3) the intentional acquisition by an electronic, mechanical, or other surveillance 
device of the contents of any radio communication, under circumstances in 
which a person has a reasonable expectation of privacy and a warrant would be 
required for law enforcement purposes, and if both the sender and all intended 
recipients are located within the United States; or 

(4) the installation or use of an electronic, mechanical, or other surveillance 
device in the United States for monitoring to acquire information, other than 
from a wire or radio communication, under circumstances in which a person has 
a reasonable expectation of privacy and a warrant would be required for law 
enforcement purposes. 

The italicized portion of Subsection 1801(f)(2) was added by Sec. 1003 of P.L. 107-56. 
^^“Foreign intelligence information” is defined in 50 U.S.C. § 1801(e) to mean: 

(1) information that relates to, and if concerning a United States person is 
necessary to, the ability of the United States to protect against- 

(A) actual or potential attack or other grave hostile acts of a foreign power 
or an agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a 
foreign power; 


(continued...) 
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between national security needs in the context of foreign intelligence gathering and 
privacy rights. 

Under 50 U.S.C. § 1802, the President, through the Attorney General, may 
authorize electronic surveillance to acquire foreign intelligence information for up 
to one year without a court order if two criteria are satisfied. First, to utilize this 
authority, the Attorney General must certify in writing under oath that: 

(A) the electronic surveillance is solely directed at • — • 

(i) the acquisition of the contents of communications transmitted by 
means of communications used exclusively between or among foreign 
powers, as defined in section 1801(a)(1), (2), or (3) of this title; or 

(ii) the acquisition of technical intelligence, other than the spoken 
communications of individuals, from property or premises under the open 
and exclusive control of a foreign power, as defined in section 1801(a)(1), 

(2) or (3) of this title; 

(B) there is no substantial likelihood that the surveillance will acquire the 
contents of any communication to which a United States person is a party; and 

(C) the proposed minimization procedures with respect to such surveillance 
meet the definition of minimization procedures under section 1801(h) of this 
title;*'* 


'^(...continued) 

(C) clandestine intelligence activities by an intelligence service or network 
of a foreign power or by an agent of a foreign power; or 
(2) information with respect to a foreign power or foreign territory that relates 
to, and if concerning a United States person is necessary to— 

(A) the national defense or the security of the United States; or 

(B) the conduct of the foreign affairs of the United States. 

“International terrorism” is defined in 50 U.S.C. § 1801(c) to mean activities that: 

(1) involve violent acts or acts dangerous to human life that are a violation of the 
crinunal laws of the United States or of any State, or that would be a criminal 
violation if committed within the jurisdiction of the United States or any State; 

(2) appear to be intended- 

(A) to intimidate or coerce a civilian population; 

‘ (B) to influence the policy of a government by intimidation or coercion; or 

(C) to affect the conduct of a government by assassination or kidnapping; 
and 

(3) occur totally outside the United States, or transcend national boundaries in 
terms of the means by which they are accomplished, the persons they appear 
intended to coerce or intimidate, or the locale in which their perpetrators operate 
or seek asylum. 

“Sabotage” is defined in $0 U.S.C. § 1801(d) to mean “activities that involve a violation of 
chapter 105 of Title 18, or that would involve such a violation if committed against the 
United States.” 

^''Minimization procedures with respect to electronic surveillance are defined in 50 U.S.C. 
§ 1801(h) to mean: 


(continued...) 
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.continued) 

(1) specific procedures, which shall be adopted by the Attorney General, 
that are reasonably designed in light of the purpose and technique of the 
particular surveillance, to miniraize the acquisition and retention, and prohibit 
the dissemination, of nonpublicly available information concerning unconsenting 
United States persons consistent with the need of the United States to obtain, 
produce, and disseminate foreign intelligence information; 

(2) procedures that require that nonpublicly available information, which 
is not foreign intelligence information, as defined in subsection (e)(1) of this 
section, shall not be disseminated in a maimer that identifies any United States 
person, without such person’s consent, unless such person’s identity is necessary 
to understand foreign intelligence information or assess its importance; 

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the 
retention and dissemination of information that is evidence of a crime which has 
been, is being, or is about to be committed and that is to be retained or 
disseminated for law enforcement purposes; and 

(4) notwithstanding paragraphs (1), (2), and (3), with respect to any 
electronic surveillance approved pursuant to section 1802(a) of this title, 
procedures that require that no contents of any communication to which a 
United States person is a party shall be disclosed, disseminated, or used for any 
purpose or retained for longer than 72 hours unless a court order under section 
1805 of this title is obtained or unless the Attorney General deterrriines that the 
information indicates a threat of death or serious bodily harm to any person. 

Sec. 314(a)(1) of H. Kept. 107-328, the conference report on the Intelligence Authorization 
Act for Fiscal Year 2002 to accompany H.R. 2883, amended 50 U.S.C. § 1801(h)(4) to 
change to 72 hours what was previously a 24 hour period beyond which the contents of any 
communication to which a U.S. person is a party may not be retained absent a court order 
under 50 U.S.C. § 1805 or a finding by the Attorney General that the information indicates 
a threat of death or serious bodily injury. The conference version of H.R. 2883 received the 
approbation of both houses of Congress, and was forwarded to the President on December 
18, 2001, for his signature. It became P.L. 107-108. 

“United States person” is defined in 50 U.S.C. § 1801(i) to mean 

a citizen of the United States, an alien lawfully admitted for permanent residence 
(as defined in section 1101(a)(20) of Title 8), an unincorporated association a 
substantial number of members of which are citizens of the United States or 
aUens lawfully admitted for permanent residence, or a corporation which is 
incorporated in the United States, but does not include a corporation or an 
association which is a foreign power, as defined in subsection (a)(1), (2), or (3) 
of this section. 

“Foreign power” is defined in 50 U.S.C. § 1801(a) to mean: 

(1) a foreign government or any component thereof, whether or not 
recognized by the United States; 

(2) a faction of a foreign nation or nations, not substantially composed of 
United States persons; 

(3) an entity that is openly acbiowledged by a foreign government or 
governments to be directed and controlled by such foreign government or 
governments; 


(continued...) 
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Second, in order for the President, through the Attorney General, to use this authority 

... the Attorney General [must report] such minimization procedures and any 
changes thereto to the House Permanent Select Committee on Intelligence and 
the Senate Select Committee on Intelligence at least thirty days prior to their 
effective date, unless the Attorney General determines irnmediate action is 
required and notifies the committees immediately of such minimization and the 
reason for their becoming effective immediately. 


^'’(...continued) 

(4) a group engaged in international terrorism or activities in preparation 
therefor; 

(5) a foreign-based political organization, not substantially composed of 
United States persons; or 

(6) an entity that is directed and controlled by a foreign government or 
governments. 

“Agent of a foreign power” is defined in 50 U.S.C. § 1801(b) to mean: 

(1) any person other than a United States person, who- 

(A) acts in the United States as an officer or employee of a foreign 
power, or as a member of a foreign power as defined in subsection (a)(4) 
of this section; 

■ (H) acts for or on behalf of a foreign power which engages in 
clandestine intelligence activities in the United States contrary to the 
interests of the United States, when the circumstances of such person’s 
presence in the United States indicate that such person may engage in such 
activities in the United States, or when such person knowingly aids or abets 
any person in the conduct of such activities or knowingly conspires with 
any person to engage in such activities; or 

(2) ^ any person who- 

(A) Iqiowingly engages in clandestine intelligence gathering activities 
for or on behalf of a foreign power, which activities involve or may involve 
a violation of the criminal statutes of the United States; 

(B) pursuant to the direction of an intelligence service dr network of. 
a foreign power, knowingly engages in any other clandestine intelligence 
activities for dr oh behalf of such foreign power, which activities involve 
or are about to involve a violation of the criminal statutes of the United 
States; 

(C) knowingly engages in sabotage or international terrorism, or 
activities that are in preparation therefor, or on behalf of a foreign power; 
or 

(D) knowingly enters the United States under a false or fraudulent 
identity for or on behalf of a foreign power or, while in the United States, 
knowingly assumes a false or fraudulent identity for or on behalf of a 
foreign power; or 

(E) knowingly aids or abets any person in the conduct of activities 
described in subparagraph (A), (B), or (C) or knowingly conspires with any 
person to engage in activities described in subparagraph (A), (B), or (C). 
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Such electronic surveillance must be conducted only in accordance with the Attorney 
General’s certification and minimization procedures adopted by him. A copy of his 
certification must be transmitted by the Attorney General to the court established 
under 50 U.S.C. § 1803(a) (hereinafter the FISC).^^ This certification remains under 
seal unless an application for a court order for surveillance authority is made under 
50 U.S.C. §§ 1801(h)(4) and 1804/® or the certification is necessary to determine the 
legality of the surveillance under 50 U.S.C. § 1806(f).^''' 50 U.S.C. § 1802(a)(2) and 
(a)(3). 

In connection with electronic surveillance so authorized, the Attorney General 
may direct a specified communications common carrier to furnish all information, 
facilities, or technical assistance needed for the electronic surveillance to be 
accomplished in a way that would protect its secrecy and minimize interference with 
the services provided by the carrier to its customers. 50 U.S.C. § 1802(a)(4)(A). In 
addition, the Attorney General may direct the specified communications common 
carrier to maintain any records, under security procedures approved by the Attorney 
General and the Director of Central Intelligence, concerning the surveillance or the 
assistance provided which the carrier wishes to retain. 50 U.S.C. § 1802(a)(4)(B). 
Compensation at the prevailing rate must be made to the carrier by the Government 
for providing such aid. 

If the President, by written authorization, empowers the Attorney General to 
approve applications to the FISC, an application for a court order may be made 
pursuant to 50 U.S.C. § 1802(b). A judge receiving such an application may grant 
an order under 50 U.S.C. § 1805 approving electronic surveillance of a foreign power 
or an agent of a foreign power to obtain foreign intelligence information. There is 
an exception to this, however. Under 50 U.S.C. § 1802(b), a court does not have 
jurisdiction to grant an order approving electronic surveillance directed solely as 


'^Under 50 U.S.C. § 1803(a), as amended by Section 208 of P.L. 107-56, the Chief Justice 
of the United States must publicly designate eleven U.S. district court judges from seven of 
the United States judicial circuits, of whom no fewer than three must reside within 20 miles 
of the District of Columbia. These eleven judges constitute the court which has jurisdiction 
over applications for and orders approving electronic surveillance anywhere within the 
Unite States under FISA. If an application for electronic surveillance under this Act is 
denied by one judge of this court, it may not then be considered by another judge on the 
court. If a judge denies such an apphcation, he or she must immediately provide a written 
statement for the record of the reason(s) for this decision. If the United States so moves, this 
record must then be transmitted under seal to a court of review established under 50 U.S.C. 
§ 1803(b). The Chief Justice also publicly designates the three U.S. district court or U.S. 
court of appeals judges who together make up the court of review having jurisdiction to 
review any denial of an order under FISA. If that court determines that an application was 
properly denied, again a written record of the reason(s) for the court of review’s decision 
must be provided for the record, and the United States may petition for a writ of certiorari 
to the United States Supreme Court. All proceedings under this Act must be conducted 
expeditiously, and the record of all proceedings including applications and orders granted, 
must be maintained under security measures established by the Chief Justice in consultation 
with the Attorney General and the Director of Central Intelligence. 50 U.S.C. § 1803(c). 

'®50 U.S.C. § 1804 is discussed at pages 11-15 of this report, infra. 

*^50 U.S.C. § 1806 is discussed at pages 20-25 of this report, infra. 
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described in 50 U.S.C. § 1802(a)(1)(A) (that is, at acquisition of the contents of 
communications transmitted by means of communications used exclusively between 
or among foreign powers, or acquisition of technical intelligence, other than the 
spoken communications of individuals, from property or premises under the open and 
exclusive control of a foreign power), unless the surveillance may involve the 
acquisition of communications of a United States person. 50 U.S.C. § 1802(b). 

An application for a court order authorizing electronic surveillance for foreign 
intelligence purposes may be sought under 50 U.S.C. § 1804. An application for 
such a court order must be made by a federal ofiGcer in writing on oath or affirmation 
to an FISC judge. The application must be approved by the Attorney General based 
upon his finding that the criteria and requirements set forth in 50 U.S.C. § 1801 et 
seq. have been met. Section 1804(a) sets out what must be included in the 
application: 

(1) the identity of the Federal officer making the application; 

(2) the authority conferred on the Attorney General by the President of the 
United States and the approval of the Attorney General to make the application; 

(3) the identity, if known, or a description of the target of the electronic 
surveillance; 

(4) a statement of the facts and circumstances relied upon by the applicant 
to justify his belief that — 

(A) the target of the electronic surveillance is a foreign power or an 
agent of a foreign power; and 

(B) each of the facilities or places at which the electronic surveillance 
is directed is being used, or is about to be used, by a foreign power or an 
agent of a foreign pbwer; 

(5) a statement of the proposed minimization procedures; 

(6) a detailed description of the nature of the information sought and the 
type of coihmunications or activities to be subjected to the surveillance; 

(7) a certification or certifications by the Assistant to the President for 

^ National Security i^fairs or an executive branch official or officials designated 
- by .the President from among those executive officers employed in the area of 
, national security or defense and appointed by the President with the advice and 
, . consent of the Senate^®— 

(A) that the certifying official deems the information sought to be .. 
foreign intelligence information; , . 



^®Under Section 1-103 of Executive Order 12139, the Secretary of State, the Secretary of 
Defense, the Director of Central Intelligence, the Director of the FBI, the Deputy Secretary 
of State, the Deputy Secretary of Defense, and the Deputy Director of Central Litelligence 
were designated to make such certifications in support of applications to engage in 
electronic surveillance for foreign intelligence purposes. Neither these officials nor anyone 
acting in those capacities may make such certifications unless they are appointed by the 
President with the advice and consent of the Senate. 
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(B) that a significant^^ purpose of the surveillance is to obtain foreign 
intelligence information; 

(C) that such information cannot reasonably be obtained by normal 
investigative techniques; 

(D) that designates the type of foreign intelligence information being 
sought according to the categories described in 1801(e) of this title; and 

(E) including a statement of the basis for the certification that — 

(i) the information sought is the type of foreign intelligence 
information designated; and 

(ii) such information cannot reasonably be obtained by normal 
investigative techniques; 


Section 218 of P.L. 107-56 amended the requisite certifications to be made by the 
Assistant to the President for National Security Affairs, or other designated official (see 
footnote 18). Heretofore, the certifying official had to certify, among other things, that the 
purpose of the electronic surveillance under FISA was to obtain foreign intelligence 
information. Under the new language, the certifying official must certify that a significant 
purpose of such electronic surveillance is to obtain foreign intelligence information. This 
change may have the effect of somewhat blurring the line between electronic surveillance 
for foreign intelligence purposes and that engaged in for criminal law enforcement purposes. 

Past cases considering the constitutional sufficiency of FISA in the context of 
electronic surveillance have rejected Fourth Amendment challenges and due process 
challenges under the Fifth Amendment to the use of information gleaned from a FISA 
electronic surveillance in a subsequent criminal prosecution, because the purpose of the 
FISA electronic surveillance, both initially and throughout the surveillance, was to secure 
foreign intelligence information and not primarily oriented towards criminal investigation 
or prosecution, United States v. Megahey, 553 F. Supp. 1180, 1 185-1193 (D.N.Y.), aff’dl29 
F.2d 1444 (2d Cir. 1982); United States v. Ott, 827 F.2d 473, 475 (9* Cir. 1987); United 
States. vBadia, 827 F. 2d 1458, 1464 (11* Cir. 1987). See also, United States v. Johnson, 
952 F.2d 565, 572 (1*‘ Cir. 1991), rehearing and cert, denied, 506 U.S. 816 (1991) (holding 
that, although evidence obtained in FISA electronic surveillance may later be used in a 
criminal prosecution, criminal investigation may not be the primary purpose of the 
surveillance, and FISA may not be used as an end-run around the 4* Amendment); United 
States V. Pelton, 835 F.2d 1067, 1074-76 (4th Cir. 1987), cert, denied, 486 U.S. 1010 (1987) 
(holding that electronic surveillance under FISA p assed constitutional muster where primary 
purpose of surveillance, initially and throughout surveillance, was gathering of foreign 
intelligence information; also held that an otherwise valid FISA surveillance was not 
invalidated because later use of the fruits of the surveillance in criminal prosecution could 
be anticipated. In addition, the court rejected Felton’s challenge to FISA on the ground that 
allowing any electronic surveillance on less than the traditional probable cause standard-i.e. 
probable cause to believe the suspect has committed, is committing, or is about to commit 
a crime for which electronic surveillance is permitted, and that the interception will obtain 
communications concerning that offense-for issuance of a search wan’ant was violative of 
the 4* Amendment, finding FISA’s provisions to be reasonable both in relation to the 
legitimate need of Government for foreign intelhgence information and the protected rights 
of U.S. citizens ); United States v. Rahman, 861 F. Supp. 247, 251 (S.D. N.Y. 1994). Cf, 
United States v. Bin Laden, 2001 U.S. Dist. LEXIS 15484 (S.D. N.Y., October 2, 2001); 
United States v. Bin Laden, 126 F. Supp. 264, 211 -IS (S.D. N.Y. 2000) (adopting foreign 
intelligence exception to the warrant requirement for searches targeting foreign powers or 
agents of foreign powers abroad; noting that this “exception to the warrant requirement 
applies until and unless the primary purpose of the searches stops being foreign intelligence 
collection. ... If foreign intelligence collection is merely a purpose and not the primary 
purpose of a search, the exception does not apply.”) 


CRS-13 


(8) a statement of the means by which the surveillance will be effected and 
a statement whether physical entry is required to effect the surveillance; 

(9) a statement of the facts concerning all previous applications that have 
been made to any judge under this subchapter involving any of the persons, 
facilities, or places specified in the application, and the action taken on each 
previous application; 

(10) a statement of the period of time for which the electronic surveillance 
is required to be maintained, and if the nature of the intelligence gathering is 
such that the approval of the use of electronic surveillance under this subchapter 
should not automatically terminate when the described type of information has 
first been obtained, a description of facts supporting the belief that additional 
information of the same type will be obtained thereafter; and 

(11) whenever more that one electronic, mechanical or other surveillance 
device is to be used with respect to a particular proposed electronic surveillance, 
the coverage of the devices involved and what minimization procedures apply to 
information acquired by each device. 

The application for a court order need not contain the information required in 
Subsections 1804(6), (7)(E), (8), and (11) above if the target of the electronic 
surveillance is a foreign power and each of the facilities or places at which 
surveillance is directed is owned, leased, or exclusively used by that foreign power. 
However, in those circumstances, the application must indicate whether physical 
entry is needed to effect the surveillance, and must also contain such information 
about the surveillance techniques and communications or other information regarding 
United States persons likely to be obtained as may be necessary to assess the 
proposed minimization procedures. 50 U.S.C. § 1804(b). 

Where an application for electronic suryeillahce under 50 U.S.C. § 1804(a) 
invplves a target described in 50 U.S.C. § 1801(b)(2),^° the Attorney General must 
personally review the application if requested to do so, in writing, by the Director of 
the Federal Bureau of Investigation, the Secretary of Defense, the Secretary of State, 
or the Director of Central Intelligence.^^ The authority to make such a request may 
not be delegated unless the official involved is disabled or otherwise unavailable.^^ 
Each such official must make appropriate arrangements, in advance, to ensure that 
such a delegation of authority is clearly established in case of disability or other 
unavailability.^ If the Attorney General determines that an application should not 
be approved, he must give the official requesting the Attorney General’s personal 
review of the application wtitten notice of the determination. Except in cases where 
the Attorney General is disabled or otherwise unavailable, the responsibility for such 
a determination may not be delegated. The Attorney General must rhake advance 
plans to ensure that the delegation of such responsibility where the Attorney General 
is disabled or otherwise unavailable is clearly established.^'* Notice of the Attorney 
General’s determination that an application should not be approved must indicate 


^”For a list of those covered in 50 U.S.C. § 1801(b)(2), see footnote 14, supra. 
2^50 U.S.C. § 1804(e)(1)(A). 

2^50 U.S.C. § 1804(e)(1)(B). 

2^50 U.S.C. § 1804(e)(1)(C). 

2^50 U.S.C. § 1804(e)(2)(A). 
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what modifications, if any, should be made in the application needed to make it meet 
with the Attorney General’s approval.^ The official receiving the Attorney General’s 
notice of modifications which would mzike the application acceptable must modify 
the application if the official deems such modifications warranted. Except in cases 
of disability or other unavailability, the responsibility to supervise any such 
modifications is also a non-delegable responsibility.^® 

If a judge makes the findings required under 50 U.S.C. § 1805(a), then he or she 
must enter an ex parte order as requested or as modified approving the electronic 
surveillance. The necessary findings must include that: 

(1) the President has authorized the Attorney General to approve 
applications for electronic surveillance for foreign intelligence information; 

(2) the application has been made by a Federal officer and approved by the 
Attorney General; 

(3) on the basis of the facts submitted by the applicant there is probable 
cause to believe that — 

(A) the target of the electronic surveillance is a foreign power or an 
agent of a foreign power; Provided, That no United States person may be 
considered a foreign power or an agent of a foreign power solely upon the 
basis of activities protected by the first amendment to the Constitution of 
the United States; and 

(B) each of the facilities or places at which the electronic surveillance 
is directed is being used, or is about to be used, by a foreign power or an 
agent of a foreign power; 

(4) the proposed minimization procedures meet the definition of 
minimization procedures under section 1801(h) of this title; and 

(5) the application which has been filed contains all statements and 
certifications required by section 1804 of this title and, if the target is a United 
States person, the certification or certifications are not clearly erroneous on the 
basis of the statement made under section 1804(a)(7)(E) of this title and any 
other information furnished under section 1804(d) of this title. 

In making a probable cause determination under 50 U.S.C. § 1805(a)(3), the judge 
may consider past activities of the target as well as facts and circumstances relating 
to the target’s current or future activities.^’ An order approving an electronic 
surveillance under Section 1805(c) must: 

(1) specify- 

(A) the identity, if known, or a description of the target of the electronic 
surveillance; 

(B) the nature and location of each of the facilities or places at which the 
electronic surveillance will be directed, ifhtown'^ 


2^50 U.S.C. § 1804(e)(2)(B). 

2^0 U.S.C. § 1804(e)(2)(C). 

2’50 U.S.C. § 1805(b). 

^^Section 314(a)(2)(A) of H. Kept. 107-328, the conference report on the Intelligence 
Authorization Act for Fiscal Year 2002, to accompany H.R. 2883, added “if known” to the 

(continued...) 
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(C) the type of information sought to be acquired and the type of 
communications or activities to be subjected to the surveillance; 

(D) the means by which the electronic surveillance will be effected and 
whether physical entry will be used to effect the surveillance; 

(E) the period of time during which the electronic surveillance is approved; 
and 

(F) whenever more than one electronic, mechanical, or other surveillance 
device is to be used under the order, the authorized coverage of the device 
involved and what minimization procedures shall apply to information subject 
to acquisition by each device; and 

(2) direct- 

(A) that the rninimization procedures be followed; 

(B) that, upon the request of the applicant a specified communication or 
other common carrier, landlord, custodian, or other specified person, or in 
circumstances where the Court finds that the actions of the target of the 
application may have the effect of thwarting the identification of a specified 
person, such other persons, furnish the applicant forthwith all information, 
facilities, or technical assistance necessary to accomplish the electronic 
surveillance in such a manner as will protect its secrecy and produce a minimum 
of interference with the services that such carrier, landlord, custodian, or other 
person is providing that target of electronic surveillance; 

(C) that such carrier, landlord, custodian, or other person maintain under 
security procedures approved by the Attorney General and the Director of 
Central Intelligence any records concerning the surveillance or the aid furnished 
that such person wishes to retain; and 

(D) that the applicant compensate, at the prevailing rate, such carrier, 

. landlord, custodian, or other person for furnishing such aid.^^ 

The italicized portions of Section 1805(c)(1)(B) and Sectionl805(c)(2)(B) 
reflect changes, added by P.L. 107-108 and P.L. 107-56 respectively, intended to 
provide authority for /‘multipoint” or “roving” electronic surveillance where the 
actions of the target of the surveillance, such as switching phones and locations 
repeatedly, may thwart that surveillance. The Conference Report on H.R. 2338, the 
Intelligence Authorization Act for Fiscal Year 2002, H, Rept. 107r328, at page 24, 
provided the following explanation of these changes: 

The multipoint wiretap amendment to FISA in the USA PATRIOT Act 
(section 206) allows the FISA court to issue generic orders of assistance to any 


^®(... continued) 

end of Section i805(c)(l)(B) before, the semi-colon. The conference version of the bill 
passed both the House and the Senate, and was signed by the President on December 28, 
2001. 

^^50 U.S.C. § 1805(c). The italics in 50 U.S.C. § 1805(c)(2)(B), above, indicates new 
language added by Section 206 of P.L. 107-56. Where circumstances suggest that a target’s 
actions may prevent identification of a specified person, this new language appears to permit 
the Foreign Intelligence Surveillance Court to require a service provider, other common 
carrier, landlord, custodian or other persons to provide necessary assistance to the applicant 
for a FISA order for electronic surveillance. The heading to Section 6 of P.L. 107-56 refers 
to this as “roving surveillance authority.” H. Rept. 107-328 calls this a “multipoint” 
wiretap. IntelligenceAuthorizationAct for FiscalYear 2002, 107* Cong., l®‘Sess.,H. Rept. 
107-328, Conference Report, at 24 (Dec. 6, 2001). 
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communications provider or similar person, instead of to a particular 
cominunications provider. This change permits the Government to implement 
new surveillance immediately if the FISA target changes providers in an effort 
to thwart surveillance. The amendment was directed at persons who, for 
example, attempt to defeat surveillance by changing wireless telephone providers 
or using pay phones. 

Currently, FISA requires the court to “specify” the “nature and location of 
each of the facilities or places at which the electronic surveillance will be 
directed.” 50 U.S.C. § 105(c)(1)(B). Obviously, in certain situations under 
current law, such a specification is limited. For example, a wireless phone has 
no fixed location and electronic mail may be accessed from any number of 
locations. 

To avoid any ambiguity and clarify Congress’ intent, the conferees agreed 
to a provision wHch adds the phrase, “if known,” to the end of 50 U.S.C. § 
1805(c)(1)(B). The “if known” language, which follows the model of 50 U.S.C. 

§ 1805(c)(1)(A), is designed to avoid any uncertainty about the kind of 
specification required in a multipoint wiretap case, where the facility to be 
monitored is typically not known in advance. 

If the target of the electronic surveillance is a foreign power and each of the 
facilities or places at which the surveillance is directed is owned, leased, or 
exclusively used by that foreign power, the order does not need to include the 
information covered by Section 1805(c)(1)(C), (D), and (F), but must generally 
describe the information sought, the communications or activities subject to 
surveillance, the type of electronic surveillance used, and whether physical entry is 
needed. 50 U.S.C. § 1805(d). 

Such an order may approve an electronic surveillance for the period of time 
necessary to achieve its purpose or for ninety days, whichever is less, unless the order 
is targeted against a foreign power. In that event, the order shall approve an 
electronic surveillance for the period specified in the order or for one year, whichever 
is less. An order under FISA for surveillance targeted against an agent of a foreign 
power who acts in the United States as an officer or employee of a foreign power, or 
as a member of a group engaged in international terrorism or activities in preparation 
therefor, may be for the period specified in the order or 120 days, whichever is less.^“ 
Generally, upon application for an extension, a court may grant an extension of an 
order on the same basis as an original order. An extension must include new findings 
made in the same manner as that required for the original order. However, an 
extension of an order for a surveillance targeting a foreign power that is not a United 
States person may be for a period of up to one year if the judge finds probable cause 
to believe that no communication of any individual United States person will be 
acquired during the period involved. In addition, an extension of an order for 
suiveillance targeted at an agent of a foreign power who acts in the United States as 
an officer or employee of a foreign power or as a member of a group engaged in 
international terrorism or activities in preparation therefore may be extended to a 
period not exceeding one year. 50 U.S.C. § 1805(e)(2)(A) and (B).^^ 


^°50 U.S.C. § 1805(e)(1)(B), as added by Section 207 of P.L. 107-56. 

^’Section 207 of P.L. 107-56 appears to have included a mistaken citation here, referring to 

(continued...) 
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Emergency situations are addressed in 50 U.S.C. § 1805(f).^^ Notwithstanding 
other provisions of this subchapter, if the Attorney General reasonably determines 
that an emergency situation exists with respect to the employment of electronic 
surveillance to obtain foreign intelligence information before an order authorizing 
such surveillance can with due diligence be obtained and that the factual basis for 
issuance of an order under this subchapter to approve such surveillance exists, he 
may authorize electronic surveillance if specified steps are taken. At the time of the 
Attorney General’s emergency authorization, he or his designee must inform an FISC 
judge that the decision to employ emergency electronic surveillance has been made. 
An application for a court order under Section 1804 must be made to that judge as 
soon as practicable, but not more than 72 hours after the Attorney General authorizes 
such surveillance. If the Attorney General authorizes emergency electronic 
surveillance, he must require compliance with the minimization procedures required 
for the issuance of a judicial order under this subchapter. Absent a judicial order 


^^(... continued) 

50 U.S.C. § 1805(d)(2) instead of 50 U.S.C. § 1805(e)(2) (emphasis added). The amending 
statutory language discussed above appears to reflect an intended change to subsection 
1805(e)(2), as there is no existing statutory language readily susceptible to such an 
amendment in subsection 1805(d)(2). Section 314(c)(1) of P.L. 107-108, the conference 
version of H.R. 2883, in H. Rept. 107-328, corrected the apparent error from P.L. 107-56, 
Section 207, so that the reference is now to 50 U.S.C. § 1805(e)(2). The conference version 
of H.R. 2883 was signed into law by the President on December 28, 2001. 

^^50 U.S.C. § 1805(g) authorizes officers, employees, or agents of the United States to 
conduct electronic surveillapce in the normal course of their official duties to test electronic 
equipment, determine the existence, and capability of equipment used for unauthorized 
electronic surveillance, or to trainintelligence personnel in the use of electronic surveillance 
equipmeht. Under 50 U.S.C. § 1805(h), the certifications of the Attorney General pursuant 
to 50 U.S.C. § 1802(a) and applications made and orders granted for electronic surveillance 
under FISA must be retained for at least 10 years. 

■ Section 225 of P.L. 107-56 appears to create a second subsection 1805(h), which 
precludes any cause of action in any court “against any provider of a wire or electronic 
communication service, landlord, custodian, or other person (including any officer, 
employee, agent, or other specified person thereof) that furnishes any information, facilities, 
or technical assistance in accordance with a court order or request for einergency assistance” 
under FISA. This immunity provision is included in 50 U.S.C. § 1805, and was 
denominated “Immunity for Compliance with FISA Wiretap” in Section 225 of the USA 
PATRIOT Act, both facts which might lead one to conclude that it applied only to electronic 
surveillance under FISA. However, in H.Rept. 107-328, the conference report accompanying 
H.R. 2883, which became P.L. i07-108, the conferees expressed the view that “the text of 
section 225 refers to court orders and requests for emergency assistance ‘under this Act,’ 
which makes clear that it applies to physical searches (and pen-trap requests-for which there 
already exists an immunity provision, 50 U.S.G. § 1842(f)-and subpoenas) as well as 
electronic surveillance,” Id. at 25. 

Section 314(a)(2)(C) of P.L.. 107-108, the conference report version of H.R. 2883, in 
H. Rept. 107-328, changed subsection (h), which was added to 50 U.S.C. § 1805 by Section 
225 of P.L. 107-56, to subsection (i). In addition, Section 314(a)(2)(D) of the conference 
report version of H.R. 2883 added “for electronic surveillance or physical search” to the end 
of the newly designated 50 U.S.C. § 1805(i) before the final period. The measure was 
signed into law by the President on December 28, 2001. 
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approving the emergency electronic surveillance, the surveillance must terminate 
when the information sought is obtained, when the application for the order is denied, 
or after 72 hours from the time of the Attorney General's authorization, whichever 
is earliest. If no judicial order approving the surveillance is issued, the information 
garnered may not be received in evidence or otherwise disclosed in any court 
proceeding, or proceeding in or before any grand jury, department, office, agency, 
regulatory body, legislative committee, or other authority of the United States, a 
State, or political subdivision thereof. No information concerning any United States 
person acquired through such surveillance may be disclosed by any Federal officer 
or employee without the consent of that person, unless the Attorney General approves 
of such disclosure or use where the information indicates a threat of death or serious 
bodily harm to any person.^'^ 


^^Section 314(a)(2)(B) of the conference report version of H.R. 2883, the Intelligence 
Authorization Act for Fiscal Year 2002, H. Rept. 107-328, replaced 24 hours with 72 hours 
in each place that it appears in 50 U.S.C. § 1805(f). The measure was forwarded to the 
President for his signature on December 18, 2001, and signed into law on December 28, 
2001, as P.L. 107-108. 

^'’Some of the provisions dealing with interception of wire, oral, or electronic 
communications in the context of criminal law investigations, 18 U.S.C. §§ 2510 etseq., 
may also be worthy of note. With certain exceptions, these provisions, among other things, 
prohibit any person from engaging in intentional interception; attempted interception; or 
procuring others to intercept or endeavor to intercept wire, oral, or electronic 
communication; or intentional disclosure; attempting to disclose; using or endeavoring to 
use the contents of a wire, oral or electronic coihmunication, knowing or having reason to 
know that the information was obtained by such an unlawful interception. 18 U.S.C. § 2511. 
“Person” is defined in 18 U.S.C. § 2510(6) to include “any employee, or agent of the United 
States or any State or political subdivision thereof, and any individual, partnership, 
association, joint stock company, trust, or corporation.” Among the exceptions to Section 
2511 are two of particular note: 

(2)(e) Notwithstanding any other provision of this title or section 705 or 
706 of the Communications Act of 1934, it shall not be unlawful for an officer, 
employee, or agent of the United States in the normal course of his official duty 
to conduct electronic surveillance, as defined in section 101 of the Foreign 
Intelligence Surveillance Act of 1978, as authorized by that Act. 

(2)(f) Nothing contained in this chapter or chapter 121, or section 705 of 
the Communications Act of 1934, shall be deemed to affect the acquisition by the 
United States Government of foreign intelligence information from international 
or foreign communications, or foreign intelligence activities conducted in 
accordance with otherwise applicable Federal law involving a foreign electronic 
communications system, utilizing a means other than electronic surveillance as 
defined in section lOl of the Foreign Intelligence Surveillance Act of 1978, and 
procedures in this chapter and the Foreign Intelligence Surveillance Act of 1978 
shall be the exclusive means by which electronic surveillance, as defined in 
section 101 of such Act, and the interception of domestic wire and oral 
communications may be conducted. 

Among other things. Section 2512 prohibits any person from intentionally 
manufacturing, assembling, possessing, or selling any electronic, mechanical, or other 
device, knowing that its design renders it primarily useful for the purpose of the 

(continued...) 
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^‘‘(...continued) 

surreptitious interception of wire, oral, or electronic communications and that such device 
or any component thereof has been or will be sent through the mail or transported in 
interstate or foreign commerce. It also prohibits any person from intentionally sending such 
a device through the mail or sending or carrying such a device in interstate or foreign 
commerce, knowing that such surreptitious interception is its primary purpose. Similarly, 
intentionally advertising such a device, knowing or having reason to know that the 
advertisement will be sent through the mail or transported in interstate or foreign commerce 
is foreclosed. Again an exception to these general prohibitions in Section 2512 may be of 
particular interest: 

(2) It shall not be unlawful under this section for — 

(a) ... \ 

(b) an officer, agent, or employee of, or a person under contract with, 
the United States ... in the normal course of the activities of the United 
States . . ., 

to send through the mail, send or carry in interstate or foreign commerce, or 
manufacture, assemble, possess, or sell any electronic, mechanical, or other 
device knowing or having reason to know that the design of such device renders 
it primarily useful for the purpose of the surreptitious interception of wire, oral, 

or electronic communications. « 

In addition, Section 107 of the Electronic Communications Privacy Act of 1986, P.L. 

99-508, 100 Stat. 1858, October 21, 1986, [which enacted 18 U.S.C. §§ 1367, 2621, 2701 
to 2711, 3117, and 3121 to 3126; and amended 18 U.S.C. §§ 2232, 2511-2513, and 2516- 
2520], provided generally that, “[njpthing in this Act or the amendments made by this Act 
constitutes authority for the conduct of any intelligence activity.” It also stated: 

(b) Certain Activities Under Procedures Approved by the Attorney 
Geheral.-Notliing in chapter 119 [interception of wire, oral or electronic 
communications] or chapter 121 [stored wire and electronic communications and 
transactional records access] of title 18, United States Code, shall affect the 
conduct, by Officers or 'employees of the United States Government in 
accordance with other applicable'Federal law^ under procedures approved by the 
Attorney General of activities intended to- 

(1) intercept encrypted or other official communications of, United 
States executive branch entities or United States Governinent contractors 
for communications security purposes; 

(2) intercept radio communications transmitted between or among 
foreign powers or agents of a foreign power as defined by the Foreign 
Intelligence Surveillance Act of 1978 [50 U.S.C. § 1801 et seq.]; or 

(3) access an electronic cornmuiiication system used exclusively by 
a foreign power or agent of a foreign power as defined by the Foreign 
Intelligence Surveillance Act of 1978 [50 U.S.C. § 1801 et seq.]. 

• In addition, Chapter 121 of title 18 of the United States Code deals with stored wire 
and electronic communications and transactional records. Under 18 U.S.C. § 2701, 
intentionally accessing without authorization a facility through which an electronic 
communication service is provided, or intentionally exceeding an authorization to access 
such a facility and thereby obtaining, altering, or preventing authorized access to a wire or 
electronic communication while it is in electronic storage in such system is prohibited. 

Upon compliance with statutory requirements in 18 U.S.C. § 2709, the Director of the FBI 

(continued...) 
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The uses to which information gathered under FISA may be put are addressed 
under 50 U.S.C. § 1806.^^ Under these provisions, disclosure, without the 


^‘‘(...continued) 

or his designee in a position not lower than deputy Assistant Director may seek access to 
telephone toll and transactional records for foreign counterintelligence purposes. The FBI 
may disseminate information and records obtained under this section only as provided in 
guidelines approved by the Attorney General for foreign intelligence collection and foreign 
counterintelligence investigations conducted by the FBI, and, “with respect to dissemination 
to an agency of the United States, only if such information is clearly relevant to the 
authorized responsibilities of such agency.” 18 U.S.C. § 2709(d). 

^^The provisions of Section 1806 are as follows: 

(a) Compliance with minimization procedures; privileged communications; 
lawful purposes 

Information acquired from an electronic surveillance conducted pursuant 
to this subchapter concerning any United States person may be used and 
disclosed by Federal officers and employees without the consent of the United 
States person only in accordance with the minimization procedures required by 
this subchapter. No otherwise privileged communication obtained in accordance 
with or in violation of this subchapter shall lose its privileged character. No 
information acquired from an electronic surveillance pursuant to this subchapter 
may be used or disclosed by Federal officers or employees except for lawful 
purposes. 

(b) Statement for disclosure 

No information acquired pursuant to this subchapter shall be disclosed for 
law enforcement purposes unless such disclosure is accompanied by a statement 
that such information, or any information derived therefrom, may only be used 
in a criminal proceeding with the advance authorization of the Attorney General. 

(c) Notification by United States 

Whenever the Government intends to enter into evidence or otherwise use 
or disclose in any trial, hearing, or other proceeding in or before any court, 
department, officer, agency, regulatory body, or other authority of the United 
States, against an aggrieved person, any information obtained or derived from an 
electronic surveillance of that aggrieved person pursuant to the authority of this 
subchapter, the Government shall, prior to the trial, hearing, or other proceeding 
or at a reasonable time prior to an effort to so disclose or so use that information 
or submit it in evidence, notify the aggrieved person and the court or other 
authority in which the information is to be disclosed or used that the Government 
intends to so disclose or so use such information. 

(d) Notification by States or political subdivisions 

Whenever any State or political subdivision thereof intends to enter into 
evidence or otherwise use or disclose in any trial, hearing, or other proceeding 
in or before any court, department, officer, agency, regulatory body, or other 
authority of a State or a political subdivision thereof, against an aggrieved person ■ 
any information obtained or derived from an electronic surveillance of that 
aggrieved person pursuant to the authority of this subchapter, the State or 
political subdivision thereof intends to so disclose or so use such information. 

(e) Motion to suppress 

Any person against whom evidence obtained or derived from an electronic 
surveillance to which he is an aggrieved person is to be, or has been, introduced 
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continued) 

or otherwise used or disclosed in any trial, hearing, or other proceeding in or 
before any court, department, officer, agency, regulatory body, or other authority 
of the United States, a State, or a political subdivision thereof, may move to 
suppress the evidence obtained or derived from such electronic surveillance on 
the grounds that— 

(1) the information was unlawfully acquired; or 

(2) the surveillance was not made in conformity with an order of 
authorization or approval. 

Such a motion shall be made before the trial, hearing, or other proceeding unless 
there was no opportunity to make such a motion or the person was not aware of 
the grounds of the motion. 

(J^ In camera and ex parte review by district court 

Whenever a court or other authority is notified pursuant to subsection (c) 
or (d) of this section, or whenever a motion is made pursuant to subsection (e) 
of this section, or whenever any motion or request is made by an aggrieved 
person pursuant to any other statute or rule of the United States or any State 
before any court or other authority of the United States or any State to discover 
or obtain applications or orders or other materials relating to electronic 
surveillance or to discover, obtain, or suppress evidence or information obtained 
or derived from electronic surveillance rmder this chapter, the United States 
district court or, where the motion is made before another authority, the United 
States district court in the same district as the authority, shall, notwithstanding 
any other law, if the Attorney General files an affidavit under oath that disclosure 
or an adversary hearing would harm the national security of the United States, 
review in camera and ex parte the application, order, and such other materials 
relating to the surveillance as may be necessary to determine whether the 
, surveillance of the aggrieved person was lawfully authorized and conducted. In 
making this determination, the court may disclose to the aggrieved person, under 
appropriate security procedures and protective orders, portions of the application, 
■prder, or other materials relating to the surveillance only where such disclosure 
is necessary tp make an accurate determination of the legality of the surveillance. 

(g) Suppression of evidence; denial of motion 

, ■ If the United States district court pursuant to subsection (Q of this section 
determines that the surveillance was not lawfully authorized or conducted, it 
shall, in accordance with the requirements of law, suppress the evidence which 
was unlawfully obtained or derived from electronic surveillance of the aggrieved 
person or otherwise grant the motion of the aggrieved person. Jf the court 
determines that the surveillance was lawfully authorized and conducted, it shall 
deny the motion of the aggrieved person except to the extent that due process 
requires discovery or disclosure. 

(h) Finality of orders 

Orders granting motions or requests under subsection (g) of this section, 
decisions under this section that electronic surveillance was not lawfully 
authorized or conducted, and orders of the United States district court requiring 
review or granting disclosure of applications, orders, or other materials relating 
to a surveillance shall be final orders and binding upon all courts of the United 
States and the several States except a United States court of appeals and the 
Supreme Court. 

(i) Destruction of unintentionally acquired information 

In circumstances involving the unintentional acquisition by an electronic, 
mechanical, or other surveillance device of the contents of any radio 
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consent of the person involved, of information lawfully acquired under FISA which 
concerns a United States person must be in compliance with the statutorily mandated 
minimization procedures. Communications which were privileged when intercepted 
remain privileged. Where information acquired under FISA is disclosed for law 
enforcement purposes, neither that information nor any information derived therefrom 
may be used in a criminal proceeding without prior authorization of the Attorney 
General. If the United States Government intends to disclose information acquired 
under FISA or derived therefrom in any proceeding before a court, department, officer 


^*(... continued) 

communication, under circumstances in which a person has a reasonable 
expectation of privacy and a warrant would be required for law enforcement 
purposes, and if both the sender and all intended recipients are located within the 
United States, unless the Attorney General determines that the contents indicate 
a threat of death or serious bodily hami to any person. 

(1) Notification of emergency employment of electronic surveillance; contents; 
postponement, suspension or elimination 

If an emergency employment of electronic surveillance is authorized under 
section 1805(e) of this title and a subsequent order approving the surveillance is 
not obtained, the judge shall cause to be served on any United States person 
named in the application or on such other United States persons subject to 
electronic surveillance as the judge may determine in his discretion it is in the 
interest of justice to serve, notice of- 

(1) the fact of the application; 

(2) the period of the surveillance; and 

(3) the fact that during the period information was or was not 
obtained. 

On an ex parte showing of good cause to the judge the serving of the notice 
required by this subsection may be postponed or suspended for a period not to 
exceed ninety days. Thereafter, on a further ex parte showing of good cause, the 
court shall forgo ordering the serving of the notice required under this 
subsection. 

(k)(l) Federal officers who conduct electronic surveillance to acquire foreign 
intelligence information under this title may consult with Federal law enforcement 
officers to coordinate efforts to investigate or protect against- 

(A) actual or potential attack or other grave hostile acts of a foreign power or an 
agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a 
foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network of a 
foreign power or by an agent of a foreign power. 

(2) Coordination authorized under paragraph (1) shall not preclude the certification 
required by section 104(a)(7)(B) [50 U.S.C. § 1804(a)(7)(B) (referring to a 
certification by the Assistant to the President for National Security Affairs or other 
designated certifying authority “that a significant purpose of the surveillance is to 
obtain foreign intelligence information”)] or the entry of an order under section 105 
[50 U.S.C. § 1805]. 

Subsection 1806(k) was added by Section 504 of P.L. 107-56. The term “aggrieved person,” 
as used in connection with electronic surveillance under FISA, is defined under 50 U.S.C. 
§ 1801(k) to mean “a person who is the target of an electronic surveillance or any other 
person whose communications or activities were subject to electronic surveillance.” 
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regulatory body or other authority of the United States against an aggrieved person/® 
then the Government must give prior notice of its intent to disclose to the aggrieved 
person and to the court or other authority involved. Similarly, a State or political 
subdivision of a State that intends to disclose such information against an aggrieved 
person in a proceeding before a State or local authority must give prior notice of its 
intent to the aggrieved person, the court or other authority, and the Attorney General. 

Section 1806 also sets out in camera and ex parte district court review 
procedures to be followed where such notification is received, or where the aggrieved 
person seeks to discover or obtain orders or applications relating to FISA electronic 
surveillance, or to discover, obtain, or suppress evidence or information obtained or 
derived from the electronic surveillance, and the Attorney General files an affidavit 
under oath that such disclosure would harm U.S. national security. The focus of this 
review would be to determine whether the surveillance was lawfully conducted and 
authorized. Only where needed to make an accurate determination of these issues 
does the section permit the court to disclose to the aggrieved person, under 
appropriate security measures and protective orders, parts of the application, order, 
or other materials related to the surveillance. If, as a result of its review, the district 
court determines that the surveillance was unlawful, the resulting evidence must be 
suppressed.^’ If the surveillance was lawfully authorized and conducted, the motion 


^®For the definition of “aggrieved person” as that term is used with respect to targets of 
electronic surveillance under FISA, see fn. 35, supra. 

^^But see, United States v. Thomson, 752 F. Supp. 75, 77 (W.D. N.Y. 1990), stating that. 

If the Court determines that the surveillance was unlawfully authorized or 
conducted, it must order disclosure of the FISA material. 50 U.S.C. § 1806(g) 

In United States v. Belfield, 692 F.2d 141 (D.C. Cir. 1982), the court stated 

that: “even when the government has purported not to be offering any evidence 
obtained or derived from the electronic surveillance, a criminal defendant may 
claim that he has been the victim of an illegal surveillance and seek discovery of 
the FISA suryeiUance material to ensure that no fmits thereof are being used 
against him.” Id. at 146. 

It may be noted that the Section 1806(g) does not state that a court must order 
disclosure of the FISA material if the court finds that the FISA electronic surveillance was 
unlawfully authorized or conducted. Rather, the provision in question states in pertinent 
part that, “If the United States district court pursuant to subsection (f) of this section 
determines that the surveillance was not lawfully authorized or conducted, it shall, in 
accordance with the requirements of law, suppress the evidence which was unlawfully 
obtained or derived from electronic surveillance of the aggrieved person or otherwise grant 
the motion of the aggrieved person. ...” While a district court will normally consider in 
camera and ex parte a motion to suppress under Subsection 1806(e) or other statute or rule 
to discover, disclose, or suppress information relating to a FISA electronic surveillance. 
Subsection 1806(f) does permit a district court, in determining the legality of a FISA 
electronic surveillance, to disclose to the aggrieved person, under appropriate security 
procedures and protective orders, portions of the application, order or other materials 
relating to the surveillance only to the extent necessary to make an accurate determination 
of the legality of the surveillance. Belfield indicated that a criminal defendant may seek to 
discover FISA surveillance material to ensure that no fruits of an illegal surveillance are 
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of the aggrieved person must be denied except to the extent that due process requires 
discovery or disclosure. Resultant court orders granting motions or requests of the 
aggrieved person for a determination that the surveillance was not lawfully conducted 
or authorized and court orders requiring review or granting disclosure are final orders 
binding on all Federal and State courts except a U.S. Court of Appeals and the U.S. 
Supreme Court. 

If the contents of any radio communication are unintentionally acquired by an 
electronic, mechanical, or other surveillance device in circumstances where there is 
a reasonable expectation of privacy and where a warrant would be required if the 
surveillance were to be pursued for law enforcement purposes, then the contents must 
be destroyed when recognized, unless the Attorney General finds that the contents 
indicate a threat of death or serious bodily harm to any person. 

As noted above. Section 1805 provides for emergency electronic surveillance in 
limited circumstances, and requires the subsequent prompt filing of an application for 
court authorization to the FISC in such a situation. Under Section 1806, if the 
application is unsuccessful in obtaining court approval for the surveillance, notice 
must be served upon any United States person named in the application and such 
other U.S. persons subject to electronic surveillance as the judge determines, in the 
exercise of his discretion, is in the interests of justice. This notice includes the fact 
of the application, the period of surveillance, and the fact that information was or was 
not obtained during this period. Section 1806 permits postponement or suspension 
of service of notice for up to ninety days upon ex parte good cause shown. Upon a 
further ex parte showing of good cause thereafter, the court will forego ordering such 
service of notice.^® 


^’(...continued) 

being used against him, but it appears to stop short of saying that in every instance where 
the court finds an illegal surveillance disclosure must be forthcoming. “The language of 
section 1806(f) clearly anticipates that an ex parte, in camera determination is to be the rule. 
Disclosure and an adversary hearing are the exception, occurring only when necessary.” 
Belfield, supra, 692 F.2d at 147. See also, United States v. Squillacote, 221 F.3d 542, 552- 
554 (4* Cir. 2000), cert, denied, U.S. , 2001 U.S. LEXIS 2915 (April 16, 2001). 

Cf., United States Attorney’s Manual, §§ 1-2.106 (Office of Intelligence Policy and 
Review organization and functions). This section indicates, in part, that the Office of 
Intelligence Policy and Review 

. . . prepares certifications and applications for electronic surveillance under the 
Foreign Intelligence Surveillance Act, 50 U.S.C. § 1801 et seq., and represents 
the United States before the United States Foreign Intelligence Surveillance 
Court. It processes requests for Attorney General Authority to use FISA material 
in adjudicatory proceedings and assists in responding to challenges to the legality 
of FISA surveillances. 

See also, 28 C.F.R. § 0.33 (functions of the Counsel for Intelligence Policy); States 
Attorneys’ Criminal Resource Manual, §§ 1073 (FISA-50 U.S.C. § 1809) and 1075 
(elements of the offense under 50 U.S.C. § 1809(a)); cf., United States Attorney’s Manual 
§ 9-7.301 (consensual monitoring in the context of electronic surveillance). 
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P.L. 107-56, Section 504, added a new subsection 1806(k)(l). Under this new 
subsection, federal officers who conduct electronic surveillance to acquire foreign 
intelligence under FISA are permitted to consult with Federal law enforcement 
officers to coordinate investigative efforts or to protect against- 

(A) actual or potential attack or other grave hostile acts of a foreign power or an 
agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a foreign 
power; or 

(C) clandestine intelligence activities by an intelligence service or network of a 
foreign power or by an agent of a foreign power. 

This new subsection indicates further that such coordination would not preclude 
certification as required by 50 U.S.C. § 1804(a)(7)(B) or entry of a court order under 
50 U.S.C. § 1805. 

Reporting requirements are included in Sections 1807 and 1808. Under Section 
1807, each year in April, the Attorney General is directed to transmit to the 
Administrative Office of the United States Courts and to the Congress a report 
covering the total number of applications made for orders and extensions of orders 
approving electronic surveillance under FISA during the previous year, and the total 
number of orders and extensions granted, modified, or denied during that time period. 
Section 1808(a) requires the Attorney General to fully inform the House Permanent 
Select Committee on Intelligence and the Senate Select Committee on Intelligence 
semiannually about all electronic surveillance under FISA.^® Each such report must 
contain a description of each criminal case in which information acquired under FISA 
“has been passed for law enforcement purposes” during the period covered by the 
report, and each criminal case in which information acquired under FISA has been 
authorized to be used at trial during the reporting period.''® 

Section 1809 provides criminal sanctions for intentionally engaging in electronic 
surveillance under color of law except as authorized by statute; or for disclosing or 
using information obtained under color of law by electronic surveillance, knowing or 
having reason to know that surveillance was not authorized by statute.''^ The 


^^Subsection 1808(b) directed these committees to report annually for five years after the 
date of enactment to the House and the Senate respectively concerning implementation of 
FISA, including any recommendations for amendment, repeal, or continuation without 
amendment. P.L. 106-567, Title VI, Sec. 604(b) (Dec. 27, 2000), 114 Stat. 2853, required 
the Attorney General to submit to the Senate Select Committee on Intelligence, the Senate 
Judiciary Committee, the House Permanent Select Committee on Intelligence, and the House 
Judiciary Committee a report on the authorities and procedures utilized by the Department 
of Justice to determine whether or not to disclose information acquired under FISA for law 
enforcement purposes. 50 U.S.C. § 1806 note. 

‘’“50 U.S.C. § 1808(a)(2). 

''^Section 1075 of the United States Attorneys’ Criminal Resource Manual indicates that 
Section 1809(a) “reaches two distinct acts: (1) engaging in unauthorized electronic 
surveillance under color of law; and (2) using or disclosing information obtained under color 
of law through unauthorized electronic surveillance. Each offense involves an “intentional” 
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provision makes it a defense to prosecution under this subsection if the defendant is 
a law enforcement officer or investigative officer in the course of his official duties 
and the electronic surveillance was authorized by and conducted under a search 
warrant or court order of a court of competent jurisdiction. Section 1809 provides for 
Federal jurisdiction over such an offense if the defendant is a Federal officer or 
employee at the time of the offense. Civil liability is also provided for under Section 
1810, where an aggrieved person, who is neither a foreign power nor an agent of a 
foreign power, has been subjected to electronic surveillance, or where information 
gathered by electronic surveillance about an aggrieved person has been disclosed or 
used in violation of Section 1809. 

Finally, Section 1811 provides that, notwithstanding any other law, the 
President, through the Attorney General, may authorize electronic surveillance 
without a court order to acquire foreign intelligence information for up to 15 calendar 
days following a declaration of war by Congress. 

Physical searches for foreign intelligence gathering purposes. 

Physical searches for foreign intelligence purposes are addressed in 50 U.S.C. § 1821 
etseq.^^ While tailored for physical searches, the provisions in many respects follow 
a pattern similar to that created for electronic surveillance. The definitions from 50 
U.S.C. § 1801 for the terms “foreign power,” “agent of a foreign power,” 
“international terrorism,” “sabotage,” “foreign intelligence information,” “Attorney 
General,” “United States person,” “United States,” “person,” and “State” also apply 
to foreign intelligence physical searches except where specifically provided 
otherwise. A “physical search” under this title means: 

any physical intrusion within the United States into premises or property 
(including examination of the interior of property by technical means) that is 
intended to result in seizure, reproduction, inspection, or alteration of 
information, material, or property, under circumstances in which a person has a 
reasonable expectation of privacy and a warrant would be required for law 
enforcement purposes, but does not include (A) “electronic surveillance”, as 
defined in section 1801(f) of this title [50 U.S.C.], or (B) the acquisition by the 
United States Government of foreign intelligence information from international 
or foreign communications, or foreign intelligence activities conducted in 


'‘^(...continued) 

state of mind and unauthorized “electronic surveillance.” Section 1075 further notes: 

Even though none of these elements mentions foreign intelhgence, one 
court has explained that “the FISA applies only to surveillance designed to gather 
information relevant to foreign intelligence.” United States v. Koyomejian, 970 
F. 2d 536, 540 (9““ Cir. 1992) (en banc), cert denied, 506 U.S. 1005 (1992). In 
fact, all applications for an order from the Foreign Intelhgence Surveillance 
Court require a certification from a presidentially designated official that the 
purpose of the surveillance is to obtain foreign intelligence. 50 U.S.C. § 
1804(a)(7). 

“*^The physical search provisions of FISA were added as Title III of that Act by P.L. 103- 
359, Title VIII, on October 14, 1994, 108 Stat. 3443. Some of these provisions were 
subsequently amended by P.L. 106-567, Title VI, on December 27, 2000, 114 Stat. 2852-53; 
and by P.L. 107-56. 
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accordance with otherwise applicable Federal law involving a foreign electronic 
communications system, utilizing a means other than electronic surveillance as 
defined in section 1801(Q of this title.''^^ 

Minimization procedures also apply to physical searches for foreign intelligence 
purposes. Those defined under 50 U.S.C. § 1821(4) are tailored to such physical 
searches, and like those applicable to electronic surveillance under 50 U.S.C. § 
1801(h), these procedures are designed to minimize acquisition and retention, and to 
prohibit dissemination of nonpublicly available information concerning unconsenting 
U.S. persons, consistent with the needs of the United States to obtain, produce and 
disseminate foreign intelligence.'^ 

Under 50 U.S.C. § 1822, the President, acting through the Attorney General may 
authorize physical searches to acquire foreign intelligence information without a court 
order for up to one year if the Attorney General certifies under oath that the search is 
solely directed at premises, property, information or materials owned by or under the 
open and exclusive control of a foreign power or powers.'*^ For these purposes. 


'•^50 U.S.C. § 1821(5). 

^''Specifically, 50 U.S.C. § 1821(4) defines “minimization procedures” with respect to 
physical search to mean: 

(A) specific procedures, which shall be adopted by the Attorney General, that are 
reasonably designed in light of the purposes and technique of the particular 
physical search, to minimize the acquisition and retention, and prohibit the 
dissemination, of nonpublicly available information concerning unconsenting 
United States persons consistent with the need of the United States to obtain, 
produce, and disseminate forei^ intelligence information; . 

, (R) procedures that require that nonpublicly available information, which is not 
fomign intelligence information, as defined in section 1801(e)(1) of this title, 
shall, not be disseminated in a manner that identifies any United States person, 
without .such person’s consent, unless such person’s identity is necessary to 
understand such foreign intelligence information or assess its importance; 

(C) notwithstanding subparagraphs (A) and (B), procedures that allow for the 
retention and dissemination of information that is evidence of a crime which has 
been, is being, or is about to be committed and that is to be retained or 
disseminated for law enforcement purposes; and 

(D) notwithstanding subparagraphs (A), (B), and (C), with respect to any 
physical search approved pursuant to section 1822(a) of this title, procedures that 
require that no information, inaterial, or property of a United States person shall 
be disclosed, disseminated, or used for any purpose or retained for longer than 
72 hours, unless a court order under section 1824 of this title is obtained or 
unless the Attorney General determines that the information indicates a threat of 
death or serious bodily harm to any person. 

Section 314(a)(3) of P.L. 107-108, the conference version of the Intelligence Authorization 
Act of 2002, H.R. 2883, from H. Rept. 107-328, changed the previous 24 hour period in the 
minimization procedures under50 U.S.C. § 1821(4)(D) to a 72 hour period. The bill passed 
both houses of Congress and was signed by the President on December 28, 2001. 

''^The president provided such authority to the Attorney General by Executive Order 12949, 
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“foreign power or powers” means a foreign governmenl or component of a foreign 
government, whether or not recognized by the United States, a faction of a foreign 
nation or nations, not substantially composed of U.S. persons; or an entity that is 
openly acknowledged by a foreign government or governments to be directed and 
controlled by such foreign government or governments.'’^ In addition, the Attorney 
General must certify that there is no substantial likelihood that the physical search 
will involve the premises, information, material or property of a U.S. person, and that 
the proposed minimization procedures with respect to the physical search are 
consistent with 50 U.S.C. § 1821(4)(l)-(4).'” Under normal circumstances, these 
minimization procedures and any changes to them are reported to the House 
Permanent Select Committee on Intelligence and the Senate Select Committee on 
Intelligence by the Attorney General at least 30 days before their effective date. 
However, if the Attorney General determines that immediate action is required, the 
statute mandates that he advise these committees immediately of the minimization 
procedures and the need for them to become effective immediately. In addition, the 
Attorney General must assess compliance with these minimization procedures and 
report such assessments to these congressional committees. 

The certification of the Attorney General for a search under 50 U.S.C. § 1822 
is immediately transmitted under seal to the Foreign Intelligence Surveillance Court, 
and maintained there under security measures established by the Chief Justice of the 
United States with the Attorney General’s concurrence, in consultation with the 
Director of Central Intelligence. Such a certification remains under seal unless one 
of two circumstances arise; (1) either an application for a court order with respect to 
the physical search is made to the Foreign Intelligence Surveillance Court under 50 
U.S.C. § 1821(4) (dealing with minimization procedures) and § 1823 (dealing with 
the process by which a federal officer, with the approval of the Attorney General, may 
apply for an order from the FISC approving a physical search for foreign intelligence 
gathering purposes); or (2) the certification is needed to determine the legality of a 
physical search under 50 U.S.C. § 1825 (dealing with use of the information so 
gathered). 

In connection with physical searches under 50 U.S.C. § 1822, the Attorney 
General may direct a landlord, custodian or other specified person to furnish all 
necessary assistance needed to accomplish the physical search in a way that would 
both protect its secrecy and minimize interference with the services such person 
provides the target of the search. Such person may also be directed to maintain any 
records regarding the search or the aid provided under security procedures approved 
by the Attorney General and the Director of Central Intelligence. The provision of 


‘'^(...continued) 

Section 1, 60 Fed. Reg. 8169 (February 9, 1995), if the Attorney General makes the 
certifications necessary under 50 U.S.C. § 1822(a)(1). 

^^See 50 U.S.C. § 1801(a)(1), (2), or (3). 

'•^While this is the citation cross-referenced in Section 1822, it appears that the cross- 
reference should read 50 U.S.C. § 1821(4)(A)-(D). 
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any such aid must be compensated by the Government.''® As in the case of 
applications for electronic surveillance under FISA, the Foreign Intelligence 
Surveillance Court (FISC) has jurisdiction to hear applications and grant applications 
with respect to physical searches under 50 U.S.C. § 1821 etseq. No FISC judge may 
hear an application already denied by another FISC judge. If an application for an 
order authorizing a physical search under FISA is denied, the judge denying the 
application must immediately provide a written statement of reasons for the denial. 
If the United States so moves, the record is then transmitted under seal to the court 
of review established under 50 U.S.C. § 1803(b). If the court of review determines 
that the application was properly denied, it, in turn, must provide a written statement 
of the reasons for its decision, which must be transmitted under seal to the Supreme 
Court upon petition for certiorari by the United States.''^ Any of the proceedings with 
respect to an application for a physical search under FISA must be conducted 
expeditiously, and the record of such proceedings must be kept under appropriate 
security measures. 

The requirements for application for an order for a physical search under FISA 
are included in 50 U.S.C. § 1823. While tailored to a physical search, the 
requirements strongly parallel those applicable to electronic surveillance under 50 
U.S.C. § 1804(a)(l)-(9).®° Like Section 1804(a)(7)(B) with respect to required 


'**50 U.S.C. § 1822(a)(4). 

'’®50 U.S.C. § 1822(c), (d). , . 

^°Each application for an order approving such a physical search, having been approved by 
the Attorney General based upon his understanding that the application satisfies the criteria 
and requirements of 50 U.S.C. § 1821 etseq., must be made by a Federal officer in writing 
upon oath or affirmation to a FISC judge. Under subsection (a) of Section 1823, the 
application must include: 

(1) the identity of the Federal officer making the application; 

(2) the authority conferred on the Attorney General by the President and the 
approval of the Attorney General to make the application; , 

' (3) the identity, if known, or a description of the search, and a detailed 
description of the premises or property to be searched and of the information, 
material, of property to be seized, feproduced, or altered; 

(4) a statement of the facts and circumstances relied upon by the applicant to 
justify the applicant’s belief that- 

(A) the target of the physical search is a foreign power or an -agent of a 
foreign power; 

(B) the premises or property to be searched contains foreign intelligence 
information; and 

(C) the premises or property to be searched is owned, used, possessed by, 
or is in transit to or from a foreign power or an agent of a foreign power; 

(5) a statement of the proposed minimization procedures; 

(6) a statement of the nature of the foreign intelligence sought and the manner in 
which the physical search is to be conducted; 

(7) a certification or certifications by the Assistant to the President for National 
Security Affairs or an executive branch official or officials designated by the 
President from among those executive, branch officers employed in the area of 
national security or defense and appointed by the President, by and with the 

(continued...) 
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certifications for an application for electronic surveillance under FISA, Section 
1823(a)(7)(B) was amended by P.L. 107-56, Section 218, to require that the Assistant 
to the President for National Security Affairs or designated executive branch officiaP^ 
certify, among other things, that a significant purpose (rather than “that the purpose”) 
of the physical search is to obtain foreign intelligence information.^^ Section 1823(d) 
also parallels Section 1804(e) (dealing with requirements for some applications for 
electronic surveillance under FISA), in that, if requested in writing by the Director of 


^“(...continued) 

advice and consent of the Senate- 

(A) that the certifying official deems the information sought to be foreign 
intelligence information; 

(B) that a significant purpose of the search is to obtain foreign intelligence 
information; 

(C) that such information cannot reasonably be obtained by normal 
investigative techniques; 

(D) that designates the type of foreign intelligence information being 
sought according to the categories described in section 1801(e) of this title; 
and 

(E) includes a statement explaining the basis for the certifications required 
by subparagraphs (C) and (D); 

(8) where the physical search involves a search of the residence of a United 
States person, the Attorney General shall state what investigative techniques 
have previously been utilized to obtain the foreign intelligence information 
concerned and the degree to which these techniques resulted in acquiring such 
information; and 

(9) a statement of the facts concerning all previous applications that have been 
made to any judge under this subchapter involving any of the persons, premises, 
or property specified in the application, and the action taken on each previous 
application. 

Under Section 1823(b), the Attorney General may require any other affidavit or 
certification from any other officer in connection with an application for a physical search 
that he deems appropriate. Under Section 1823(c), the FISC judge to whom the application 
is submitted may also require that the applicant provide other information as needed to make 
the determinations necessary under 50 U.S.C. § 1824. 

^*In Section 2 of E.0. 12949, 60 Fed. Reg. 8169 (Febmary 9, 1995), the President authorized 
the Attorney General to approve applications to the Foreign Intelligence Surveillance Court 
under 50 U.S.C. § 1823, to obtain court orders for physical searches for the purpose of 
collecting foreign intelligence information. In Section 3 of that executive order, the 
President designated the Secretary of State, the Secretary of Defense, the Director of Central 
Intelhgence, the Director of the Federal Bureau of Investigation, the Deputy Secretary of 
State, the Deputy Secretary of Defense, and the Deputy Director of Central Intelligence to 
make the certifications required by 50 U.S.C. § 1823(a)(7), in support of an application for 
a court order for a physical search for foreign intelligence purposes. None of these officials 
may exercise this authority to make the appropriate certifications unless he or she is 
appointed by the President, with the advice and consent of the Senate. 

^^As in the case of the change from “the purpose” to “a significant purpose” in the case of 
electronic surveillance, the parallel language change in Section 1823 with respect to 
physical searches may also have the effect of blurring the distinction between physical 
searches for foreign intelligence purposes and those engaged in for law enforcement 
purposes. 
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the FBI, the Secretary of Defense, the Secretary of State, or the DCI,^^ the Attorney 
General must personally review an application for a FISA physical search if the target 
is one described by Section 1801(b)(2). 50 U.S.C. § 1801(b)(2) deals with targets 
who knowingly engage in clandestine intelligence gathering activities involving or 
possibly involving violations of federal criminal laws by or on behalf of a foreign 
power; targets who, at the direction of an intelligence service or network of a foreign 
power, engage in other clandestine intelligence activities involving or potentially 
involving federal crimes by or on behalf of a foreign power; targets who knowingly 
engage in sabotage or international terrorism, activities in preparation for sabotage 
or international terrorism, or activities on behalf of a foreign power; targets who 
knowingly aid, abet, or conspire with anyone to engage in any of the previously listed 
categories of activities; or targets who knowingly enter the United States under false 
identification by or on behalf or a foreign power or who assume a false identity on 
behalf of a foreign power while present in the United States.^'* 

Should the Attorney General, after reviewing an application, decide not to 
approve it, he must provide written notice of his determination to the official 
requesting the review of the application, setting forth any modifications needed for 
the Attorney General to approve it. The official so notified must supervise the 
making of the suggested modifications if the official deems them warranted. Unless 
the Attorney General or the official involved is disabled or otherwise unable to carry 
out his or her respective responsibilities under Section 1823, those responsibilities are 
non-delegable. 

As in the case of the issuance of an order approving electronic surveillance under 
50 U.S.C. § 1805(a), certain findings by the FISC judge are required before an order 
may be forthcoming authorizing a physical search for foreign intelligence information 
under 50 U.S.C. § 1824(a). Once an application under Section 1823 has been filed, 
an FISC judge must enter an ex parte order, either as requested or as modified, 
approving the physical search if the requisite findings are made. These include 
findings that: '• • . ' 

(1) the President has authorized the Attorney General to approve applications for 
physical searches for foreign intelhgence puq>oses; 

(2) the application has been made by a Federal officer and approved by the 
Attorney General; - 

, (3) on the basis fp the facts submitted by the applicant there is probable cause to 
believe that- 

(A) the target of the physical search is a foreign power or an agent of a 
foreign power, except that no United States person may be considered an 
agent of a foreign power solely on the basis of activities protected by the 

; first amendment to the Constitution of the United States; and 

(B) the premises or property to be searched is owned, used, possessed by, 
or is in transit to or from an agent of a foreign power or a foreign power; 


^^The authority of these officials to make such a written request is non-delegable except 
where such official is disabled or unavailable.. Each must make provision in advance for 
delegation of this authority should he or she become disabled or unavailable. 50 U.S.C. § 
1823(d)(1)(B) and (C). 

^“^See fn. 12, supra. 
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(4) the proposed minimization procedures meet the deiinition of minimization 
contained in this subchapter; and 

(5) the application which has been filed contains all statements and certifications 
required by section 1823 of this title, and, if the target is a United States person, 
the certification or certifications are not clearly erroneous on the basis of the 
statement made under section 1823(a)(7)(E) of this title and any other 
information furnished under section 1823(c) of this title. 

Like Section 1805(b) regarding electronic surveillance under FISA, a FISC judge 
making a probable cause determination under Section 1824 may consider the target’s 
past activities, plus facts and circumstances pertinent to the target’s present or future 
activities.^^ 

As in the case of an order under 50 U.S.C. § 1805(c) with respect to electronic 
surveillance, an order granting an application for a physical search under FISA must 
meet statutory requirements in 50 U.S.C. § 1824(c) as to specifications and directions. 
An order approving a physical search must specify: 

(A) the identity, if known, or a description of the target of the physical search; 

(B) the nature and location of each of the premises of property to be searched; 

(C) the type of information, material, or property to be seized, altered, or 
reproduced; 

(D) a statement of, the manner in which the physical search is to be conducted 
and, whenever more than one physical search is authorized under the order, the 
authorized scope of each search and what minimization procedures shall apply 
to the information acquired by each search; and 

(E) the period of time during which the physical searches are approved; 

In addition, the order must direct; 

(A) that the niininuzation procedures be followed; 

(B) that, upon the request of the applicant, a specified landlord, custqdian, or 
other specified person furnish the applicant forthwith all information, facilities, 
or assistance necessary to accomplish the physical search in such a manner as 
will protect its secrecy and produce a minimum of interference with the services 
that such landlord, custodian, or other person is providing to the target of the 
physical search; 

(C) that such landlord, custodian, or other person maintain under security 
procedures approved by the Attorney General and the Director of Central 
Intelligence any records concerning the search or the aid furnished that such 
person wishes to retain; 

. (D) that the applicant compensate, at the prevailing rate, such landlord, custodian, 
or other person for furnishing such aid; and 

(E) that the federal officer conducting the physical search promptly report to the 
court the circumstances and results of the physical search.^® 


^^50 U.S.C. § 1824(b). 

U.S.C. § 1824(c)(1), (2). 
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Subsection 1824(d) sets the limits on the duration of orders under this section 
and makes provision for extensions of such orders if certain criteria are met.^^ 
Subsection 1824(e) deals with emergency orders for physical searches. It permits the 
Attorney General, under certain circumstances, to authorize execution of a physical 
search if the Attorney General or his designee informs a FISC judge that the decision 
to execute an emergency search has been made, and an application under 50 U.S.C. 
§ 1821 et seq. is made to that judge as soon as possible, within 72 hours^® after the 
Attorney General authorizes the search. The Attorney General ’s decision to authorize 
such a search must be premised upon a determination that “an emergency situation 
exists with respect to the execution of a physical search to obtain foreign intelligence 
information before an order authorizing such search can with due diligence be 
obtained,” and “the factual basis for issuance of an order under this title [50 U.S.C. 


^’P.L. 107-56, Section 207(a)(2), amended 50 U.S.C. § 1824(d)(1) so that it provided: 

(1) An order under this section may approve a physical search for the 
period necessary to achieve its purpose, or for 90 days, whichever is less, except 
that (A) an order under this section shall approve a physical search targeted 
against a foreign power, as defined in paragraph (1), (2), or (3) of section 101(a) 

[50 U.S.C. § 1801(b)(1)(A)], for the period specified in the application or for one 
year, whichever is less, and (B) an order under this section for a physical search 
against an agent of a foreign power as defined in section 101(b)(1)(A) [50 U.S. C. 

§ 1801(b)(1)(A)] may be for the period specified in the application or for 120 
days, whichever is less. 

The language in italics reflects the changes made by P.L. 107-56. The 90 day time period 
reflected in the first sentence replaced earlier language which provided for forty-five days. 

Section 207(b)(2) of p!l. 107-56 amended 50 U.S.C. § 1824(d)(2) to provide: 

(2) Extensions of an order issued under this title [50 U.S.C. §§ 1821 et 
seq.] may be granted on the same basis as the original order upon an application 
for an extension and new findings niade in the same manner as required for the 
original order, except that an extension of an order under this Act for a physical 
search targeted against a foreign power, as defined in section 101(a)(5) or (6) [50 
U.S.C. § 1801(a)(5) or (6)], or against a foreign power, as defined in section 
101(a)(4) [50 U.S.C. § 1801(a)(4)] , that is not a United States person, or against 
an agent of a foreign power as defined in section 101(b)(1)(A) [50 U.S.C. § 
1801(b)(1)(A)], may be for a period not to exceed one year if the judge finds 
probable cause to believe that no propesrty of any individual United States person 
will be acquired during the period. 

(Emphasis added.) Under subsection 1824(d)(3), the judge, at or before the end of the time 
approved for a physical search or for an extension, or at any time after the physical search 
is carried out, may review circumstances under which information regarding U.S. persons 
was acquired, retained, or disseminated to assess compliance with minimi zation techniques. 

^^Section 314(a)(4) ofthe Intelligence Authorization Act for Fiscal Year 2002, P.L. 107-108, 
amended 50 U.S.C. § 1824(e) by striking “24 hours” where it occurred and replacing it with 
“72 hours.” 
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§ 1821 et seq.] to approve such a search exists.”^® If such an emergency search is 
authorized by the Attorney General, he must require that the minimization procedures 
required for issuance of a judicial order for a physical search under 18 U.S.C. § 1821 
et seq. be followed.'"'’ If there is no judicial order for a such a physical search, then 
the search must terminate on the earliest of the date on which the information sought 
is obtained, the date on which the application for the ordei is denied, or the expiration 
of the 72 hour period from the Attorney General’s authorization of the emergency 
search.®^ If an application for approval is denied or if the search is terminated and no 
order approving the search is issued, then neither information obtained from the 
search nor evidence derived from the search may be used in evidence or disclosed in 
any 


. . . trial, hearing, or other proceeding in or before any court, grand jury, 
department, office, agency, regulatory body, legislative committee, or other 
authority of the United States, a State, or political subdivision thereof, and no 
information concerning any United States person acquired from such search shall 
subsequently be used or disclosed in any other manner by Federal officers or 
employees without the consent of such person, except with the approval of the 
Attorney General, if the information indicates a threat of death or serious bodily 
harm to any person. A denial of the application made under this subsection may 
be reviewed as provided in section 302 [50 U.S.C. § 1822].“ 

Subsection 1824(f) requires retention of applications made and orders granted under 
50 U.S.C. § 1821 etseq., for a minimum of 10 years from the date of the application. 

Like 50 U.S.C. § 1806 with respect to electronic surveillance under FISA, 50 
U.S.C. § 1825 restricts and regulates the uses of information secured under a FISA 
physical search. Such information may only be used or disclosed by Federal officers 
or employees for lawful purposes. Federal officers and employees must comply with 
minimization procedures if they use or disclose information gathered from a physical 
search under FISA concerning a United States person If a physical search involving 
the residence of a United States person is authorized and conducted under 50 U.S.C. 
§ 1824, and at any time thereafter the Attorney General determines that there is no 
national security interest in continuing to maintain the search’s secrecy, the Attorney 
General must provide notice to the United States person whose residence was 
searched. This notice must include both the fact that the search pursuant to FISA was 
conducted and the identification of any property of that person which was seized, 
altered, or reproduced during the search.^'' Disclosure for law enforcement purposes 
of information acquired under 50 U.S.C. § 1821 etseq., must be accompanied by a 


^^50 U.S.C. § 1824(e)(l)(A)(i) and (ii). See fn.58, supra, regarding substitution of “72 
hours” for “24 hours” in Subsection 50 U.S.C. § 1824(e)(3)(C) by P.L. 107-108, Sec. 
314(a)(4). 

“50 U.S.C. § 1824(e)(2). 

“50 U.S.C. § 1824(e)(3). 

“50 U.S.C. § 1824(e)(4). 

“50 U.S.C. § 1825(a). 

“50 U.S.C. § 1825(b). 
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statement that such information and any derivative information may only be used in 
a criminal proceeding with advance authorization from the Attorney General.®^ 

The notice requirements relevant to intended use or disclosure of information 
gleaned from a FISA physical search or derivative information, are similar to those 
applicable where disclosure or use of information garnered &om electronic 
surveillance is intended. If the United States intends to use or disclose information 
gathered during or derived from a FISA physical search in a trial, hearing, or other 
proceeding before a court, department, officer, agency, regulatory body or other 
authority of the United States against an aggrieved person, the United States must 
first give notice to the aggrieved person, and the court or other authority.®'^ Similarly, 
if a State or political subdivision of a state intends to use or disclose any information 
obtained or derived from a FISA physical search in any trial, hearing, or other 
proceedingbefore a court, department, officer, agency, regulatory body, or other State 
or political subdivision against an aggrieved person, the State or locality must notify 
the aggrieved person, the pertinent court or other authority where the information is 
to be used, and the Attorney General of the United States of its intention to use or 
disclose the information.®’ An aggrieved person may move to suppress evidence 
obtained or derived from a FISA physical search on one of two grounds: that the 
information was unlawfully acquired; or that the physical search was not made in 
conformity with an order of authorization or approval. Such a motion to suppress 
must be made before the trial, hearing or other proceeding involved unless the 
aggrieved person had no opportunity to make the motion or was not aware of the 
grounds of the motion.®® 

In camera, ex parte review by a United States district court may be triggered by 
receipt of notice under Subsections 1825(d) or (e) by a court or other authority; the 
maldng of a motion to suppress by an aggrieved person under Subsection 1825(1^; or 
the making of a motion or request by an aggrieved person under any other federal or 
state law or rule before any federal or state court or authority to discover Or obtain 
applications, orders, or other materials pertaining to a physical search aut^rized 
under FISA or to discover, obtain, dr suppress evidence or information obtained or 
derived frorh a FISA physical search. If the Attorney General files an affidavit under 
oath that disclosure or any adversary hearing would harm U.S. national security, the 
U.S. district court receiving notice dr before whom a motion or request is pending, 
or, if the motion is made to another authority, the U.S. district court in the same 
district as that authority, shall review in camera and ex parte the application, order, 
and such other materials relating to the physical search at issue needed to determine 
whether the physical search of the aggrieved person was lawfully authorized and 
conducted. If the court finds it necessary to make an accurate determination of the 


®^50 U.S.C. § 1825(c). 

®®50 U.S.C. § 1825(d). “Aggrieved person,” as defined in 50 U.S.C. § 1821(2), “means a 
person whose premises, property, information, or material is the target of a physical search 
or any other person whose premises, property, information, or material was subject to 
physical search.” 

^’50 U.S.C. § 1825(e). 

®®50 U.S.C. § 1825(f). 
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legality of the search, the court may disclose portions of the application, order, or 
other pertinent materials to the aggrieved person under appropriate security 
procedures and protective orders, or may require the Attorney General to provide a 
summary of such materials to the aggrieved person.®^ 

If the U.S. district court makes a determination that the physical search was not 
lawfully authorized or conducted, then it must “suppress the evidence which was 
unlawfully obtained or derived from the physical search of the aggrieved person or 
otherwise grant the motion of the aggrieved person.” If, on the other hand, the court 
finds that the physical search was lawfully authorized or conducted, the motion of the 
aggrieved person will be denied except to the extent that due process requires 
discovery or disclosure.’® 

If the U.S. district court grants a motion to suppress under 50 U.S.C. § 1825(h); 
deems a FISA physical search unlawfully authorized or conducted; or orders review 
or grants disclosure of applications, orders or other materials pertinent to a FISA 
physical search, that court order is final and binding on all federal and state courts 
except a U.S. Court of Appeals or the U.S. Supreme Court.’^ 

As a general matter, where an emergency physical search is authorized under 50 
U.S.C. § 1824(d), and a subsequent order approving the resulting search is not 
obtained, any U.S. person named in the application and any other U.S. persons subject 
to the search that the FISC judge deems appropriate in the interests of justice must be 
served with notice of the fact of the application and the period of the search, and must 
be advised as to whether information was or was not obtained during that period.’^ 
However, such notice may be postponed or suspended for a period not to exceed 90 
days upon an ex parte showing of good cause to the judge, and, upon further good 
cause shown, the court must forego such notice altogether.’® 

Section 504(b) of P.L. 107-56, added a new 50 U.S.C. § 1825(k) to the statute, 
which deals with consultation by federal officers doing FISA searches \yith federal 
law enforcement officers. Under this new language, federal officers “who conduct 
physical searches to acquire foreign intelligence information” under 50 U.S.C. § 1821 
et seq., may consult with federal law enforcement officers: 

... to coordinate efforts to investigate or protect against 

(A) actual or potential attack or other grave hostile acts of a foreign power 
or an agent of a foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a 
foreign power; or 


U.S.C. § 1825(g). 
™50 U.S.C. § 1825(h). 
”50 U.S.C. § 1825(i). 
”50 U.S.C. § 1825G)(1), 
”50 U.S.C. § 18250)(2) 
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(C) clandestine intelligence activities by an intelligence service or network 
of a foreign power or by an agent of a foreign power 7“’ 

Such coordination does not preclude certification required under 50 U.S.C. § 
1823(a)(7) or entry of an order under 50 U.S.C. § 1824.’^ 

50 U.S.C. § 1826 provides for semiannual congressional oversight of physical 
searches under FISA. The Attorney General is directed to "fully inform" the 
permanent Select Committee on Intelligence of the House of Representatives and the 
Select Committee on Intelligence of the Senate with respect to all physical searches 
conducted under 50 U.S.C. § 1821 et seq. Also on a semiannual basis, the Attorney 
General is required to provide a report to those committees and to the House and 
Senate J udiciary Committees setting forth; the total number of applications for orders 
approving FISA physical searches during the preceding 6 month period; the total 
number of those orders granted, modified, or denied; the number of such physical 
searches involving the residences, offices, or personal property of United States 
persons; and the number of occasions, if any, the Attorney General gave notice under 
50 U.S.C. § 1825(b).’' 

Section 1827 imposes criminal sanctions for intentionally executing a physical 
search for foreign intelligence gathering purposes under color of law within the 
United States except as authorized by statute. In addition, criminal penalties attach 
to a conviction for intentionally disclosing or using information obtained by a 
physical search under color of law within the United States for the purpose of 
gathering intelligence information, where the offender knows or has reason to know 
that the information was obtained by a physical search not authorized by statute. In 
either case, this section provides that a person convicted of such an offense faces a 
fine of not more than $10,000,” imprisonment for not more than 5 years or both. 
Federal jurisdiction attaches where the offense is committed by an officer or 
employee of the United States. It is a defense to such a prosecution if the defendant 
was a law enforcement or investigative officer engaged in official duties and the 
physical search was authorized and conducted pursuant to a search warrant or court 
order by a court of competent jurisdiction. 

In addition, an aggrieved person other than a foreign power or an agent of a 
foreign power as defined under section 1801(a) or 1801(b)(l)(A),’^ whose premises, 
property, information, or material within the United States was physically searched 
under FISA; or about whom information obtained by such a search was disclosed or 
used in violation of 50 U.S.C. § 1827, may bring a civil action for actual damages. 


”50 U.S.C. § 1825(k)(l). 

”50 U.S.C. § 1825(k)(2). 

fn. 64, supra, and accompanying text. 

”This section was added in 1994 as Title III, Section 307 of P.L. 95-511, by P.L. 103-359, 
Title VIII, § 807(a)(3), 108 Stat. 3452. If a fine were to be imposed under the general fine 
provisions 18 U.S.C. § 3571, rather than under the offense provision, the maximum fine 
would be $250,000 for an individual. 


’®For definitions, see fn. 14, supra. 
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punitive damages, and reasonable attorney's fees and other investigative and litigation 
costs reasonably incurred.’® 

In times of war, the President, through the Attorney General, may authorize 
physical searches under FISA without a court order to obtain foreign intelligence 
information for up to 15 days following a declaration of war by Congress.®® 

Pen registers or trap and trace devices®’ used for foreign 
intelligence gathering purposes. Title IV of FISA, 50 U.S.C. § 1841 etseq., 
was added in 1998, significantly amended by P.L. 107-56,®’ and amended further by 
Section 314(5) of P.L. 107-108. Under 50 U.S.C. § 1842(a)(1), notwithstanding any 
other provision of law, the Attorney General or a designated attorney for the 
Government may apply for an order or extension of an order authorizing or approving 
the installation and use of a pen register or trap and trace device "for any investigation 
to protect against international terrorism or clandestine intelligence activities, 
provided such investigation of a United States person is not conducted solely upon 
the basis of activities protected by the first amendment to the Constitution" conducted 
by the Federal Bureau of Investigation (FBI) under guidelines approved by the 
Attorney General pursuant to E.O. 12333 or a successor order.®’ This authority is 
separate from the authority to conduct electronic surveillance under 50 U.S.C. § 1801 
et seq}^ 


’®50 U.S.C. § 1828. Actual damages are defined to be "not less than liquidated damages of 
$1,000 or $100 per day for each violation, whichever is greater." 50 U.S.C. § 1828(1). 

«®50 U.S.C. § 1829. 

®^Under 50 U.S.C. § 1841(2), the terms "pen register" and "trap and trace device" are given 
the meanings in 18 U.S.C. § 3127. Under Section 3127, “pen register” 

. . . means a device which records or decodes electronic or other impulses which 
identify the numbers dialed or otherwise transmitted on the telephone line to which 
such device is attached, but such term does not include any device used by a provider 
or customer of a wire or electronic communication service for billing, or recording as 
an incident to billing, for communications services provided by such provider or any 
device used by a provider or customer of a wire communication service for cost 
accounting or other like purposes in the ordinary course of its business; 

As defined by 18 U.S.C. § 3127(4), “trap and trace device” “means a device which captures 
the incoming electronic or other impulses which identify the originating number of an 
instrument or device from which a wire or electronic communication was transmitted.” 50 
U.S.C. § 1841 is the section that defines terms applicable to the pen register and trap and 
trace device portions of FISA. 

®’Title IV of FISA was added by Title VI, Sec, 601(2) of P.L. 105-272, on October 20, 1998, 
112 Stat. 2405-2410., and amended by P.L. 107-56 and by P.L. 107-108. 

^^The italicized language was added by P.L. 107-56, Section 214(a)(1), replacing language 
which had read "for any investigation to gather foreign intelligence information or 
information concerning international terrorism." 

®^50 U.S.C. § 1842(a)(2). 
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Each such application is made in writing upon oath or affirmation to a FISC 
judge or to a U.S. magistrate judge publicly designated by the Chief Justice of the 
United States to hear such applications and grant orders approving installation of pen 
registers or trap and trace devices on behalf of a FISC judge. The application must 
be approved by the Attorney General or a designated attorney for the Government. 
Each application must identify the federal officer seeking to use the pen register or 
trap and trace device sought in the application. It must also include a certification by 
the applicant "that the information likely to be obtained is relevant to an ongoing 
investigation to protect against international terrorism or clandestine intelligence 
activities, provided that such investigation of a United States person is not conducted 
solely upon the basis of activities protected by the first amendment to the 
Constitution. 

Under 50 U.S.C. § 1842, as amended by P.L. 107-56, pen registers and trap and 
trace devices may now be installed and used not only to track telephone calls, but also 
other forms of electronic communication such as e-mail. Once an application is made 
under Section 1842, the judge^® must enter an ex parte order^’as requested or as 


®^This language, added by P.L. 107-56, Section 214(a)(2), replaced stricken language which 
read: 


(2) a certification by the applicant that the information to be obtained is relevant 
to an ongoing foreign intelligence or international terrorism investigation being 
conducted by the Federal Bureau of Investigation imder guidelines approved by 
the Attorney General; and 

(3) information which demonstrates that there is reason to believe that the 
telephone line to which the pen register or trap and trace device is to be attached, 
or the communication instrument or device to be covered by the pen register or 
trap and trace .device, has beeii of is about to be used iii communication with— 

(A) an individual who is engaging or has engaged in international terrorism 
or clandestine intelligence activities that involve or may involve a violation 

,, of the criminal laws of the United States; or 

(B) a foreign power or agent of a foieign power under circumstances giving 
reason to believe that the communication concerns or concerned 
international terrorism or clandestine intelligence activities that inyolve or 
may involve a violation of the criminal laws of the United States. 

®^This section refers simply to “judge.” In light of 50 U.S.C. § 1842(b), it would appear that 
this may refer to either a FISC judge or a U.S. magistrate judge designated by the Chief 
Justice under Section 1842(b)(2) to hear applications for and grant orders approving 
installation and use of pen registers or trap and trace devices on behalf of a FISC judge. The 
legislative history on this provision does not appear to clarify this point. The language was 
included in the bill reported out as an original measure by the Senate Select Committee on 
Intelligence, S. 2052, as Sec. 601. The Committee’s report, S. Kept. 105-185, indicates that 
magistrate judges were included in the legislation to parallel their use in connection with 
receipt of applications and approval of pen registers and trap and trace devices in the context 
of criminal investigations, but reflected the Committee’s understanding that the authority 
provided in the legislation to designate magistrate judges to consider applications for pen 
registers and trap and trace devices in the foreign intelligence gathering context would be 
closely monitored by the Department of Justice and this designation authority would not be 
exercised until the Committee was briefed on the compelling need for such designations, 
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continued) 

as reflected, for example, through statistical information on the frequency of applications 
to the FISC under the new procedure. S. Rept. 105-185, at 28 (May 7, 1998). The 
provision creating on pen registers and trap and trace devices in foreign intelligence and 
international terrorism investigations. Sec. 601 of the bill as passed, was among those 
included in the conference version of H.R. 3694 which was passed in lieu of S. 2052. H. 
Conference Rept. 105-80, at 32 (October 5, 1998). 

«"Under 50 U.S.C. § 1842(d)(2)(A), such an order 

(A) shall specify- 

(i) the identity, if known, of the person who is the subject of the 
investigation; 

(ii) the identity, if known, of the person to whom is leased or in whose name 
is listed the telephone line or other facility to which the pen register or trap 
and trace device is to be attached or applied; 

(Hi) the attributes of the communications to which the order applies, such 
as the number or other identifies, and, if latown, the location of the 
telephone line or other facility to which the pen register or trap and trace 
device is to be attached or applied and, in the case of a trap and trace 
device, the geographic limits of the trap and trace order. 

(B) shall direct that- 

(i) upon request of the applicant, the provider of a wire or electronic 
communication service, landlord, custodian, or other person shall furnish 
any information, facilities, or technical assistance necessary to accomplish 
the installation and operation of the pen register or trap and trace device in 
such a manner as will protect its secrecy and produce a minimum amount 
of interference with the services that such provider, landlord, custodian, or 
other person is providing the person concerned; 

(ii) such provider, landlord, custodian, or other person- 

(I) shall not disclose the existence of the investigation or of the pen 
register or trap and trace device to any person unless or until ordered 
by the court; and 

(II) shall maintain, under security procedures approved by the 
Attorney General and the Director of Central Intelligence pursuant to 
section 1805(b)(2)(C) of this title, any records concerning the pen 
register or trap and trace device or the aid furnished; and 

(iii) the applicant shall compensate such provider, landlord, custodian, or 
other person for reasonable expenses incurred by such provider, landlord, 
custodian, or other person in providing such infonnation, facilities, or 
technical assistance. 

The italicized portions of this section reflect amended language from P.L. 107-56, Section 
214(a)(4). 

P.L. 107-108, Section 314(a)(5)(B), replaced “of a court” at the end of 50 U.S.C. § 
1842(f) with “of an order issued,” so that the language now reads: 

(f) No cause of action shall lie in any court against any provider of a wire or 
electronic communication service, landlord, custodian, or other person (including 
any officer, employee, agent, or other specified person thereof) that furnishes any 
information, facilities, or technical assistance under subsection (d) in accordance 

(continued...) 
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modified approving the installation and use of a pen register or trap and trace device 
if the application meets the requirements of that section. 

Section 1843 of Title 18 of the United States Code focuses upon authorization 
for installation and use of a pen register or trap and trace device under FISA during 
specified types of emergencies. This provision applies when the Attorney General 
makes a reasonable determination that: 

(1) an emergency requires the installation and use of a pen register or trap and 
trace device to obtain foreign intelligence information not concerning a United 
States person or information to protect against international terrorism or 
clandestine intelligence activities, provided that such investigation of a United 
States person is not conducted solely upon the basis of a activities protected by 
the first amendment to the Constitution before an order authorizing the 
installation and use of the pen register or trap and trace device, as the case may 
be, can with due diligence be obtained under section 1842 of this title; and 

(2) the factual basis for issuance of an order under section 1842(c) of this title to 
approve the installation and use of the pen register or trap and trace device, as the 
case may be, exists.*^ 

Upon making such a determination, the Attorney General may authorize the 
installation and use of a pen register or trap and trace device for this purpose if two 
criteria are met. First, the Attorney General or his designee must inform a judge 
referred to in Section 1842(b)^® at the time of the emergency authorization that the 
decision to install and use the pen register or trap and trace device has been made. 
Second, an application for a court order authorizing a pen register or trap and trace 
device under 50 U.S.C. .§ 1842(a)(1) must be . made to the judge as soon as 
practicable, but no later that 48 hours after the emergency authorization.®^ If no order 
approving the installation and use of a pen register or trap and trace device is 
forthcoming, then the installation and use of such pen register or trap and trace device 
must terminate at the earlier of the time when the information sought is obtained, the 
time when’ the application for the order is denied under 50 U.S.C. § 1842, or the 


®’(... continued) 

with the terms of an order issued under this section. 

(Emphasis added.) Cf, 50 U.S.C. § 1805(f), which contains an immunity grant which, at 
first blush would appear to apply only to electronic surveillance under FISA, but which has 
been interpreted in H. Kept. 107-328, page 25, the conference committee accompanying 
H.R. 2883, which became P.L. 107-108, to apply to electronic surveillance, physical 
searches and pen register and trap and trace devices. See discussion at fn. 32, supra. 

®*50 U.S.C. § 1843(b) (italics reflect language added by P.L. 107-56, § 214(b)(2), in place 
of language which read “foreign intelligence information or information concerning 
international terrorism.”) Similar language was inserted in 50 U.S.C. § 1843(a) by P.L. 107- 
56, § 214(b)(1), in place of language that paralleled that stricken from subsection 1843(b). 

*®See discussion of the term “judge” as used in Section 1842(b) in fn. 86, supra. 

®“50 U.S.C. § 1843(a). 
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expiration of 48 hours from the time the Attorney General made his emergency 
authorization.^^ 

If an application for an order sought under Section 1843(a)(2) is denied, or if the 
installation and use of the pen register or trap and trace device is terminated, and no 
order approving it is issued under 50 U.S.C. § 1842(b)(2), then no information 
obtained or evidence derived from the use of the pen register or trap and trace device 
may be received in evidence or disclosed in any trial, hearing or other proceeding in 
any court, grand jury, department, office, agency, regulatory body, legislative 
committee or other federal state or local authority. Furthermore, in such 
circumstances, no information concerning a United States person acquired from the 
use of the pen register or trap and trace device may later be used or disclosed in any 
other way by federal officers or employees without consent of the U.S. person 
involved, with one exception. E the Attorney General approves the disclosure 
because the information indicates a threat of death or serious bodily harm to anyone, 
then disclosure without consent of the U.S. person involved is permitted.®^ 

E Congress declares war, then, notwithstanding any other provision of law, the 
President, through the Attorney General, may authorize use of a pen register or trap 
and trace device without a court order to acquire foreign intelligence information for 
up to 15 calendar days after the declaration of war.^^ 

50 U.S.C. § 1845 sets parameters with respect to the use of information obtained 
through the use of a pen register or trap and trace device under 50 U.S.C. § 1841 et 
seq. Federal officers and employees may only use or disclose such information with 
respect to a U.S. person without the consent of that person in accordance with Section 
1845.^'* Any disclosure by a Federal officer or employee of information acquired 
pursuant to FISA from a pen register or trap and trace device must be for a lawful 
purpose. Disclosure for law enforcement purposes of information acquired under 
50 U.S.C. § 1841 etseq. is only permitted where the disclosure is accompanied by a 
statement that the information and any derivative information may only be used in a 
criminal proceeding with the advance authorization of the Attorney General.®® 

Under 50 U.S.C. § 1845(c), when the United States intends to enter into 
evidence, use, or disclose information obtained by or derived from a FISA pen 
register or trap and trace device against an aggrieved person®’ in any federal trial. 


®'50 U.S.C. § 1843(c)(1). 

®’50 U.S.C. § 1843(c)(2). 

®^50 U.S.C. § 1844. 

®'*50 U.S.C. § 1845(a)(1). 

®®50 U.S.C. § 1845(a)(2). 

®'50 U.S.C. § 1845(b). 

^’“Aggrieved person” is defined in 50 U.S.C. § 1841(3) for purposes of 50 U.S.C. § 1841 
et seq. as any person: 
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hearing, or proceeding, notice requirements must be satisfied. The Government, 
before the trial, hearing, or proceeding or a reasonable time before the information is 
to be proffered, used or disclosed, must give notice of its intent both to the aggrieved 
person involved'’® and to the court or other authority in which the information is to be 
disclosed or used. 

If a state or local government intends to enter into evidence, use, or disclose 
information obtained or derived from such a trap and trace device against an 
aggrieved person in a state or local trial, hearing or proceeding, it must give notice to 
the aggrieved person and to the Attorney General of the United States of the state or 
local government’s intent to disclose or use the information.®® 

The aggrieved person in either case may move to suppress the evidence obtained 
or derived from a FISA pen register or trap and trace device on one of two grounds; 
that the information was unlawfully acquired; or that the use of the pen register or 
trap and trace device was not made in conformity with an order of authorization or 
approval under 50 U.S.C. 1841 et seq}°° 

If notice is given under 50 U.S.C. §§ 1845(c) or (d), or a motion or request is 
made to suppress or to discover or obtain any applications, orders, or other materials 
relating to use of a FISA pen register or trap and trace device or information obtained 
by or derived from such use, the Attorney General may have national security 
concerns with respect to the effect of such disclosure or of an adversary hearing. If 
he files an affidavit under oath that disclosure or any adversary hearing would harm 
the national security of the United States, the United States district court in which the 
motion or request is made, or where the motion or request is made before another 
authority, the U.S. district court in the same district, shall review in camera and ex 
parte the application, order, and other relevant materials to determine whether the use 
of the pen register or trap and trace device was lawfully authorized and conducted/*®^ 
In so doing, the court may only disclose portions of the application, order or materials 
to the aggrieved person or order the Attorney General to provide the aggrieved person 
with a summary of these materials if that disclosure is necessary to making an 


^\... continued) 

(A) whose telephone line was subject to the installation or use of a pen register 
or trap and trace device authorized by subchapter IV [50 U.S.C. § 1841 et seq.]; 
or 

(B) whose communication instmment or device was subject to the use of a pen 
register or trap and trace device authorized by subchapter IV to capture incoming 
electronic or other communications impulses. 

®®The statute refers to notice to the “aggrieved person.” Here it is using this term in the 
context of a pen register or trap and trace device, as defined in 50 U.S.C. § 1841(3) (see fn. 
97, supra). This term is also defined in both 50 U.S.C. §§ 1801(k) (in the context of 
electronic surveillance, see fn. 35, supra) and 1825(d) (in the context of a physical search, 
see fn. 66, supra). 

U.S.C. § 1845(d). 

™50 U.S.C. § 1845(e). 

’“'50 U.S.C. § 1845(f)(1). 
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accurate determination of the legality of the use of the pen register or trap and trace 
device, 

Should the court find that the pen register or trap and trace device was not 
lawfully authorized or conducted, it may suppress the unlawfully obtained or derived 
evidence or “otherwise grant the motion of the aggrieved person. On the other 
hand, if the court finds the pen register or trap and trace device lawfully authorized 
and conducted, it may deny the aggrieved person’s motion except to the extent 
discovery or disclosure is required by due process.^”'* Any U.S. district court orders 
granting motions or request under Section 1845(g), finding unlawfully authorized or 
conducted the use of a pen register or trap and trace device, or requiring review or 
granting disclosure of applications, orders or other materials regarding installation 
and use of a pen register or trap and trace device are deemed final orders. They are 
binding on all federal and state courts except U.S. courts of appeals and the U.S. 
Supreme Court.^®^ 

Section 1846 deals with congressional oversight of the use of FISApen registers 
and trap and trace devices. It requires the Attorney General semiannually to fully 
inform the House Permanent Select Committee on Intelligence and the Senate Select 
Committee on Intelligence regarding all FISA uses of pen registers and trap and trace 
devices. In addition, the Attorney General, on a semi-annual basis, must report to the 
House Permanent Select Committee on Intelligence, the Senate Select Committee on 
Intelligence, the House Judiciary Committee and the Senate Judiciary Committee on 
the total number of applications made for orders approving the use of such pen 
registers and trap and trace devices and the total number of such orders granted, 
modified, or denied during the previous 6 month period. 

Access to certain business records for foreign intelligence 
purposes. Also added in 1998, Title V of FISA, 50 U.S.C. § 1861 et seq., was 
substantially changed by P.L. 107-56 and modified further by P.L. 107-108.^°® 


^“50 U.S.C. § 1845(f)(2). 

’“50 U.S.C. § 1845(g)(1). 

’‘’'*50 U.S.C. § 1845(g)(2). 

’“50 U.S.C. § 1845(h). 

’“Title V of FISA was added by Title VI, Sec. 602, of P.L. 105-272, on October 20, 1998, 
112 Stat. 2411-12, and significantly amended by P.L. 107-56 and P.L. 107-108. The prior 
version of 50 U.S.C. § 1861 provided definitions for “foreign power,” “agent of a foreign 
power,” “foreign intelligence information,” “international terrorism,” and “Attorney 
General,” “common carrier,” “physical storage facility,” “public accommodation facility,” 
and “vehicle rental facility” for purposes of 50 U.S.C. § 1861 et seq. The prior version of 
Section 1862 was much more narrowly drawn than the new version added in P.L. 107-56 
and amended by P.L. 107-108. The earlier version read: 

(a) The Director of the Federal Bureau of Investigation or a designee of the 
Director (whose rank shall be no lower than Assistant Special Agent in Charge) 
may make an application for an order authorizing a common carrier, public 
accommodation facility, physical storage facility, or vehicle rental facility to 
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Although denominated “access to certain business records for foreign intelligence and 
international terrorism investigations,” the reach of Section 1861, as amended by the 


continued) 

release records in its possession for an investigation to gather foreign intelligence 
information or an investigation concerning international terrorism which 
investigation is being conducted by the Federal Bureau of Investigation under 
such guidelines as the Attorney General approves pursuant to Executive Order 
No. 12333, or a successor order. 

(b) Each application imder this section- 

(1) shall be made to- 

(A) a judge of the court established by section 1803(a) of this title; or 

(B) a United States Magistrate Judge under chapter 43 of Title 28 [28 
U.S.C. § 631 et seq.\, who is publicly designated by the Chief Justice 
of the United States to have the power to hear applications and grant • 
orders for the release of records under this section on behalf of a 
judge of that court; and 

(2) shall specify that- 

(A) the records concerned are sought for an investigation described 
in subsection (a); and 

(B) there are specific and articulable facts giving reason to believe 
that the person to whom the records pertain is a foreign power or an 
agent of a foreign power. 

(c) (1) Upon application made pursuant to this section, the judge shall enter an 
ex parte order as requested, or as modified, approving the release of records if 
the judge finds that the application satisfied the requirements of this section. 

(2) An order under this subsection shall not disdose that it is issued for purposes 
of an investigation described in subsection (a). 

(d) (i) Any common carrier, public accommodation facility, physical storage 
facility, or vehicle rental facility shall comply with an order under subsection (c). 

(2) No common carrier, public accommodation facility, physical storage facility, 
or vehicle rental facility, or officer, employee, or agent thereof, shall disclose to 
any person (other than those officers, agents, or employees of siich co mm on 
carrier, public accommodation facility , physical storage facility, or vehicle rental 
facility necessary to fulfill the requirement to disclose information to the Federal 
Bureau of Investigation under this section) that the Federal Bureau of 
Investigation has sought or obtained records pursuant to an order under this 
section. 

Congressional oversight was covered under the prior provisions by 50 U.S.C. §1863, which 
was similar, but not identical to the new Section 1862. The former Section 1863 stated: 

(a) On a serhiannual basis, the Attorney General shall fully inform the 
Permanent Select Committee on Intelligence of the House of Representatives and 
the Select Committee on Intelligence of the Senate concerning all request for 
records under this subchapter [50 U.S.C. § 1861 etseq.]. 

(b) On a semiannual basis, the Attorney General shall provide to the Committees 
on the Judiciary of the House of Representatives and the Senate a report setting 
forth with respect to the preceding 6-month period- 

(1) the total number of applications made for orders approving requests for 
records under this subchapter [50 U.S.C. § 1861 et seq.\, and 

(2) the total number of such orders either granted, modified, or denied. 
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USA PATRIOT Act and P.L. 107-108, is now substantially broader than business 
records alone. Under 50 U.S.C. § 1861(a)(1), the Director of the FBI, or his designee 
(who must be at the Assistant Special Agent in Charge level or higher in rank) may 
apply for an order requiring 

... the production of any tangible things (including books, records, papers, 
documents, and other items) for an investigation to obtain foreign intelligence 
information not concerning a United States person or to protect against 
international terrorism or clandestine intelligence activities, provided that such 
investigation of a United States person is not conducted solely upon the basis of 
activities protected by the first amendment to the Constitution.^®^ 

Subsection 1861(a)(2) requires that such an investigation must be conducted under 
guidelines approved by the Attorney General under E.0. 12333 or a successor order 
and prohibits such an investigation of a United States person based solely upon First 
Amendment protected activities. 

An application for an order under Section 1861 must be made to an FISC judge 
or to a U.S. magistrate judge publicly designated by the Chief Justice of the United 
States to hear such applications and grant such orders for the production of tangible 
things on behalf of an FISC judge.^“ The application must specify that the 
“records”^®® are sought for “an authorized investigation conducted in accordance with 


'®^The italicized portion of Section 1861(a)(1) was added by Section 314(a)(6) of P.L. 107- 
108. H. Rept. 107-328, the conference report to accompany H.R. 2883, the Intelligence 
Authorization Act for Fiscal Year 2002 ( which became P.L. 107-108), at page 24, describes 
the purpose of this addition as follows: 

Section 215 of the USA PATRIOT Act of 2001 amended title V of the 
FISA, adding a new section 501 [50 U.S.C. § 1861]. Section 501(a) now 
authorizes the director of the FBI to apply for a court order to produce certain 
records “For an investigation to protect against international terrorism or 
clandestine intelligence activities.” Section 501 (b)(2) directs that the application 
for such records specify that the purpose of the investigation is to “obtain foreign 
intelligence information not concerning a United States person.” However, 
section 501(a)(1), which generally authorizes the applications, does not contain 
equivalent language. Thus, subsections (a)(1) and (b)(2) now appear 
inconsistent. 

The conferees agreed to a provision which adds the phrase “to obtain 
foreign intelligence information not concerning a United States person or” to 
section 501(a)(1). This would make the language of section 501(a)(1) consistent 
with the legislative history of section 215 of the USA PATRIOT Act {see 147 
Cong. Res. S11006 (daily ed. Oct. 25, 2001) (sectional analysis)) and with the 
language of section 214 of the USA PATRIOT Act (authorizing an application 
for an order to use pen registers and trap and trace devices to “obtain foreign 
intelligence information not concerning a United States person;”). 

*®»50 U.S.C. § 1861(b)(1). 

’®®While the language refers to “records,” it is worthy of note that the authority conferred 
upon the Director of the FBI or his designee under Section 1861(a) encompasses 
applications for orders requiring production of “any tangible thing (including books, 

(continued...) 
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[50 U.S.C. § 1862(a)(2)] to obtain foreign intelligence information not concerning a 
United States person or to protect against international terrorism or clandestine 
intelligence activities.’’”” When such an application is made, the judge must enter an 
ex parte order “as requested, or as modified, approving the release of records if the 
judge finds that the application meets the requirements of this section.””^ Such an 
order shall not disclose that it is issued for purposes of an investigation under 50 
U.S.C. § 1861(a).”^ Subsection 1861(d) prohibits any person to disclose that the FBI 
has sought or obtained tangible things under Section 1861, except where the 
disclosure is made to persons necessary to the production of tangible things involved. 
Subsection 1861(e) precludes liability for persons who, in good faith, produce 
tangible things under such a Section 1861 order. It further indicates that production 
does not constitute a waiver of any privilege in any other proceeding or context. 

50 U.S.C. § 1862 deals with congressional oversight. Subsection 1862(a) 
requires the Attorney General semiannually to fully inform the House Permanent 
Select Committee on Intelligence and the Senate Select Committee on Intelligence 
regarding all request for production of tangible things under Section 1861.”^ 
Subsection 1862(b) requires the Attorney General to report to the House and Senate 
Judiciary Committees on the total number of applications for Section 1861 orders for 
production of tangible things and on the total number of such orders granted, 
modified, or denied during the previous 6 months. 

New Private Right of Action 

In addition to provisions which amended FISA explicitly, other provisions of the 
USA PATRIOT Act touched upon FISA, at least tangentially. For example. Section 
223 of the Act, among other things, created a new 18 U.S.C. § 2712. This new 
section, in part, created an exclusive private right of action for any person aggrieved 
by any willful violation of sections 106(a), 305(a), or 405(a) of FISA (50 U.S.C. §§ 
1806(a), 1825(a), 1845(a), respectively) to be brought against the United States in 
U.S. district court to recover money damages. Such monetary relief would amount 


^”®(...continued) 

records, papers, documents, and other items).” One might argue, therefore, that for 
Subsection 1861(a)(1) and Subsection 1861(b)(2) to be read in harmony, a court might 
interpret “records” more broadly to cover “any tangible thing.” On the other hand, if, by 
virtue of the specific reference in Subsection 1861(a)(1) to “records” as only one of many 
types of “tangible things,”the term “records” in Subsection 1861(b)(2) were to be read 
narrowly, it might lead to some confusion as to the nature and scope of any specification that 
might be required where an application seeking production of types of tangible things other 
than records is involved. 

””50 U.S.C. § 1861(b)(2). 

”'50 U.S.C. § 1861(c)(1). 

'”50 U.S.C. § 1861(c)(2). 

"^Section 314(a)(7) of P.L. 107-108 corrected two references in 50 U.S.C. § 1862 as passed 
in the USA PATRIOT Act. P.L. 107-108 replaced “section 1842 of this title” with “section 
1861 of this title,” in both places in 50 U.S.C. § 1862 where it appeared. 
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to either actual damages or $10,000, whichever is greater; and reasonably incurred 
litigation costs. It also set forth applicable procedures.^''* 

USA PATRIOT Act Sunset Provision 

Section 224 of the USA PATRIOT Act set a sunset for many of the provisions 
in the Act of December 31, 2005. Among those provisions which will sunset 
pursuant to this are all of the amendments to FISA, and subsequent amendments 
thereto, except the provision which increased the number of FISC judges from 7 to 
11 (Section 208 of P.L. 107-56). Section 224 also excepts from the application of the 
sunset provision any particular foreign intelligence investigations that began before 
December 31, 2005, or any particular offenses or potential offenses which began or 
occurred before December 31, 2005. As to those particular investigations or offenses, 
applicable provisions would continue in effect. 

Conclusion 

The Foreign Intelligence Surveillance Act, as amended, provides a statutory 
structure to be followed where electronic surveillance, 50 U.S.C. § 1801 et seq., 
physical searches, 50 U.S.C. § 1821 et seq., or pen registers or trap and trace devices, 
50 U.S.C. § 1841 et seq., for foreign intelligence gathering purposes are 
contemplated. It creates enhanced procedural protections where a United States 
person is involved, while setting somewhat less stringent standards where the 
surveillance involves foreign powers or agents of foreign powers. With its detailed 
statutory structure, it appears intended to protect personal liberties safeguarded by the 
First and Fourth Amendments while providing a means to ensure national security 
interests. 

The USA PATRIOT Act, P.L. 107-56, increased the number of FISC judges 
from 7 to 11, while expanding the availability of FISA electronic surveillance, 
physical searches and pen registers and trap and trace devices. For example,' urider 
P.L. 107-56, an application for a court order permitting electronic surveillance or a 
physical search under FISA is now permissible where “a significant” purpose of the 
surveillance or physical search, rather than “the” purpose or, as interpreted by some 
courts, the primary purpose of the surveillance is to gather foreign intelligence 
information. While the previous language withstood constitutional challenge, the 


“''Another provision. Section 901 of the USA PATRIOT Act, amended 50 U.S.C. § 403-3 (c) 
(Section 103(c) of the National Security Act of 1947) regarding the responsibilities of the 
Director of Central Intelligence (DCI). The amendment added to those authorities and 
responsibilities, placing upon the DCI the responsibility for the establishment of 

. . . requirements and priorities for foreign intelligence information to be 
collected under the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. § 

1801 et seq.), and provide assistance to the Attorney General to ensure that 
information derived from electronic surveillance or physical searches under that 
Act is disseminated so it may be used efficiently and effectively for foreign 
intelligence purposes, except that the Director shall have no authority to direct, 
manage, or undertake electronic surveillance or physical search operations 
pursuant to that Act unless otherwise authorized by statute or Executive order. 
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constitutional sufficiency of the change in the FISA procedures under the Fourth 
Amendment is, as yet, untested. 

The USA PATRIOT Act also amended FISA to allow court orders permitting 
so-called multipoint or “roving” electronic surveillance, where the orders do not 
require particularity with respect to the identification of the instrument, place, or 
facility to be intercepted, upon a finding by the court that the actions of the target of 
the surveillance are likely to thwart such identification. P.L. 107-108 further 
clarified this authority. 

Under the Act, pen registers and trap and trace devices may now be authorized 
for e-mails as well as telephone conversations. In addition, the Act expanded the 
previous FBI access to business records, permitting court ordered access in 
connection with a foreign intelligence or international terrorism investigation not just 
to business records held by common carriers, public accommodation facilities, 
physical storage facilities, and vehicle rental facilities, but to any tangible things. 

While expanding the authorities available for foreign intelligence investigations, 
FISA, as amended by the USA PATRIOT Act and the Intelligence Authorization Act 
for FY 2002, also contains broader protections for those who may be the target of the 
various investigative techniques involved. For example, whether the circumstances 
involve electronic surveillance, physical searches, pen registers or trap and trace 
devices or access to business records and other tangible items, FISA, as amended by 
the USA PATRIOT Act, does not permit the court to grant orders based solely upon 
a United States person’s exercise of First Amendment rights.”^ 

In addition, P.L. 107-56 created a new private right of action for persons 
aggrieved by inappropriate disclosure or use of information gleaned or derived from 
electronic surveillance, physical searches or the use of pen registers or trap and trace 
devices. These claims can be brought against the United States for certain willful 
violations by government personnel. 

Finally, the inclusion of a sunset provision for the FISA changes made in the 
USA PATRIOT Act, with the exception of the increase in the number of FISC judges, 
provides an opportunity for the new authorities to be utilized and considered, and an 
opportunity for the Congress to revisit them in light of that experience. 


”^5ee, e.g.,50U.S.C. §§ 1805(a)(3)(A), 1824(a)(3)(A), 1842(a)(1), 1843(b), 1861(a)(1), and 
1861(a)(2). 
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T he terrorist attacks of Sep- 
tember 11, 2001, left an in- 
delible mark upon America 
and an overshadowing feeling of 
vulnerability. They also created a 
determination to respond to the new 
national security threats they repre- 
sented. Congress reacted to these 
threats by passing laws providing 
new tools to fight terrorism. Per- 
haps, the most controversial recent 
act of Congress is the United and 
Strengthening of America by Pro- 
viding Appropriate Tools Required 
to Intercept and Obstruct Terrorism 


Act of 2001' (USA PATRIOT Act) 
and its impact upon the use of 
electronic surveillance and physical 
searches authorized under the 
Foreign Intelligence Surveillance 
Act of 1978 (FISA)^ to combat for- 
eign threats. 

Some Americans fear the ac- 
tions taken by Congress may in- 
fringe upon basic American liber- 
ties. Benjamin Franklin warned that 
“ those who would give up essential 
liberty, to purchase a little tempo- 
rary safety, deserve neither liberty 
nor safety.”^ The government must 


use its new tools in a way that 
preserves the rights and freedoms 
guaranteed by America’s democ- 
racy, but, at the same time, ensure 
that the fight against terrorism is 
vigorous and effective. No Ameri- 
can should be forced to seek safety 
over liberty. This article briefly 
examines FISA and the impact of 
the USA PATRIOT Act upon it. 

FISA 

Electronic monitoring (includ- 
ing both wiretaps and microphone 
installations) and physical searches 
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are excellent, and sometimes essen- 
tial, sources of information for both 
foreign intelligence and criminal 
activities. In 1968, Congress passed 
the Omnibus Crime Control and 
Safe Streets Act. Title III of that acf 
contains provisions concerning the 
authorization and use of electronic 
monitoring by the government to 
gather information regarding crimi- 
nal activities. Under Title III, the 
government has specific authoriza- 
tion procedures and rules to follow 
when it monitors people and places 
to collect evidence of violations of 
criminal laws. But, Title III did not 
answer the question of whether or 
not the government is required to 
obtain court authorization for elec- 
tronic monitoring conducted, not 
for criminal investigations but for 
the collection of information re- 
garding threats to national security. 

The U.S. Supreme Court faced 
this issue in the case of United 
States V. United States District 
Court. ^ In this case, a group of 
Vietnam War protesters tried to 


blow up the local CIA recruiting 
office in Ann Arbor, Michigan, and 
a number of other government 
buildings. Evidence obtained dur- 
ing a domestic national security 
wire interception, undertaken with- 
out a formal court order, was used 
in the subsequent criminal trial. The 
use of this evidence was contested. 
The issue was whether or not the 
president had the authority, through 
the attorney general, to authorize 
electronic surveillance for national 
security matters without prior judi- 
cial review. The Court held that 
the government does not have un- 
limited power to conduct national 
security wiretaps for domestic secu- 
rity matters, and that prior judicial 
authorization is needed before us- 
ing wiretaps for national security 
purposes. However, the Court rec- 
ognized that such wiretaps involve 
different policy and practical con- 
siderations from ordinary criminal 
wiretaps. It suggested that Congress 
consider exploring the issue and de- 
cide if the authorization for and 
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rules governing the use of national 
security wiretaps should be the 
same as those governing criminal 
wiretaps. The Court made it clear 
that it was not deciding the issue of 
the government’s authority to con- 
duct wiretaps in cases of foreign 
threats to the national security. 

To establish the necessary au- 
thority and procedures for the gov- 
ernment to conduct wiretaps in re- 
sponse to foreign threats. Congress 
passed FISA. FISA established a re- 
quirement of judicial approval be- 
fore the government engages in an 
electronic surveillance (as well as 
physical searches) for foreign intel- 
ligence purposes. The act estab- 
lished the FISA Court, consisting of 
U.S. District Court judges desig- 
nated by the chief justice of the 
U.S. Supreme Court. The court’s 
purpose is to review government 
applications for national security 
electronic monitoring and searches 
and authorize their use with ap- 
propriate limitations. If the FISA 
Court denies an application for an 
order authorizing a national secu- 
rity wiretap or search, the matter is 
referred under seal to the FISA 
Court of Review, comprised of 
three federal judges selected by the 
chief justice of the U.S. Supreme 
Court. The court of review deter- 
mines whether the application was 
properly denied.* Its decision can be 
appealed directly to the U.S. Su- 
preme Court. 

FISA Contrasted with Title III 

In essence, the purpose of a 
FISA order is to gather foreign in- 
telligence information,^ while the 
purpose of a Title III wiretap order 
is to gather evidence for criminal 
prosecution. The FISA application 
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need only state facts supporting 
probable cause to believe that the 
target of the intercept (or search) is 
a foreign power, or an agent of a 
foreign power, and that the facilities 
to be monitored or searched are be- 
ing used, or are about to be used, by 
a foreign power, or an agent of a 
foreign power, and to certify that a 
significant purpose of the surveil- 
lance is to obtain foreign intelli- 
gence information.* To show that a 
person is an agent of a foreign 
power, the government need only 
relate facts demonstrating that the 
subject is an officer or employee of 
a foreign power or acts on the for- 
eign power’s behalf; or knowingly 
engages in clandestine intelligence- 
gathering activities that may in- 
volve a violation of U.S. criminal 

• statutes; or knowingly engages in 
sabotage, international terrorism, or 
in the preparation of these activities 
on behalf of a foreign power.'* 

In contrast, a criminal Title III 
wiretap must be supported by prob- 
able cause to believe that a spe- 
cific individual, using an identified 
phone or location, is committing 
a particular crime.'” It requires that 
the government show that a predi- 
cate offense is, has, or will be 
committed by the subject of the sur- 
veillance" and that particular com- 
munications concerning the predi- 
cate offense will be obtained 
through the wiretap'-^ at a specified 
location or through a specified de- 
vice used by the target.'* 


FISA Information for 
Criminal Prosecutions 


It is important to note that both 
FISA and Title UI require a showing 
of probable cause to authorize elec- 
tronic monitoring (and physical 


searches in the case of FISA), How- 
ever, because of the differing objec- 
tives of the two acts, the degree of 
specificity required differs mark- 
edly. Arguably, because of the dif- 
ferent probable cause showing re- 
quired by FISA, it is easier for the 
government to obtain a FISA order 
than it is to obtain a Title III order. 
Because of this, the courts became 
concerned that the government 

u 

...both FISA and 
Title III require a 
showing of probable 
cause to authorize 
electronic monitoring 
(and physical 
searches in the 
case of FISA). 

W 

would obtain FISA electronic sur- 
veillance orders in what were essen- 
tially criminal investigations to 
avoid the stricter requirements of 
Title III. 

This concern surfaced in an es- 
pionage case that predates FISA. In 
United States v. Truong Dinh 
Hung , ''' the government used a war- 
rantless wiretap to overhear and 
record telephone conversations of 
the defendant and to bug his apart- 
ment. The wiretapping and bugging 
were authorized by the attorney 
general under the “foreign intelli- 
gence” exception to the Fourth 
Amendment. The defendant moved 
to suppress the evidence collected 
by means of the wiretap and bug as 


violations of the Fourth Amend- 
ment. The U.S. Court of Appeals 
for the Fourth Circuit admitted the 
evidence collected during the early 
days of the collection but held that 
evidence obtained after the primary 
purpose of the investigation had 
shifted from securing intelligence 
information to accumulating evi- 
dence of a crime and must be sup- 
pressed because of the failure to 
comply with the requirements of 
Title III, This ruling is the origin of 
the “primary pmpose” test that was 
to create problems in later cases. 

Subsequent cases decided after 
the passage of FISA distinguished 
Truong on the grounds that the sur- 
veillance authorization in that case 
was not obtained pursuant to a FISA 
warrant.'^ These courts noted that 
FISA contains a statutory mecha- 
nism for the dissemination of crimi- 
nal information obtained during an 
intelligence intercept and have held 
that when such evidence is discov- 
ered “incidentally” during an autho- 
rized FISA intercept it may be ad- 
mitted in subsequent criminal 
prosecutions.'^ This would include 
situations where “the government 
can anticipate that the fruits of such 
surveillance may later be used, as 
allowed by [the statute], as evi- 
dence in a criminal trial.”''' This line 
of reasoning became known as the 
“primary purpose” test and was 
adopted by several circuits.'* In 
other words, when the primary ob- 
ject of the electronic monitoring (or 
search) was to collect foreign intel- 
ligence information, FISA was the 
appropriate mechanism to seek au- 
thorization from the courts. When 
the primary purpose was to seek 
criminal prosecution. Title III was 
the appropriate mechanism. Failure 


June 2003 / 27 



to strictly observe this distinction 
resulted in a possible suppression of 
the evidence. 

The “primary purpose” test led 
the FISA Court and the U.S. Depart- 
ment of Justice (DOJ) to adopt a 
policy of building a “wall” between 
intelligence investigators and 
criminal investigators for fear of 
tainting FISA court ordered surveil- 
lances. Intelligence investigators 
were not to discuss ongoing foreign 
intelligence or foreign counterintel- 
ligence investigations with criminal 
investigators. In this way, FISA or- 
ders could not be used by criminal 
investigators to avoid seeking Title 
III orders. This practice led to a 
critical lack of coordination in in- 
vestigations, such as international 
terrorism cases, which have both in- 
telligence and criminal aspects. 

FISA AS AMENDED BY 
THE USA PATRIOT ACT 

Following the September 11, 
2001, terrorist attacks. Congress re- 
assessed intelligence-gathering 
procedures and passed the USA 
PATRIOT Act. The most signifi- 
cant changes involve the purposes 
for which FISA-authorized elec- 
tronic monitoring and searches 
may be used and the exchange of 
information between criminal and 
foreign intelligence investigators. 

Previously, FISA-authorized 
electronic monitoring and searches 
only could be used if high-level 
executive officials certified that 
“the purpose” was to obtain foreign 
intelligence information. As noted, 
that language came to be inter- 
preted as the “primary purpose” 
by the courts and DOJ. The USA 
PATROIT Act now requires that 
foreign intelligence information 


gathering be a “significant pur- 
pose.”^^ The act amends FISA so 
that intelligence officials may coor- 
dinate efforts with law enforcement 
officials to investigate or protect 
against attacks, terrorism, sabotage, 
or clandestine intelligence activities 
without undermining the required 
certification of the “significant pur- 
pose” of FISA orders. The result is 
that Congress rejected the idea of 
having a “wall” between foreign in- 
telligence and law enforcement of- 
ficials when the object of the inves- 
tigation is to detect, prevent, or 
prosecute foreign intelligence 
crimes. 



On March 6, 2002, Attor- 
ney General John D. Ashcroft 
implemented the USA PATRIOT 
Act by establishing a new DOJ 
policy regarding information-shar- 
ing procedures. The new proce- 
dures permitted the complete ex- 
change of information and advice 
between intelligence officers and 
law enforcement officers regarding 
FISA surveillances and searches. 

On May 17, 2002, the FISA 
Court rejected the attorney gen- 
eral’s new policy.^® The FISA Court 


ruled that law enforcement offi- 
cials cannot a) direct or control an 
investigation using FISA searches 
or surveillances for law enforce- 
ment objectives, b) direct or control 
the use of FISA procedures to en- 
hance a criminal prosecution, c) 
make recommendations to intelli- 
gence officials concerning the ini- 
tiation, operation, continuation or 
expansion of FISA searches or sur- 
veillances, or d) that representatives 
of DOJ’s Office of Intelligence 
Policy and Review (OIPR) be in- 
vited to (“chaperone” in the view of 
the DOJ) all meetings between FBI 
and DOJ’s Criminal Division to 
consult regarding efforts to investi- 
gate or protect against foreign at- 
tack, sabotage, or international ter- 
rorism to ensure that foreign 
intelligence gathering remains the 
primary purpose of any FISA-au- 
thorized technique. The FISA 
Court’s rejection of the new guide- 
lines led to the first-ever appeal to 
the FISA Court of Review. 

In its decision, the FISA Court 
of Review decided that FISA does 
not preclude or limit the govern- 
ment’s use of foreign intelligence 
information, including evidence of 
crimes, in certain types of criminal 
prosecutions.^* The court of review 
determined that the restrictions im- 
posed by the FISA Court on the 
government are not required by 
FISA, as amended by the USA PA- 
TRIOT Act or by the Constitution 
and that the USA PATROIT Act 
amendments of the FISA statute do 
not violate the Fourth Amendment 
of the Constitution. 

The court of review made sev- 
eral important points. First, there 
must be a significant foreign in- 
telligence information-gathering 
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purpose for every FISA applica- 
tion for electronic monitoring or 
search, such as recruiting a foreign 
spy as a double agent, identifica- 
tion of foreign intelligence task- 
ings, or the discovery of foreign spy 
tradecraft.^^ 

Second, the court determined 
that FISA could be used to obtain 
evidence primarily for a criminal 
prosecution if the prosecution is an 
offense related to a foreign intelli- 
gence threat (a foreign intelligence 
crime) and a significant foreign in- 
telligence-gathering purpose also is 
present.^^ The court defined foreign 
intelligence crimes as those listed in 
the FISA statute, including espio- 
nage, international terrorism, un- 
lawful clandestine intelligence ac- 
tivities, sabotage, identity fraud 
offenses committed for or on behalf 
of a foreign power, and aiding or 
abetting or conspiring to commit 
these offenses.^'* Additionally, any 
ordinary crime intertwined with a 
foreign intelligence activity is in- 
cluded, such as bank robbery to fi- 
nance terrorist actions or even 
credit card fraud to hide the identity 
of a spy.^^ 

Finally, the court recognized 


that the USA PATRIOT Act law- 
fully breached the “wall” between 
criminal law enforcement and intel- 
ligence or counterintelligence gath- 
ering. Congress’ intent in this mat- 
ter is demonstrated amply by its 
addition of a new section to FISA 
by the USA PATRIOT Act. The 
new FISA Section 1806(k) reads: 


1 ) 



Federal officers who conduct 
electronic surveillance to 
acquire foreign intelligence 
information under this title 
may consult with federal 
law enforcement officers to 


coordinate efforts to investi- 
gate or protect against 

a) actual or potential attack 
or other grave hostile acts of 
a foreign power or an agent 
of a foreign power; 

b) sabotage or international 
terrorism by a foreign power 
or an agent of a foreign power; 
or 

c) clandestine intelligence 
activities by an intelligence 
service or network of a foreign 
power or by an agent of a 
foreign power. 

u 


...additional 
safeguards are built 
into FISA if the target 
of the monitoring 
or search is a U.S. 
citizen or an alien 
admitted for 
permanent residence. 

2) Coordination authorized under 
paragraph 1 shall not preclude 
the certification required by 
Section [1804](a)(7)(B) of this 
title or the entry of an order 
under Section [1805] of this 
title.“ 

This decision by the FISA 
Court of Review vindicates Con- 
gress’ and the attorney general’s 
view of FISA. It is permissible for 
intelligence and law enforcement 
officials to coordinate their efforts 


using all available resources, in- 
cluding FISA surveillances and 
searches, to detect, frustrate, and 
convict spies and terrorists. 

It is important to note that addi- 
tional safeguards are built into 
FISA if the target of the monitoring 
or search is a U.S. citizen or an alien 
admitted for permanent residence. 
The burden placed upon the govern- 
ment to obtain a FISA order is 
higher if the target is a U.S. per- 
son.^’ The act clearly states that the 
simple exercise of First Amend- 
ment rights by U.S. persons can- 
not be the basis for considering that 
person to be an agent of a foreign 
power.^* The act also clearly estab- 
lishes how and when information 
regarding a U.S. person may be 
used.^’ 

USA PATRIOT Act 
and Information Sharing 

An extremely important aspect 
of the USA PATRIOT Act is that it 
permits greater sharing of intelli- 
gence information between law 
enforcement and national security 
investigators, regardless of the 
source of the intelligence informa- 
tion. Section 203 of the USA PA- 
TRIOT Act amends Rule 6 of the 
Federal Rules of Criminal Proce- 
dure to permit the disclosure of 
grand jury information containing 
foreign intelligence information to 
“any federal law enforcement, intel- 
ligence, protective, immigration, 
national defense, or national secu- 
rity official in order to assist the 
official receiving that information 
in the performance of his official 
duties.”^” The reporting require- 
ment differs in that the name of the 
individual receiving the informa- 
tion is not given to the court, only 
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the department or agency receiving 
the information. This section also 
amends Title III (the federal wiretap 
statute) to permit the same type of 
disclosure of intelligence informa- 
tion gathered during a court autho- 
rized criminal wiretap.^' 

Section 905 of the act” under- 
scores the importance that Congress 
assigns to information sharing. That 
section requires the attorney gen- 
eral, or any head of a federal 
department or agency with law 
enforcement responsibility, to 
promptly disclose to the director 
of the CIA any foreign intelligence 
information gathered as a result of a 
criminal investigation. 

Other Related Amendments 

The USA PATRIOT Act 
amended many federal statutes in 
significant ways that are import- 
ant to criminal and intelligence in- 
vestigators. It is impossible to dis- 
cuss all of these amendments in 
this limited space. However, some 
of these amendments should be 
mentioned. 

A very significant change is 
that the USA PATRIOT Act makes 
terrorism a predicate offense allow- 
ing for a wiretap under Title III.” 
Investigators now have a choice, 
depending on the nature of the in- 
vestigation, to apply for a FISA or- 
der or a Title III wiretap order. 

In addition, the act also allows 
for a roving wiretap under FISA.^'' 
Roving wiretaps allow law enforce- 
ment to respond to time-sensitive 
criminal or terrorist activity by con- 
tinuing comt sanctioned electronic 
surveillance, even if the target of 
the surveillance rapidly switches 
cellular telephones, Internet ac- 
counts, or meeting venues. 


USA PATRIOT Act and Pen 
Registers and Traps and Traces 

FISA contains specific provi- 
sions regarding the use of pen regis- 
ters and traps and traces in foreign 
intelligence investigations.” Sec- 
tion 214 of the U SA PATRIOT Act 
changes the standard for issuing pen 
registers and trap and trace orders. 
FISA pen registers and traps and 
traces now can be obtained when 
the government certifies that the in- 
formation likely to be obtained is 
foreign intelligence information 

u 

...the USA PATRIOT 
Act makes terrorism 
a predicate offense 
allowing for a wiretap 
under Title ill. 



not concerning a U.S. person or is 
relevant to ongoing investigations 
to protect against terrorism or clan- 
destine intelligence activities.” 
Prior to the USA PATRIOT Act, 
pen register and trap and trace or- 
ders required showing that there 
was relevance to an investigation 
and that there was reason to believe 
that the targeted line was being used 
by an agent of a foreign power or 
someone in communication with 
such an agent under certain circum- 
stances. The second requirement no 
longer exists. 

The USA PATRIOT Act also 
amended Title III, FISA, and the 
federal statute related to pen regis- 
ters to explicitly authorize the use 
of pen registers and traps and traces 


on communication networks other 
than just telephones.” Computer 
networks and cellular telephones 
are now specifically subject to this 
technique. 

Criminal pen register and trap 
and trace orders are no longer lim- 
ited to the geographic area within 
the jurisdiction of the issuing 
court.” All service providers neces- 
sary to the execution of the order, 
regardless of their location, are cov- 
ered by such orders. 


USA PATRIOT Act 
and Physical Searches 

Historically, some federal 
courts pennitted the government 
to search premises, but delay for a 
reasonable time the required notice 
that the government had entered the 
premises.” The USA PATRIOT 
Act amended federal law to statute- 
rily recognize the practice.'*” De- 
layed notice, or sneak-and-peek 
warrants, are now permissible 
where the court finds reasonable 
cause to believe that immediate no- 
tification of the execution of the 
warrant would have an adverse re- 
sult.'*’ The warrant must prohibit tlie 
seizure of tangible property unless 
the court finds it necessary. The 
warrant also must provide for giv- 
ing notice of the search within a 
reasonable time, but extensions of 
time can be granted. 

The act expands the reach of 
search warrants in domestic and in- 
ternational terrorism cases. '*^ Ordi- 
narily, criminal search warrants 
must be issued in the districts where 
the searches will occur."*^ Under the 
new rule, however, a magistrate 
judge in a district “in which activi- 
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rant in that terrorism investigation 
that can be executed within or out- 
side that district. 

It is important to note that there 
is a 4-year sunset provision for 
some parts of the act.'*^ The sharing 
of grand jury information portion 
of the act does not expire as of De- 
cember 31, 2005. However, the 
“significant purpose” certification 
for FISA intercepts, the provosions 
regarding roving FISA surveil- 
lance, and the pen register and trap 
and trace do. 


CONCLUSION 

From a national security and 
law enforcement perspective, 
the United States has made 
considerable progress through re- 
cent court cases and congressional 
action toward ensuring that threats 
to national security are effectively 
investigated and countered. At the 
same time, care must be taken to 
ensure that the new tools provided 
by Congress in the USA PATRIOT 
Act are employed within the con- 
straints of the Constitution. The Su- 
preme Court has said “the police 
must obey the law while enforcing 
the law, that in the end life and 
liberty can be as much endan- 
gered from illegal methods used to 
convict those thought to be crimi- 
nals as from the actual criminals 
themselves.”'^* 

FISA’s different standards for 
intelligence surveillance have been 
viewed suspiciously by some who 
fear the loss of individual liberty. 
Care must be taken to avoid any 
abuse of this tool by law enforce- 
ment. The Court has warned that 
“the greatest dangers to liberty 
lurk in insidious encroachment by 
men of zeal, well meaning but 


without understanding.”"*^ Govern- 
ment should not overstep its 
bounds. 

Law enforcement must act ag- 
gressively to investigate and pre- 
vent attacks from those who wish 
this country harm. At the same 
time, there must be oversight, both 
internal and external, to ensure that 
law enforcement is not overzealous. 
FISA and the USA PATRIOT Act 
provide such oversight. While the 
USA PATRIOT Act removed many 
of the obstacles that hindered ter- 
rorist and intelligence investiga- 
tions in the past, it did not give law 
enforcement and intelligence agen- 
cies a free hand. The actions of 
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the government still are conducted 
under the watchful eye of the 
courts. In the end, law enforcement 
and intelligence investigators must 
be mindful that the constitutional 
protections that limit their authority 
also serve to protect their own rights 
as citizens of the United States. 4- 
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Supra note 21 at 733; 50 U.S.C. § 

1806(k). 

” 50 U.S.C. § 1801(b) distinguishing 
between agents of a foreign power who are 
US. persons and non-U.S. persons and setting 
out a somewhat higher standard for a U.S. 
person to be considered an agent of a foreign 
power; § 1801(e) setting out a stricter definition 
of foreign intelligence information where U.S. 
persons are involved. 

2* 50 U.S.C. § 1805(a)(3)(A); § 
1824(a)(3)(A); § 1842(c)(2). 

’’ 50 U.S.C. § 1801(h); § 1805(0; § 

1 806(a), (j); § 1821(4); § 1824(e)(4); § 1825; § 
1843(c)(2); § 1845. 

” Supra note 1 , § 203a, amending Rule 
6(e)(3)(c)(l)(V). 

Supra note 1, § 203b. 

” Supra note 1, § 905. 

Supra note 1, § 201, amending 18 U.S.C. 
2516(1). 

^ Supra note 1, § 206, amending 50 U.S.C. 

§ 1805(c)(2)(D). 


" 50 U.S.C. §§ 1841-1846. 

Supra note 1, § 214, amending 50 U.S.C. 

§ 1842(c)(2). 

Supra note 1, §§ 214 and 216 (amending 
50 U.S.C. M 1842, 1843, and 18 U.S.C. §§ 
3121,3123, and 3127) 

Supra note 1 , § 2 1 6 (amending 1 8 § 3 1 23; 
3 1 23(b)(1)(C) no longer requires that geo- 
graphic limits be specified; however, 
3127(2)(A) imposes a '‘nexus’’)- 

United States v. Freitas, 800 F.2d 1451 
(9th Cir. 1986); United States v. Ludwig, 902 
F.Supp. 121 (W.D. Tex. 1995); United States v. 
Villegas, 899 F.2d 1324 (2nd Cir. 1990); United 
States V. Pangburn, 983 F.2d 449 (2nd Cir. 
1993). 

Supra note 1, § 213, amending 18 U.S.C. 

§ 3103a. 

Adverse result is defined as one resulting 
in endangering a life or a person’s physical 
safety; flight from prosecution; destruction of 
or tampering with evidence; intimidation of 
potential witnesses; serious jeopardy of an 


investigation or undue delay in trial; see 18 
U.S.C. § 2705(a)(2). 

Supra note 1, § 219, amending F.R.C.P. 
Rule 41(b)(3). International terrorism is 
defined in Title 18 U.S.C. § 2331(1); 
domestic terrorism is defined in 18 U.S.C. § 
2331(5). 

There is an exception to this rule for 
movable objects; see F.R.C.P. Rule 41(b)(2). 

Supra note 42. 

Supra note 1, § 224(a). 

Spano V. New York, 79 S. Ct. at 1206 
(1959). 

^Wlmstead v. United States, 48 S. Ct. 564 
at 572-573 (1928). 

Law enforcement officers of other than 
federal jurisdiction who are interested in this 
article should consult their legal advisors. 
Some police procedures ruled permissible 
under federal constitutional law are of 
questionable legality under state law or are 
not permitted at all. 
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Summary 


The Senate recently passed S. 113, a bill in the 108*'' Congress to extend the 
coverage of the Foreign Intelligence Surveillance Act (“FISA”) to non-United States 
persons who engage in international terrorism or activities in preparation for 
international terrorism, without a showing of membership in or affiliation with an 
international terrorist group. FISA provides a means by which the government can 
obtain approval to conduct electronic surveillance (wiretap) and other searches with 
respect to a foreign power or its agents in order to obtain intelligence related to 
espionage, terrorism, or other matters involving national security. 


The Foreign Intelligence Surveillance Act (FISA), P.L. 95-511, Title I, Oct. 25, 
1978, 92 Stat. 1796, codified at 50 U.S.C. § 1801 et seq., provides a framework for the 
use of electronic surveillance and other investigative methods to acquire foreign 
intelligence information. This measure seeks to strike a balance between national security 
needs in the context of foreign intelligence gathering and privacy rights guaranteed by the 
Fourth Amendment of the Constitution.' FISA provides a means by which the 
government can obtain approval to conduct searches and surveillance of a foreign power 
or its agents without first meeting the more stringent standard in Title HI of the Omnibus 
Crime Control and Safe Streets Act, 18 U.S.C. §2510 ef seq. [hereinafter “T itle HI”] that 
applies to criminal investigations. While Title HI requires a showing of probable cause 
that a proposed target has committed, is committing, or is about to commit a crime, FISA 
requires a showing of probable cause to believe that the target is a foreign power or an 
agent of a foreign power. 


' U.S. Const. Amend. IV provides: 

The right of the people to be secure in their persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon 
probable cause, supported by Oath or affirmation, and particularly describing the place to be 
searched, and the persons or things to be seized. 


Congressional Research Service ❖ The Library of Congress 
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In the aftermath of the September 11, 2001 terrorist attacks on the United States, 
Congress amended FISA so that it no longer requires a certification that the (primary) 
purpose of a search or surveillance is to gather foreign intelligence information.^ As 
amended by the USA PATRIOT Act,^ FISA requires that a “significant purpose” of the 
investigation be the collection of foreign intelligence information, which has been 
interpreted to expand the types of investigations that may be permitted to include those 
in which the primary purpose may be to investigate criminal activity, as long as there is 
at least a measurable purpose related to foreign intelligence gathering.'' The proposed 
change under S. 1 1 3 would remove the requirement for the government to show that the 
intended target is associated with a foreign power, as long as the intended target is not a 
U.S. person. 

The bill was introduced in the 1 07“’ Congress as S. 2586 (known as the Schumer-Kyl 
Bill). In its original form, it would have amended the definition of “foreign power”^ to 
include (4) any person, other than a United States person, or group that is engaged in 
international terrorism or activities in preparation therefor [proposed new language in S. 
2586 emphasized] . The Senate Select Committee on Intelligence held hearings on the bill 
on July 31, 2002,“ but the bill never reached a floor vote. Re-introduced in the 108“’ 
Congress as S. 1 13, the bill was amended in committee to retain the existing definition 
of “foreign power,” but to add a new subparagraph (c) to the definition of “agent of a 


^ See CRS Report RL30465, The Foreign Intelligence Surveillance Act: An Overview of the 
Statutory Framework for Electronic Surveillance. “Foreign Intelligence Information” is defined 
in 50 U.S.C. § 1801(e) to mean: 

(1) information that relates to, and if concerning a United States person is necessary to, the ability of 
the United States to protect against — 

(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of a 
foreign power; 

(B) sabotage or international terrorism by a foreign power or an agent of a foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network of a foreign power 
or by an agent of a foreign power; or 

(2) information with respect to a foreign power or foreign territory that relates to, and if concerning 
a United States person is necessary to — 

(A) the national defense or the security of the United States; or 

(B) the conduct of the foreign affairs of the United States. 

^P.L. 107-56 §218. 

See In re Sealed Case, 310 F.3d 717, 735 (F.I.S.Ct.Rev. 2002) (“The addition of the word 
“significant” to section 1804(a)(7)(B) imposed a requirement that the government have a 
measurable foreign intelligence purpose, other than just criminal prosecution of even foreign 
intelligence crimes.”). 

^ “Foreign power” is defined in 50 U.S.C. § 1801(a) to mean: 

(1) a foreign government or any component thereof, whether or not recognized by the United States; 

(2) a faction of a foreign nation or nations, not substantially composed of United States persons; 

(3) an entity that is openly acknowledged by a foreign government or governments to be directed and 
controlled by such foreign government or governments; 

(4) a group engaged in international terrorism or activities in preparation therefor; 

(5) a foreign-based political organization, not substantially composed of United States persons; or 

(6) an entity that is directed and controlled by a foreign government or governments. 

“ Amending FISA: Hearings before the Senate Select Committee on Intelligence, July 31, 2002 
(hereinafter “FISA Hearing”), available at 
[http://intelligence.senate.gOv/0207hrg/020731/witness.htm]. 
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foreign power”^ in 50 U.S.C. § 1801(b)(1) (which excludes United States persons*). The 
amendment would add non-U.S. persons® who “engage[] in international terrorism or 
activities in preparation therefor”to the definition of “agents of a foreign power” for the 
purposes of FISA. Both the original proposal and the amended language appear to reach 
the same result: a FISA warrant would be available to investigate a non-U.S. person who 
engages in international terrorism or activities in preparation therefore without a 
requirement that there is reason to believe the person is acting on behalf of a terrorist 
organization, a foreign country, or any entity fitting the definition of “foreign power.” 
The new definition would sunset with certain other provisions added in P.L. 107-56 on 
December 31, 2005.'° 

The bill’s sponsor says an amendment is necessary to fight foreign terrorists because 
it is sometimes difficult to show that a proposed target is associated with a foreign power. 
The new definition would allow the FBI to conduct surveillance on persons who might 
otherwise evade surveillance through a “loophole”in the present law: 


’ “Agent of a foreign power” is currently defined in 50 U.S.C. § 1801(b) to mean: 

(1) any person other than a United States person, who — 

(A) acts in the United States as an officer or employee of a foreign power, or as a member 
of a foreign power as defined in subsection (a)(4) of this section; 

(B) acts for or on behalf of a foreign power which engages in clandestine intelligence 
activities in the United States contrary to the interests of the United States, when the 
circumstances of such person’s presence in the United States indicate that such person 
may engage in such activities in the United States, or when such person knowingly aids 
or abets any person in the conduct of such activities or knowingly conspires with any 
person to engage in such activities; or 

(2) any person who — 

(A) knowingly engages in clandestine intelligence gathering activities for or on behalf of 
a foreign power, which activities involve or may involve a violation of the criminal 
statutes of the United States; 

(B) pursuant to the direction of an intelligence service or network of a foreign power, 
knowingly engages in any other clandestine intelligence activities for or on behalf of such 
foreign power, which activities involve or are about to involve a violation of the criminal 
statutes of the United States; 

(C) knowingly engages in sabotage or international terrorism, or activities that are in 
preparation therefor, or on behalf of a foreign power; or 

(D) knowingly enters the United States under a false or fraudulent identity for or on 
behalf of a foreign power or, while in the United States, knowingly assumes a false or 
fraudulent identity for or on behalf of a foreign power; or 

(E) knowingly aids or abets any person in the conduct of activities described in 
subparagraph (A), (B), or (C) or knowingly conspires with any person to engage in 
activities described in subparagraph (A), (B), or (C). 

* “United States person” is defined in 50 U.S.C. § 1801(i) to mean; 

a citizen of the United States, an alien lawfully admitted for permanent residence (as defined in 
section 1 101(a)(20) of Title 8), an unincorporated association a substantial number of members of 
which are citizens of the United States or aliens lawfully admitted for permanent residence, or a 
corporation which is incorporated in the United States, but does not include a corporation or an 
association which is a foreign power, as defined in subsection (a)(1), (2), or (3) of this section. 

’ “Person” is defined in 50 U.S.C. § 1801(m) to mean: 

any individual, including any officer or employee of the Federal Government, or any group, 
entity, association, corporation, or foreign power. 


P.L. 107-56 § 224. 
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the terrorist who is either acting on his own or the terrorist who, while acting on 
behalf of an international terrorist organization or state, has not yet clearly signalled 
that to our law enforcerhent officials to the point that we can succeed in getting a 
FISA warrant." 

The case of Zacarias Moussaoui is advanced as a case in point. Although he is a 
foreign person who was engaged in suspicious activity, the FBI did not approve a request 
to seek a FISA application to search his computer hard drive because it could not connect 
him with a foreign government or specific foreign terrorist organization.'^ Some argue 
that the FBI’s misinterpretation of the requirements of FISA, rather than defects in the 
statute itself led to the failure of the FBI to seek a FISA warrant.'^ Under this view, the 
FBI had sufficient information about Moussaoui’ s connections with Chechen rebels to 
acquire a FISA warrant, but deciding officials construed FISA to require proof of an 
association with A1 Qaeda or another organization officially listed as a terrorist 
organization by the State Department.''' Others interpret the statute to require no 
certification that the proposed target is associated with any specific group, inasmuch as 
a “group” of terrorists covered by current law might be as small as two or three persons.'^ 

The Justice Department supported S. 2586, asserting that the amendment would 
enable the FBI to target the new type of terrorist threat faced by the United States today. 
An FBI official describes the new threat, that of the “international Jihad movemenf ’ thus: 

Historically, terrorism subjects of FBI investigation have been associated with 
terrorist organizations. As a result, FBI has usually been able to associate an 
individual with a terrorist organization pled, for FISA purposes, as a foreign power. 

To a substantial extent, that remains true today. However, we are increasingly seeing 
terrorist suspects who appear to operate at a distance from these organizations. In 
perhaps an oversimplification, but illustrative nevertheless, what we see today are (1) 
agents of foreign powers in the traditional sense who are associated with some 
organization or discernible group, (2) individuals who appear to have connections 
with multiple terrorist organizations but who do not appear to owe allegiance to any 
one of them, but rather owe allegiance to the international Jihad movement and (3) 


" Cong. Rec. SI 0426 (daily ed. Oct. 15, 2002) (statement of Senator Kyi with respect to S. 
2586, lO?* Congress). 

See id. Whether a timely search of Moussaoui’s computer data would have revealed 
information that might have allowed the government to prevent the Sept. 11, 2001 attacks is a 
matter open to debate. See FISA Hearing, supra note 6 (Testimony of Jerry Berman, Executive 
Director, Center for Democracy and Technology) [hereinafter “Berman Testimony”], available 
at [http://www.cdt.org/testimony/02073 Iberman.shtml]. 

See id.; Beverley Lumpkin, The ‘Lone Wolf,’ ABC News Online, Aug. 2, 2002, at 
[http ://abcnews.go.com/sections/us/HallsOflustice/hallsofj ustice 1 3 3 .html] . 

See Senators Patrick Leahy, Charles Grassley, and Arlen Specter, Interim Report: FBI 
Oversight in the 107’’ Congress by the Senate Judiciary Committee: FISA Implementation 
Failures, at 23 -25, Feb. 2003 [hereinafter “Interim Report”] (concluding that FBI officials 
misapplied the FISA standards for determining whether there was reason to believe Moussaoui 
was an agent of a foreign power); Hill Probers Upgrade Evidence Gathered From Moussaoui, 
Wash. Post, June 6, 2002, at A18 (reporting reason given by officials for rejecting Minneapolis 
FBI agent’s request for a FISA warrant to search Moussaoui’s computer hard drive). 

See H.R.Rep. 95-1283, at pt. 1, 74 and n. 38 (1978). 
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individuals who appear to be personally oriented toward terrorism but with whom 

there is no known connection to a foreign power.'® 

Accordingly, including individuals engaging in terrorist activities or preparations 
therefore under the definition of “agent of a foreign power” would allow investigators to 
use FISA to pursue the “lone wolf’ terrorist, without the need to show any association to 
a foreign terrorist group or other foreign power. To treat a United States person as an 
agent of a foreign power would continue to require a showing that the person is working 
for or on behalf of a foreign power. In order to obtain a FISA warrant to conduct 
searches or surveillance with respect to a non-U. S. person as an “agent of a foreign 
power” under the proposed language, probable cause to believe that the proposed target 
is engaged or will engage in an act of international terrorism'* would be required. Critics 
argue that in the event such evidence is already available, there would be no reason to 
treat it as anything other than a criminal matter, for which a Title III warrant would be 
appropriate. Additionally, some question whether there is any rational purpose for 
treating foreign “lone wolf’ terrorists under a separate legal regime from that which 
applies to “lone wolf’ terrorists who are U.S. citizens or permanent resident aliens.^® The 
Fourth Amendment has been interpreted to cover non-U.S. persons in the United States 
who are suspected of involvement in criminal activity. Under this view, there is no 
constitutional reason for treating U.S. persons and non-U.S. persons differently where 
there is no suspicion of association with a foreign terrorist organization or other foreign 
power. Some believe, therefore, that the amendment raises significant constitutional 
issues.^' 

It has also been argued that to divorce FISA from the purpose of gathering foreign 
intelligence information about foreign powers and their agents, as those terms are 
normally understood, is a significant departure from the original purpose of the statute and 
part of the reason courts have held that searches under FISA do not violate the Fourth 


‘® See FISA Hearing, supra note 6 (Statement for the Record of Marion E. (Spike) Bowman, 
Deputy General Counsel, Federal Bureau of Investigation). 

” 50U.S.C. § 1801(b)(2)(C). 

“International terrorism” is defined by 50 U.S.C. § 1801(c) to mean activities that — 

( 1 ) involve violent acts or acts dangerous to human life that are a violation of the criminal laws of the 
United States or of any State, or that would be a criminal violation if committed within the jurisdiction 
of the United States or any State; 

(2) appear to be intended — 

(A) to intimidate or coerce a civilian population; 

(B) to influence the policy of a government by intimidation or coercion; or 

(C) to affect the conduct of a government by assassination or kidnapping; and 

(3) occur totally outside the United States, or transcend national boundaries in terms of the means by 
which they are accomplished, the persons they appear intended to coerce or intimidate, or the locale 
in which their perpetrators operate or seek asylum. 

See Berman Testimony, supra note 12. 

See id. 

See id; Letter from Kate Martin, Director, Center for National Security Studies, Proposed 
Amendments to Foreign Intelligence Surveillance Act, July 31, 2002. 
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Amendment. The new proposed added definition for “agent of a foreign power” would 
also broaden other definitions in the statute that are tied to it. For example, “foreign 
intelligence information” under 50 U.S.C. § 1801(e) would include “information that 
relates to ... the ability of the United States to protect against ... actual or potential attack 
or other grave hostile acts of’ an individual non-U.S. person suspected of terrorism but 
unaffiliated with a foreign power, as defined; and “sabotage or international terrorism” 
committed by same. 

On the other hand, the bill’s proponents argue that the new definition, by requiring 
probable cause that the target is engaging in or preparing for terrorist activity that 
transcends international boundaries, already meets a high enough standard of particularity 
to satisfy Title in and constitutional standards.^^ They believe that the interest that the 
courts have identified to justify the procedures of FIS A are not likely to differ appreciably 
between a case involving a single terrorist and a case involving a group of two or three 
terrorists, who may be treated as a “foreign power” under existing law.^"* Furthermore, 
the Justice Department argues that the magnitude of harm presented by international 
terrorists justifies a different set of parameters for determining whether a search is 
“reasonable” under the Fourth Amendment, which depends on an analysis of whether the 
government’s interests outweigh any intrusion into individual privacy interests.^^ In light 
of the efforts of international terrorists to obtain weapons of mass destruction, it is argued, 
a terrorist whose ties to an identified “group” remain obscure presents a grave danger to 
the United States that outweigh the minimal privacy interests likely to be impacted by the 
proposed change. 

As amended prior to passage in the Senate, S. 113 would require the Attorney 
General to submit an annual report, in addition to reports already required under FISA, 
describing the number of times the new authority is used, according to the types of 
searches or seizures that are conducted, the number of times information obtained through 
these uses is approved for use by prosecutors in a criminal trial, and any significant court 
interpretations of the new language that may follow. An amendment that, rather than 
defining non-United States persons engaging in international terrorism to be agents of a 
foreign power, would have permitted a presumption that such persons are agents of a 
foreign power, was not agreed to. 


See Berman Testimony, supra note 12. Cf. United States v. United States District Court, 407 
U.S. 297, 308 (1972) (differentiating a domestic intelligence surveillance from a foreign 
intelligence case because it “require[d] no judgment on the scope of the President’s surveillance 
power with respect to the activities of foreign powers, within or without the country”); In re 
Sealed Case, 3 10 F.3d at 746 (same). 

See Cong. Rec. S 1 0426-28 (daily ed. Oct. 1 5, 2002) (statement of Senator Kyi with respect 
to S. 2586 of the 107* Congress). 

See id. at S 1 0430 (citing letter from Daniel J. Bryant, Assistant Attorney General, Department 
of Justice, Office of Legislative Affairs to Senators Kyi and Schumer). 

See FISA Hearing, supra note 6 (Statement for the Record of Marion E. (Spike) Bowman, 
Deputy General Cormsel, Federal Bureau of Investigation), reprinted at CONG. ^C. S 10430-32 
(daily ed. Oct. 15, 2002). 
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On today's date, I had another installment of an ongoing conversation with Spike Bowman 
concerning the definition of "content" in the context of pen re gisters sought pursuant to the 

Surveillancc Act ("FISA" 


bl 




(S) 


In short, in a soon to be p^dfi^ed memorandum on the issue, I will address the discrepancy 
between the FISA definition of "content" and the definition of content found in the Electronic 
Communications Privacy Act. Compare 50 U.S.C. Section 1801(n) with 18 U.S.C. Section 
2510(8). That memorandum will conclude that, while anomalous, the current FISA definition of 
content includes, among other things, the "existence" of the communication and "any information 
concerning the identity of the parties." 



My purpose in conferring today with Spike was to confirm my understanding that while we 
have an awkward statutory construct that leads us to rely upon a criminal statutory provision to 

ppt tn tViP rnrrprt Pr>ngtitiitir>nal rpgiilt wp Hr> nnt tnrlav havp any Ipaal nr ptVuVal imrtPfHmpnlg tn 


With regard to resolution of the nagging statutory problem and its practical consequences for, 
among other things, appropriate dissemination of gathered p en register inf ormation. I will be 


conferring lat er today with Te chnology Law Branch attome>|_ 
technical guru 


to further educate myself on the issue. 


and, thereafter. 
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In response to vour request. I think we can state it fairly succinctly, f 
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Finally, linking the word 

the function of the progra m witho ut the name, however, is unclassified. Hope this helps. I am out of here to the beach. 
See you after Labor Day. | 
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putting together two or three paragraphs that I will use to make the request. It does not need to be polished: I am going t o 
use it to make the call, and if they ask for something in writing, we can polish it.l I 
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TOOLS USED ON THE INTELLIGENCE SIDE 

A. FISAs : For searches & surveillance 

1. Legal Standard: Probable cause to believe that: 

(1) the target is a foreign power or an agent of a 
foreign power 

(2) that facilities/places at which surveillance is 
directed is being used, or about to be used, by a 
foreign power or agent of foreign power 

2 . “Agent of a foreign power” includes a person who engages 

in sabotage or international terrorism, or acts in 
preparation, for or on behalf of a foreign power 

3 . “Foreign Power” includes a group engaged in 

international terrorism 


B . National Security Letters (NSLs) 

1 . Analog to criminal subpoenas 

2. Used to obtain: 

a. Telephone and electronic communications records 

from telephone companies & ISPs 

b. Records from financial institutions 

c. Information from credit bureaus 

3. USA- Patriot Act expanded our ability to use 

-- Eliminated requirement to show by specific & 

articulate facts that target was “agent of foreign 
power" 

-- Now only requires relevance to a national security 
investigation 

-- Lowered approval levels to SACs (used to be HQ or 
ABIC) 


C. FISA Pen Reoisters/Trap & Trace Orders 
1. New Act also made these easier 

-- Again eliminated "agent of foreign power” test 
--Relevance only 






D . FISA Business Records Orders 


1. Used to cover only 4 categories (common carriers, 

public accomodations, vehicle rentals, storage 
facilities) 

2 . Now covers all business records 

3 . Also changed standard to simple relevance 


( 
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e) The name, title and address of the communication service provider who should receive 
the request. 

B. (U) Telephone subscriber and toll records acquired by the foregoing means may be 
disseminated to other agencies of the Federal Government only when such information is 
clearly relevant to their authorized responsibilities. See : id. Section 2709(d). 

C. (U) On a semiannual basis, the FBI mxxst fully inform the House Permanent Select 
Committee on Intelligence; the House Committee on the Judiciary; the Senate Select 
Committee on Intelligence and the Senate Committee on the Judiciary; of requests made by 
the foregoing means. See : id. Section 2709(e). 

Section 3-04 (U) Pen Registers and Trap and Trace Devices 

A. (U) Generally, applications for pen registers and trap and trace devices must be submitted to 
the FISA Court, or to specially designated Federal Magistrates. All such applications must 
include: 

1 . The identity of the Federal officer making the application; 

2. A certification that the information likely to be obtained is foreign intelligence information 
not concerning an a USPER; or is relevant to an authorized investigation to protect against 
IT or clandestine intelligence activities, provided that such an investigation of an USPER 
is not conducted solely on the basis of activities protected by the First Amendment of the 
U.S. Constitution; 

3. Information which demonstrates a reason to believe that the target telephone line, 
communication instrument or device has been, or is about to be used in communication 
vrith: an individual who has or is engaging in international terrorism or clandestine 
intelligence activities which violate U.S. criminal law; or a foreign power or agent thereof 
which is engaged in international terrorism or clandestine intelligence activities which 
violate U.S. criminal law. 

B. (U) Court Orders approving pen registers and trap and trace devices, authorize their 
installation and operation for periods not to exceed 90 days. Extensions of additional 90 
day periods may be obtained. 

C. (U) Notwithstanding the foregoing, however, whenever the Attorney General determines 
that an emergency exists, and that factual bases exist for a Court Order, the Attorney 
General may authorize the execution of an emergency pen register or trap and trace device; 
if the Court is informed at the time of the authorization, and application is in fact made no 
more than 48 hours after the authorization. 

1 . Authorized emergency pen registers and trap and trace devices shall terminate when the 
information sought is obtained, when the application is denied, or 48 hours after the 
authorization is given, whichever comes fi^. 

2. If a Court Order is denied after an emergency pen register or trap and trace device has been 
installed, no information collected as a result shall be used in any manner, except with the 
approval of the Attorney General if the information indicates a tiireat of death or serious 
bodily harm to any person. 

D. (U) Notwithstanding the foregoing, the President, acting throng the Attorney General, may 
also authorize the use of a pea register or trap and trace device, without a Court Order, for a 



period not to exceed 15 calendar days, following a declaration of war by Congress. See : 

Title 50, U.S. Code. Sections 1842-1844. 

Section 3-05 (U) Unconsented Electronic Surveillances 

A. (U) The following requirements pertain to the acquisition, retention and dissemination of 
nonpubhc available communications and other information resulting from NFBP ELSURs on 
foreign powers, and USPER and non-USPER Agents of foreign powers. 

B. (U) Generally, applications for NFIP ELSURs must be submitted to the FISA Court. All 
such apphcations must include: 

1 . The identity of the Federal officer making the application; 

2. The approval of the Attorney General, and the President's authority for that approval; 

3. The identity or description of the target of the surveillance; 

4. A statement of the facts which have led to the belief that: (i) the target is a foreign power 
or an agent of a foreign power, and that (ii) each of the facilities or places at which the 
surveillance will be directed is being used, or is about to be used by a foreign power or an 
agent of a foreign power; 

5. A statement of proposed minimization procedures (see : In the Matter of the Application of., 
the U.S. for an Order Authorizing ELSUR of a Foreign Power, In the Matter of the 
Application of the U.S. for an Order Authorizing ELSUR of an USPER Agent of a Foreign 
Power and In the Matter of the Application of the U.S. for an Order Authorizing ELSUR 
of a Non-USPER Agent of a Foreign Power); 

6. A statement of the nature of the foreign intelligence sought, and the types of 
communications or activities to be surveilled; 

7. A certification by the Assistant to the President for National Security Affairs (or some 
other presidentially-designated Executive Branch official) that: (i) the certifying official 
beheves the information sought to be foreign intelligence information, (ii) the purpose of 
the surveillance is to obtain foreign intelligence information, (iii) such information cannot 
reasonably be obtained by normal investigative techniques; (iv) designates the information 
sought per set categories and (v) includes a statement explaining the basis for the 
certification; 

8. A statement of the means by which the surveillance will be effected and whether physical 
entry is required; 

9. A statement of the facts concerning all previous applications that have been made 
involving any of the persons, facihties, or places specified in the application and the 
actions taken on each previous £^plication; 

10. A statement of the period of time for which the surveillance is required and (if the nature 
of the intelhgence gathering is such that approval should not automatically terminate when 
the described type of information has first been obtained) a description of the facts 
supporting the belief that additional information of the same type will be obtained 
thereafter; and 

1 1 . Should more than one electronic, mechanical or other device be used with respect to a 
particular surveillance, a statement regarding the coverage of the device involved and 
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Questions Posed by Senator Hatch 


As you know, I have been - and remain - concerned about the issues surrounding the death 
of Kenneth Michael Trentadue, an inmate who died in the Federal Transfer Center (FTC), 
in Oklahoma City, Oklahoma, on August 21, 1995. At approximately 3 a.m. on August 21, 
1995, FTC correctional officers found Mr. Trentadue hanging by a bed sheet around his 
neck from a grate in his cell. 


FTC officials notified the Oklahoma City FBI about Trentadue's death. I understand that a 
number of entities, including the FBI, the Justice Department's Civil Rights Division, the 
Justice Department's Inspector General’s Office, the Oklahoma Medical Examiner's Office 
and the Oklahoma County District Attorney's Office have investigated this matter and 
reached a determination that Mr. Trentadue was not murdered but committed suicide. 
Notwithstanding the results of these investigations, I continue to have concerns as to the 
circumstances of Mr. Trentadue's death. To this end, I want to ask several follow up 
questions relating to the death of Kenneth Michael Trentadue: 

1. Please describe the FBI's involvement in the investigation of Mr. Trentadue's 
death, and the steps taken by the FBI during its investigation. In describing 
the FBI's involvement, please address all aspects of the FBI's investigation, 
including witness interviews, collection and processing of evidence, and all 
forensic examinations. 

Response : 


The FBI's Oklahoma City Division was notified of Mr. Trentadue's death on August 21, 1995. 
The Oklahoma City Division took photographs, collected evidence, and opened an investigation 
into Mr. Trentadue's death. During the first few months of the investigation, the Oklahoma City 
Division interviewed Bureau of Prisons personnel at the Federal Transfer Facility, sent 
investigative leads to other field offices requesting that they locate and interview Trentadue 
family members and inmates who had been at the Federal Transfer Facility at the time of Mr. 
Trentadue's death, and sent evidence to the FBI Laboratory for forensic examination. In 
December 1995, the Oklahoma City Division assigned an additional Agent to the investigation in 
order to increase the investigative effort, and after that time additional forensic tests and 
numerous interviews were conducted. 
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Leahy 33. Finding 16 of the Joint Inquiry Report states that prior to September 11, 
2001, ’’there was no coordinated U.S. Government-wide strategy to track 
terrorist funding and close down their financial support networks." Please 
describe the current strategy being used to track terrorist funding. What has 
been done since September 11th to ’’close down" financial support networks 
of terrorist activities? If the PATRIOT Act was used in any measure to 
"close down" a flnancial support network, please describe those efforts and 
results in detail. 

Response : 

Currently, there exists a much better understanding of terrorist financing methods than prior to 
the 9/11 attacks. More sophisticated and effective processes and mechanisms to address and 
target terrorist financing continue to be developed and to evolve. Pro-active approaches are 
increasingly being used. Awareness throughout the world on the part of law enforcement, 
government agencies, regulators, policy makers, and the private sector of terrorist financing 
methods, suspicious financial activity, and vulnerabilities is much higher since 9/11. 

International cooperation has reached unparalleled levels. Outreach with, and cooperation fi’om, 
the private sector has been outstanding and continues to develop, particularly the level of two- 
way interaction between law enforcement and the private sector. The ability to access and obtain 
this type of information immediately has significantly enhanced the FBI's ability to identify, 
investigate, and resolve immediate threat situations involving potential terrorist activity. For 
example, the ability to monitor specifically identified financial activity has been invaluable not 
only to investigations ongoing in the United States, but also to foreign law enforcement and 
intelligence agencies in related investigations. 

Extensive training and support of international investigations by the FBI's Terrorist Financing 
Operations Section (TFOS) has led to Agent visits, exchanges, and training programs involving a 
variety of countries in Europe, Southeast Asia, the Middle East, and South America. In support 
of specific high-profile joint terrorist financial investigations, a number of countries and 
agencies, including the United Kingdom, Switzerland, Canada, and Europol, have detailed 
investigators to TFOS on a temporary duty basis. TFOS has engaged in extensive coordination 
with authorities of numerous foreign governments in terrorist financing matters, leading to joint 
.investigative efforts throughout the world. These joint investigations have successfully targeted 
the financing of several overseas al Qaeda cells, including those located in Indonesia, Malaysia, 
Singapore, Spain, and Italy. Furthermore, with the assistance of relationships established with 
the central banks of several strategic countries, successful disruptions of al Qaeda financing have 
been accomplished in countries such as the United Arab Emirates, Pakistan, Afghanistan, and 
Indonesia. 

TFOS has developed a specific curriculum regarding terrorist financing/money laundering crimes 
for use in international training. This curriculum includes such topics as: acquiring and handling 
evidence in document intensive financial investigations, major case management techniques. 
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forensic examination tools, and methods of terrorist financing. At the request of DOS, TFOS has 
led an interagency te^ to provide this curriculum to a number of countries identified as needing 
law enforcement training on conducting terrorist financing investigations (training in 
approximately 38 countries is currently scheduled). 

TFOS has cultivated and maintains contact with private industry and government sources/persons 
who can provide financial data, including real-time monitoring of financial transactions. Many 
of these contacts can be reached or accessed regarding emergencies 24 hours a day 7 days a 
week, allowing TFOS to respond rapidly to critical incidents. 

Through these contacts, TFOS has access to data and information from a variety of entities 
including: banking institutions; credit/debit card services; money services businesses; securities 
and brokerage firms; insurance companies; travel agents; Internet service providers; the 
telecommunications industry; law enforcement agencies; federal and state regulatory agencies; 
public and open source data providers; the intelligence community; and international law 
enforcement and intelligence contacts. The timeliness and accessibility of the data are contingent 
on a variety of factors including whether the acquisition of the information requires legal process, 
the search capabilities of the data provider, and the size and depth of the data request. The ability 
to access and obtain this type of information quickly has significantly enhanced the FBI's ability 
to identify, investigate, and resolve immediate threat situations involving potential terrorist 
activity. 

The ability to identify and track financial transactions and links after a terrorist act has occiirred, 
or terrorist activity has been identified, represents only a small portion of the mission; the key 
lies in exploiting financial information to identify previously unknown terrorist cells, reeognize 
potential terrorist activity/planning, and predict and prevent potential terrorist acts. Prior to 9/1 1, 
less emphasis was placed on addressing the mechanisms and systems assoeiated with terrorist 
financing and disrupting them before they could be utilized to further terrorist activities. Since 
9/11, TFOS, together with DOJ's Criminal Division's Counterterrorism Section, has begun a 
number of proactive link analysis initiatives to identify potential terrorists and terrorist related 
financing activities. 

The overriding goal of these projects is to proactively identify potential terrorists and terrorist 
related individuals, entities, mechanisms, and schemes through the digital exploitation of data. 

To accomplish this, TFOS seeks to: 1) identify potential electronic data sources within domestic 
and foreign government and private industry providers; 2) create pathways and protocols to 
acquire and analyze the data; and 3) provide both reactive and proactive operational, predictive, 
and educational support to investigators and prosecutors. 

Information sharing is critical to all of our efforts. The intelligence community, including the 
FBI, produces and obtains tremendous amounts of classified intelligence information. While 
much of the information can be of significant value in terrorist finance investigations, the value 
will not be realized or maximized absent the ability to filter the information, analyze it, and 
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disseminate it in an appropriate manner to those who can make the best use of the information. 
Toward this end, TFOS participates, among other joint activities, in joint endeavors involving the 
CIA, FBI, Treasury Department, DOJ, and DHS involving potential terrorist-r elated financial ^ 
transactions. TFOS has personnel detailed to the CIA Counterterrorism Centef 


The NSC formalized the PCC at the end of 2001. The Department of Treasury chairs the PCC 
and representatives from the CIA, DOD, DOJ, DHS, NSC, DOS, and FBI attend meetings. The 
PCC generally meets at least once a month to coordinate the United States government's 
campaign against terrorist financing. The meeting generally focuses on ensuring that all relevant 
components of the federal government are acting in a coordinated and effective manner to 
combat terrorist financing. 

Our efforts to combat terrorism have been greatly aided by the authorities of the USA PATRIOT 
Act. Success in preventing another catastrophic attack on the United States homeland would 
have been much more difficult, if not impossible, without the Act. It has already proved 
extraordinarily beneficial in the war on terrorism, and our opportunities to use it will only 
increase. Most importantly, the PATRIOT Act has produced greater collection and sharing of 
information within the law enforcement and intelligence communities. 

Title III of the Act, known as the International Money Laundering Anti-Terrorist Financing Act 
of 2001, has armed us with a number of new weapons in our efforts to identify and track the 
financial structure supporting terrorist groups. Past terrorist financing methods have included the 
use of informal systems for transferring value in a manner that is difficult to detect and trace. 

The effectiveness of such methods should be significantly eroded by the Act, which establishes 
stricter rules for correspondent bank accounts, requires securities brokers and dealers to file 
Suspicious Activity Reports (SARs), and mandates that certain money services register with 
FinCEN and file SARs for a wider range of financial transactions. 

Other provisions of the Act have considerably aided our efforts to address the terrorist threat 
including: strengthening the existing ban on providing material support to terrorists and terrorist 
organizations; the authority to seize terrorist assets; and the ability to seize money subject to 
forfeitiue in a foreign bank account by authorizing seizure of a foreign bank's funds held in a 
United States correspondent account. 

Leahy 34. In your July 22, 2003 response to questions posed by Senator Cantwell 

following our June 6, 2002 hearing, regarding concerns that new authorities 
under the PATRIOT Act will be abused by the FBI (Question 6), you stated, 
"The FBI has a number of internal and external safeguards in place today 
that did not exist in the past." You then cited as "two key external 
safeguards" Executive Order 12333 - which was signed by President Reagan 
in 1981 — and the FCIG - which was put in place by Attorney General Reno 



83 

s&eeET 


S^ET 


in 1995. You also cited as an "important internal safeguard" the Intelligence 
Oversight Board established by Executive Order 12863 > which President 
Clinton issued in 1993. 

A. On what basis did you state that these "internal and external safeguards" 
are "in place today" but "did not exist in the past?" 

Response ; 

The safeguards referenced in the question, Executive Order 12333 and the FCIG, were cited in 
response to a question that asked, "What assurances can you give us that these new authorities 
will not be abused in the name of terrorism or intelligence matters, as similar authorities had 
been abused by the FBI in the past?" We believed that the question's mention of "past abuses" 
referred to the sort of activities exposed in the 1976 report of the Senate Select Committee to 
Study Governmental Operations with Respect to Intelligence Activities, better known as the 
"Church Committee." Executive Order 12333 and the FCIG did not exist during that era, but are 
in place now. We did not mean to suggest that these safeguards were not in existence when the 
USA PATRIOT Act was passed. 

B. Can you identify any safeguards against FBI abuse of its PATRIOT Act and 
other investigative authorities that are now in place, but did not exist prior to 
September 11, 2001? 

Response : 

There are formal and informal safeguards against FBI abuse of its investigative authorities that 
did not exist prior to September 1 1, 2001. First, some of the investigative authorities that were 
created or expanded by the USA PATRIOT Act contain safeguards against abuse. For example. 
Section 214 of the Act altered the standards for obtaining a pen register under FISA. Such a pen 
register may be obtained upon a certification that the information likely to be obtained is relevant 
to an ongoing investigation to protect against international terrorism or clandestine intelligence 
activities. Section 214 also now requires that the pen register applicant certify to the court that 
the underlying investigation of a United States person is not conducted solely on the basis of 
activities protected by the First Amendment. Such a certification requirement ensures that 
individuals will not be investigated solely because of what they say or how they worship. 

Section 214 also preserved the existing court-order requirement. Now, as before, law 
enforcement cannot install a pen register unless it applies for and receives permission from the 
FISA court. 

Likewise, Section 216 (which codified the applicability of the criminal pen register/trap and trace 
investigative authority to Internet communications) contains a number of safeguards and 
restrictions. Section 216 preserved all of the law's pre-existing standards. As before, law 
enforcement officials must obtain court approval before installing a pen register and must show 
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that the information sought is relevant to an ongoing investigation. The pen/trap statute (18 
U.S.C. chapter 206) was amended throughout to make clear that the contents of communications 
may not be the intended object of a pen register or trap and trace order. Also, in response to 
concerns about the FBI's investigative tool DCS 1000 (formerly known as Carnivore), the USA 
PATRIOT Act imposed stringent reporting requirements on the government's installation of 
government-owned pen/trap devices on public providers' packet-switched data networks. (See 
18 U.S.C. section 3123(a)(3).) 

In addition, since the USA PATRIOT Act was passed, FBI agents have received guidance 
concerning appropriate implementation of certain provisions of the Act. This guidance will serve 
as a safeguard against FBI abuse of its PATRIOT Act and other investigative authorities. For 
example. Section 203 of the Act permitted law enforcement to share with the intelligence 
commimity information obtained from grand juries and Title III wiretaps. Pursuant to the Act, on 
September 23, 2002, the Attorney General issued Guidelines for Disclosure of Grand Jury and 
Electronic, Wire, and Oral Interception Information Identifying United States Persons. These 
Guidelines require labeling of information that identifies United States persons so that it will be 
properly retained and disseminated by intelligence agencies. 

Congressional oversight of the FBI's activities also provides some assurance that the FBI is 
conducting investigations in accordance with the Constitution and other law. Some of the 
investigative authorities modified by the USA PATRIOT Act contain safeguards in the form of 
requirements to report to Congress on use of these new authorities. For example, Section 215 of 
the Act amended the statute granting access to business records for foreign intelligence and 
international terrorism investigations, codified at 50 U.S.C. section 501. Pursuant to 50 U.S.C. 
section 502, on a semiannual basis, the Attorney General must fully inform the IC concerning all 
requests for production and must also provide the Committees on the Judiciary a report on the 
numbers of requests and orders. 

In at least one instance, a law passed after the USA PATRIOT Act created an additional 
safeguard by imposing an additional reporting requirement. The Electronic Communications 
Privacy Act, codified beginning at 18 U.S.C. section 2701, provides privacy protection for 
electronic communications, such as e-mail and associated records. It also outlines the 
compulsory process that law enforcement can use to obtain both the content of communications 
and records held by an electronic communications service provider or a remote computing 
service, most often an Internet Service Provider. The USA PATRIOT Act created a voluntary 
disclosure provision that explicitly permits, but does not require, a service provider to disclose 
customer records to law enforcement in emergencies involving an immediate risk of death or 
serious physical injury to any person. 18 U.S.C. section 2702(b)(7); 18 U.S.C. 
section 2702(c)(4). With the passage of the Homeland Security Act of 2002, P.L. 107-296, 
section 225(d)(2), the FBI was required to provide information on emergency disclosures 
received. This information must also be reported to Congress one year after enactment of the 
Homeland Security Act of 2002. 
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The search went off withou t a hitch and everyone did a remarkable job workin g as a team and 

helping out. SA did an excellent job as md SSA did 

an excellent job overseeing the search. At the end of the day, approximately 75 pieces of 
evidence were seized, of which 70 were tran sported by bure au plane to the E ast Coast and have 

been take to the lab in Edgewood, Maryland. AuntI who lives in the 

house next door to the apartment over her garage where w as living, wa s very 

r.nmpIflTriRntFirv for hr>w rmiTtppns we were in handling the matter. ~^ ire Department 

Battalion who assisted during the entire operation, was also complementary 

and told me, "what you did today was a public service to our community." 
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(DO) (FBI) 

From: 
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Sent: Thursday. September 23, 2004 2: 1 9 PM 

To: LA MAIL All Employees 

Subject: Agents only: Patriot Act Reporting Requirements 
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RECORD 197A-LA-G233355 


All FBI field offices are required to track the use of the Patriot Act provisions. Many provisions of the act will 
expire in 2005 unless renewed by Congress. Thus, we are tracking our use of the provisions. Please reply to this 
email if you have used any of the provisions identified below between 07/01/04 and the present. Please provide 
the number of times it was effectively used and specific information regarding why the technique was helpful. 

Provisions that will expire on 12/31/2005: 

1. Voicemail stored by a communication provider (§§ 2510 and 2703); 

2. Nationwide search warrants for email (§ 220); 

3. Information sharing (between criminal and Cl) (§ 203); 

4. Voluntary disclosure by ISP in emergencies (§ 212); 

5. Immunity from civil liability for those person giving the FBI information in compliance with a FISA order (§ 225); 

6. New T-lll predicate crimes (chemical weapons, terrorism, and computer fraud/abuse); 

7. Roving FISA surveillance (§ 206); 

8. New standard for FISA pen/trap - relevancy (§ 214); 

9. New standard for business records (§ 215); 

10. New primary purpose for FISA - where FISA is only "a significant purpose" (§ 218); and 

1 1 . Monitoring communications of computer trespassers with victim consent (§ 217). 
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Sensenbrenner/Conyers Release Justice Department Oversight Answers Regarding USA 

PATRIOT Act and War on Terrorism 


WASHINGTON, D.C. - House Judiciary Committee Chairman F. James Sensenbrenner, Jr. (R-Wis.) 
and Ranking Member John Conyers, Jr. (D-Mich.) today released the answers 
( http://www.house.gov/judiciary/patriotlet0513Q3.pdf ) received last week from the Justice 
Department regarding the USA PATRIOT Act and the war on terrorism. Chairman Sensenbrenner and 
Rep. Conyers wrote Attorney General John Ashcroft on April 1, 2003 

( http://www.house.gOv/judieiary/patriot040103.htmJ requesting information on these issues. 

Chairman Sensenbrenner said, "The Justice Department should be commended for the timing and 
thoroughness of these answers. These answers will assist the Judiciary Committee in fulfilling its 
legislative and oversight responsibilities and should prove helpful in any future debate about extending 
all or part of the USA PATRIOT Act. In addition, I hope Members and the public will review the 
Department’s answers for an accurate understanding of what the USA PATRIOT Act authorizes, and 
how this law is being implemented." 

Ranking Member Conyers said, "I appreciate the fact that the Justice Department responded to our 
queries in a timely basis. I wish they would have been more forth coming in terms of manner in which 
and how freely the new powers have been used. I look forward to engaging in further oversight with the 
Department on this critical civil liberties issue." 

This Justice Department stated the following in its response: 

~Congress did not authorize a new innovation with section 215 (production of tangible 
records including books, records, papers, documents, etc,). Grand juries investigating 
ordinary crimes traditionally have the power to issue subpoenas to all maimer of businesses, 
including libraries and bookstores. For example, federal grand juries subpoenaed records 
from numerous libraries during the Unabomber investigation. 

-Section 21 5 of the USA PATRIOT Act imposes more restrictions on its use than a federal 
grand jury subpoena for the same records. First, a court must explicitly authorize the use of 
section 215 to obtain business records. Second, section 215 contains explicit safeguards for 
activities protected by the First Amendment, unlike federal grand jury subpoenas. Third, 
section 215 requires, for an investigation relating to a U.S. person, that the information be 
sought in an investigation to protect against international terrorism or clandestine 
intelligence activities. 
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~There has been no challenge to the propriety or legality of National Security Letters. 

~There have been no administrative disciplinary proceedings or civil actions initiated under 
section 223 of the Act for unauthorized disclosures of intercepts. 

~The Department of Justice has requested a judicial order delaying notice of the execution 
of a warrant under section 213 forty-seven times, and the courts have granted every request. 

~ government has asked a court to find reasonable necessity for a seizure in connection with 
delayed notification under this section fifteen times, and the courts have granted fourteen of 
the requests. 

-The court once has rejected the government’s argument that a seizure was reasonably 
necessary. The court authorized the warrant but did not authorize seizure because it believed 
that photographs of relevant items in the storage unit would be sufficient. 

-The most common period of a delay of notification of a warrant authorized by courts is 
seven days. Courts have authorized specific delays of notification as short as one day and as 
long as ninety days; other courts have permitted delays of unspecified duration lasting imtil 
the indictment was unsealed. 

-The government h^ sought an extension of the period of delayed notice 248 times. This 
number includes multiple extensions for a single warrant. 

-A court has never rejected the govemmenf s request for delayed notification on the ground 
that the period for giving delayed notice was unreasonable. 

-The Department cites the recent indictment of Sami Al-Arian and other alleged members 
of a Palestinian Islamic Jihad (PIJ) cell in Tampa, Florida, as a case that benefitted from the 
Act’s new standard of "a significant purpose" rather than "the purpose." The USA- 
PATRIOT Act was critical to the Department’s ability to safeguard the Nation’s security by 
bringing criminal charges against Al-Arian and others in February 2002. 

-From the enactment of FISA in 1 978 through September 1 1 , 2001 , available records 
indicate that Attorneys General issued 47 emergency authorizations for electronic 
surveillance and/or physical searches under FISA. Between September 1 1, 2001 and 
September 19, 2002, the Attorney General made 113 emergency authorizations for 
electronic surveillance and/or physical searches under FISA. 

-The FBI has hired 264 new translators to support counterterrorism efforts, including 121 
Arabic and 25 Farsi speakers. 

-Section 212 (which allows computer-service providers to disclose communications and 
records of communications to protect life and limb) has been used to disclose vital 
information to law enforcement on many occasions, including one case where such records 
enabled agents to trace kidnappers’ communications. This provision also proved invaluable 
in the investigation of a bomb threat against a school. An anonymous person, claiming to be 
a student at a high school, posted on an Internet message board a bomb death threat that 
specifically named a faculty member arid several students. The owner and operator of the 
Internet message board turned over evidence that led to the timely arrest of the individual 
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responsible for the bomb threat. Faced with this evidence, the suspect confessed to making 
the threats. 

-Section 216 was employed in the investigation of the murder of journalist Daniel Pearl to 
obtain information that proved critical to identifying some of the perpetrators. 

-The Government’s success in preventing another catastrophic attack on the American 
homeland in the 20 months since September 1 1, 2001, would have been much more 
difficult, if not impossibly so, without the USA PATRIOT Act. The Department’s overall 
experience is that the authorities Congress provided in the Act have substantially enhanced 
our ability to prevent, investigate, and prosecute acts of terrorism. 

-An informal survey of 45 FBI field offices reveal that fewer than ten of those offices have 
conducted investigative activities at mosques since September 1 1, 2001. 

-The Department does not maintain centralized statistics on how many times agents attend 
public meetings. 

-Every single person detained as a material witness as part of the September 1 1 
investigation has been represented by counsel. 

-Every single person detained as a material witness as part of the September 1 1 
investigations was found by a federal judge to have information material to the grand jury’s 
investigation. 

-Each of the detained material witnesses is free to identify himself publicly. 

-As of January 2003, the total number of material witnesses detained in the course of the 
September 1 1 investigation was fewer than 50. 

-Approximately 90% of these material witnesses were detained for 90 days or less. 

-The Attorney General has ordered the monitoring of attorney communications for a single 
inmate: Sheik Omar Ahmad Rahman, who was convicted for his part in the 1993 plot to 
bomb the World Trade Center. Rahman and his attorney were notified that their 
communications were subject to monitoring. No monitoring has occurred, however, because 
the inmate and his attorneys thus far have chose not to communicate further with each other. 

The following additional information was indicated in the Department’s response: 

-The Department has used the new powers of the PATRIOT Act for non-terrorism cases 
(drug violations, credit card fraud, theft from a bank account, a lawyer who defrauded his 
clients). 

—The Department has sought and the courts have authorized delayed notification of search 
warrants 47 times. Some courts have authorized delayed notification lasting until the 
indictment was unsealed. The Department has sought extensions of such delayed 
notifications 248 times. 

-The Attorney General made emergency authorizations 113 times for FISA electronic 
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surveillance and/or physical searches in a one-year period. 

~A December 24, 2002 memorandum from the Deputy Attorney General and the FBI 
Director providing guidance on the use of FISA to US Attorneys and all FBI agents says 
that FISA can be used as long as there is a significant "non-prosecutoriar purpose. 

—Prior to moving to DHS, the INS did not charge any aliens with the expanded terrorism 
grounds of inadmissibility or deportability provided under section 41 1 of the PATRIOT 
Act. 
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Original Messa ge 

From: | 

Sent: viunuav, wuuujr~oi ■ 2003 11:35 AM 

To: I 


Subject: 


New ExeoJtive Order Re information bnaring 


— Original Me; 

From: 

Sent: 

To: 


Cc: |_ 

Subject: 

Hi everyone, 



New Executive Order Re Information Sharing 


Attached is a new Executive Order 13311, titled, "Homeland Security Information Sharing,' 
dated July 29, 2003. Section 892 of the Homeland Security Act, which is referred to in this EO, 


privileged and confidential 
attorney work product 






specifically concerns Facilitating Homeland Security Information Sharing Procedures 
http://30. 1 00.99. 1 8/ogc/library/Homeland/home.pdf 

I have also attached a law review article titled, "THE USA PATRIOT ACT'S APPLICATION TO 
LIBRARY RECORDS." Unsurprisingly, the law student who wrote this article comes down against 
the Government and our authority to search library patron records under the PATRIOT Act. See 
section 215 USA PATRIOT Act, codified at 50 USC 1861-1862 (attached). 

Speaking of accessing library records. Senator Russ Feingold introduced legislation last week 
(The Library Bookseller and Personal Records Privacy Act) that would limit the FBI's authority to 
search library records, etc. . . See attached 

Please forward to all appropriate units/squads. 



EO 13311 library records 50 USC 1861. wpd 50 USC 1862. wpd =eingold Introduces getdoc.cgLdbname 
formation sharing.w PATRIOT Act.wp... (13 KB) (10 KB) Legislatio... =108_cong_bil— 
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1 don 't think this is ALU turf. ILU has the turf o n health records for criminal cases. So I'm sending this to 
| in ILU. Also to NSLB's own| | recently in ILU. 
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From| l(OGC) (FBI) 

Se nt: Wednesday, Octobe r Ub,~2u04 3:23 PM 


ToC 


JOGC) (FBI) 


Subject: FW: Business Records/Health Care industry 
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Thanks, | | 

b6 
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From 

Sent: 


b7C 


(OGC) (FBI) 
06, 2004 3: 


Wednesday, October 
To: BOWMAN, MARION E. (OGC) (FBI) 
Subject: RE; Business Records 


:1Z 

f 


EM. 


JOGC) (FBI) 


KOGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

_ b 

Iwhv don’t you touch base with ALU on this as well just to come up to speed on health records. Ask | | b 
who he has covering this now. 


Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 


Sent: Wednesday. October 06. 

To:| 

2004 11:26, 
rOGC) (FBI) 

AM , 

(FBI) 

Subject: RE: Business Records 



OGC) (FBI); 


KOGC) 
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To: BOWMAN, MARION E. (OGC) (FBI); | 

(OGC) (FBI) 

Subject: Business Records 
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R.E--BF--RF--EJfli-lilxertor ’ s 723 Senate Hearing.txt 

From;^^ 

Sen t: Wednesday. July 16. 2 003 12:52 PM 

:/ 


TO 

Cc 


bb 

b'7C 


Rowan, 3 Patrick; 


Subject: RE: RE: RE: FW: Director's 7/23 Senate Hearing 


□ t here are the top picks from me and Bill. There is no 
particular order of importance among these: 

Privacy Act: 


1. Section 552a(a) (8) (B) is amended by adding the following 
new subsection: 


"(ix) matches performed by, or at the request of, an 
agency (or component thereof) which performs as a principal 
function any activity pertaining to national security 
(including the prevention of terrorism), for purposes 
relating to national security (including the prevention of ts 
terrorism)." , 


2. Section 552a(e)(6) is amended by adding the following 
after "section": "or pursuant to a counterterrorism or 

national security matter." — 
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RE RE RE FW Director's 723 Senate Hearing.txt 
counterterrorism and national security matters. 

3. Section 552a(g) of title 5, united States Code, is 
amended by adding at the end the following new paragraph: 

"(6) If the head of an agency exempts a system of 
records from this subsection as provided in subsection (j), 
no court shall have jurisdiction over any civil action 
brought against said agency for failure to comply with any 
provision of this Act. ' 



4. Section 552a(j) is amended by adding the following 
sentence to the end of the section: 


"The statement of reasons for such exemptions shall 
not, however, constitute a limitation on the scope of the 
exemptions . " 





RE RE RE FW Director's 723 Senate Hearing.txt 
why? This amendment is intended to reverse case law which 
suggests that the statement of reasons for the exemptions 
constitutes a limitation on the scope of the exemption, 
while agencies are required to publish the reasons why a 
system of records is to be exempted from a provision of the 
Act, agencies should not have to divine all possible reasons 
at the time of publication at the risk that such failure 
could be exploited by terrorists or others. 

5. Section 552a(k) is amended by adding the following 
sentence to the end of the section: 


"The statement of reasons for such exemptions shall 
not, however, constitute a limitation on the scope of the ^ 
exemptions." 



6. Section 552a(j)(l) is amended by striking the semi-colon 
and the word "Agency" and adding the following: 


"or the Federal Bureau of investigation. 



Freedom of Information Act 


1. Section 552(a)(3)(A) of title 5, united States Code, is 
amended by adding the following at the end: 


"The provisions of this paragraph shall not apply to 
requests submitted to agencies involved in national 
security, counterterrorism, homel and; security or^ b^ 







RE RE RE FW Director's 723 Senate Hearing.txt 
security matters by or on behalf of (i) foreign persons, 
except lawful permanent residents, or (ii) persons 
suspected of engaging in or supporting terrorism, foreign 
intelligence collection, or other activities inimical to the 
national security interests of the United States. As 
relating to records of the agencies described above, 
requests need not be processed, nor need any response be 
provided to any person, except upon a written certification 
of such person, subject to the penalties of 18 U.S.C. 1001 , 
stating that person'*s true name and address and that the 
person has no knowledge or reason to belief that the request 
is being submitted by or on behalf of any of the persons 
described above, in addition to or in lieu of any criminal 
prosecution, the Attorney General may bring a civil action 
against any person who seeks or obtains records in violation 
of this paragraph. The court in which such action is 
brought may assess against such person a penalty in any 
amount not to exceed $ 100 , 000 . Such remedy shall be in 
addition to any other remedy available under statutory or 
common law..” 
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agencies to devote limited resources to activities such as 
homeland security that are essential to the citizenry. This 
amendment will prohibit such individuals or their 
representatives from making FOIA requests to agencies 
involved in national security, counterterrorism, homeland 
security or border security matters. These changes will not 
impair due process of the persons affected because they will 
still retain all of the discovery rights that are otherwise 
available in the forum in question. 

2. Section 552(b)(7) of title 5, United States Code, is 
amended by adding the following at the end of the last 
paragraph : 

“An agency’s claim of exemption based solely on 
(b)(7)(A) shall not constitute a bar to or waiver of the 
claim of any other exemption in this section once the 
enforcement proceedings are concluded.” 



T! Section 552(b)(4) of title 5, United States Code, is 
amended to read as follows: 


"(b)(4) trade secrets and commercial or financial 
information obtained from a person and privileged or. 
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period not to exceed 5 years after development, the 
unrestricted public disclosure of technical data that could 
have qualified as a trade secret or commercial or financial 
information that is privileged or confidential if the 
information had been obtained from a non-Federal party, in 
any case in which the technical data is generated in the 
performance of experimental, developmental, research, 
counterterrorism or national security activities or 
programs, conducted by, or funded in whole or in part by, 
the agency. Such technical data referred to in this 
subsection shall not be subject to the disclosure 
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Case ID #:66F-HQ-A1 247863 (None) 


Title: NEW LEGISLATION 

REVISIONS TO FCI/IT LEGAL AUTHORITIES 
FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA) 
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Synopsis: Summarizes recent changes to FISA statute and related legal authorities. 
Details: 


Background 

On October 26, 2001 , the President signed the "Uniting and 
Strengthening America Act by Providing Appropriate Tools Required to Intercept and 
Obstruct Terrorism Act of 2001" which significantly revises many legal authorities 
relating to counterterrorism. The Act, which consists of more than 150 sections, effects 
changes in national security authorities, the substantive criminal law, im mlnratinn law 
money laundering statutes vintim aggjgfanrQ ofofufQo anr< r^thr.r I 
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1. Sharing Grand Jury, Title III and Criminal Investigative 

Information 


Section 203 first amends Federal Rule of Criminal Procedure 6(e) to 
permit the disclosure of grand jury information involving intelligence information "to any 
Federal law enforcement, intelligence, protective, immigration, national defense, or 
national security official in order to assist the official receiving that information in the 
performance of his official duties." The Section also requires subsequent notice to the 
Court of the agencies to which information was disseminated and adds a definition of 
"foreign intelligence information" to Rule 6(e). The Grand Jury portion of this Section 
(Section 203(a)) is not subject to the sunset provision. 

Section 203 then amends Title III to allow the same sort of disclosure of 
Title III information when the matters involve foreign intelligence "to any other Federal 
law enforcement, intelligence, protective, immigration, national defense, or national 
security official in order to assist the official receiving that information in the 
performance of his official duties." The Section adds a definition of foreign intelligence 
information to Title III, and requires the Attorney General to develop procedures for the 
sharing of Grand Jury or Title 111 information that identifies a U.S. person. 

Finally, Section 203 establishes that "notwithstanding any other law" it is 
lawful for criminal investigators to share foreign intelligence information obtained in the 
course of a criminal investigation with any other Federal law enforcement, intelligence, 
protective, immigration, national defense, or national security official, as above. 

The intent of Section 203 is to eliminate barriers to the timely sharing of 
information between criminal investigators and other entities (the Intelligence 
Community, the INS, DoD, etc.) involved in the protection of the national security. The 
Section essentially gives the FBI full discretion to share criminal Investigative 
information, regardless of its source, whenever it involves foreign intelligence 
information (which is defined to include all foreign intelligence, counterintelligence, and 
counterterrorism information). 
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Procedural Changes : FBI components in possession of information 
obtained through criminal investigative techniques that is also foreign intelligence 
information should arrange for the appropriate dissemination of the information. 
Dissemination to the Intelligence Community must be coordinated through the relevant 
NSD or CTD units at FBI HQ. When the DOJ issues procedures relating to the 
dissemination of U.S. person information, the field will receive additional guidance. 

2. "Roving" FISA ELSUR Authority 

Section 206 amends FISA to allow the Court to issue a "generic" 
secondary order where the Court finds that the "actions of the target of the application 
may have the effect of thwarting the identification of a specified person." This means 
that, when a FISA target engages in tradecraft designed to defeat EL SUR. such as by 

Ihe Court can issuq 

an oraer aireciina "oiner persons. 

etc., to effect th& auu lui ctcuii ui no «3ui vciiiui juc, — vci i n u ic ' 

IS not engaged in obvious tradecraft, we can obtain such an order as long as the 
target's actions may have the effect of thwarting surveillance. This will allow the FBI to 
go directly to the new carrier and establish surveillance on the authorized target withou t 
having to return to the Court for a new secondary order.l I 


Procedural Changes : When the field wants to obtain roving ELSUR 
authority, the request for a FISA sent to FBIHQ should include specific facts that will 
allow the Court to find that the actions of the target may have the effect of thwarting the 
requested surveillance, absent the roving authority. Such facts could include examples 
of previous tradecraft by the target, by members of the target’s group or service, or by 
others with training or background similar to that presumed for the target. DOJ/OlPR 
may issue more detailed guidance as experience with this provision grows. 

3. Changes in the Duration of FiSA Authority 

Section 207 extends the standard duration for several categories of FISA 
orders. First, the section allow for ELSUR and search orders on non-U. S. person 
agents of a foreign power pled under Section 1d1(b)(1)(A) of FISA (i.e., officers and 
employees of foreign powers, including members of international terrorist groups) to run 
for an initial period of 120 days (instead of 90) and to be renewed for periods of one 
year. The section also extends the standard duration of physical search orders in all 
other cases (U.S. persons and non-officer/employee targets) from 45 to 90 days. 

Procedural Changes : None are required. OIPR will transition existing 
coverages to the new durations as they come up for renewal. 

4. Expansion of the FISA Court 

In order to increase the availability of FISA judges. Section 207 expands 
the Court from seven judges to eleven judges, three of whom must reside in the 
Washington, D.C. area. 

Procedural Changes : None are required. 


privileged and confidential 
attorney work product 
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5. Changes in FiSA Pen Register/Trap and Trace Authority 

Section 214 makes a substantial revision to the standard for a FISA pen 
register/trap and trace. Prior to the Act, FISA pen registers required two showings: (1) 
relevance to an investigation, and (2) specific and articulable facts giving reason to 
believe that the targeted line was being used by an agent of a foreign power, or was in 
communications with such an agent, under specified circumstances. Section 214 
simply eliminates the second of the required showings. FISA pen/ trap and trace 
orders are now available whenever the FBI certifies that "the 
information likely to be obtained is foreign intelligence 
information not concerning a United States person, or is relevant 
to an ongoing investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such investigation of a United States person is not conducted 
solely upon the basis of activities protected by the first 
amendment to the Constitution." 

b5 

This new standard requires that the information sought 
be relevant to an "ongoing investigation to protect against 



The Section also inserts the language "provided that 


such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment of the Constitution of the United States." Congress 
inserted this to indicate that the technique will not be used 
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I For example, information concerning apparent associates or, or individuals in 
contact with, the subject of a investigation, may be relevant. 

Procedural Changes : None are required. The field may continue to 
request FISA pen register/trap and trace authority through FBIHQ in the established 
manner. However, the requests now need only contain a brief statement explaining the 
nature of the investigation and the relevance to that investigation of the information 
sought through the pen register. NSLU and OIPR will develop additional guidance 
streamlining the process for requesting this authority. 


6. Changes in FISA Business Records Authority 

Section 215 changes the business records authority found in Title V of 
FISA. The old language allowed the FISA Court to issue an order compelling the 
production of certain defined categories of business records {the records of common 
carriers, public accommodations, vehicle rentals, and storage facilities) upon a showing 
of relevance and "specific and articulable facts" giving reason to believe that the person 
to whom the records related was an agent of a foreign power. Section 215 changes 
this standard to simple relevance (just as in the FISA pen register standard described 
above) and gives the Court the authority to compel production of "any tangible things 
(including books, records, papers, documents, and other items for an investigation to 
protect against international terrorism or clandestine 
intelligence activities, provided that such investigation of a 
United States person is not conducted solely upon the basis of 
activities protected by the first amendment to the Constitution." 
This is the same standard described above for Section 214. 

In the past, the FBI has encountered situations in 
which the holders of relevant records refused to produce them 
absent a subpoena or other compelling authority. When those 
records did not fit within the defined categories for National 
Security Letters or the four categories then defined in the FISA 
business records section, the FBI had no means of compelling 
production. With the new language the FBI can seek a FISA court 
order for any such materials. 

Procedural Changes : None are required. The field may 
continue to request business records orders through FBIHQ in the 
established manner. However, such requests may now seek 
production of any relevant information, and need only contain 
information establishing such relevance, NSLU and OIPR will develop 
additional guidance streamlining the process for requesting this authority. 

7. Changes to "Primary Purpose" Standard In FISA 

Sections 218 and 504 clarify the "primary purpose" issue in the FISA 
statute. In its prior form, the FISA required a certification that foreign intelligence be 
"the" purpose of the requested authority. The FISA Court interpreted this to mean that 
foreign intelligence, as opposed to criminal prosecution, had to be the "primary" 
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purpose of the requested authority. Thus, interaction between FBI personnel involved 
in a FISA and criminal prosecutors could call into question the primary intelligence 
purpose of the FISA (by indicating a purpose different from foreign intelligence). As a 
result, FISA pleadings have often contained detailed accounts of all communication 
with criminal prosecutors in cases Involving FISA. 

Section 218 changes FISA to require a certification that foreign 
intelligence be "a significant purpose" of the authority sought. Section 504 amends 
FISA to allow that personnel involved in a FISA may consult with law enforcement 
officials to coordinate efforts to investigate or protect against attacks, terrorism, 
sabotage, or clandestine intelligence activities, and that such consultation does not, in 
itself, undermine the required certification of “significant purpose." 

These changes are meant to allow FBI agents greater latitude to consult 
criminal investigators or prosecutors without putting their FISAs at risk. As such, these 
changes address extraordinarily complex issues that have long occupied the FISA 
Court and DOJ. FBIHQ expects that DOJ shortly will issue revised policy on these 
topics. 

Procedural Changes : None are required at present. The field should be 
aware that greater consultation with prosecutors is now possible, but, given the 
continuing uncertainty surrounding these issues, should continue to coordinate such 
consultation through FBIHQ. Additional guidance will be issued. 

8. Civil Liability for Unauthorized Disclosure 

Section 223 establishes civil liability for certain unauthorized disclosures, 
including unauthorized disclosures of FISA information. In reference to FISA, this is 
simply an expansion of existing civil liability, and should not significantly affect 
operations (since unauthorized disclosure of FISA information is already subject to 
more severe criminal penalties). 

Procedural Changes : None are required. OGC may issue a more detailed 
analysis of this provision at a later date. 

9. Immunity for Compliance with FISA 

Section 225 grants providers of wire or electronic communication service, 
landlords, custodians, and other persons with immunity from civil liability for complying 
with the requirements of FISA. This provision simply clarifies that persons assisting the 
FBI in the execution of a FISA order are not at risk of civil lawsuits. 

Procedural Changes : None are required. 

10. Disclosure of Foreign intelligence Information to the DCI 

Section 905 establishes an affirmative requirement, subject to certain 
exceptions, that federal law enforcement components must expeditiously disclose to 
the Director of Central Intelligence any foreign intelligence acquired in the course of 
criminal investigations. The Attorney General will, within the next six months, develop 
guidelines to govern such disclosures. 
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LEAD(s): 

Set Lead 1 : (Adm) 

ALL RECEIVING OFFICES 

Disseminate to personnel involved in FCI/IT operations and to other 
division personnel as appropriate. 


♦♦ 
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From: 

Sent: 

To: 

Cc: 

Subject: RE: TTIC 

Federal Tax Records 

The FBI is authorized to receive federal tax returns and return information, pursuant to 26 USC 




Title III Derived Information 

18 USC 2517(6) allows "foreign intelligence" "counterintelligence" or "foreign intelligence 
information" obtained via a Title III intercept to be disclosed to any Federal la w enforcement or 
intelligence official (among others) to assist in the performance of his duties. ~ 


Attorney General Guidelines for disclosure of this information (implementation of Patriot Act 
Sections 203 and 905(a)) require that the prosecuting official be consulted prior to disclosure 
(except for threat information), and that information identifying US Persons be so marked. Use 
restrictions may be added if deemed necessary. 


Medical Records 

The Medical Records Privacy Regulations issued pursuant to HIPAA do not regulate the FBI's 
handling or disclosure of medical records, they only apply to health care providers, health plans 
(insurance companies) and health care clearinghouses (billing companies). ,, 

Protected health information (a patient's medical 
fraud investigation may not be used for unrelated 




non-health oversight matter, except when the balance of mm m' 

rose (as determined by the DAG, DOJ), pursuant to Executive Order 1 318 f a ^ 

addition medical records obtained with an administrative subpoena pursuant to 18 USC 3486 
(health care fraud cases) may not be used against the indi v i rl i ial i n an ii nrftlatec l administrative, civ 
nr rriminal action or investigation, without a court order, f 
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Drug and alcohol abuse records can only be obtained by the FBI with f f f 
a court order. If the FBI obtained the records with the patient s consent, the FBI must also have the 

patient's consent to authorize any redisclosure. 42 CFR 2^2. If a 

disclosure by the FBI is governed by the terms of that court order. 42 §^90dd-^^^^^ 

Without such explicit authorization, no drug/alcohol abuse records may be disclosed to TT C. 
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1 1 April 2002. Thanks to Declan McCullagh. 

Source: http://www.politechbot.com/docs/ashcroft.info.sharing.Q4 1 1 02.pdf (2 1 5KB) 
See DoJ press release: 

http://www.usdoj.gOv/opa/pr/2002/ApriI/02_ag_21 1 .htm 
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Office of the Attorney General 
Washington, D.C. 20530 

April 1 1 , 2002 

MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL, THE ASSISTANT ATTORNEY 
GENERAL FOR THE CRIMINAL DIVISION, THE ASSISTANT ATTORNEY GENERAL FOR 
LEGAL POLICY, THE DIRECTOR OF THE FEDERAL BUREAU OF INVESTIGATION, THE 
COMMISSIONER OF THE IMMIGRATION AND NATURALIZATION SERVICE, THE 
ADMINISTRATOR OF THE DRUG ENFORCEMENT ADMINISTRATION, THE DIRECTOR OF 
THE EXECUTIVE OFFICE OF UNITED STATES ATTORNEYS, THE DIRECTOR OF THE 
MARSHALS SERVICE, AND THE DIRECTOR OF THE FOREIGN TERRORIST TRACKING 
TASK FORCE. 

FROM: THE ATTORNEY GENERAL [Signed] 

SUBJECT: Coordination of Information Relating to Terrorism 

The prevention of terrorist activity is the overriding priority of the Department of Justice. By 
memoranda dated November 8 and 13, 2001, 1 directed Department components to review their policies 
and procedures to ensure information sharing, information analysis, and coordination of activities with 
federal, state and local agencies to prevent acts threatening public safety and national security. The 
Deputy Attorney General has reported to me the specific actions taken to implement those directives. I 
commend you on the substantial progress the Department has achieved in analyzing information, 
sharing intelligence and coordinating activities in the multi-fi’ont effort to combat terrorism. 

I am hereby directing you to imdertake further action to institutionalize the Department's ongoing efforts 
to coordinate information and activities to prevent and disrupt terrorist activities. 

1. Expand Terrorist Information in Law Enforcement Databases . 

The Federal Government maintains a number of databases that provide real-time information to officials 
in foreign diplomatic outposts, at border points of entry, and for interior domestic law enforcement. 
Expansion of information in such databases relating to known and suspected terrorists will greatly 
enhance the ability of federal, state, and local officials to prevent terrorists from obtaining vis^ to enter 
the United States, to deny them entry into our borders, to detect and apprehend those already in the 
country, and to gather intelligence on the plans and activities of terrorist conspiracies. Accordingly, I 
hereby direct all investigative components within the Department of Justice to establish procedures to 
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provide, on a regular basis and in electronic format, the names, photographs (if available), and other 
identifying data of all known or suspected terrorists for inclusion in the following databases: 

• The Department of State TIPOFF System . This system is designed to detect known or suspected 
terrorists who are not U.S. citizens as they apply for visas overseas or as they attempt to pass 
through U.S., Canadian, and Australian border entry points. Expanding terrorist information in the 
database will preclude the issuance of visas to known terrorists; warn U. S. diplomatic posts of the 
security risk posed by certain applicants; and alert intelligence and law enforcement agencies of 
the travel plans of suspected terrorists. 

• The FBI National Crime Information Center (NCIQ . The NCIC is the nation's principal law 
enforcement automated information sharing tool. It provides on-the-street access to information to 
over 650,000 U.S. local, state, and federal law enforcement officers. The inclusion of terrorist 
information in this powerful database will assist in locating known foreign terrorists who have 
entered the U.S. undetected, warn law enforcement officers of a potential security risk, and alert 
intelligence and law enforcement agencies of the presence of a suspected terrorist at a specific 
location and time. Agencies contributing terrorist information should establish procedures and 
protocols for direct electronic input of the data into NCIC, observing applicable restrictions on the 
entry of classified information into the system. To expand further local and state law enforcement 
access to relevant terrorist information, the FBI shall establish procedures with the Department of 
that that will enable, on a recurring basis, the inclusion of qualifying TIPOFF data into NCIC. The 
FBI shall establish procedures that inform law enforcement officers what action should be taken 
when encountering suspected terrorists. Furthermore, the NCIC must properly characterize 
individuals as either suspected terrorists or known terrorists, vvdth the latter designation reserved 
for individuals against whom sufficient evidence exists to justify such a determination. 

• The U.S. Customs Service Interagency Border Inspection System (IBISf . This system is the 
primary automated screening tool used by both the Immigration and Naturalization Service (INS) 
and U.S. Customs Service at ports-of-entry. The inclusion of terrorist data in this integrated 
database will help preclude the entry of known and, suspected terrorists into the U.S., warn 
inspectors of a potential security threat, and alert intelligence and law enforcement agencies that a 
suspected terrorist is attempting to enter the U.S. at a specific location and time. Such information 
on known or suspected foreign terrorists must be placed in IBIS unless it is already accessible 
through an automated IBIS query of NCIC. 

The procedures established for providing information to the databases listed above may allow for case- 
by-case exceptions where the component head or his responsible designee determines that disclosure 
would compromise classified information, jeopardize an investigation, or compromise a confidential 
source. 

2. Coordinate Foreign Terrorist Information . 

The international response to the September 1 1th attacks has been defined by multilateral cooperation 
and resolve to restore security and liberty to freedom-loving people of the world. The success of the 
response has depended in large part on improved sharing among governments of information relating to 
terrorists, their associates, and their activities. Continued vigilance against international terrorist 
conspiracies requires procedures to institutionalize such information coordination. Accordingly, I hereby 
direct the FBI, through its Legal Attaches, to establish procedures to obtain on a regular basis the 
fingerprints, other identifying information, and available biographical data of all known or suspected 
foreign terrorists who have been identified and processed by foreign law enforcement agencies. The FBI 
shall also coordinate with the Department of Defense to obtain, to the extent permitted by law, on a 
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regular basis the fingerprints, other identifying information, and available biographical data of known or 
suspected foreign terrorists who have been processed by the U.S. Military. Such information shall be 
placed into the Integrated Automated Fingerprint Identification System (lAFIS) and other appropriate 
law enforcement databases to assist in detecting and locating foreign terrorists. 

3. Establish Secure System for Information Coordination with State and Local Partners . 

The various information systems described above are databases, triggered by a name query, that serve as 
an alert mechanism and pointer index. Effective information coordination requires more sophisticated 
mechanisms for expanded searches, multipoint information flow, and integrated analysis. Federal 
agencies have the benefit of classified systems that enable keyword searches of relevant documents, 
secure e-mail, and other important collaborative information sharing tools. However, there is no 
corresponding national system with comparable capability for integrated information coordination on 
counterterrorism with and among state and local law enforcement agencies. 

By memorandum of November 13, 2001, 1 directed all U.S, Attorneys to develop protocols for 
coordinating information to, from, and among our state and local par in law enforcement. I encouraged 
the use, where practicable, of technologies already available and currently in use by the Department to 
facilitate information-sharing. I hereby direct the Deputy Attorney General to coordinate among the 
applicable components the development of a secure but unclassified web-based system to enable local, 
state, and federal users to post, retrieve, and read information, restrict access to certain products, send 
secure e-mail, and receive automatic e-mail notifications when new items are posted. This integrated 
system should allow for future capabilities, such ^ imagery and photographs, instant messaging and 
database access and restricted access to classified information at least at the Secret level and ideally in 
higher classifications. 

4. Analyze Foreign Terrorist Data . 

On October 30, 2001, the President directed that the Department establish the Foreign Terrorist Tracking 
Task Force (FTTTF). The mission of the FTTTF is to keep foreign terrorists and their supporters out of 
the United States by providing critical and timely information to border control and interior enforcement 
agencies and officials. To do so requires electronic access to large sets of data, including the most 
sensitive material from law enforcement and intelligence sources. Analyzing such data will enable the 
FTTTF to discern patterns and probabilities of terrorist activities. 

I hereby direct the FTTTF to identify the agency information systems and data sets needed to fulfill its 
mission. Each agency is to provide to the FTTTF unfiltered, timely and electronic access to the 
information systems and data sets deemed relevant by the Director of the FTTTF, subject to any legal 
restrictions on the sharing of such information. 

5. Standardize Procedures for Sharing of Sensitive Information . 

Section 203 of the Uniting and Strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001, Pub. L. 107-56, authorizes the sharing 
of foreign intelligence and counterintelligence information obtained as part of a criminal investigation, 
including through grand jury proceedings and Title III electronic surveillance, with relevant Federal 
officials to assist in the performance of their duties. The officials receiving such information may use it 
only as necessary in the conduct of their official duties and subject to any limitations on the 
unauthorized disclosure of such information. The Criminal Division has developed and distributed 
model forms to be used to notify the supervising court when grand jury information has been shared 
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pursuant to section 203. 

Section 905 of the USA PATRIOT Act requires the Department and other Federal agencies with law 
enforcement responsibilities to share expeditiously foreign intelligence obtained in the course of a 
criminal investigation with the Director of Central Intelligence, subject to limitations otherwise provided 
by law and exceptions delineated in regulations to be issued by the Department. In the types of criminal 
cases in which foreign intelligence information is commonly encountered — including terrorism, drug 
trafficking, and organized crime investigations — strong relationships for information-sharing and 
coordination w the Intelligence Community are already in place. 

I hereby direct the Assistant Attorney General for Legal Policy, in consultation with the Criminal 
Division, FBI, and other relevant components, to draft, for my consideration and promulgation, 
procedures, guidelines, and regulations to implement sections 203 and 905 of the USA PATRIOT Act in 
a manner that makes consistent and effective the standards for sharing of information, including 
sensitive or legally restricted information, with other Federal agencies. Those standards should be 
directed toward, consistent with law, the dissemination of all relevant information to Federal officials 
who need such information in order to prevent and disrupt terrorist activity and other activities affecting 
our national security. At the same time, the procedures, guidelines, and regulations should seek to ensure 
that shared information is not misused for unauthorized purposes, disclosed to unauthorized personnel, 
or otherwise handled in a manner that jeopardizes the rights of U.S. persons, and that its use does not 
unnecessarily affect criminal investigations and prosecutions. The standards adopted will govern the 
coordination of information directed by this memorandum, and well as other voluntary or mandated 
sharing of criminal investigative information. 


* * * 

The September 1 1 attacks demonstrate that the war on terrorism must be fought and won at home as 
well as abroad. To meet this continuing threat, law enforcement officials at all levels of government — 
federal, state, and local - must work together, coordinating information and leveraging resources in the 
joint effort to prevent and disrupt terrorist activity. You have worked hard and accomplished much in 
this common fight, but more remains to be done to help secure America and protect her people. I thank 
you for your continued service, dedication, and cooperative spirit in this time of continuing national 
need. 


Transcription and HTML by Cryptome . 
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Information Sharing Requirements 


Patriot Act 

§ 203 Authority to share criminal investigative information 

(a) Authority to share grand jury information 

(1) Rule 6(e)(3)(C) of the Federal Rules of Criminal Procedure is amended by the following: 
(C)(i) Disclosure of grand jury information may be made- 
(V) when matters involve foreign and counter intelligence (as defined in the National 
Security Act) or foreign intelligence information (as defined in (iv)) to any federal law 
enforcement, intelligence, protective, immigration, national defense, or national security 
official. 

(iv) “Foreign intelligence” means - 

(I) Information, whether or not concerning a United States person, that relates to the 
ability of the United States to protect against the following actions by a foreign 
power or agent of a foreign power: (aa) actual or potential attack or grave hostile 
acts; (bb) sabotage or international terrorism; (cc) clandestine intelligence activities 
by an intelligence service or network; or 

(II) Information, whether or not concerning a United States person, with respect to a 
foreign power or a foreign territory that relates to (aa) the national defense or security 
of the United Sates; or (bb) the conduct of the foreign affairs of the United Sates. 

(b) Authority to share electronic, wire, and oral interception information 

(6) Any law enforcement officer may disclose wire, oral, and electronic information, which 
includes foreign intelligence or counterintelligence information, to any other federal law 
enforcement, intelligence, protective, immigration, national defense, or national security 
official. 

(c) Procedures 

The AG shall establish procedures for the disclosure of grand jury and electronic, wire, and 

oral interception information that identifies a United States person as defined in FISA. 

(d) Foreign Intelligence information 

(1) Notwithstanding any other provision of law, it shall be lawful to disclose information 
obtained as part of a criminal investigation. 

§ 905 Disclosure to the DCI of Foreign Intelligence-related information with respect to 
criminal investigations 

[§ 905 amends Title I of the National Security Act of 1947] 

(a) Except as otherwise provided by law, the AG or head of any other department or agency 
with law enforcement responsibilities shall expeditiously disclose to the DCI foreign 
intelligence acquired in the course of a criminal iiivestigation pursuant to guidelines 
developed by the AG and DCI. The AG and the DCI may provide for exceptions if 
disclosure would jeopardize an ongoing investigation or impair other significant law 
enforcement issues. 

(b) The AG and DCI shall develop guidelines to ensure that after receipt of foreign intelligence 
activity, the AG provides notice to DCI of any intention to commence or decline to 
commence a criminal investigation. 

(c) The AG shall develop procedures for the administration of this section. 
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Homeland Security Act 

Title II - Information Analysis and infrastructure Protection 

Subtitle A - Directorate for Information Analysis and Infrastructure Protection; 

Access to Information 

§ 20 1 Directorate for Information Analysis and Infrastructure protection 
(d) Responsibilities of the Undersecretary 

The responsibilities of the Undersecretary for Information Analysis and Infrastructure 
Protection of the Department of Homeland Security (“DHS”) shall be as follows: 

(4) to ensure, pursuant to section 202, the timely and efficient access by the 

DHS to all information necessary to discharge the responsibilities under this section, 
including obtaining such information from other federal agencies. 

(9) to disseminate, as appropriate, information analyzed by the DHS to other federal agencies 
with responsibilities relating to homeland security in order to assist in the deterrence, 
prevention, preemption of, or response to, terrorist attacks. 

(10) to consult with the DC I and other intelligence, law enforcement, or other agencies to 
establish collection priorities and strategies for information, including law enforcement- 
related information, relating to threats of terrorism. 

(12) to ensure that 

(A) any material received pursuant to this Act is protected from unauthorized disclosure. 

(B) any intelligence information obtained is shared, retained, and disseminated consistent 
with the authority of the DCI to protect intelligence sources and methods under the 
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NS A of 1 947 and, as appropriate, similar authorities of the AG concerning sensitive law 
enforcement information. 

(1 3) to request additional information from federal agencies relating to threats of terrorism, 
including the entry into cooperative agreements through the Secretary of Homeland 
Security (“Secretary”) to obtain such information. 

(17) to coordinate with elements of the intelligence community and with federal, state, and 
local law enforcement agencies, as appropriate. 

§ 202 Access to information 

(a) In general - 

(1) Threat and vulnerability information 

Except as otherwise directed by the President, the Secretary shall have such access as the 
Secretary considers necessary to all information, that may be collected, possessed, or 
prepared by a federal agency, relating to threats of terrorism and concerning the 
infrastructure and vulnerabilities of the United States to terrorism and to other areas of 
responsibility assigned by the Secretary, whether or not such information has been 
analyzed. 

(2) Other information 

The Secretary shall also have access to other information relating to matters under the 
responsibility of the Secretary that may be collected, possessed, or prepared by a federal 
agency as the President may further provide. 

(b) Manner of access 

Except as otherwise directed by the President- 

(1) The Secretary may obtain information upon request and may enter into cooperative 
agreements to provide the information to others or provide the DHS with access to it on a 
regular or routine basis, including requests or arrangements involving broad categories of 
material, access to electronic databases; and 

(2) Regardless of whether the Secretary has made any request or entered into any cooperative 
agreement, all federal agencies shall promptly provide the Secretary with the following 
information: 

(A) all reports (include those not yet fully evaluated) relating to threats of terrorism and to 
other areas of responsibility of the Secretary. 

(B) all information concerning the vulnerability of the infrastructure or other vulnerabilities 
of the United States to terrorism, whether or not such information has been analyzed. 

(C) all other information relating to significant and credible threats of terrorism, whether or 
not such information has been analyzed. 

(D) such other information or material as the President may direct. 

(c) Treatment under certain laws 

The Secretary shall be deemed to be a federal law enforcement, intelligence, protective, 
national defense, immigration, or national security official, and shall be provided with all the 
information law enforcement is required to give to the DCI imder any provision of the Patriot 
Act, Section 2517(6) of title 18 USC and Rule 6(e)(3)(C) of the Federal Rules of Criminal 
Procedure. 

(d) Access to intelligence and other information 
(1) Access by elements of federal government- 

Nothing in this title shall preclude the intelligence community (as defined in the National 
Security Act of 1947) or any element of the Federal Government with responsibility for 
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analyzing or receiving any information. 

(2) Sharing of information 

The Secretary, in consultation with the DCI, shall ensure that intelligence or terrorism- 
related information to which they have access is appropriately shared with elements of the 
Federal Government, as appropriate. 

Subtitle B - Critical Infrastructure Information 

^ 2\2 Definitions 

In this subtitle; 

(1) “Agency” has the meaning given in 5 USC § 551. 

(2) “Covered federal agency” means the DHS. 

(3) “Critical Infrastructure Information” means nonpublic information relating to the security 
of critical infrastructure or protected systems - 

(A) Interference with or attack on critical infrastructure or protected systems by either 
physical or computer-based attack that violates the law, harms interstate commerce, or 
threatens public health or safety. 

(B) The ability of any critical infrastructure or protected system to resist such interference, 
including any plarmed or past assessment of the vulnerability of critical infrastructure or 
a protected system. 

(C) Any plaimed or past operational problem or solution regarding critical infrastructure or 
protected systems. 

(6) “Protected system” 

(A) means any service, physical or computer-based system, process or procedure that directly 
or indirectly affects the viability of a facility or critical infrastructure; and 

(B) includes any physical or computer-based system or any component hardware or element 
thereof, software program, processing instructions, or information or data in transmission 
or storage therein, irrespective of the medium of transmission or storage. 

(7) “Voluntary” - 

(A) In the case of submittal of critical infrastructure information to a covered federal agency, 
“voluntary” means the submittal thereof, without the agency compelling access or 
submission, that may be accomplished by a single entity or an Information Sharing and 
Analysis Organization on behalf of itself or its members. (“Information Sharing and 
Analysis Organization” defined in §212(5)). 

(B) Exclusions to the definition of “voluntary” consist of actions brought under the securities 
laws and do not include information or statements regarding licensing or permitting 
determinations. 

§ 214 Protection of voluntary shared critical infrastructure information 

(a) Protection 

(1) Notwithstanding any other provision of law, critical infrastructure information that is 
volxmtarily submitted to a covered federal agency for use regarding security of critical 
infrastructure and protected systems when accompanied by an express statement 
specified in (2)- 

(A) shall be exempt from disclosure under the Freedom of Information Act. 

(B) shall not be subject to any agency rules or judicial doctrine regarding ex parte 
communications with a decision making official. 

(D) shall not without written consent of the person or entity submitting such 
information be used or disclosed by any officer or employee of the United 
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States for purposes other than those of this subtitle, except: (i) in furtherance 
of a criminal investigation or prosecution; or (ii) to Congress or the 
Comptroller General. 

(2) Express Statement 

“Express statement” means 

(A) in the case of written information or records, a written marking indicating that 
the information is voluntarily submitted in expectation of protection from 
disclosure. 

(B) in the case of oral information, a similar written statement submitted within a 
reasonable time following the oral commimication. 

(d) Treatment of voluntary submittal of information 

Voluntary submittal of information protected from disclosure by this subtitle shall not be 
construed to constitute compliance with any requirement to submit such information to a 
federal agency under any other provision of law. 

Subtitle c - information security 
§ 221 Procedures for sharing information 

The Secretary shall establish procedures on the use of information sharing under this title that 

(3) protect the constitutional and statutory rights of any individuals who are subjects of such 
information. 

Title VIII 

Subtitle I - Information Sharing 

§ 892 Facilitating homeland security information sharing procedures 

(a) Procedures for determining extent of sharing of homeland security information 

(1) The President shall prescribe and implement procedures applicable to all federal agencies 
for sharing homeland security information; identifying and safeguarding sensitive but 
unclassified homeland security information; and determining whether, how, and to what 
extent to remove classified information. 

(b) Procedures for sharing of homeland security information 

(1) Under procedures prescribed by the President, homeland security information shall be 
shared to the extent such information can be shared and together with assessments of 
credibility. 

(2) Each homeland security information sharing system shall (A) be able to transmit 
classified and unclassified information; (B) restrict delivery to specific recipients; (C) 
allow efficient and effective sharing; and (D) be accessible to state and local personnel. 

(3) The procedures for sharing homeland security information shall establish conditions (A) 
to limit redissemination; (B) ensure security and confidentiality; (C) protect constitutional 
and statutory rights of individuals; and (D) provide data integrity through timely removal 
and destruction of obsolete and erroneous information. 

(5) Each appropriate federal agency, as determined by the President, shall have access to the 
information described under paragraph (1). 

(7) Under procedures developed by the DCI and the AG, each federal agency shall review 
and assess information gathered and shared by local and state agencies and integrate such 
information with existing intelligence. \ 

(f) Definitions 

(1) “Homeland security information” means any information possessed by an agency that (A) 
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relates to the threat of terrorist activity; (B) relates to the ability to prevent, interdict, or 
disrupt terrorist activity; (C) would improve the identification or investigation of a 
suspected terrorist or terrorist organization; or (D) would improve the response to a 
terrorist act. 

(2) “Intelligence community” has the meaning given in § 401a(4) of the National Security 
Act of 1947. 

§ %96 Authority to share electronic, wire, and oral interception information 

Amends 18USC 2517. 

(7) Any investigative or law enforcement officer may disclose wire, oral, or electronic 
communication or evidence derived therefrom to a foreign investigative or law 
enforcement officer and vice versa. 

(8) Such information may be disclosed to any federal, state, local, or foreign government 
official when necessary to prevent or respond to threats of terrorist attacks, hostile acts, 
sabotage, or clandestine intelligence gathering activities by a foreign power or its agent 
(“threats of terrorism”). State, local, and foreign governments must follow guidelines 
issued by the AG and DCI. 

§ 897 Foreign Intelligence Information 
(a) Dissemination authorized 

Amends Patriot Act section 203(d). It shall be lawful to disclose information revealing 
threats of terrorism obtained as part of a criminal investigation to appropriate federal, state, 
local, and foreign government officials for the purpose of preventing or responding to such 
threats. State, local, and foreign governments must follow guidelines issued by the AG and 
DCI. 
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National Security Act of 1947 
% Definitions 

(1) “Intelligence” includes foreign intelligence and counterintelligence. 
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(2) “Foreign intelligence” means information relating to the capabilities, intentions, or activities 
of foreign governments or elements thereof, foreign organizations, or foreign persons, or 
international terrorist activities. 

(3) “Counterintelligence” means information gathered and activities conducted to protect against 
espionage, other intelligence activities, sabotage, or assassinations, conducted by or on behalf 
of foreign governments or elements thereof, foreign organizations, or foreign persons, or 
international terrorist activities. 

(4) “National intelligence” and “intelligence related to the national security”- 

A) each refer to intelligence which pertains to the interests of more than one department or 
agency of the Government; and 

(B) do not refer to counterintelligence or law enforcement activities conducted by the FBI 
except to the extent provided for in procedures agreed to by the DCI and AG, or otherwise 
as expressly provided for in this title. 

[See also §§ 403-5a(c), 403-5d(2)] 

§ 402a Coordination of counterintelligence activities 

(e) Coordination of counterintelligence matters with the FBI 

(1) Except as provided in paragraph (5), the head of each department or agency of the 
executive branch shall ensure that- 

(A) the FBI is advised immediately if classified information is or was disclosed in an 
unauthorized manner to a foreign power or agent. 

(B) the FBI is consulted with respect to all subsequent actions which may be undertaken 
by the department or agency to determine the source of such loss or compromise, and 

(C) Where the FBI undertakes investigative activities, the FBI is given complete and 
timely access to the department or agency’s employees and records. 

(2) Except as provided in paragraph (5), The Director of FBI shall ensure that espionage 
information pertaining to departments or agencies is provided to them in a timely manner 
and that they are consulted in a timely matter with respect to espionage investigations that 
concern them. 

( 3 ) 

(A) The Director of FBI shall submit to the department or agency a written assessment of 
the potential impact of their actions on counterintelligence investigations. 

(B) The department or agency shall evaluate the assessment to determine whether the 
subject of the investigation should be left in place and notify the FBI of such 
determination. 

(C) The department or agency and the FBI shall continue to consult, review the status of 
the investigation, and reassess. 

(5) When extraordinary circumstances affect national security, the President may on a case- 
by-case basis waive the requirements above. 

§ 403-3 Responsibilities of the DCI 

(c) Head of the intelligence community 

(6) The DCI shall establish requirements for the collection of FI under FISA and provide 
assistance to the AG in disseminating information from electronic surveillance and 
physical searches under FISA. Except as otherwise authorized by statute or executive 
order, the DCI has no authority to direct, manage, or undertake electronic surveillances or 
physical searches pursuant to FISA. 

(d) Head of the CIA 
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(3) The DCI shall correlate, evaluate, and provide appropriate dissemination of 
intelligence related to national security. 

§ 403-4 Authorities of the DCI 

(a) Access to intelligence 

The DCI shall have access to all intelligence related to national security that is collected 
by any department, agency, or other entity of the United States (to the extent 
recommended by the NSC and the President). 

§ 403-5a Assistance to United States law enforcement agencies 
(a) Authority to provide assistance 

Elements of the intelligence community may, upon request of United States law enforcement 
agencies, collect information outside the United States about individuals who are not United 
States persons, notwithstanding the intention of law enforcement agencies to use such 
information for law enforcement or counterintelligence investigations. (This is subject to 
limitations imposed by the DoD). 

(c) Definitions 

(1) “United States law enforcement agency” means any department or agency of the Federal 
government that the AG designates as a law enforcement agency for the purposes of this 
section. 

(2) “United States Person” means 

(A) US citizen 

(B) permanent alien resident 

(C) unincorporated association composed of citizens or resident aliens 

(D) corporation incorporated in the US (except for those directed or controlled by foreign 
governments). 

§ 403-5b Disclosure of foreign intelligence acquired in criminal investigations; notice of 
criminal investigations of foreign intelligence sources 

(a) Disclosure of foreign intelligence 

(1) Except as otherwise provided by law, the AG or other law enforcement head shall 
expeditiously disclose to DCI, pursuant to guidelines developed by AG, FI acquired by the 
DOJ in the course of a criminal investigation. 

(2) The AG can provide for exceptions if the AG determines that disclosure would jeopardize 
an ongoing law enforcement investigation or impair other significant law enforcement 
interests. 

(b) Procedures for notice of criminal investigations 

The AG and DCI will develop guidelines to ensure that, after receipt of a report from the 
intelligence community about FI warranting a criminal investigation, the AG provides notice 
to the DCI within a reasonable period of time of any intention to commence or decline to 
commence a criminal investigation. 

(c) Procedures 

The AG shall develop procedures for the administration of this section. 

§ 403 -5d Foreign Intelligence information 
i\) In general 

Notwithstanding any other provision of law, it shall be lawftjl for FI obtained as part of a 
criminal investigation to be disclosed to any federal law enforcement, intelligence, 
protective, immigration, national defense, or national security official. 

(2) Definitions 
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“Foreign intelligence” means 

(A) information, whether or not concerning a United States person, that relates to 
protection against the following actions by a foreign government or its agents: (i) 
actual or potential attacks or hostile acts; (ii) sabotage or international terrorism; (iii) 
clandestine intelligence activities. 

(B) information, whether or not concerning a United States person, with respect to a 
foreign power or agent that relates to: (i) national defense or security; (ii) conduct of 
the foreign affairs of the United States. 

EO 12333 
Part 1 

Goals, Direction, Duties and Responsibilities with respect to the National Intelligence Effort 
1.1 Goals 

The United States intelligence effort shall provide the President and National Security Council 
with necessary information on which to base the conduct and development of foreign, defense, 
and economic policy, and the protection of the United States national interests from foreign 
security threats. All departments and agencies shall cooperate fully. 

(a) Maximum emphasis should focus on analytical competition among the intelligence 
community. 

(b) All means, consistent with United States law and this Order, and with full consideration of 
the rights of US persons, shall be used to develop intelligence. 

(d) To the greatest extent possible consistent with applicable United States law and this Order, 
and with full consideration of the rights of US persons, all agencies shall ensure full and 
free exchange of information. 

1.4 The Intelligence Community 

In accordance with applicable US law and with the other provisions of this Order, agencies 
within the Intelligence Community shall: 

(a) Collect information needed by the President, the National Security Council, the Secretaries 
and State and Defense, and other Executive Branch officials. 

(b) Protect and disseminate intelligence. 

• (c) Collect information concerning intelligence activities directed against the United States 
and concerning activities to protect against such conduct. 

1.5 Director of Central Intelligence 

The DCI shall be responsible directly to the President and the NSC and shall: 

(a) Act as their primary advisor on foreign national intelligence and provide them and other 
officials within the Executive Branch with national foreign intelligence. 

(i) Establish uniform criteria for determining relative priorities for the transmission of 
critical national foreign intelligence. 

(k) Have full responsibility for producing and disseminating national foreign intelligence. 

Have authority to levy analytic tasks on departmental intelligence production 
organizations, ensuring that competitive analysis, diverse points of view, and differences of 
judgment are brought to the attention of national policy makers. 

(l) Ensure the timely exploitation and dissemination of foreign intelligence including 
dissemination to appropriate government entities and military commands. 

(m) In accordance with the law and relevant procedures approved by the AG under this Order, 
give departments and agencies access to all intelligence relevant to their national intelligence 
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needs. 

1.6 Duties and Responsibilities of the Heads of Executive Branch Departments and Agencies 

(a) In accordance with the law and AG procedures under this Order, the heads of all executive 

branch departments and agencies shall give the DCI access to all information relevant to 
the national intelligence needs of the United States. 

1.7 Senior Officials of the Intelligence Community 
The heads of departments or agencies within the IC shall: 

(f) Disseminate intelligence to cooperating foreign governments under arrangements 
established or agreed to by the DCI. 

1.8 The Central Intelligence Agency 

As authorized by this Order, the National Security Act of 1947, the CIA Act of 1949, and 
appropriate directives or other applicable law, the CIA shall: 

(a) Collect, produce, and disseminate foreign intelligence and counterintelligence, 
including information not otherwise obtainable, in coordination with the FBI under 
procedures of the AG and DCI. 

(b) Collect, produce, and disseminate intelligence on foreign aspects of narcotics 
production and trafficking. 

1.14 The FBI 

Pursuant to regulations established by the AG, the Director of the FBI shall: 

(d) Produce and disseminate foreign intelligence and counterintelligence. 

Part 2 

Conduct of Intelligence Activities 

2.3 Collection of Information 

Agencies within the IC are authorized to collect, retain, or disseminate the following information 
concerning US persons in accordance with procedures developed by the heads of the agencies 
and approved by the AG: 

(a) Information that is publicly available or collected with the consent of the person concerned. 

(b) Information constituting foreign intelligence or counterintelligence, including such 
information concerning corporations or other commercial organizations. 

(c) Information obtained in the course of a lawful foreign intelligence, counterintelligence, 
international narcotics, or international terrorism investigation. 

(d) Information needed to protect the safety of any persons or organizations, including those 
who are targets, victims, or hostages of international teirorist organizations. 

(e) Information needed to protect foreign intelligence or counterintelligence sources or 
methods from unauthorized disclosure. 

(f) Information concerning persons who are reasonably believed to be potential sources or 
contacts for the purpose of determining their suitability or credibility. 

(g) Information arising out of a lawful personnel, physical, or communications security 
investigation. 

(h) Information acquired by overhead reconnaissance not directed at specific US persons. 

(i) I ncidentally obtained information that may indicate involvement in activities that may 
violate federal, state, local, or foreign laws. 

(j) I nformation necessary for administrative purposes. 

Agencies within the IC can disseminate this information to each other. 

2.4 Collection Techniques 
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The IC cannot use the following collection techniques regarding US persons: electronic 
surveillance, unconsented physical search, mail surveillance, physical surveillance, or 
monitoring devices unless they are in accordance with procedures established by the head of the 
agency and approved by the AG. Such procedures shall protect constitutional and other legal 
rights, use the least intrusive means possible, and limit the use of such information to lawful 
governmental purposes. 

3.4 Definitions 

(a) “Counterintelligence” means information gathered and activities conducted to protect 

against espionage, other intelligence activities, sabotage, or assassinations conducted for or 
on behalf of foreign powers, organizations or persons, or international terrorist activities, 
but not including personnel, physical, document or communication security programs. 

(d) “Foreign intelligence” means information relating to the capabilities, intentions, and 
activities of foreign powers, organizations or persons, but not including counterintelligence 
except for information on international terrorist activities. 

(e) “Intelligence activities” means all activities that agencies within the IC are authorized to 
conduct pursuant to this Order. 

(f) “US Person” means a United States citizen, an alien known by the intelligence 
agency concerned to be a permanent resident alien, an unincorporated association 
substantially composed of United States citizens or permanent resident aliens, or a 
corporation incorporation, in the United States, except for a corporation directed and 
controlled by a foreign government or governments. 


19 




Message 1 of 3 


From (OGC) (FBI) 

Se nt; Friday, October 22, 20 04 7:44 PM 
To:| ^OGC) (FBI); 

Cc: l K OGC) (FSra 


(OGC) (FBI) 

Subject: RE: INTEL POLICY MANUAL 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


rOGC) (FBI) 

JDGC) (FBI); THOMAS, JULIE F. 


b6 

b7C 


AT.T, TNPORMATTON rnMTATWRD 
HEREIN IS UNCLASSIFIED 

DATE 10-12-2005 BY 65179 DMH/JHF 05-CV-0845 


b5 

b6 

b7C 



file:7S:\OGC%20ODrive\UNITS\ALU\ALU-LIBRARY\In^-66F;Hg42014(5-I\m;^F.^ 













Message 


Page 3 of 3 


/ ' 


O nainal Message 

From; | 
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(OGC) (FBI) 
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^OGC) (FBI);| 

(0(5C) (FBI) 

Cc: THOMAS, JULIE F. (OGC) (FBI) 
Subject; INTEL POLICY MANUAL 


(OGC) (FBI); 


SENSmVE BUT UNCLASSIFIED 

NON-RECORD b c 


Attached is what we hope is the final draft of the Intel Policy Manual you previously 
reviewed. We have takpn into account all of your concerns as best we could, with the 
possible exception of question about subjecting disseminations to the White House to 
the NSIG. Y'all take a closer look at that issue, in particular, and you don't like it, we can 
discuss it. I intend to make a side-by-side comparion of an AG memo l [ gave me last week 
with the info-sharing provisions of the NSIG. Absent some epiphany, however, this is how we 
intend to proceed, unless Valerie tells Maureen it's legally objectionable. 

FYI, in addition to concerns y’all raised specifically, ! l and I went back 

thru the whole thing with the sp/r/f of your concerns in mind and rewrote some things y'all did 
not address. We think the result is a much better product than we had before. OI started this 
project with intent of producing a 70% solution quickly, then supplementing it as time and 
experience goes by. That didn't happen. As it turns out, however, I think what's attached in 
better than 70%, due in no small measure to your participation. So, thanks. 

I hate to say we're rushed, but we need to report to the DOJ/IG by the end of the week 
(or maybe early next week) as to the status of this manual, so I need your comments ASAP. 

Homer 
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To: FBLSAC's; FBl_ADs and EADs 

Subject: Patriot Act Examples 

Importance: High 


UNCLASSIFIED 

NON-RECORD 

All: 

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled 
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress 
with examples of how these provisions have been helpful to us in all of our programs. The text of the Patriot Act, 
as well as a summary of the 16 "sunset" provisions, are located on the OCA intranet website ( http://oca.fbinet.fbi) 
under the "Legislation of Interest" link. 

Please review these provisions and submit unclassified examples to me via e-mail no later than Friday, 
March 25. 

Although examples of all provisions are needed, of particular interest are examples of the following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identity a POC in your office in the event additional information is needed. Thank you 
for your assistance. 

Eleni 
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Patriot Act Sunset Provisions 


Section 

Description 

- ' ■ ■s.oii;:' 

■Tbep:prbvisiGng .expanded: ^ 
offenses for Title; ill intercepts to include: : 
crimesi relating to' cMical, weapons ■i(18 :U.S .G 
^l7229:)'v and terrorism :(18 U;S.C. §§52332:, ■ , 

52332a, ' :2:332b> ^ 23324, ,233^, and^ 2339B:) .5:5 

202: 

; These provisions vexpanfe^ the predicate ; 
offenses foriTitle .lii.intercepts. to : include- 
crimes relating: ;to::5fe;lohy violations of' ■ , :5 . : , 

computer fraud: andrabuse (18 IJ.S .e::5§::10:301 . ^ 

203 (b) 

Authorizes the sharing of foreign intelligence 
information obtained in a Title III electronic 
surveillance with other federal officials, 
including intelligence officers, DHS/DOD/ICE 
officials, and national security officials. 
(Wiretap info) 

s : 20:3i(:i : 

^Authorizes the slaring of ioreign. intelligence^ 
; inf Or|atiiffi ' colldcted'in ; a criminal ■ , 
investigation 'With' intelligence officiais. . " 
(:":Gatch-aH" / non-wiretap or ^ 6(e)] : 

204 

Clarification of Intelligence Exceptions from 
Limitations on Interception and Disclosure of 
Wire, Oral and Electronic Communications 


Comient 











CoMient 


Description 


Extended Duration for Certain FiSfe 


Seizure of Voice Mail with a Search Warrant 










Section 


Description 


Comment 


212 Emergency Disclosures of E-mail & Records by 
ISPs 


214 FISA Pen/Trap Authority 


217 Interception of Computer Trespasser 
Communications 









Coiranent 


Section 


Description 


218 


Change in the "Primary Purpose" Standard of 


FISA 


220 

Nationwide Search Warrants for Electronic 
Evidence 

i 2:23 ' ■ 

Civil Liability or Certa^ 
Disclosures ; : ■ 

22 


■ Ipunity for ; Compliance .with, FiSA^ .Wiretap ■ , 
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Section 203 (b) & (d) - Information sharing for foreign intelligence obtained in a Title III 
and criminal investigations. 

O • • • • • 

Section 203(b) authorizes the sharing of foreign intelligence information obtained in a 
Title III electronic surveillance with other federal officials, including intelligence officers, 
DHS/DOD/ICE officials, and national security officials. (Wiretap info) 


Section 203(d) authorizes the sharing of foreign intelligence information collected in a 
criminal investigation with intelligence officials. (Catch all - non-wiretap, non-6(e)) 


EXAMPLES 
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Section 204 - Clarification of Intelligence Exceptions from Limitations on Interception and 
Disclosure of Wire, Oral and Electronic Communications 

Prior to the Patriot Act, federal statutes governing the use of criminal investigative 
wiretaps stated that the interception of wire or oral communications for foreign intelligence 
purposes should be governed by the provisions of the Foreign Intelligence Surveillance Act 
(FISA), rather than Title III. This provision, however, did not refer to electronic 
communications. As a result, it was arguably unclear whether the interception of electronic 
communications, such as e-mail messages, for foreign intelligence purposes was governed by 
FISA or Title II (or both). Section 204 clarified the uncertainty by amending Title 18 to confirm 
that in foreign intelligence investigations, it is FISA, and not Title III, that governs the 
interception of electronic communications as well as wire and oral communications. 

EXAMPLES 
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Section 209 - Seizure of Voice Mail with a Search Warrant ^ 

Section 209 clarified that voice mail could be obtained with a search warrant under 1 8 
U.S.C. § 2703 (similar to e-mail). Previously, some courts had required a Title III order to obtain 
stored voice mail. The language in Section 209 of the Patriot Act eliminated the distinction in 
the definitions for "wire communication" and "electronic communication" that was relied on in a 
2004 First Circuit opinion fUnited States v. Councilman! to minimize privacy protection for e- 
mail. As such, should Congress allow this provision to sunset, it may be unintentionally 
signaling to the First Circuit and other courts that Congress intends to reduce the privacy 
protection for e-mails in transit. 

EXAMPLES 
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Section 212 - Emergency Disclosures of E-mail & Records by ISPs 



Section 212 created a provision that allows a service provider (such as an Internet Service 
Provider) to voluntarily provide the content and records of communications related to a 
subscriber if it involves an emergency related to death or serious injury. 


EXAMPLES 


National Science Foundation’s South Pole Station 


In May of 2003, the WFO Cyber Squad conducted an investigation involving the 
computer hacking of the National Science Foundation's South Pole Station. Utilizing the 
Emergency Disclosures of E-mail & Records by ISPs (section 212), the FBI was able to identify 
and locate the subject who had hacked into the South Pole Station's computer system and 
obtained access control of various systems, to include the station's life support. 

Jared Biamason 

The section was utilized by the El Paso Division in April of 2004 to arrest an individual 
threatening to destroy an El Paso mosque. Jared Bjamason, an El Paso resident, sent an e-mail 
message to the El Paso Islamic Center on April 18, 2004. In this message, he threatened to bum 
the Islamic Center’s mosque to the ground if hostages in Iraq were not freed within three days. 
Agents investigating the threat utilized section 212 to expeditiously obtain information from 
electronic communications service providers, leading to the identification and arrest of Bjamason 
before he could harm the mosque. Absent the emergency access afforded by section 212, the 
Agents would probably not have been able to locate and arrest Bjamason in time to stop him, 
were he to carry out his stated threats. Bjamason pleaded guilty to sending a threatening interstate 
communication and making a threat against a religious property. He was sentenced to 1 8 months 
in federal prison and ordered to complete 150 hours of community service. 

Scott Tvree 


Section 212 of the PATRIOT Act was utilized to rescue a 13 -year old girl who had been 
lured from her Western Pennsylvania home by a 39-year old man who she met online, and who 
was holding her captive at his residence in Virginia. 

Scott Tyree was a 38 year old divorced 300 pound computer analyst who spent his free 
time trolling the internet for young teenage girls who he wanted to make his sex slave. Tyree's 
screen name was "master for teen slave girls." 

Unbeknownst to her parents, a 1 3 year old Pittsburgh girl began chatting online with 
Tyree in December, 200 1 . Tyree exploited this young girl's vulnerabilities and befriended her on 
the internet. After a month of chatting, Tyree convinced the girl that she should come and live 
with him in his home in Virginia. He drove to Pennsylvania to pick her up on 01/01/2002. 
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On 01/02/2002, FBI Pittsburgh received a report from the Pittsburgh Bureau of Police 
that a 13-year old girl had disappeared from her parents' home on the previous day. FBI agents 
interviewed the parents and the victim's friends, one of whom reported that the victim had been 
talking about leaving Pittsburgh with a man she met online. Her computer was examined, but it 
had been wiped clean. Over the next two days, agents and police officers searched for clues to 
this child's whereabouts, without any luck. 

A break came the evening of 01/03/2002, when the FBI received an anonymous call from 
a man in Florida who claimed that he had an online friend who lived in Northern Virginia who 
claimed that he had taken a girl from Pittsburgh to make her his sex slave. The Florida man told 
the FBI he saw a video, via a live web camera broadcast, of the girl. The girl was naked, and, 
according to the online friend, had just been beaten. The caller could not recall the screen name 
used by the man. 

On the morning of 01/04/2002, the anonymous caller recontacted the FBI and advised 
that the suspect used the screen name "master for teen slave girls @ yahoo, com." FBI agents 
immediately tried to contact Yahoo to find out who this person was. Because Yahoo is based on 
California and it was the middle of the night, Pacific time, Pittsburgh agents had to contact a 
Yahoo Vice President at his home in California to trace this screen name. Thanks to a provision 
in the Patriot Act, the Yahoo Vice Present was able to provide identifying information about the 
screen name without a grand jury subpoena. This provision of the Patriot Act, Section 212, 

(18 U.S.C. § 2702(b)) allows an Internet Service Provider to immediately provide information to 
law enforcement in the case of an emergency involving an immediate risk of death or serious 
bodily injury. As a result of that provision of the Patriot Act, we were able to quickly identify 
Scott Tyree and find out where he lived. Agents immediately went to Tyree's residence and 
rescued the child victim, who was found laying nearly naked in a bed, with a collar around her 
neck, chained to a wall. Tyree was arrested that same day at his place of employment. Computer 
Associates in Virginia. 

We later learned while the child victim was trapped in Tyree's Virginia home for 4 days, 
that he treated her as his sex slave, physically and sexually abusing her. The child victim was 
collared and kept chained in Tyree's bedroom or chained in a "dungeon" in his basement, where 
he kept hundreds of sado masochistic devices. 

Tyree eventually pled guilty to charges of travel with intent to engage in sexual activity 
with a minor and sexual exploitation of a minor (18 U.S.C. §§ 2423(b) and 225 1(a)) and was 
thereafter sentenced to a term of 235 months imprisonment. 
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Section 214 - FISA Pen/Trap Authority 

FISA pen/trap and trace orders are now available whenever the FBI certifies that “the 
information likely to be obtained is foreign intelligence information not concerning a United 
States person, or is relevant to an ongoing investigation to protect against international terrorism 
or clandestine intelligence activities, provided that such investigation of a United States person is 
not conducted solely upon the basis of activities protected by the first amendment to the 
Constitution.” This provision eliminated the previous requirement that the application also 
contain specific and articulable facts giving reason to believe that the targeted line was being 
used by an agent of a foreign power, or was in communications with such an agent, under 
specified circumstances. This provision now more closely tracks the requirements to obtain a 
pen/trap order under the criminal provisions set forth in 18 U.S.C. § 3123. The provision also 
expands the FISA pen/trap to include electronic communications (i.e. Internet), comparable to 
the criminal pen/trap provision. 

EXAMPLES 

The total number of orders by the Foreign Intelligence Surveillance Court authorizing the 
installation and use of pen registers and trap and trace devices for the period of October 26, 2001 
through March 31, 2005 has been declassified. The total number is . 


DOJ has not declassified the number of requests for FISA pen register / trap trace 
authority. 
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Section 215 - Access to Business Records under FISA ^ 

Section 215 changes the standard to compel production of business records under FISA to 
simple relevance (just as in the FISA pen register standard described above) and expands this 

authority from a limit ed enumerated list of certain types of business records 

to include “any tangible things (including books, records, papers, 
documents, and other items for an investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such investigation of a United States person is 
not conducted solely upon the basis of activities protected by the first amendment to the 
Constitution.” 

EXAMPLES 


The total number of orders approved by the Foreign Intelligence Surveillance Court for 
access to certain business records for foreign intelligence purposes under this provision from 
October 26, 2001 through March 3 1 , 2005 has been declassified. The total number is . 

The number of such order issued to libraries and/or booksellers from October 26, 2001 
through March 31, 2005 has been declassified. The total number is . 

The categories of i nf ormation that have been sought to date in orders for the production 
of tangible things under Section 215 of the Act, specifically: 


1 ) 

2 ) 

3) 

4) 

5) 


DOJ has not declassified the number of requests for FISA business record orders. 
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Section 217 - Interception of Computer Trespasser Communications 


The wiretap statute was amended to explicitly provide victims of computer attacks the 
ability to invite law enforcement into a protected computer to monitor the computer trespasser’s 
communications. In the past, the law was ambiguous on this point and left open the possibility 
that a court could hold that a victim of computer hacking could not invite law enforcement in to 
monitor the intruder in an effort to prosecute and stop the intruder. The Patriot Act also 
established specific requirements and limitations that must be met before the use of this 
provision. 


EXAMPLES 


The hacker trespasser exception has been an important tool for law enforcement to obtain 
evidence based on the consent of the victim. A diverse array of examples from the Cyber 
criminal investigations include (a) the FBI's investigation of hackers who took over a local 
government server in order to collect credit card and drivers license numbers of victims of a 
major identity theft phishing scam; (b) the FBI's investigation of hackers who broke into the 
network of a major Trust, and whose server then became the storage facili ty for pirated softwa re, 

movies, and vide o games; and (c) the joint investigation by the FBI and the 

nto a hacker who broke into a router used by the United States Supreme Court. 
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Section 218 - Change in the '’Primary Purpose" Standard of FISA 

Section 218 changed FISA to require a certification that foreign intelligence be "a 
significant purpose" of the authority sought. Section 504 amended FISA to allow personnel 
involved in a FISA to consult with law enforcement officials in order to coordinate efforts to 
investigate or protect against attacks, terrorism, sabotage, or clandestine intelligence activities, 
and that such consultation does not, in itself, undermine the required certification of "significant 
purpose." These changes were significant to eliminate "the wall" between criminal and 
intelligence investigations. They now allow FBI agents greater latitude to consult criminal 
investigators or prosecutors without putting their FISAs at risk. 


EXAMPLES 

As stated above, FBI field offices overwhelmingly herald the information sharing 
provisions as the most important provisions in the USA Patriot Act. Section 21 8 is an essential 
component to these changes. This provision allows prosecutors to be involved in the earliest 
phases of an international terrorism investigation without jeopardizing the -use of the FISA 
technique. AUSAs are often co-located with the JTTFs and are able to provide immediate input 
regarding the use of criminal charges to stop terrorist activity, including the prevention of 
terrorist attacks. 


PIJ 
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A limited amount of FIS A-derived information was passed over "the wall" prior to the 
passage of the Patriot Act for use in a pending criminal investigation of the worldwide leadership 
of the Palestinian Islamic Jihad (PIJ), a designated foreign terrorist organization. Prior to the 
passage of the Patriot Act, an indictment was being prepared, based in part on this FISA-derived 
information. When the "wall" came down, voluminous information was passed to the criminal 
investigators and prosecutors giving them a muc h clearer understa nding of the case. As a result, 
a superseding indictment was filed on the case on 


Prior to the passage of the Patriot Act and prior to "the wall" coming down, 
summaries and vere selected by intelligence investigators and passed "over the 

wall" to the criminal investigators assigned to this case. This information was later declassified 
and utilized in preparing an initial RICO indictment, which was returned on February 19, 2003. 
After "the wall" came down, the eri minal investigat ors had the opportunity to review all 

information derived from a series of| fchat were in operation over a period of 

approximately nine vear.s.l 
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Consequently, 

new overt acts were developed, existing overt acts were enhanced, a nd the prosec utive theory of 
the case became stronger. A superseding indictment was returned on which added 


additional charges and overt acts, streamlined the prosecutive theory, and added another subject 
who was previously named as an unindicted co-conspirator. 






investigation and 

RICO prosecution as a new method of attacking terrorism following the passage of the Patr iot 
Act. The jury trial of | 

Florida. 


and others is set to begin on 05/16/2005 iri 
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DATE: 10-27-2005 
CLASSIFIED BY 65179 dmh/jhf 
REASON: 1.4 (c) 

DECLASSIFY ON: 10-27-2030 

Section 220 - Nationwide Search Warrants for Electronic Evidence 

Section 220 of the Act enabled courts with jurisdiction over an investigation to issue a 
search warrant with nationwide jurisdiction to compel the production of information held by a 
service provider, such as imopened e-mail. Previously, the search warrant had to be issued by a 
court in the district where the service provider was located. See 18 U.S.C. § 2703. 

EXAMPLES 

INNOCENT IMAGES 

Baltimore has utilized th imes in connection with its Innocent Images 

investigation. Baltimore’s experience m the use ot the nationwide search warrants to obtain e- 
mail from ISPs has shown that they significantly reduce the time it takes to obtain contents of e- 
mail accounts, and results in a much more efficient use of agent investigative resources. This 
reduction in time can allow us to obtain information that would otherwise be lost because of the 
short amount of time some ISPs maintain customer data. It is foreseeable that the time saved 
obtaining information through the use of nationwide search warrants could have other benefits. 
While we can not state with certainty that up to this point the use of a nationwide search warrant 
definitely prevented an act of child sexual exploitation, because of the reduction in time it takes 
to obtain e-mail information through the use of a nationwide warrant, it is very conceivable that 
the use of a nationwide warrant in connection with the Innocent Images investigation could 
prevent such an act of child exploitation at some point in the future. 

Scott Tyree (Also example of §212) 

Section 220 of the PATRIOT Act was utilized to rescue a 13-year old girl who had been 
lured from her Western Pennsylvania home by a 39-year old man who she met online, and who 
was holding her captive at his residence in Virginia. 

Scott Tyree was a 38 year old divorced 300 pound computer analyst who spent his free 
time trolling the internet for young teenage girls who he wanted to make his sex slave. Tyree's 
screen name was "master for teen slave girls." 

Unbeknownst to her parents, a 13 year old Pittsburgh girl began chatting online with 
Tyree in December, 2001 . Tyree exploited this young girl's vulnerabilities and befriended her on 
the internet. After a month of chatting, Tyree convinced the girl that she should come and live 
with him in his home in Virginia. He drove to Pennsylvania to pick her up on 01/01/2002. 

On 01/02/2002, FBI Pittsburgh received a report from the Pittsburgh Bureau of Police 
that a 1 3-year old girl had disappeared from her parents' home on the previous day. FBI agents 
interviewed the parents and the victim's friends, one of whom reported that the victim had been 
talking about leaving Pittsburgh with a man she met online. Her computer was examined, but it 
had been wiped clean. Over the next two days, agents and police officers searched for clues to 
this child's whereabouts, without any luck. 

SEpRTf 
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A break came the evening of 01/03/2002, when the FBI received an anonymous call from 
a man in Florida who claimed that he had an online friend who lived in Northern Virginia who 
claimed that he had taken a girl from Pittsburgh to make her his sex slave. The Florida man told 
the FBI he saw a video, via a live web camera broadcast, of the girl. The girl was naked, and, 
according to the online friend, had just been beaten. The caller could not recall the screen name 
used by the man. 

On the morning of 01/04/2002, the anonymous caller recontacted the FBI and advised 
that the suspect used the screen name "master for teen slave girls @ yahoo, com." FBI agents 
immediately tried to contact Yahoo to find out who this person was. Because Yahoo is based on 
California and it was the middle of the night. Pacific time, Pittsburgh agents had to contact a 
Yahoo Vice President at his home in California to trace this screen name. Section 220 was used 
to obtain search warrants for the internet service providers of Tyree and the child victim. 

Agents rescued the child victim, who was found laying nearly naked in a bed, with a 
collar around her neck, chained to a wall. Tyree was arrested that same day at his place of 
employment, Computer Associates in Virginia. We later learned while the child victim was 
trapped in Tyree’s Virginia home for 4 days, that he treated her as his sex slave, physically and 
sexually abusing her. The child victim was collared and kept chained in Tyree's bedroom or 
chained in a "dungeon" in his basement, where he kept hundreds of sado masochistic devices. 

Tyree eventually pled guilty to charges of travel with intent to engage in sexual activity 
with a minor and sexual exploitation of a minor (18 U.S.C. §§ 2423(b) and 2251(a)) and was 
thereafter sentenced to a term of 235 months imprisonment. 
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Section 223 - Civil Liability for Certain Unauthorized Disclosures 



Prior to the passage of the Patriot Act, individuals were permitted only in limited 
circumstances to file a cause of action and collect money damages against the United States if 
government officials unlawfully disclosed sensitive information collected through wiretaps and 
electronic surveillance. Thus, while those engaging in illegal wiretapping or electronic 
surveillance were subject to civil liability, those illegally disclosing communications lawfully 
intercepted pursuant to a court order generally could not be sued. This section remedied this 
inequitable situation; it created an important mechanism for deterring the improper disclosure of 
sensitive information and providing redress for individuals whose privacy might be violated by 
such disclosures. 


EXAMPLES 
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Section 225 - Immunity for Compliance with FISA Wiretap 



Pursuant to FISA, the United States may obtain wiretap or electronic surveillance orders 
from the FISC to monitor the communications of an entity or individual as to whom the court, 
among other things, finds probable cause to believe is a foreign power or the agent or a foreign 
power, such as international terrorists and spies. Generally, however, as in the case of criminal 
wiretaps and electronic surveillance, the United States requires the assistance of private 
communications providers, such as telephone companies or Internet service providers, to carry 
out such court orders. Prior to the passage of the Patriot Act, while those assisting in the 
implementation of criminal wiretaps were provided with immunity, no similar immunity 
protected those companies and individuals assisting the government in carrying out wiretap and 
surveillance orders issued by the FISC under FISA. This section ended this anomaly in the law 
by immunizing from civil liability communications service providers and others who assist the 
United States in the execution of such FISA surveillance orders, thus helping to ensure that such 
entities and individuals will comply with orders issued by the FISC without delay. 


EXAMPLES 



The tar pt is an espionage subject. 
subject 


The device has allowed the FBI to track the nath of the 


frhis 


information has been used to understand the subject's routines and his contacts. 
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Section 213 - Delayed Notice Search Warrants 


Pursuant to section 213, prosecutors can seek a judge's approval to delay notification by making a 
showing that if notification were made contemporaneous to the search, there is reasonable cause 
to believe one of the following might occur: 

1 . notification would reasonably endanger the life or physical safety of an individual; 

2. notification would reasonably be expected to cause flight from prosecution; 

3. notification would reasonably be expected to result in destruction of, or tampering with, 
evidence; 

4. notification would reasonably result in intimidation of potential witnesses; or 

5. notification would reasonably be expected to cause serious jeopardy to an investigation or 
unduly delay a trial. 


EXAMPLES 


b2 


Several offices have reported the use of the delayed notice provision. The circumstances 
cited most frequently in these investigations are that notification would reasonably be expected to 
result in destruction of, or tampering with, evidence and notification would reasonably be 
expected to cause serious jeopardy to an investigation. b?E 
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A. OPERATIONAL EXAMPLES OF USA PATRIOT ACT SUCCESSES (TEAM l| b7 


1. Sharing grand iurv. Title HI. and criminal investigative information (Sec. 
203): 

• FBINY obtained U.S. financial records through federal grand jury subpoenas. 
Information obtained from these records was also shared with the USIC and other 
terrorism cases were opened based on this intelligence. 

• The Patriot Act enabled the FBI and Bureau of Prisons (BOP) to work together, sharing 
information regarding violations of Special Administrative Methods (SAM), in particular 
illegal communications between incarcerated terrorists and their attorneys (see Lynne 
Stewart conviction). 


2. "Roving'* FISA ELSUR authority: 

3. Changes in FISA PR/TT authority (Sec. 214): 

4. Changes in FISA business records authority: 

b7A 

5. Use of Library Records: 


B. ADDITIONAL TOOLS & TWEAKS, i.e.. WISH LIST 

• One example of a need is an administrative subpoena power related to CTD efforts. We 
have that authority for Drugs and Health Care fraud matters, why not CT investigations 
which are Just as important? 






Patriot Act Successes 

ITOS I/CONUS I 


Team 1 
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FB | O btained U.S. financial records through federal grand jury subpoenas. 
Information obtained from these records was also shared with the USIC and other 
terrorism cases were opened based on this intelligence. 

The Patriot Act enabled the FBI and Bureau of Prisons (BOP) to work togethei 


led to a recent indictment for making a false bomb threat to the 
government along with numerous 1001 violations. 

B. ADDITIONAL TOOLS 
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One example of a need is an administrative subpoena power related to CTD efforts. We 
have that authority for Drugs and Health Care fraud matters, why not CT investigations 
which are just as important? 


Team 2 & 3 


Changes in FISA business records authority: 
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Section 215 of the Patriot Act allows the FBI to seek a FISA court order for any tangible 
materials such as books, records, papers, documents, and other items. 


Section 214 Changes in FISA/PR/TT authority: 

• Changes in FISA PR/TT authority: 

I b7E 
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Sent! Wednesday. March 23. 

ToJ 
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JOGC) (FBI) 
^005 11:49 AM 
Ll^rD) (FBI) 
(OCA) (FBI) 


Subject: FW: Responses for Director's Testimony /Patriot Act 
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#3 

Or iginal Message- 

From:| 


]:OGC)(FBI) 


Se nt: Tuesday. March 22. 2005 5:10 PM 
Toi lOGC) (FBI) 


Subject: FW: Responses for Director’s Testimony/Patriot Act 
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(CTD) (FBI) 
Sent: Friday, March 18, 2005 7:20 PM 
Tn l (FBI) 

CcJ |0GC)(FBI) 


Subject: FW: Responses for Director's Testimony/Patriot Act 
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Patriot Act info 


CTD/ITOS 1 /Conus IV 
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-O riginal Messaae- 

From^^ 


CTD) (FBI) 


S ent: Friday. March 18. 2005 11:15 AM 

li 


^ (CTD) (FBI) 

J(CTD) (FBI) 


Subject: Responses for Director's Testimony/Patriot Act 
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|sked that we provide examples of Patriot A ct info/exa mples from our division's of responsibility, which are 

being compiled for the director's testimony. This is i bxample of timely criminal investigative/intel info 
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Se nt; Wednesday, March 23, l D05 1 1 :49 AM 
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Subject; FW; Bullets for Director's Senate Testimony 
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#2 

Original Message 

Fronj [OGC)(FBI) 

Se nt: Tuesday, March 22, 2005 5:09 PM 
To^ OGC) (FBI) 

SuDject: hw: bullets ror uirector’s Senate Testimony 
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From[_ 


JTD) (FBI) 


Se nt: Monday. March 21, 200 5 12:53 PM 
Tol [td) (FBI) 

Ccj |(OGC)(FBI) 

Subject: RE: Bullets for Director's Senate Testimony 
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Thanks. r |is handling that, I'm not doing anything about the Patriot Act tasking. 
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rCTD) (FBI) 
7:18 PM 


Friday, March IB, 2UU5 

tCTD) (FBI) 


O riginal Messaqe- 

Fromj 
Sent: 

To:r ^ 

Cc:| [OGC)(FBI) 

Subject: FW: Bullets for Director's Senate Testimony 
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OGC) (FBI) 


Se nt: Wednesday, March 23, 200 5 1 1 :49 AM 
■ |TD) (FBI) 

(OCA) (FBI) 
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Subject: FW; Bullets for Director's Senate Testimony 

^ENSmVE BUT UNCLASSfflEfi' 

NON-REC( 


#4 


-Or iginal Messaae- 


DATE: 09-23-2005 

CLASSIFIED BY 65179 DMH/JHF 05-CV-OB45 
REASON: 1.4 (C , D) 
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(OGQ(FBI) 


From^ 

Se nt: I uesaav, March ii, 4UuS 5:11 PM 
To l Ir OGG (FBI) 

Subject; FW: Bullets for Director's Senate Testimony 
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Sent: 
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pro) (FBI) 

Friday, March 18, 2005 7: 18 PM 
|tD) (FBI) 
_:OGC)(FBI) 


Subject: FW: Bullets for Director's Senate Testimony 
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From^ 


JCTD) (FBI) 


Se nt: Friday, March 18, 20 05 1T:01 AM 

Tol 
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(CTD) (FBI) 
(CTD) (FBI); 


Subject: Bullets for Director's Senate Testimony 

SEWSfflVE^UTUNCLASSTFlED 
NOU.E^EeOR^ 


(CTD) (FBI); [ 


](CTD) (FBI) 


I lUI U U U UUI 


et for th 


□ 


ivision: 


b2 

b7C 

b6 

b7C 


















Sl^fRET 


PATRIOT Act Response 

WMD/Domestic Terrorism Operations Section rWMD/DTOSI 

FBIHO 

03/23/2005 


Item #1 

Special Events Ma nagement Unit/Civil Aviation Security Prog ram (SEMU/CASP) 
FBIHO POC : SSA| 
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The Patriot Act was used by the[ 
of Title 18 Section 1993 (a) 5 ( 


Field Office to charge David Banach with one (1) count 


errorist attacks and other acts of violence against mass 
transportation systems with reckless disregard for the safety of human life) On or about January 

5, 2005. Mr. Banach was the individual who "lazed" a charter aircraft coming into Teteboro 

Airport on December 29, 2004. The case is still an active investigation. SA | in| |i 

the POC. 


IS 
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Item #2 

Domestic Terroris m Operations Unit (DTOUJ 
FBIHQ POC: SSA j 
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We have had two recent investigations where we identified a victim of a computer intrusion and 
requested their assistance in monitoring of a computer controlled by the victim. In both cases a 
denial of service attack occurred using botnets and the Agents were able to identify the victim 
computer (server) after analyzing computers where the attack occurred. The Agents contacted the 
victims after determining they were not involved in the criminal act and they agreed to have 
sniffers attached to their computers. The purpose of this was the subject was using the victim's 
computer to direct or reprogram the "bots" for additional criminal activity. When the subjects 
logged onto the victim's computer the Agents could determine where the computer was located 
and direct the investigation to a new computer. This then only leads us to additional 
compromised computers and we start the process over to monitor the new computer. 


Item #3 

Domestic Terroris m Operations Unit (DTOUt 
FBIHQ POC: SSA 


I cannot speak for whether th< 

changes resulting from the Patriot Act. Thej 
period that the Patriot Act was evolving. 
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Item #4 

Domestic Terroris m Operations Unit (DTOU) 
FBIHQ POC: SSaI 
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**Note - 1 believe you received this already 




( 3 ) 


In response to your e-mail disseminated to the fllei 
feedback on the utility of the Patriot Act sunset provisions, 
relevant squads, responds as follows; 



/2005, concerning 
[fter canvassing all 


Since the inception of the Patriot Act, the! 


JTTH 


pf use of the Expanded Title III Predicates (sections 201 and 202), Roving Wiretaps ^ 


I 


(section 206) or Computer Hacking Victims Requesting Law Enforcement Assistance (section 

217). All pen registers currently and in the past three years that are being utilized by tht 

are being done via criminal justification. 

On November 12, 2004 the Patriot Act (section 215) was used for obtainin g a National 
Security Letter (NSL) on a lead out of Headquarters for case [n this 
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particular instance, telephone toll records were needed on a Secret classified case and the NSL 
allowed lead agents to obtain the information without having to obtain a subpoena or reveal the 
nature of the investigation. 


The most common use of the Patriot Act on thd 


lis for disseminating information 


in ACS that is terro rism related to state and local law enforcement (sections 203 and 218) . To 

date, th ( has provided informati on to t he National S ecurity B ureau (NSB) of the ] 

Metropolitan Police Department on| [occasions. Th^ I also coordinates 


information sharing with BICE, the Department of H omeland Security, the US Marshals, DEA, 

IBS FAM Air Force, OSl the IIS Secret Service, the Attorney Generals Office, and 

Police Departments under the same Patriot Act sections (203 


and 218). 
The! 


Interest Title 18 U.S.C. Section 201 investigatio n involving large amounts of money laundering. 


anc 


maintained 
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jDivision has been conducting a significant Bribery, Graft and Conflicts of 
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corrupt relationships with | public officials designed to protect and e nhancd _ 

financi al interests. Due to the high profile nature of this case and the impact oi 

Division requested a USA Patriot Act Section 314 (a) disclosure of all banks with 
accounts, safe deposit boxes, and other 314(a) regarding our subjects in the case. In consultation 
with the Division's CDC and the United States Attorney's Office, it was decided that utilization 
of the Patriot Act provisions relating to money laundering would benefit the investigation. 
Although some publicity resulted from the requests made of the financial institutions, the 
resulting information was significant to the investigation. The overall outcome was positive and 
resulted in similar requests by other divisions to utilize the Patriot Act in non-Terrorism 
investigations. 

We hope this feedback, when coupled with input fi:om other field offices, will aid in our 
preservation of the essential sunset provisions of the Patriot Act. 


Item #5 

Domestic Terrorism Operations Unit (DTOU) 
FBIHQ POC: SSAI I 


174A-OC-66039 

I I Comm Center received a bomb threat at 3:00 a.m. on 8/5/04. After clarifying that the bomb 

threat was to the local airport and that tlie FBI had until noon to meet the caller's demands, JTTF 
agents began tracing the caller id. Investigation showed the Internet was used to make the call via 
VoIP. The VoIP service provider provided the IP address along with the date and time of 
registration of the individual who was responsible for making the threat. To obtain the subscriber 
info to identify the individual, an emergency disclosure, as per the Patriot Act, was instituted 
with Comcast, the ISP used by the individual. By 7:00 a.m., a subject in |was identified. 

division conducted a subject interview and the threat was determined to be non-credible 
by 1 1 :00 a.m. 
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Testimony of Robert S. Mueller, III 
Director, Federal Bureau of Investigation 
Before the United States Senate 
Committee on the Judiciary 
May 20, 2004 


Good morning Mr. Chairman, Senator Leahy, and Members of the Committee. I am pleased to be 
here today to update you on the FBI's substantial progress in the counterterrorism and 
intelligence arenas since my last appearance before the Committee. I would also like to 
acknowledge that the progress the FBI has made in reforming our counterterrorism and 
intelligence programs is due in no small part to the enactment of the USA PATRIOT Act. 

Every day, the men and women of the FBI demonstrate their determination to fulfill the great 
responsibility that you, and the public, have entrusted to them. As a result, the FBI has made 
steady progress in meeting our highest priority of preventing terrorism. The terrorist threat 
presents complex challenges. Terrorists move easily across international borders, use 
sophisticated technology to recruit, network, and communicate, and finance their operations with 
elaborate funding schemes. Above all, they are patient. They are methodical. They are 
determined to succeed. 

But the FBI is equally determined to succeed. To defeat these threats, the FBI must have several 
critical capabilities: First, we must develop intelligence about terrorist activity and use that 
intelligence to disrupt their plans. Second, we must be global - we must work closely with our 
counterparts at home and abroad to develop and pool our collective knowledge and expertise. 
Third, we must use cutting-edge information technology to collect, analyze, manage, and share 
our information effectively. Most importantly, we must work within the framework of the 
Constitution, protecting our cherished civil liberties as we work to protect the American people. 

Today, 1 would like to give you a brief overview of the steps we have taken to put these critical 
capabilities in place by reforming our counterterrorism and intelligence programs, as well as 
overhauling our information technology. Before I begin, however, I would like to acknowledge that 
none of our successes would have been possible without the extraordinary efforts of our partners 
in state and municipal law enforcement and our counterparts around the world. The Muslim, Iraqi, 
and Arab-American communities have also contributed a great deal to the war on terror. On 
behalf of the FBI, I would like to thank these communities for their assistance and for their 
ongoing commitment to preventing acts of terrorism. The country owes them a debt of gratitude. 

PATRIOT ACT 

Mr. Chairman, for over two and a half years, the PATRIOT Act has proved extraordinarily 
beneficial in the war on terrorism and has changed the way the FBI does business. Many of our 
counterterrorism successes, in fact, are the direct results of provisions included in the Act, a 
number of which are scheduled to "sunset" at the end of next year. I strongly believe it is vital to 
our national security to keep each of these provisions intact. Without them, the FBI could be 
forced back into pre-September 1 1 practices, attempting to fight the war on terrorism with one 
hand tied behind our backs. 


Let me give you just a few examples that illustrate the importance of the PATRIOT Act to our 
counterterrorism efforts; 

First and foremost, the PATRIOT Act - along with the revision of the Attorney General's 
investigative guidelines and the 2002 decision of the Foreign Intelligence Surveillance Court of 
Review - tore down the wall that stood between the intelligence investigators responding to 
terrorist threats and the criminal investigators responding to those same threats. 


• Prior to September 1 1 , an Agent investigating the intelligence side of a terrorism case was 
barred from discussing the case with an Agent across the hall who was working the criminal side 
of that same investigation. For instance, if a court-ordered criminal wiretap turned up intelligence 
information, the criminal investigator could not share that information with the intelligence 
investigator - he could not even suggest that the intelligence investigator should seek a wiretap 
to collect the information for himself. If the criminal investigator served a grand jury subpoena to a 
suspect's bank, he could not divulge any information found in those bank records to the 
intelligence investigator. Instead, the intelligence investigator would have to issue a National 
Security Letter in order to procure that same information. 

• The removal of the "wall" has allowed government investigators to share information freely. Now, 
criminal investigative information that contains foreign intelligence or counterintelligence, 
including grand jury and wiretap information, can be shared with intelligence officials. This 
increased ability to share information has disrupted terrorist operations in their early stages ~ 
such as the successful dismantling of the "Portland Seven" terror cell — and has led to numerous 
arrests, prosecutions, and convictions in terrorism cases. 

• In essence, prior to September 11th, criminal and intelligence investigators were attempting to 
put together a complex jigsaw puzzle at separate tables. The Patriot Act has fundamentally 
changed the way we do business. Today, those investigators sit at the same table and work 
together on one team. They share leads. They fuse information. Instead of conducting parallel 
investigations, they are fully integrated into one joint investigation. 

• Because of the creation of the Terrorist Threat Integration Center, and because the FBI has 
dramatically improved its information sharing with the CIA, the NSA, and a host of other federal, 
state, local and international partners, our resources are used more effectively, our investigations 
are conducted more efficiently, and America is immeasurably safer as a result. We cannot afford 
to go back to the days when Agents and prosecutors were afraid to share information. 

Second, the PATRIOT Act gave federal judges the authority to issue search warrants that are 
valid outside the issuing judge's district in terrorism investigations. In the past, a court could only 
issue a search warrant for premises within the same judicial district - yet our investigations of 
terrorist networks often span multiple districts. The PATRIOT Act streamlined this process, 
making it possible forjudges in districts where activities related to terrorism may have occurred to 
issue search warrants applicable outside their immediate districts. 

In addition, the PATRIOT Act permits similar search warrants for electronic evidence such as 
email. In the past, for example, if an Agent in one district needed to obtain a search warrant for a 
subject's email account, but the Internet service provider (ISP) was located in another district, he 
or she would have to contact an AUSA and Agent in the second district, brief them on the details 
of the investigation, and ask them to appear before a judge to obtain a search warrant - simply 
because the ISP was physically based in another district. Thanks to the PATRIOT Act. this 
frustrating and time-consuming process can be averted without reducing judicial oversight. Today, 
a judge anywhere in the U.S. can issue a search warrant for a subject's email, no matter where 
the ISP is based. 


Third, the PATRIOT Act updated the law to match current technology, so that we no longer have 
to fight a 21st-century battle with antiquated weapons. Terrorists exploit modern technology such 
as the Internet and cell phones to conduct and conceal their activities. The PATRIOT Act leveled 
the playing field, allowing investigators to adapt to modern techniques. For example, the 
PATRIOT Act clarified our ability to use court-ordered pen registers and trap-and-trace devices to 
track Internet communications. The Act also enabled us to seek court-approved roving wiretaps, 
which allow investigators to conduct electronic surveillance on a particular suspect, not a 
particular telephone - this allows them to continuously monitor subjects without having to return 
to the court repeatedly for additional authorizations. This technique has long been used to 
investigate crimes such as drug trafficking and racketeering. In a world in which it is standard 
operating procedure for terrorists to rapidly change locations and switch cell phones to evade 
surveillance, terrorism investigators must have access to the same tools. 

In a final example, the PATRIOT Act expanded our ability to pursue those who provide material 
support or resources to terrorist organizations. Terrorist networks rely on individuals for fund- 
raising, procurement of weapons and explosives, training, logistics, and recruiting. The material 
support statutes allow investigators to aggressively pursue and dismantle the entire terrorist 
network, from the financiers to those who carry out terrorist plans. By criminalizing the actions of 
those who provide, channel, or direct resources to terrorists, the material support statutes provide 
an effective tool to intervene at the earliest possible stage of terrorist planning. This allows the 
FBI to arrest terrorists and their supporters before their deadly plans can be carried out. 

For instance, the FBI investigated a case in Charlotte, North Carolina, in which a group of 
Lebanese nationals purchased mass quantities of cigarettes in North Carolina and shipped them 
to Michigan for resale. Their scheme was highly profitable due to the cigarette tax disparity 
between the two states. The proceeds of their smuggling were used to fund Hezbollah affiliates 
and operatives in Lebanon. Similarly, the FBI investigated a case in San Diego in which subjects 
allegedly negotiated with undercover law enforcement officials the sale of heroin and hashish in 
exchange for Stinger anti-aircraft missiles, which they indicated were to be sold to Al Qaida. In 
both cases, the material support provisions allowed prosecutors to charge the subjects and 
secure guilty pleas and convictions. 

Mr. Chairman and Members of the Committee, the importance of the PATRIOT Act as a valuable 
tool in the war against terrorism cannot be overstated. It is critical to our present and future 
success. By responsibly using the statutes provided by Congress, the FBI has made substantial 
progress in its ability to proactively investigate and prevent terrorism and protect innocent lives, 
while at the same time protecting civil liberties. 

COUNTERTERRORISM AND INTELLIGENCE PROGRAM REFORMS 

Let me turn for a few moments to the progress the FBI has made in strengthening and reforming 
its counterterrorism and intelligence programs to support its number one goal of terrorism 
prevention. Today, the FBI is taking full advantage of our dual role as both a law enforcement and 
an intelligence agency. Let me give you just a few examples of the progress we have made: 

• We have more than doubled the number of counterterrorism Agents, intelligence analysts, and 
linguists. 

• We expanded the Terrorism Financing Operations Section, which is dedicated to identifying, 
tracking, and cutting off terrorist funds. 

• We are active participants in the Terrorist Threat Integration Center and the Terrorist Screening 
Center, which provides a new line of defense against terrorism by making information about 
known or suspected terrorists available to federal, state, and local law enforcement. 


• We have worked hard to break down the walls that have sometimes hampered our coordination 
with our partners in federal, state and local law enforcement. Today, the FBI and CIA are 
integrated at virtually every level of our operations. This cooperation will be further enhanced 
when our Counterterrorism Division co-locates with the CIA's Counter Terrorist Center and the 
multi-agency Terrorist Threat Integration Center. 

• We expanded the number of Joint Terrorism Task Forces (JTTF) from 34 to 84 nationwide. 

• We created and refined new information sharing systems, such as the National Alert System, 
that electronically link us with our domestic partners. 

• We have sent approximately 275 FBI executives to the Kellogg School of Management at 
Northwestern University to receive training on executive leadership and strategic change. 

Recognizing that a strong, enterprise-wide intelligence program is critical to our success across 
all investigations, we have worked relentlessly to develop a strong intelligence capability and to 
integrate intelligence into every investigation and operation across the FBI: 

• We stood up the Office of Intelligence, under the direction of a new Executive Assistant Director 
for Intelligence. The Office of Intelligence sets unified standards, policies, and training for analysts, 
who examine intelligence and ensure it is shared with our law enforcement and intelligence 
partners. The Office of Intelligence has already provided over 2,600 intelligence reports and other 
documents for the President and members of the Intelligence Community. 

• We established a formal analyst training program. We are accelerating the hiring and training of 
analytical personnel, and developing career paths for analysts that are commensurate with their 
importance to the mission of the FBI. 

• We developed and are in the process of executing Concepts of Operations governing all 
aspects of the intelligence process - from the identification of intelligence requirements to the 
methodology for intelligence assessment to the drafting and formatting of intelligence products. 

• We established a Requirements and Collection Management Unit to identify intelligence gaps 
and develop collection strategies to fill those gaps. 

• We established Reports Officers positions and Field Intelligence Groups in the field offices, 
whose members review investigative information - not only for use in investigations in that field 
office - but to disseminate it throughout the FBI and among our law enforcement and Intelligence 
Community partners. 

With these changes in place, the Intelligence Program is established and growing. We are now 
turning to the last structural step in our effort to build an intelligence capacity. In March, I 
authorized new procedures governing the recruitment, training, career paths and evaluation of 
our Special Agents - ail of which are focused on developing intelligence expertise among our 
agent population. 

The most far-reaching of these changes will be the new agent career path, which will guarantee 
that agents get experience in intelligence investigations and with intelligence processes. Under 
this plan, new agents will spend an initial period familiarizing themselves with all aspects of the 
Bureau, including intelligence collection and analysis, and then go on to specialize in 
counterterrorism, intelligence or another operational program. A central part of this initiative will 
be an Intelligence Officer Certification program that will be available to both analysts and agents. 



That program will be modeled after - and have the same training and experience requirements as 
- the existing programs in the Intelligence Community. 

INFORMATION TECHNOLOGY IMPROVEMENTS 

All the progress the FBI has made on all investigative fronts rests upon a strong foundation of 
information technology. Over the past two and a half years, the FBI has made tremendous efforts 
to overhaul our information technology, and we have made significant progress. 

• Over 1,000 counterterrorism and counterintelligence FBI Headquarters employees have been 
provided with access to Top Secret/Sensitive Compartmented Information (TS/SCI) information at 
their desks. 

• We implemented the Wide Area Network and the Enterprise Operations Center on schedule in 
March 2003. 

• We improved data warehousing technology to dramatically reduce stove-piping and cut down on 
man-hours that used to be devoted to manual searches. 

• The Full Site Capability deployment began in February of this year, and was completed on April 
29th. Altogether, nearly 30,000 workstations have been converted to the new Trilogy baseline 
software and new email system. 

• We now have a permanent Chief Information Officer and Chief Technology Officer, who oversee 
the development and management of all IT projects and systems throughout the FBI. It is 
important to keep in mind that Trilogy is not the FBI's sole IT system - the FBI has over 200 IT 
systems, all of which must be maintained, enhanced when necessary, and certified and 
accredited for security. 

As you know, during the past year we have encountered some setbacks regarding the 
deployment of Trilogy's Full Site Capability (FSC) and the Virtual Case File. Our goal is to deliver 
Virtual Case File capabilities by the end of this year. You are aware that last week, the National 
Research Council of the National Academies (NRC) released a report reviewing the Trilogy IT 
Modernization program. The FBI commissioned this review as part of our ongoing efforts to 
improve our capabilities to assemble, analyze and disseminate investigative and operational data 
both internally and externally with other intelligence and law enforcement agencies. 

Many of the NRC’s recommendations have already been implemented or are a work in progress. 
The FBI has repeatedly sought outside evaluation and advice throughout its IT modernization 
efforts and will continue to do so. The NRC report specifically noted that the counterterrorism . 
mission requires extensive information sharing, and recommended that the FBI involve other 
agencies in its modernization program. We will continue to work closely with other Department of 
Justice Agencies and members of the Homeland Security and Intelligence Communities to 
ensure the FBI has the right technology to support information sharing and other mission 
requirements. 

CONCLUSION 

With our counterterrorism, intelligence, and information technology initiatives firmly in place, the 
FBI is moving steadily forward, always looking for ways to evolve and improve so that we remain 
a step ahead of our enemies. We are looking at ways to assess and adjust our resource needs 
based on threats, in order to ensure that we have the personnel and resources to meet and 
defeat all threats. 



Mr. Chairman, I would like to commend the men and women of the FBI for their hard work and 
dedication - dedication both to defeating terrorism and to upholding the Constitution. They have 
embraced and implemented the counterterrorism and intelligence reforms I have outlined for you 
today and they are committed to upholding their duty to protect the citizens of the United States. 

Mr. Chairman, thank you again for the Committee's support of the FBI and for the opportunity to 
be here this morning. 

I would be happy to answer any questions you might have. 
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Sunset Provisions 

On December 31, 2005, sixteen provisions of the USA PATRIOT Act are scheduled to 
expire. The majority of the provisions scheduled to sunset provide the FBI with 
investigative tools that were not available prior to September 1 1th and that have been 
critical to our success in protecting the American people. While some of the "sunset" 
provisions have been quite controversial, others have been subject to little criticism. 

We anticipate a spirited debate as Congress, the Executive Branch and the American 
people evaluate the renewal of these provisions. We are already aware of several 
hearings in both the House and the Senate on the various provisions. Whether FBI 
witnesses are testifying or we are supporting Department of Justice witnesses, we will 
look to the field offices to provide us with examples of how these provisions have 
assisted in our investigative efforts, with a particular emphasis on our efforts in the war 
on terror. 


I'd like to focus on the impact of the Patriot Act in a couple of key areas: 
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Subject: Reauthorization of the USA Patriot Act 


ALL INFORMATTOH HONTATNRD 
HEREIN IS UNCLASSIFIED 


DATE 10-13-2005 BY 65179 DMH/JHE 05-CV-0845 

UNCLASSIFIED 

NON-RECORD 


During the 109th Congress, the Hill will be considering reauthorization of the USA Patriot Act. There are several 
specific provisions that will sunset unless renewed by 12/2005. In addition, there are some controversial 
provisions that are not scheduled to sunset, but that will be the subject of considerable debate. In anticipation of 
this activity, DOJ OLA has put together a USA Patriot Act working group. DOJ OL A will be closely coordinating 
activity through the members of the working group - 1 am representing FBI OCA an d I s participating b6 

as a representative of FBI OGC. A couple of items of guidance are offered after the group's first meeting: 

b7i 

1. AAG Will Moschella announced that DOJ components (including the FBI) are NOT to respond directly to 
any CONGRESSIONAL CORRESPONDENCE (Member, Constituent and Committee) concerning the USA 
Patriot Act or any of its provisions. All matters should be referred to DOJ's ExecSec. I've provided guidance to 
FBI ExecSec. If you receive any incoming correspondence, please forward to the FBI ExecSec for tracking and 
referral to DOJ. In the case of written inquiries from key members or our oversight committees, we may need to 
send an interim response upon referring the matter to DOJ. I will work with ExecSec if we determine interim 
responses are necessary. 


]s the OLA POC 


2. DOJ OLA will be coordinating all requests for briefings or hearings on Patriot Act, 
if vr>ii net a request for a Patriot Act briefing or identification of a hearing witness. Please 'cc me on any e-mail to 
referring a request for a briefing or hearing witness. 


b7C 


3. Any other requests for information concerning the Patriot Act should likewise be referred tcj pOJ b6 

OLA. (ie telephonic requests for comment on proposed revisions or requests for info (ie case examples) re FBI 
use of Patriot Act tools) Please 'cc me when referring to DOJ OLA. t>7C 


4. DOJ has prepared a binder of briefing material - comprised mostly of material taken from its webpage or 
www.lifeandiibertv.com . I've provided each liaison unit chief with a copy of the binder. There is also an electronic 
copy of this material on the shared drive (S:/OPCA/OCA/OCAFO/Briefing Material/DOJ Patriot Act Slide Show) 
Click on the "start. bat" file to activate the show. This material is appropriate for dissemination to Hill staff or field 
office points of contact in response to general inquiries. DOJ anticipates developing additional briefing material. I 
will disseminate this additional material as soon as we have it. 


DOJ optimistically predicts that Patriot Act reauthorization activity will begin after Easter and conclude in time for 
the August recess! Please reach out if you have any questions. Thanks, 


b2 

Office of Cone r^sional Affairs 
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I will inform my staff. I haven't seen any correspondence lately re; the Patriot Act, but I will let you know if I come 
across anything. 


|~Please take note of these instructions regarding future correspondence about the Patriot Act and 

inform your teams. 
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Se nt; Friday. February 11. 2005 12:58 PM 
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Cc: KALISCH, ELENI P. (OCA) (FBI) | 

Subject: Correspondence re Patriot Act 
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|- during the 109th Congress, the Hill will be considering reauthorization of the USA Patriot Act. It is 

likely that congressional interest and actiyity will create general public interest in this topic as well. DOJ 
has put together a USA Patriot Act working group. At the group's first meeting yesterday, AAG Will 
Moschella, DOJ Office of Legislatiye Affairs (OLA), announced that DOJ components (including the FBI) 
are NOT to respond directly to any CONGRESSIONAL CORRESPONDENCE (Member, Constituent and 
Committee) concerning the USA Patriot Act or any of its proyisions. All matters should be referred to 
DOJ's ExecSec . 

AD Kalisch concurs with this directive from DOJ OLA. However, in the case of written inquiries from key 
members or our oversight committees, we may need to send an interim response upon referring the matter 
to DOJ. 

Please coordinate with me on these matters. I don't recall seeing any congressional correspondence 
concerning the Patriot Act recently - please advise if we do have any pending / assigned responses. As 
we begin to receive congressional correspondence - including constituent mail - please provide me with an 
information copy. We'll develop an interim response as appropriate depending on the nature and the 
volume of incoming mail. 

Please call if you have any questions. Thanks, 

b2 

b6 

Offirp nf rnnPj-ps^innal Affairs 


fiIe://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\RE... 6/14/2005 





Message 


Page 2 of 2 


UNCLASSIFIED 


UNCLASSIFIED 


file;//H;\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\RE..i 6/14/2005 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHHHWIBE 


The following provisions are scheduled to sunset on December 31, 2005: 

Section 201 & 202 - Expanded Title III predicates 

These provisions expanded the predicate offenses for Title III intercepts to include crimes 
relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C. §§ 2332, 2332a, 2332b, 
2332d, 2339A, and 2339B), and felony violations of computer fraud and abuse (18 U.S.C. § 

1 030). Later amendments to this portion of the statute expanded the Title III predicates to also 
include 18 U.S.C. § 2232f (Bombings of places of public use. Government facilities, public 
transportation systems and infrastructure facilities) and 2339C (terrorism financing). Due to the 
timing and statutory placement of these two additional predicate offenses, it is likely that these 
are now included in the sunset provision. 

Section 203 (b) & (d) - Information sharing for foreign intelligence obtained in a Title III 
and criminal investigations. 

Section 203(b) authorizes the sharing of foreign intelligence information obtained in a 
Title III electronic surveillance with other federal officials, including intelligence officers, 
DHS/DOD/ICE officials, and national security officials. The Homeland Security Act later 
authorized disclosure to foreign investigative or intelligence officials and to any federal, state, 
local, and foreign official when it reveals a threat of attack. The termination of the Patriot Act 
provision would have absurd results. It would eliminate our ability to share foreign intelligence 
information derived from a Title III with federal intelligence of ficials, while retaining the ability 
to share the same information wit h foreign intelligence officials. 

[ Only if the information constituted a threat of attack, could it be 
shared with federal intelligence officials. 

Section 203(d) authorizes the sharing of foreign intelligence information collected in a 
criminal investigation with intelligence officials. The Homeland Security Act also added foreign 
intelligence and investigative officials to the list of receiving officials. Due to the placement of 
the Homeland Security Act amendments, the Congressional Research Service (CRS) has 
concluded that these disclosure provisions will also terminate if 203(d) is allowed to sunset. 

Section 204 - Clarification of Intelligence Exceptions from Limitations on Interception and 
Disclosure of Wire, Oral and Electronic Communications 
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Prior to the Patriot Act, federal statutes governing the use of criminal investigative 
wiretaps stated that the interception of wire or oral communications for foreign intelligence 
purposes should be governed by the provisions of the Foreign Intelligence Surveillance Act 
(FISA), rather than Title III. This provision, ^ow^er, did not refer to electronic 
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communications. As a result, it was arguably unclear whether the interception of electronic 
communications, such as e-mail messages, for foreign intelligence purposes was governed by 
FISA or Title II (or both). Section 204 clarified the uncertainty by amending Title 18 to confirm 
that in foreign intelligence investigations, it is FISA, and not Title III, that governs the 
interception of electronic communications as well as wire and oral communications. 


Section 206 - Roving FISA Surveillance 
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directing as >j 


whpn a FISA tarpefi.s actions have the effect of thwartinh surveillance, such as bj j 

Ithe C ourt can issue an order ( S ) 

etc., to effect the 


authorized eleetronic surveillance. This allows the FBI to go directly to the new carrier and 
establish surveillance on the authorized target without having to return to the Court for a new 
secondary order. 
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Section 207 - Extended Duration for Certain FISAs 


Section 207 extends the standard duration for several categories of FISA orders. 

Section 209 - Seizure of Voice Mail with a Search Warrant 

Sectio n 209 clarified that v oice mail could be obtained with a search warrant under 1 8 

U.S.C. § 2703| Previously, some courts had required a Title III order to obtain 

stored voice mail. The language in Section 209 of the Patriot Act eliminated the distinction in 
the definitions for "wire communication" and "electronic communication" that was relied on in a 

for e- 


2004 First Circuit opinion (United States v. Councilman! to m inimize privacy protection 
mail As such, .should Cnopress allow this nrnvisinn to <;iinset I 
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Section 212 - Emergency Disclosures of E-mail & Records by ISPs 

Section 212 created a provision that allows a service provider (such as an Internet Service 
Provider) to voluntarily provide the content and records of communications related to a 
subscriber if it involves an emergency related to death or serious injury. The Homeland Security 
Act modified this provision as it relates to the content of communications, but not as it relates to 
the records held by a service provider. For this reason, the Congressional Research Service has 
concluded that only those provisions relating to the voluntary disclosure of records is subject to 
the sunset provision 

Section 214 - FISA Pen/Trap Authority 
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FISA pen/trap and trace orders are now available whenever the FBI certifies that “the 
information likely to be obtained is foreign intelligence information not concerning a United 
States person, or is relevant to an ongoing investigation to protect against international terrorism 
or clandestine intelligence activities, provided that such investigation of a United States person is 
not conducted solely upon the basis of activities protected by the first amendment to the 
Constitution.” This provision eliminated the previous requirement that the application also 
contain specific and articulable facts giving reason to believe that the targeted line was being 
used by an agent of a foreign power, or was in communications with such an agent, under 
specified circumstances. This provision now more closely tracks the requirements to obtain a 
pen/trap order under the criminal provisions set forth in 18 U.S.C. § 3123. The provision also 
expands the FISA pen/trap to include electronic communications (i.e. Internet), comparable to 
the criminal pen/trap provision. 

Section 215 - Access to Business Records under FISA 

Section 215 changes the standard to compel production of business records under FISA to 
simple relevance (just as in the FISA pen register standard described above ) and expands this 

authority from a limite d enumerated list of certain types of business records 

to include “any tangible things (including books, records, papers, b7E 

documents, and other items for an investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such investigation of a United States person is 
not conducted solely upon the basis of activities protected by the first amendment to the 
Constitution.” 

Section 217 - Interception of Computer Trespasser Communications 

The wiretap statute was amended to explicitly provide victims of computer attacks the 
ability to invite law enforcement into a protected computer to monitor the computer trespasser’s 
communications. In the past, the law was ambiguous on this point and left open the possibility 
that a court could hold that a victim of computer hacking could not invite law enforcement in to 
monitor the intruder in an effort to prosecute and stop the intruder. The Patriot Act also 
established specific requirements and limitations that must be met before the use of this 
provision. 

Section 218 - Change in the "Primary Purpose" Standard of FISA 

Section 218 changed FISA to require a certification that foreign intelligence be "a 
significant purpose" of the authority sought. Section 504 amended FISA to allow personnel 
involved in a FISA to consult with law enforcement officials in order to coordinate efforts to 
investigate or protect against attacks, terrorism, sabotage, or clandestine intelligence activities, 
and that such consultation does not, in itself, undermine the required certification of "significant 
purpose." These changes were significant to eliminate "the wall" between criminal and 
intelligence investigations. They now allow FBI agents greater latitude to consult criminal 

SEl:OTr 
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investigators or prosecutors without putting their FIS As at risk. 

Section 220 - Nationwide Search Warrants for Electronic Evidence 


Section 220 of the Act enabled courts with jurisdiction over an investigation to issue a 
search warrant with nationwide jurisdiction to compel the production of information held by a 
service provider, such as unopened e-mail. Previously, the search warrant had to be issued by a 
court in the district where the service provider was located. See 18 U.S.C. § 2703. 


Section 223 - Civil Liability for Certain Unauthorized Disclosures 


Prior to the passage of the Patriot Act, individuals were permitted only in limited 
circumstances to file a cause of action and collect money damages against the United States if 
government officials unlawfully disclosed sensitive information collected through wiretaps and 
electronic surveillance. Thus, while those engaging in illegal wiretapping or electronic 
surveillance were subject to civil liability, those illegally disclosing communications lawfully 
intercepted pursuant to a court order generally could not be sued. This section remedied this 
inequitable situation; it created an important mechanism for deterring the improper disclosure of 
sensitive information and providing redress for individuals whose privacy might be violated by 
such disclosures. 


Section 225 - Immunity for Compliance with FISA Wiretap 


Pursuant to FISA, the United States may obtain wiretap or electronic surveillance orders 
from the FISC to monitor the communications of an entity or individual as to whom the court, 
among other things, finds probable cause to believe is a foreign power or the agent or a foreign 
power, such as international terrorists and spies. Generally, however, as in the case of crimi nal 
wiretaps and electronic surveillance, the United States requires the assistance of 


to carry 


out such court orders. Prior to the passage ot the Patriot Act, while those assisting in the 
implem entation of criminal wiretaps were p rovided with immunity, no similar immunity 
protectei issisting the government in carrying out wiretap and 


surveillance orders issued by the FISC under FISA. This section ended this anomaly in the law 
by immunizing from civil liability communications service providers and others who assist the 
United States in the exec ution of such FISA surveillance orders, thus helping to ensure that such 

will comply with orders issued by the FISC without delay. 
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From 

Se nt: ^ursday, March U3,-2U05 r2:U4 


Cc: 


OGC) (FBI) 
PM 


Subject: Sunset Provisions 


T JOCA) (FBI) 

KOGC) (FBI) 


ALT, TNPORMATTON rOMTATNKD 
HEREIN IS UNCLASSIFIED 

DATE 10-14-2005 BY 65179 DMH/,JHF 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


[■ If it is still helpful, attached please find two bullets for the Director. I focused the thoughts on information 

sharing and investigating internet based information for all types of crimes. The bullets emphasize the resulting 
impact if these provisions expire. 

also noted that it might be worth having the Director seek helpful examples using delayed notice search 
warrants, as that provision, while not a sunset provision, has come under much attack. 

Finally, I did not address the FISA primary purpose standard (Section 218), but note that section's importance to 
the whole information sharing issue. Has anyone in OIPR (or otherwise) opined on what would happen to the 
FISA standard if that section were to expire? Would the FISA court's opinion be altered? Since I do not work 
FISA issues, I have refrained from commenting on that provision. However, I wonder if that isn't the single most 
important sunset provision. It might get a lot of attention if someone were to note how the landscape would 
change if that provision is allowed to expire. 

If you have any other questions, or need additional assistance on the sunset "battle," please feel free to contact 
me. 

Thanks - 


I b2 

Assistant General Counsel 

Investigative Law Unit 

nffire of the General Counsel hi 


UNCLASSIFIED 
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file;//H;\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\Sun... 6/14/2005 




s 


ALT, INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


E^EI 


DATE; 10-19-2005 

CLASSIFIED BY 65179 DMH/ JHF . . . 05-CV- 0 8 45 
REASON: 1.4 (C, D, G) 

DECLASSIFY ON; 10-19-2030 
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Page 491 ~ Referral/Direct DOJ 
Page 492 ~ RefeiTal/Direct DOJ 
Page 493 ~ RefeiTal/Direct DOJ 
Page 494 ~ P.efenaJ/Direct DOJ 
Page 495 ~ Referral/Direct DOJ 
Page 496 ~ Referral/Direct DOJ 
Page 497 ~ Referral/Direct. DOJ 
Page 498 ~ Referral/Direct DOJ 
Page 499 ~ Referral/Direct DOJ 
Page 500 ~ ReferraL^Direct DOJ 
Page 501 -- Referral/Direct DOJ 
Page 502 ~ Referral/Direct DOJ 
Page 503 ~ Referral/Direct DOJ 
Page 504 ~ RefeiTal/Direct DOJ 
Page 505 ~ RefeiTal/Direct DOJ 
Page 506 ~ P^efenal/Direct DOJ 
Page 507 ~ Referral/Direct DOJ 
Page 508 ~ Referral/Direct DOJ 
Page 509 ~ Referral/E>irect DOJ 
Page 510 ~ Referral/Direct DOJ 
Page 511 — Referral/Direct DOJ 
Page 512 ~ ReferraL'Direct DOJ 
Page 513 ~ Referral/Direct DOJ 
Page 514 ~ Referral/Direct DOJ 
Page 515 ~ Referral/Direct DOJ 
Page 516 ~ Refeiral/Direct DOJ 
Page 517 ~ Refeiral/Direct DOJ 
Page 518 ~ P^eferral/Direct DOJ 
Page 519 ~ Referral/Direct DOJ 
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SE^T 


Page 1 of 2 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Monday, March 28, 2005 7 :41 AM 
To: | l (OCA) (FBI) 

Subject: FW: Patriot Act Examples 


Importance: High 
RECORD 66FI UsOSS 


ALT. INFORMATION CONTA.TNED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE; Q9-19-2005 
CLASSIFIED BY 65179 DMH/JHF 
REASON: 1.4 (c) 

DECLASSIFY ON: 09-19-2030 


05-CV-0845 


Or iginal Message 

From: (Fi 

Sent; Saturday, March 26, 2005 1( 
Tq J ~lrFBI| : 

Cc:| |( 

Subject: RE: Patriot Act Examples 
Importance: High 

RECORD 66Fr~l-A3035 


FBI) 

10:09 AM 

Q; KALISCH, ELENI P. (OCA) (FBI) 
](FBI) 


Attached is the EC that addresses the USA PATRIOT ACT provisions that have been utilized in th 
Division, tko f^ggo writo-imc thomcoK>oc aro i inoiaccifiaH t|-|e titles and file numbers are class! 

Secret Please advise if you would like additional 

clarificati JfrtrirHtmreww"""*^^ 


Original Mes<:age- 

From: 

Sent: Mnnriav. MarrF 

TO- I _ 

Subject; i-w: Katriot 

Importance: High 


^(FBI) 

ZJJTlOiOl AM 

J(FBI) | 

Kamples 


UNCLASSIFIED 

NON-RECORD 


I I let's put something together for this request. The deadline is this Friday! wdc 

Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 

Sent: Thursday, March 17, 2005 12:07 PM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 


UNCLASSIFIED 

NON-RECORD 


As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are 
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Message 


SEERET 


Page 2 of 2 


scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to 
provide Congress with examples of how these provisions have been helpful to us in all of our programs. 
The text of the Patriot Act, as well as a summary of the 16 ''sunset'' provisions , are located on the OCA 
intranet website) | 


Please review these provisions and submit unciassified examples to me via e-mail no later than 
Friday, March 25. 

Although examples of all provisions are needed, of particular interest are examples of the following: 

Sections 201 and 202 (Expanded Title 111 predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank 
you for your assistance. 

Eleni 


UEtCSftSSfflED 


UNCtASStEffiD 


~DERIVED ^OM: Multi^ Sources^ 
DECLASSigtCiStQtrEjiEMPTiON 1 


PERtVECLFI^M: Mul^leJSettTCes" 
DECLASSIFjGfi^tefsrEX^PTION 1 
SECRET^^ 
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i f 

(Rev. 01-31-2003) 

AT,L TMFORMATTON CDNTATMRD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 




DATE: 08-16-2005 

CLASSIFIED BY 65179 DMH /JHF 05-CV-0845 
REASON: 1.4 (C ^ D) 

DECLASSIFY ON: 08-16-2030 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 

To: Office of Congressional Affairs 

From: 


Date: 03/25/2005 

Attn: AD Eleni P. Kalisch 


b2 , b7E 


Squad 2 

Contact : 


Approved By: 


Drafted By; 


Case ID #: (U) D 66F-A3035 

Title; 


(U) USA PATRIOT ACT 
SUNSET PROVISIONS 


]: d j S 

(Pending) 

b2 , b7E 


b2 

b6 

b7C 

b7S 


Synopsis; (U) Case narratives provided as requested. 




Details : 

Affairs , 
describe 
Act . 


DO 

b7C 


(U) As requested by the Office of Congressional 

is providing the following case narratives which 


b2 

b7E 


invescigat ions aided by provisions of the USA Patriot 


ilL Cited investigation was nnened in 


b2 

b6 

b7. 

b7: 


Upon further 


investigation it was aetermine 


a 




(U) Cited investigation has connections to cases 
operating in several other field divisions. This has required 
the coordination and sharing of information with these other 
offices at various times in the investigation. Based upon the 
international aspect of the investigation and the potential links 
to terrorism, cited investigation has been coordinated 
extensively with numerous foreign government law enforcement 
entities . 



(U) Two sections of the USA PATRIOT Act were of 
particular use during cited investigation: 



2 






SE^S^T 


To: Offi ce o f Congressional Affairs From; 

Re : (U) □ 66F-A3035, 03/25/2005 


b2 

b7E 


{U) Section 203(d): Information Sharing: Information derived 

from the Title III utilized in cited 
investigation was shared with foreign 
government law enforcement entities. 

(U) Section 213: Delay in Search Warrant Notification: During 

the course of the investigation, on two 
instances, mail was searched and notification 
was delayed. 

b6 
b7A 
b7G 



upon 


(U) Ca ptioned investigation was partially predicated 
information 


b6 


(U) 


b7A 

b7C 


(U) Investiga tion to date has included the followin g 
investigative measures: I 


(U) 


have been charged withf 


(U) The following sections of the USA PATRIOT Act were 
utilized during the course of cited investigation: 


(U) 


Section 203 (d) : 


Information Sharing: Information derived 

during the course of cited investigation was 
shared among other FBI field divisions 
conducting similar investigations. In 
addition, information obtained was also 
through the course of the investigation was 



b2 

b7A 

b7E 


b6 

b7A 

b7C 


3 





office of Congressional Affairs From: 
(U) 66F-A3035, 03/25/2005 


shared among the United States Intelligence 
Community and with foreign government law 
enforcement entities. 


(U) Cited matter is an on-going investigation. 

(U) The following section of the USA PATRIOT Act have 
been utilized, to date, in cited investigation: 

(U) Section 214: Utilization of Pen Registers/Trap and Trace 

Authority under the Foreign Intelligence 
Surveillance Act (FISA) . 







Offi ce o f Congressional Affairs From; 
(U) 66F-A3035, 03/25/2005 


(U) The following sections of the USA PATRIOT Act have 
been utilized in cited investigation: 

(U) Section 214(a) : Pen Register/Trap and Trace Authority Under 

the Foreign Intelligence Surveillance Act 
(FISA) . 


I J- VICTIM; 

IINI- 

PRODUCER /MANUFACTU RER p F CHILD PORNOGRAPHY 
305C | [ 45511 

(U) Investigation was initiated as a result of 
information pr ovided bv a local District Atto rney's off ice which 
indica ted that had videotaped] year old 

I in sexually explicit poses . 



(U) The following section of the USA PATRIOT Act have 
been utilized in cited investigation: 

(U) Section 220: Nationwide Service of Search Warrants for 

Electronic Evidence . 







To: 
Re : 


Office. 
(U) I 


pf Congressional Affairs From; 
66F-A3035, 03/25/2005 


b2 

b7S 


LEAD(s) : 

Set Lead 1: (Action) 

(U) OFFICE OF CONGRESSIONAL AFFAIRS 
AT WASHINGTON. DC 


(U) Read and clear. 


♦♦ 



6 




Message 


Page 1 of 2 


Fromf" 


(FBI) 

Se nt: Tuesday, March 29, 2005 4 :22 PM 


To 


roc A) (FBI)- 


Cc 

l(FBI) 

b2 

Subject: FW; Patriot Act examples 

b6 

UNCLASSIFIED 

b7C 

NON-RECORD 

b7E 




ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE Qq-10--2005 Bx 65179 UMH/OHF 

05-CV-0845 


See the below further explanation to your inquiry. Glad to be of service! 
Tracey 


- — O riginal Message 

From:j 

Se nt: Tuesday, March 29, 20 05 10 
To: | 1 (FBI) 

Subject: RE: Patriot Act examples 


2 


FBI) 

AM 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


After consultation with SA 


regarding cited matter, SA l [ advised that two of the five listed 

reasons for delayed notification would have applied: a) sub-section 3: notification would reasonably be expected 
to result in destruction of, or tampering with, evidence; and b) sub-section 5: notification would reasonably be 
expected to cause serious jeopardy to an investigation or unduly delay a trial. 


b6 

b7C 


I further inquired of Si^ l l as to a more detailed explanation. SA | [ advised that cited investigation was 
originally covert. If delayed notification were not available, the target of this investigation would have obtained 
knowledge of the investigation. This would have destroyed the covert nature of this investigation and would 
reasonably have caused the main target to destroy, and/or tamper with evidence. 


O riginal Message- 


FromJ 

SentL 

tFBI) 

Tuesday, March 29. 2C 

7:29 AM 
(OCA) (FBI) 
mples 

To| 

Subject: FW: Patriot Act exc 


KFBI) 


b2 

b6 

b7C 


b7E 

UNCLASSIFIED 

NON-RECORD 


Can you please reach out to the| jSase Agent and determine the answer to ^6 

question? 

b7C 

.Thank v ou, , _ 


O riginal Message 

From J 


JOCA) (FBI) 


b6 

b7C 
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Page 2 of 2 


Sent: Monday, March 28. 2005 11:44 AM 
To: (FBI) 

Subject: Patriot Act examples 

UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 

b7E 


thanks for the great Patriot Act examples in a very user- 


[ 1 already love having you irJ 

friendly format!! ' 

I have 1 quick question: In your first example, you reference using §213 (delayed notice). The statute 
requires the govt to cite to one of five specific circumstances in reauestin a delayed notice. The five 
circumstances are set forth below. Can you let me know whict] I'elied on in seeking the delayed 

notice warrant? Thanks as always! 


b2 

bo 

b7C 

b7E 


Pursuant to section 213, prosecutors can seek a judge’s approval to delay notification by making a 
showing that if notification were made contemporaneous to the search, there is reasonable cause 
to believe one of the following might occur: 


1 . notification would reasonably endanger the life or physical safety of an individual; 

2. notification would reasonably be expected to cause flight from prosecution; 

3. notification would reasonably be expected to result in destruction of, or tampering with, 

evidence; 

4. notification would reasonably result in intimidation of potential wimesses; or 

5. notification would reasonably be expected to cause serious jeopardy to an investigation or 

unduly delay a trial. 


I 

Office of Congressional Affairs 


b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 24, 2005 6:21 PM 
To j ~1 0CA) (FBI) 

Subject: FW; Patriot Act Examples 


DATE: 12-27-2005 

CLASSIFIED BY 65 17 9DHH/ LP/ cpb OS-cv-0845 
REASON; 1.4 (c) 

DECLASSIFY ON: 12-27-2030 


UNCLASSIFIED 
RECORD 00 


05-CV-0845 


O riginal M€ 

FromJ l(FBI) 

Se nt: Thursday, March 24 , 2005 6:12 PM 

To J |(FBn; KALI SCH, ELENI P. (OCA) (FBI) 

Cc:l I fFBH: 

I (FBI) 

Subject: RE; Patriot Act Examples 


UNCLASSIFIED 
RECORD 00 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


lasked me to forward this to you. It wasa^iiapared by our[ 


conjunction with all Program coordinators and managers) 
any additional information 


^ nrpri: 

) j [ v^ 


will be our POC for this initiaitive should you need 


Thanks 


The following is provided in response to your requ est for input on the sunset provisions of the 
PATRIOT Act. The three sunset provisions that th j i Division has utilized and benefitted from 

the most are the information sharing, changes to primary purpose standard for FISA, and the nationwide 
search warrants. 


The information sharing sunset provisions of the PATRIOT Act combined with the changes to the 
primary purpose standard for FISA have probably been the most vital changes brought about in the 
sunset provisions of the PATRIOT Act.. Together, these provisions have allowed us to utilize the 
criminal tools and expertise of the US Atto rneys Office in coordination with our intelligence tools to 
neutralize international terrorism targets. In | this has worked very well as the US Attorneys 

office representative working with our JTTF has been a key partner in devising strategy to attack 
terrorist threats. This division has numerous IT investigations where criminal investigative tools such as 
federal grand jury subpoenas have been utilized. There have also been several instances where we have 
obtained emergency FIS As where we discussed both criminal and intelligence objectives right from the 
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Page 2 of 3 



beginning of the investigation. As a general matter, this coordination occurs on a daily basis in a manner 
that would have been much more difficult if not impossible before the enactment of these sunset 
provisions of the PATRIOT Act. This has increas ed our effici ency in our attempts to immediately 


neutralize Islamic extremists. It is the opinion of a| 

criminal and intelligence tools in a coordinated manner it would be nearly impossible to neutralize 
terrorist targets. (S) (S) 

The other sunset provision that has had a very significant impact on l i Division cases is the 

nationwide search warrant j~ Ihas utilized this approximately ! I tini^in connection with its 

1 investiga tion, and ori bi 


I |103932~ 


ccasions in connection with a computer intrusion case (28 8 A- 
experience in the use of the nationwide search warrants to obtain e-mail from 


ISPs has shown that they significantly reduce the time it takes to obtain contents of e-mail accounts, and 
results in a much more efficient use of agent investigative re sources. This reduction in time can allo w us 
to obtain information that would otherwise be lost because od 


It is foreseeable that the time saved obtaining information through the use of 
nationwide searcti warraints could have other benefits. While we can not state with certainty that up to 
this point the use of a nationwide search warrant definitely prevented an act of child sexual exploitation, 
because of the reduction in time it takes to obtain e-mail information through the use of a nationwide 
warrant, it is very conceivable that the use of a nationwide warrant in connection with the Innocent 
Images investigation could prevent such an act of child exploitation at some point in the future. 

Regarding the other sunset provisions of the PATRIOT Act, while we have not had many specific 
instances of implementing their use, it is certainly foreseeable that the need for their use could come up. 
The sunset provision requiring the use of a FISA business court order for obtaining business records, 
while certainly better than the previous law, is overly burdensome, and should be changed to allow 
access to such records with an administrative subpoena. As the legislation about to sunset is written, the 
FISA business record provision could be very useful, but has been under utilized because of the length 
of time it took to get the orders in the past. I believe we may see an increase in the use of FISA court 
orders for business records as agents become aware that the FBI may obtain these directly from the 
court. Up until recently we had to go through DOJ to obtain these and, while I do not have any specific 
instances of when we tried to get one, I can tell you that when the DOJ had to obtain these orders, the 
impression of the field was that it would take months to get one of these orders. We had an instance a 


records in an expedited manner and didn’t even 


couple of years ago when we wanted to obtair 

bother because by the time OIPR got the order we would not need the records any more. If I recall 
correctly, we were lucky because a persuasive agent obtained them with consent. Now I believe the FBI 
will be obtaining these directly from the FISA court and it is anticipated that it will take much less time 
to get an order. We have tried to get the word out to use these orders but up to now have not had much 
of a response, in part because of the general knowledge of the previous DOJ institutional inertia. 


b2 


SSA that without the ability to utilize both b7s 


bl 


b2 


b2 


b7E 


Originai Message 

From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 12:07 PM 
To; FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 


UNCLASSIFIED 

NON-RECORD 


All; 

As the Director mentioned at the SAC Conference earlier this week, 1 6 provisions of the 

se0(et 
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Patriot Act are scheduled to "sunset" at the end of the year. In seeking reauthorization of 
these provisions, we need to provide Congress with examples of how these provisions have 
been helpful to us in ail of our programs. The text of the Patriot Art as wpII a.g a .ttummary of 
the 16 "sunset" provisions, are located on the OCA intranet website 


b2 


Please review these provisions and submit unclassified examples to me via e-mail no 
later than Friday, March 25. 

Although examples of all provisions are needed, of particular interest are examples of the 
following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains 
controversial and examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is 
needed. Thank you for your assistance. 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Friday. March 25. 2005 11 :27 AM 




To 

Subject: FW: Sunset examples 


(OCA) (FBI) 



b6 

b7C 


DATE: 09-19-2005 
CLASSIFIED BY 65179 DMH/JHF 
REASON: 1.4 (c) 

DECLASSIFY ON: 09-19-2030 

05-CV-0845 


Wow! 


is all over it! 


Or iginal Message 

From: ! ~I (FBI) 

Sent: Friday, March 25, 2005 11:25 AM 
To - KAI T5CH. FLENI P. (OCA ) (FBI) 

Cc: (FBI) 

Subject: Sunset examples 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b6 

b7C 

b7E 

AT.T, TMFORHATTnH COMTATMED 
HEREIN IS UNCLASSIFIED EHCEPT 
WHERE SHOWN OTHERWISE 


Eleni, 


Below please find the requested information re sunset provisions. 


(S) 


Section 214 -| |successfully utilized FISA pen; 
intelligence concerning international terrorism. 


which provided locally significant 


Section 203/21 8 - successfully provided Intel gained via FISA coverage to criminal agents to support an 


ongoing criminal investigation into material support of terrorism. 


s£ 


^DIVISION 


Qni iAnrT-1 


] 


b2 

b6 

b7C 

b7E 





bl 

b2 

b7E 
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From: KALISCH, ELENI P. (OCA) (FBI) 
Sen t; Thursday, March 24, 2005 4 :43 PM 


To; 

Subject: FW: Patriot Act 


J(OCA) (FBI) 


UNCLASSIFIED 

NON-RECORD 


- — Ori ginal Message ^ 

From: I [ FB!) 

Sent: Thursday, March 24, 2005 4:41 PM 
To: KALISCH, ELENI P. (OCA) (FBI) 
Subject: Patriot Act 


AT.I, TNFORMATTON CONTATNEn 

HEREIN IS UNCLASSIFIED 

DATE 08-10-2005 BY 65179 DMH/JHF 


05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


Elini; 

Please see the attached Patriot Act example from the | i Division. I just arrived as the Counterterrorism 
ASAC so my personal knowledge of the division is limite d. Should this not suffice, or you need additional 
information, please don't hesitate to call | b r email me. 

Thanks. 


UNCLASSIFIED 


b2 

b7E 


UNCLASSIFIED 


b6 

b7C 


b2 

b7E 


b2 

b7E 
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From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Tuesday, March 29, 2005 8 :54 AM 


To: 

Subject: FW: Patriot Act Examples 


rOCA) (FBI) 


bS 

b7C 


UNCLASSIFIED 

NON-RECORD 


05-CV-0845 


-O riginal Message- 


Fromj^ 


]FBI) 


Sent: Tuesday, March 29, 2005 8:27 AM 
To: KALISCH, ELENI P. (OCA) (FBI) 


ALL INFORMATION CONTA.IHED 

HEREIN IS ONCLASSIFIED 

UATE 06-10-2005 B 1 65179 DMH/JHF 


Subject: Patriot Act Examples 


b2 


b6 



rFBI); 


FBnl lFBi)j 

l(FBI); 

_l b7C 

1 


ZZTFBI); 

(FBI) 


b7E 


UNCLASSIFIED 

NON-RECORD 


Ms. Kalisch; 


b2 


SAC| feguested that I forward to you some examples of positive uses of the Patriot Act by| |Division CT b?E 
Squads. The below is provided for your consideration: 


Section 218 permitted the full coordination between intelligence and law enforcement. Previously, FISA could 
only be used when foreign intelligence was the "primary purpose" of an investigation, but now it can be used 
whenever foreign intelligence is a significant purpose of an investigation. Now we can take c riminal information 
derived from FISA and sha re/use in a criminal proceeding, V Ve have used this provision in th eT 
investigation in which three! :_i L..h 


leaders were indicted in 


RICO, Material Support, and Obstruction of Justice in conjunction with 


Jnd charged with 


criminal terrorist activities. 


Section 505 allowed the SAC to approve National Security Letters (NSL). Prior to the PATRIOT Act they had to 
be approved at FBIHQ and would take months to get them. As you well know, we send NSLs for approval quite 
often, and the turnaround has been significantly improved. 


hI hasp .«^i]hipntf 



b2 

b6 

b7C 

b7E 


I hope this is useful, and if you have any questions, please don't hesitate to call. 


ASAd 


CT Program, 


b7E 


b2 

b7E 


UNCLASSIFIED 


UNCLASSIFIED 
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PATRIOT ACT PROVISIONS; 

COUNTERINTELLIGENCE DIVISION: EAST ASIA SECTION: CD- 3D 


INFORMATION SHARING; 


FBI INITIATIVES: 

bl 








bl 

b2 

b7E 


Wret 





Message 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Tuesday, March 29, 2005 8 :54 AM 
To l ~i fOCA) (FBI) 

Subject: FW: Patriot Act Examples 

DATE: 12-03-2005 

DECLASSIFY ON; 12-03-2030 


SENSITIV 


jSIFIED 


iCORD 


AI,I. TNPORMATTON CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Original Message 

From: BEREZNAY, TIMOTHY D. (CD) (FBI) 
Sent: Tuesday, March 29, 2005 8:27 AM 
To: KALISCH, ELENI P. (OCA) (FBI) 
Subject: FW: Patriot Act Examples 
Importance: High 


SENSrm 

NON-RE( 


}UT UN( 


Original Message 

From: DESLAURIERS, RICHARD (CD) (FBI) 
Sent: Thursday, March 24, 2005 12:12 PM 
To: BEREZNAY, TIMOTHY D. (CD) (FBI) 
Cc: | K CD) (FBI) 

Subject: RE: Patriot Act Examples 
Importance: High 

SEN^rnVE^UTUNCLASSlFiip 

NON-RECORO^^*^^-^ 
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Message 

li 




bl 

b2 

b7E 


I hope this sensitive but unclassified CD-2 response assists OCA efforts to renew the Patriot Act "sunset" 
provisions, as they pertain to Section 214. Rick 


Richard DesLauriers 

Section Chief, Global Section (CD-2) 

Counterintelligence Division 

b2 


Original Message 

From: BEREZNAY, TIMOTHY D. (CD) (FBI) 

Sent: Monday, March 21, 2005 10:19 AM 

To: DONNER, MICHAEL A. (CD) (FBI); DESLAURIERS, RICHARD (CD) (FBI); GUERIN, RONALD T. (CD) 
(FBI); FAVREAU, KEVIN (CD) (FBI) 

Subject: FW: Patriot Act Examples 

Importance: High 



Pis canvas your troops and provide examples to me by noon Thursday. 

Original Message 

From: SZADY, DAVID (CD) (FBI) 

^nt: Monday, March 21, 2005 8:01 AM 

To: BEREZNAY, TIMOTHY D. (CD) (FBI); ANDRESS, BEVERLY (CD) (FBI) 
Subject: FW: Patriot Act Examples 

Importance: High 

urfetASStFfED 

NON^EdDRD 


I know we have wxamples such as Rudy'sj 

Original Message ^ 

From: KALISCH, ELENI P. (OCA) (FBI) 

^nt: Thursday, March 17, 2005 12:07 PM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 

lJKI6LASSIPI£5 
NQAkRgCQ^ 

All: 

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are 
scheduled to "sunset" at the end of the year, in seeking reauthorization of these provisions, we need to 
provide Congress with examples of how these provisions have been helpful to us in all of our programs. 
The text of the Patriot Act, as well as a summary of the 16 "sunset" provisions , are located on the OCA 
intranet website |~ I 

Please review these provisions and submit unclassified examples to me via e-mail no later than 
Friday, March 25. 


b2 

b7E 
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Message 



Although examples of all provisions are needed, of particular interest are examples of the following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank 
you for your assistance. 

Eleni 






UNCtASStFlEp' 




/ 


file.7/H:\My%20Documents\WPDocs\LEGISSUES^atriot%20act%20reauthorization\exa.,. 
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Page 1 of 4 


Message 



b7C 

From: KALISCH, ELENI P. (OCA) (FBI) 

Se nt; Tuesday. March 29. 2005 8 :55 AM 
To j ~l :OCA) (FBI) 

Subject: FW: Patriot Act Examples 


UNCLASSIFIED 

NON-RECORD 


Original Message 

From: BEREZNAY, TIMOTHY D. (CD) (FBI) 
Sent: Tuesday, March 29, 2005 8:33 AM 
To; KALISCH, ELENI P. (OCA) (FBI) 
Subject: FW: Patriot Act Examples 



DATE: 12-29-2005 

CLASSIFIED BY 6S179dmh/baw 05-CV-0345 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-29-2030 


AT:L TNFORMATTON CONTATWRD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Original Message 

From: DONNER, MICHAEL A. (CD) (FBI) 
Sent: Wednesday, March 23, 2005 1:48 PM 
To;RFRF7NAY TIMOTHY D. (CD) (FBI) 


Cca 


KCD) (FBI); SULLIVAN, DONALD T. (CD) (FBI); 


Subject: FW: Patriot Act Examples 


(CD) (FBI) 


b6 

b7C 



Tim, .attached are two examples identified by the A unit concerning the benefits of the Patriot Act supporting Cl 
investigations. 


Conner 


From^ 


.thanks for the input. 
O riginal Messaqe- 


JCD) (FBI) 


Sent: Wednesday, March 23, 2005 12:51 PM 
To : CONNER. MICHAE L A. (CD) ( FBB 


CcL |(CD) (FBI) 

Subject: RE: Patriot Act Example! 


KCD) (FBI) 


b6 

b7C 



Mike - Here are two examples in support of continuning or reauthorization of the roving authority and the FISA 
pen register and trap and trace section: 

(S) 

EX 1 : In 2004, shortly after the roving authority was implemented, arl ^ 


b7E 


SE^T 
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Message 


SESfiET 


Page 2 of 4 


This bi 

would not nave Deen possiDie without tne roving autnority. 



b7E 

(S) 

(S) 


O riginal Message- — - 

From J I (CD) (FBI) 

Sent; Monday, March 2 1, 2005 11: 15 AM 


To^i; 


(CD) (FBI^ 
CD) (FBI)r 


ICDHEEnl 


(CD)(FBI);| 

Subject: FW: Patriot Act Examples 

Importance: High 


](CD) (FBI) 


J(CD) (FBI);[ 


KCD) (FBI)i 

( CD)(FBI);r 


Icm (FBI); 


(CD) (FBI)t; 


J(CD)(FBI); 


UNCLASSIFIED 

NON-RECORD 


All- 


Please review and send any examples to 
and send them up to Mike Donner. 


acting UC on Wed). 


- please combine responses 


thanks 


b6 

b7C 


Original Message 

From: DONNER, MICHAEL A. (CD) (FBI) 
Se nt: Monday, March 2 1, 2005 1 1:13 AM 
Tnj ICD) f FBD:r 

Ml 


IFBI) 

l(eDTTFBTT 


□(CD) (FBI); 


(CD) (FBI); 


Cc: 

Subject: FW: Patriot Act Examples 

Importance: High 


ICD) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


All. .attached provided from DAD Bereznay concerning Patriot Act.. kindly respond to me by noon 
Wednesday with any examples ..unclassified. .in support of continuning or reauthorization of certain 
provisions. 

Donner 

Original Message 

From: BEREZNAY, TIMOTHY D. (CD) (FBI) 
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Sent: Monday, March 21, 2005 10:19 AM 

To: DONNER, MICHAEL A. (CD) (FBI); DESLAURIERS, RICHARD (CD) (FBI); GUERIN, RONALD T. (CD) 
(FBI); FAVREAU, KEVIN (CD) (FBI) 

Subject*. FW: Patriot Act Examples 
Importance: High 


UNCLASSIFIED 

NON-RECORD 


Pis canvas your troops and provide examples to me by noon Thursday. 

Original Message 

From: SZADY, DAVID (CD) (FBI) 

Sent: Monday, March 21, 2005 8:01 AM 

To: BEREZNAY, TIMOTHY D. (CD) (FBI); ANDRESS, BEVERLY (CD) (FBI) 
Subject: FW: Patriot Act Examples 

Importance: High 

UNCLASSIFIED 

NON-RECORD 


I know we have wxamples such as Rudy'sj^ 
— Original Message — 

From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 12:07 PM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 

UNCLASSIFIED 

NON-RECORD 


b2 

b7E 


All; 


As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are 
scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to 
provide Congress with examples of how these provisions have been helpful to us in all of our programs. 
The text of the P?trir>t Ant ag wpII ac a diimman/ nf thp 1fi "grincot" nrn\yiglr>ng^ are located On the OCA 
intranet website 


Please review these provisions and submit unclassified examples to me via e-mail no later than 
Friday, March 25. 


b2 


jfuuuidi iiueii 

:EC|ct 


Although examples of all provisions are needed, of particular jnterest are examples of the following: 

gf - - 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 


Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank 
you for your assistance. 
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Message 


Page 1 of 2 


From: | [CID) (FBI) 

Se nt: Thursday. March 24. 2UU^ 9 :13 AM 
To T l oCA) (FBI) 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-11-2005 BY 65179 DMH/'JHB’ 


05-CV-0845 


Cc: WILLIAMS, WK (CID) (FBI); GREGORSKI, CHA Rlks u. (uiu) (FBD: BU RRUS. JA MES H. 


(CID) (FBI); CUN NINGHAM, CHARLES J. (CID) (FBI)J 
ICID) (FBI); MINES, MICHAEL C. (CII 




(CID) (F BI);| 


(CID) (FBI); 


PIERCE, D. S. (CID) (FBI); ROONEY, CHARLES J. (CID) (FBI); SWECKER, CHRIS (CID) (FBI); 
MET Z. THOMAS R. fCID) (FB I): SIEGLE, DEREK M. (CID) (FBI); JACKSON, JOHNNIE E. (CID) 


(FBI) 

Subject: RE: Patriot Act Examples 


CID) (FBI); KALISCH, ELENI P. (OCA) (FBI) 


UNCLASSIFIED 

NON-RECORD 


I'eferred me to you for guidance on the requested Patriot Act Examples for the Sunset 

provisions - CID has numerous examples to support the continued need for easy information sharing between, 
CT, Cl and Criminal. CID previously prepared a list of cases showing this interrelationship for a response to the 
WMD commission. This slightly reworked list is attached - it has been somewhat sanitized but still contains some 
very sensitive information - classified or unclassified. 

I wanted you to take a look at it because I am concerned the more sanitized the information, the less weight it 
carries in support of our arguments. 


Thanks 


b2 


b6 


b7C 


Original Message 

From: SWECKER, CHRIS (CID) (FBI) 

Se nt: Sunday, March 20, 20 05 5:21 PM 
To:| [aO) (FBI) 

Cc: WILLIAMS, WK (CID) (FBI); BURRU S, JAMES H. (QD) (F BI):| 
CUNNINGHAM, CHARLES 3. (CIDUFBI)£ 

MINES, MICHAEL C. (CID)(FBI);| 

CHARLES J. (CID) (FBI);| 


](CID)(FBi)n 


(QD) (F BI); 

ISE) (FBI); 


CID) (FBI); PIERCE, D. S. (CID) (FBI); ROONEY, 


Subject: FW: Patriot Act Examples 

Importance: High 


(CID) (FBI) 


UNCLASSIFIED 

NON-RECORD 


~l will coordinate our response. Pis canvass for examples. 

Chris Swecker 

Original Message 

From: KAQSCH, ELENI P. (OCA) (FBI) 

Sent: Thursday, March 17, 2005 12:07 PM 
To: FBI_SACs; FBI_ADs and EADs 
Subject; Patriot Act Examples 
Importance: High 

UNCLASSIFIED 

NON-RECORD 


All; 

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are 


b6 

b7C 


b6 

b7C 


b6 

b7C 
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Message 


Page 2 of 2 


scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to 
provide Congress with examples of how these provisions have been helpful to us in all of our programs. 

The text of the Patriot Act, as well as a summa^ of the 16 "sunset" provision s, are located on the OCA 
intranet website 

b2 

Please review these provisions and submit unclassified examples to me via e-mail no later than 
Friday, March 25. 

Although examples of all provisions are needed, of particular interest are examples of the following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank 
you for your assistance. 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005 





ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


PATRIOT ACT 
SUNSET PROVISIONS 


DATE: C9-19-2005 
CLASSIFIED BY 65179 DMH/JHF 
REASON; 1.4 (c) 

DECLASSIFY ON: 09-19-2030 


05-CV-0845 


CID EXAMPLES OF THE NEED FOR 
PATRIOT ACT SECTIONS 203 AND 218 (INFORMATION SHARING) 


Experience has taught the FBI that there are no neat dividing lines that distinguish 
criminal, terrorist, and foreign intelligence activity. Criminal, terrorist and foreign intelligence 
organizations and acts are often interrelated or interdependent. FBI files are full of examples of 
investigations where information sharing between counterterrorism, counterintelligence and 
criminal intelligence efforts and investigations was essential to the FBI's ability to protect the 
United States from terrorists, foreign intelligence activity and criminal activity. Some of these 
examples which support the need for continued information sharing between criminal, 
coimterterrorism and counterintelligence efforts are set forth below: 









The following are examples of criminal intelligence developed and disseminated b 2 
on alien smuggling matters: b6 



b7C 


b7E 





the arrest, indictment and subsequent deportation of the subjects from Hong Kong toj^ 
The charges included narcotics violations and providing material support to A1 Qaeda. 



b7E 







SEMET 


B. Americas Criminal Enterprises (drugs/gangs/major theft enterprises) 
1.1 |q99Mj 1-280706) (281 h) |281341) 


^ Investigation began as a Pentbomb lead concerning in| | 

was identified and deter mined to be a Taliban/ A1 Qaeda associate. He wa s a 

financial contributor to the Taliban and | where 

drug trafficking took place. He filed a fi-audulent death claim for with an ins urance 

company and was convicted of mail fraud. One of his employees was located in | b nd 
deported after a drug conviction. 




b7E 








A drag/money laundering investigation identified subjects in Colombia, Spain, 
England and U.S., including a subject affiliated with the United Self-Defense Forces of 
Colombia (AUC), which is a recognized Foreign Terrorist Organization. Subject wants to 
purchase a bank in the U.S. to facilitate laundering of drug proceeds. Ongoing. 



Investigation determined subjects were in position to launder millions through a 
location outside the U.S. through Lebanese and Saudi Arabian banks. The money would be 
returned to U.S. "clean" for a 20% fee. Two subjects identified had links to terrorists or terrorist 


activities. 


b2 , b6, b7A, b7C, b7E 


6. 

















b2 


Ingoing. 


c 


b6 

b7A 

b7C 

b7E 


b7E 


E. Civil Rights 

1 . Human Trafficking Investigations 

Target organizations who traffic in aliens to be used as domestic servants, 
prostitutes and migrant workers. Investigations also develop foreign intelligence information. 


SE 
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Pe^sage 


From: KALISCH, ELENI P. (OCA) (FBI) 
Sen t: Friday. March 25. 2005 9:1 5 AM 
To:[ 


(OCA) (FBI) 


Subject: FW: patriot act provisions survey 


UNCLASSIFIED 
RECORD 1a-c545 


b6 

b7C 

ALL IMFORMATIOH CONTA.TMED 
HEREIN IS UNCLASSIFIED 

DATE 08-11-2005 BY 65179 DMH/JHF 

05-CV-0845 


Or iginal Message b 2 

From; ! I (FBI) 

Sent: Friday, March 25, 2005 9:09 AM 

To: KAQSCH, ELENI P. (OCA) (FBI) b7C 


Subject; RE: patriot act provisions survey 


UNCLASSIFIED 
RECORD 1a-c545 

Based on an office-wide canvas, the only example to provirifi from thel Inivisinn raiatss tn s^ntinn ?nfi 

nf ths PATRIOT ACT mnarriinn rnvinn FIRA siirvRillannp I ^ 


is on AL until April 4. POC at| 


n the interim ia 


Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Friday. March 25. 2005 8- 35 AM 
To:| (FBI) 

Subject: RE: patriot act provisions survey 

UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 

b7E 


Here is the tasking e-mail. Informal e-mail responses were requested. Thanks. 


-Or iginal Messaqe- 


From:[ 


(FBI) 

Sent: Friday, March 25, 2005 8:00 AM 
To; KALISCH, ELENI P. (OCA) (FBI) 
Subject: patriot act provisions survey 


b2 

b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Hi... I'm preparing F H esponse to your inquiry and will submit an email regarding same, but 

was wondering if there is an EC set ting out a lead regarding this inquiry. I can prepare an EC and 
email it to you as an attachment for | [ esponse, or simply send an email. Please let me 

know if you'd like a formal EC in response. Thank you! 


UNCLASSIFIED 


b2 

b6 

b7A 

b7C 

b7E 


b2 

b7E 
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^ssage 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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Message 

rSSr 



From: KALISCH, ELENI P. (OCA) (FBI) 

Sen t; Thvirsday, March 24, 2005 4:07 PM 

To; l l (OCA) (FBI) b6 

Subject: FW: Patriot Act Examples 


Page 1 of 3 


DATE: 09-19-2005 

CLASSIFIED BY 65179 DMH/JHF 
REASON: 1= 4 (c) 

DECLASSIFY ON: 09-19-2030 


NON-RECORD 


AI,L INFORMATION CONTAINED 
HEREIN IB UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


—"Or iginal Message- 

From: 


hlC 


KFBI) 


Sent: Thursday, March 24, 2005 3:58 PM 
To: KAUSCH, ELENI P. (OCA ) tFB p 
Cc: I | fBI);| 

Subject; RE: Patriot Act Examples 


FBI) 


05-CV-0845 


b2 

b7E 


gRCtASStElES" 

NON-RECORD 


Ms. Kalisch; 


The following is infor mation 1 was able to gather from our CT squad in 
from our CT squad ir i I but they are all working a time critical investigation 


am still waiting for Information 
' this week and I doubt I will 

have any additional information from them before COB 3/25. When I get information from this squad I will forward 
it. 


b2 

b7E 


S) 

bl 

b2 

b7A 

b7E 


The undersigned is the point of contact for the | | Division for any follow-up questions. 


b2 

b6 

b7C 



b2 

b7E 


b7E 


O riginal Message 

From l 

Se nt: Thursday. 

To: 

Cc: | ~ 

Subject: FW: Patriot Act Examples 

Importance: High 


KFBI) 

March 17. 200 5 2:21 PM 
t^F BI) 
tFBI) 



b2 

bo 

b7C 

b7E 
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Message 


SECiiT 


Page 2 of 3 


NON-RECORD 

^lease handle this. | | 

Original Message 

From: KAUSCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 12:07 PM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 

UNCPrasigiEDf 

NON-RECORD 


All: 


As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are 
scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to 
provide Congress with examples of how these provisions have been helpful to us in all of our programs. 
The text of the Patriot Act, as well as a summary of the 16 "sunset" provisions , are located on the OCA 
intranet website|~ 


b2 


Please review these provisions and submit unclassified examples to me via e-mali no later than 
Friday, March 25. 


Although examples of all provisions are needed, of particular interest are examples of the following: 


Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 


In your response, please identify a POC in your office in the event additional information is needed. Thank 
you for your assistance. 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 




UNCLASSIFIED 
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^jKRn:ASStFfED^ 


SEC 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-11-2005 BY 65179 DMH/JHF 


Cyber Division - Patriot Act Examples 05-cv-0845 



Message 


SEl^ET 


Page 1 of 4 


From; l t (FBl) 

Sen t; Wednesday, March 30, 2005 7:52 AM 
To: l [OCA] (FBI) 

Cc-\ | (FBI) 


(FBI); 


TFETT 


b2 

b6 

b7C 

b7E 


Subject: FW: SPECIFIC EXAMPLES ON THE PATRIOT ACT PROVISION - Voluntary Disclosure 
by ISP 


UNCLASSIFIED 

NON-RECORD 


DATE; 12-29-2005 
CLASSIFIED BY 6S179dmh/baw 
REASON: 1.4 (c) 

DECLASSIFY ON: 12-29-2030 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


SA notified by the USAO that the order was signed to unseal the case by the Magistrate 

Judge regarding t he exanp ole on the Voluntary Disclosure by an ISP. Do you need a copy of the Order? Also, 
please notify me il | [ can provide you with any other data. 

Thanks! 


b2 

b6 

b7C 

b7E 


- — Or iginal Message 

From; |(FBI) 

Sent: Tuesday, March 29, 2005 4:32 PM 
To i I FBH 

Cc: | T b!) 

Subject: RE: SPECIFIC EXAMPLES ON THE PATRIOT ACT PROVISION 

UNCLASSIFIED 

NON-RECORD 


i just got a call from the USAO, the order has been signed and they will forward a copy to me via the mail. 

b7C 


Or iginal Message 


From: 

CD 

Sent: Tuesday, March 29, 2005 10:46 AM 

1 


— — — . ^ . 

To j |FBI);| f BD 

Cc: I I FBD b7c 

Subject: RE: SPECIFIC EXAMPLES ON THE PATRIOT ACT PROVISION . 


UNCLASSIFIED 

NON-RECORD 


Please confirm to me by email regarding the order filed to unseal the case by which information may be be 
released. Congressional Affairs is waiting on your response. 

Thanks 

S^ET 
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Page 2 of 4 


Or iginal Message— 

From; ! 

Sent: Monday. March : 

Toi 

Subject: RE: SPECIFIC 

UNCLASSIFIED 

NON-RECORD 


JFBI) 

305 PM 

JFBI); | I fBI) 

MPLES ON THE PATRIOT ACT PROVISION 


I spoke with! regarding this matter and she stated that the case were under 

seal. However, as the case was being closed she felt there would not be a problem unsealing the 
matter. She indicated she would submit the order to unseal the matter today (3/29/2005). 



^ I et m|». 


know if this IS all you need. 


P.S. I am at headquarters, the only way to get a hold of me is via my pager 


O riginal Message 

From :| [(FBI) 

Se nt; Monday, March 28, 2U05 12:48 P M 

ro j lE BP 

Cc: | W m-, FBI) 

Subject: RE: SPECIFIC EXAMPLES ON THF PATRIOT ACT PROVISION 

UNCLASSIFIED 

NON-RECORD 


The public disclosure is fine with me but do no refer to the specific case file 

SE^ET 
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Message 


S^ET 


Page 3 of 4 

bl , b2, b7D, b7E 


because this case is in support of a Group 1. 



SSAl 

I Cyber S quad 


Or iginal Messaqe- 


Fromi 

gAnf! Fririav Marrh 7R. ?nnS 3:1 2 PM 

I 


JFBI) 


To 

Cc; GONZALEZ. GUADALUPE 


Elil t FBl) , 1 

(FBI); COWARD, RODERICK w | | FBI); 


FBI) 


Subject: SPECIFIC EXAMPLES ON THE PATRIOT ACT PROVISION 

Importance: High 


UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 

b7E 


b6 

b7C 



SECtEr 


bl 

b2 

b7D 

b7E 


In 2004, you repo rted the below information regarding the Patriot Act Provisions. HQ, 
Office of Congressional Affairs, is requesting the following: 


* On the §212 case - this is a great example and factually distinct from most that we 
have for this provision. What's the status of this investigation and the classification of 
the information contained in this narrative? Can this info be used in a public 
statement? If not, is there anything we can say publically? 

Please respond by email t d ~\leadline: COB March 28. 2005 . The 

Director will be testifying before Congress on the information you provide (per b7c 
Office of Congressional Affairs). 


Thank vou 


1 

-Voluntary Disclosure by ISP 

(18 use §212) 


(S) 


OrT 1Q /79/04 

Bl re ceived a lead from the legat in | | 
^garding an internet threat agains 
people if they did not pull their ti 
The web site h osting th is bulletin b 
a[ [based interm 


out ot Iraq. 

was hosted at^ 

service proviefer f contacted 


regarding this matter and they provided us acce / g J 
the electronic content of the server in order to ' ^ 

identify the source of the threatening post. 


UNCL^SfFIED 
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Message 


Page 1 of I 


From: KALISCH, ELENI P. (OCA) (FBI) 


Sen t: Friday, March 25, 2005 1 1 :26 AM 


To; 

Subject: FW 


(OCA) (FBI) 


DIVISION PATRIOT ACT EXAMPLES 


UNCLASSIFIED 

NON-RECORD 


b6 

Hie 

b2 

b7E 


ALL TMFORMATIOM COMTATNED 

HEREIN 13 UNCLASSIFIED # 05-CV-Q84 5 

DA,TE 08-23-2005 BY 65179 DMH /JHF 

■Original Message 


Fromi FBI) 

Sent; Friday, March 25, 2005 11:24 AM 
To: KALISCH. ELENI P. (OCA) fFBD 


Jicij ! 

IfFBUJ lfFBD;l 

fFBU: 


ITFRTV.I FBD: 

FBI); 

SubjectI 

UNCLASSIFIED 

NON-RECORD 

(FBI) 

JiVISION PATRIOT ACT EXAMPLES 



Eleni, 


pivision referen ces vour email dated March 17, 2005, concerning the request for reporting Division Patriot 

Act examples. In 2002, 1 I mplemented a tracking report regarding use of various Patriot Act provisions, 
which are noted in the attached two statistical reports. 


If you have any questions, you may contact Paralegal Specialis 


at 


b2 


b6 

b7C 


b7E 

UNCLASSIFIED 


UNCLASSIFIED 
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b2 

b6 

b7C 

b7E 







□ 


AT,L TMFORMATTOM CONTATNED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Please review the below (blue) responses 
you need further info, you may reach me a 



I [Division concerning the Patriot Act. If 



b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Thanks very much for your input re the Patriot Act. I have a couple of questions re the specific examples 
below, as follows; 
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Message 


Page 1 of 2 


From: KALISCH, ELENI P. (OCA) (FBI) 
Sen t: Wednesday. March 30, 2005 7:55 AM 
To: r | OCA) (FBI) 

Subject: FW: Patriot Act Examples 



DATE: 09-19-2005 
CLASSIFIED BY 65179 DMH/JHF 
REASON; 1.4 (c) 

DECLASSIFY ON: 09-19-2030 


O riginal Message 

From h BI) 

Sent: Tuesday, March 29, 2005 5:44 PM 
To : KALISCH. ELEIMI P. (OCA) fFB H 
Cc j l (FBI) 

Subject: Patriot Act Examples 


ALL INFORMATION CONTA.INED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


UNCLASSIFIED 

NON-RECORD 

Ms. Kalisch: 

Rv fi-mail of 3/17/05, you asked for unclassified examples wherein specific Patriot Act provisions were used. b7E 
The i Division was polled and the following are a summary of responses received. 

With regard to the use of Section 214, which deals with FISA Pen Registers and Traps and Traces, that 
technique has been used iri bases with the following results: 
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Page 2 of 2 


Message 

^ t 


SEI^ET 


My apologies for submitting this late. 

b2 
b6 

b7C 
b7E 





r 
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Message ax,i, information contained 

HEREIN IS UNCLASSIFIED EXCEPT 

^ WHERE SHOWN OTHERWISE _ prpp _ 8/30/05 


Page 1 of 2 


From; KALISCH, ELENI P. (OCA) (FBI) 
Sen t: Thursday. March 24, 2005 6:31 PM 


To: 

Subject: FW: Declassification 


(OCA) (FBI) 


NON^RgeOHD 


FYI 


b6 

b?C 


DATE; 08-23-2005 

CLASSIFIED BY 65179 DMH / JHF 05-CV-0845 
REASON; 1.4 (c) 

DECLASSIFY ON; 08-23-2030 


Original Message 

From: Caproni, Valerie E. (OGC) (FBI) 

Sent: Thursday, March 24, 2005 6:24 PM 
To: BALD, GARY M, (DO) (FBI); PISTOLE, JOH 
A. (D p-) fFBIP THOMAS. j ULIE F. (O GC) (FBI) 
(FBI) 


JOGC) (FBI)[ 




lDQlIEBlL_SZAaY, DAVID (CD) (FBI); BAGINSKI, MAUREEN 
J (O GC) (FBI): BOWMAN, M ARION E. (OGC) 


J(OGC)(FBnE 


BEREZNAY, TIMOTHY D. (CD) (FBI); HULON, WILLIE T. (CTD) (FBI)i 


|(OI)(FBI) 


]OGC)(FBI); 


Cc: KADSCH, ELENI P. (OCA) (FBI); CHANDLER, CASSANDRA M. (OPA) (FBI); STEELE, CHARLES M (DO)(FBI) 
Subject: Declassification 


b6 

b7C 


tJNOLASSIRED 


In connection with the run up to the Patriot Act hearings, the AG would like to publically disclose some data. 
Please let me know if you have a view, pro or con, and how strongly you feel about the issue. This is what they 
want to disclose: 


1 . 215; how many times the authority has been used, and the number of times it has been used to obtain specific 
categories of information. 


So you know, the answer is; it has been used pr ecious little 
category of information that has been obtained is 


I am nuessino less than imes. The primary 


The one maybe dicey use was foi| 
eventually signed.] 


ta 


(S) 

iis confirming that order was 


bl 

b2 


2. 215: how it hasn't been used, I don't know for sure, but 1 assume the AG would like to say we've never used it 
to get library or medical records. 

b7C 


3. FISA pen registers 


b7E 


a. The annual number of FISA pen registers. 


b. A hypothetical explaining thf> hfinfifits nf nfins 
FISA pens all that valuable? 
us? 


I rinn't hava it vat hut mnre nanArally the question iS: are 

but are they of much value to 


4. The number of estimated person hours saved because of the longer renewal periods on FISAs. [OIPR is 
developing this number.] 

The AGs office wants an answer by COB Friday, so please let me know ASAP. 

SE)5^ET 

UNtrtASgfFieD^ 
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Message 


Page 2 of 2 


S|<RET 
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Message 


ALI. TNFORMATIOM CONTAINED 
HEREIN IS UNCLASSIFIEC EXCEPT 
WHERE SHOWN OTHERWISE 


Page 1 of 3 


05-CV-084; 


From; |(FBI) 

Se nt; Monday. March 28, 2005 11 :54 AM 

To-I lOCA) fFBD date: 12-29-2005 

C ^ CLASSIFIED BY 65 17 9DMH/ BASI 05-CV-0845 

Subject: RE: PATRIOT ACT EXAMPLES REASON: 1.4 (c ) 

DECLASSIFY ON; 12-29-2030 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I | l finally got a response, and was advised that #5 - Jeopardizing an investigation, was the reason cited in 
both d elayed notice warrants. 

Original Message 

From J Y OCA) (FBI) ^2 

Sent: Friday, March 25, 2005 11:23 AM be 

To; r I FBI) 

Subject: FW: PATRIOT ACT EXAMPLES 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I thanks very much for the examples below. Can you find out which of thej Specific 
circumstances was cited in the delayed notice warrants? 


Pursuant to section 213, prosecutors can seek a judge’s approval to delay notification by making a 
showing that if notification were made contemporaneous to the search, there is reasonable cause 
to believe one of the following might occur: 

1. notification would reasonably endanger the life or physical safety of an individual; 

2. notification would reasonably be expected to cause flight from prosecution; 

3. notification would reasonably be expected to result in destruction of, or tampering with, 

evidence; 

4. notification would reasonably result in intimidation of potential witnesses; or 

5. notification would reasonably be expected to cause serious jeopardy to an investigation or 

unduly delay a trial. 

Please call if you have questions. Thanks, 



Original Message 

From: KAUSCH, ELENI P. (OCA) (FBI) 
Sent: Friday, March 25, 2005 1:17 PM 
To:| lOCA) (FBI) 

Subject: FW; PATRIOT ACT EXAMPLES 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


-Original Message- 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Original Message- 


Per your E-mail request of March 17, 200^ 
Patrio t Act provisions have benefitt ed tha 
I [ Office Point of Contact is SS/ ^ 

Sections 203 & 218 - Information Sharing 


tach ed please find unclassified examples of how various 

iD ivision. Should yo u need additional information, thej | 
telephone numberl I 


These sections provided new information sharing capabilities between criminal and intelligence 
investigations for foreign intelligence information and information obtained via a Title III electronic 
surveillance. The | [ 3 has disclosed for o'^'^ i ntnii i nr^nm i nfrirm-itinn r^htn i nnH thrnunh thp ipterceptlon of 

wire, oral, and electronic communication^ to other federal 

law enforcement, intelligence, protective, immigration, national defense or national security officials in order 
to assist the official receiving the information in the performa nce of his/her official duties. A pa rtial list of 
the recipients of this foreign intelligence information includesi . . _ . Bureau of 

Immigration and Customs Enforcement, ! | and the Defense Intelligence 

Agency. The foreign intelligence informkion shared was related to the national security and defense of the 
United States as well as clandestine intelligence activities by agents of a foreign power. 


Section 212 - Voluntary Disclosures 



Section 213 - Delayed Notice of the Execution of a Warrant (Not a "sunset" provision, but examples 
were requested.) i « i 
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SENSITIVE BUT UN 


■ASSIFIED 



Message 



Page 1 of 2 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Friday, March 25, 2005 1:17 PM 
To: l ~| OCA) (FBI) 

Subject: FW: PATRIOT ACT EXAMPLES 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


DATE: 09-19-2005 

CLASSIFIED BY 65179 DMH/JHF 05-CV-0845 
REASOW: 1.4 (C) 

DECLASSIFY ON: 09-19-2030 


Original Mp ssaoe 

From 


Sentt hriday, March ib, /uub 


(FBI) 
1:11 PM 


To: KALISCH, ELENI P. (OCA) (FBI) 
Subject: FW: PATRIOT ACT EXAMPLES 

Sensitive but unclassified^ 

NON-REC( 


b2 

b6 

b7C 

b7E 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
»»HERE SHOWN OTHERWISE 


Original Message 

b6 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Per your E-mail request of Ma rnh 17 attached please find unclassified examples of h ow various Patriot Act 


provisions have benefitted thel 
of Contact is SSAl 


. livision. S hould you need ad ditional information, thf 
telephone n umbe l I 


Office Point 


Sections 203 & 218 - Information Sharing 


(S) 


These sections provided new information sharing capabilities between criminal and intelligence investigations for 
foreign intelligence information and information obtained via a Title III electronic surveillance. Th j b has 
disclosed foreign intelligence info rmation obtained through the iri terceptioh of wire oral, and electronic 

communication^ j o other federal law enforcement, intelligence, 

protective, immigration, national defense or national security officials in order to assist the official receiving the 
information in the pe rformance of his/her official duties . A partial list of the recipients of this foreign intellige nce 
information includes I [ the Bureau of Immigration and Customs Enforcement ! | 

and the Defense Intelligence Agency. The foreign intelligence information shared was 
reiarea lo me national security and defense of the United States as well as clandestine intelligence activities by 
agents of a foreign power. 


b7E 


bl 

b2 

b7E 


Section 212 - Voluntary Disclosures 



HI 


Section 213 - Delayed Notice of the Execution of a Warrant (Not a "sunset" provision, but examples were b?c 

SE 
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b7E 


D7 



Message 

% 


requested.) 


Page 2 of 2 


(S) 


iS) 


Th 


O 


hasi 


end searches on 


based on orders provided 


by the U.S. Foreign intpiiinpnpp ■<=?iin/pMianr.p P.nnrt in which the notice of the execution of the respective search 


warrant was delayed 


the foreign intelligence obtained as a result of the search has provided 


extensive leads for each investigation and has led to the identification of other agents of a foreign power involved 



SECTET 


hi 

b2 

b7E 
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Message 


Page 1 of 1 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Monday, March 28, 2005 7 :37 AM 
To i I (OCA) (FBI) 

Subject: FW: Cyber Patriot Act Examples 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


- — Or iginal Message- — 

From: | I CyD) (FBI) 

Sent: Friday, March 25, 2005 6:01 PM 

To; KALISCH, ELENI P. (OCA) (FBI) b7C 

Subject: Cyber Patriot Act Examples 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 

ALL INFORMATION CONTAINED 
HEREIN IS DNCLASSIEIED 

DATE 08-23-2005 BY 65179 DMH / JHB 05-CV-0B45 


Eleni, 

Per your request, please see the attached from CyD. 
Thanks, |~ | 

FBIHQ Cyber Division 
Room 5853 

Sic.fbi.gov 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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b2 


Page 1 of 2 


^Mes^e 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Monday, March 28, 2005 1 2:55 PM 


To: 

Subject: FW: Patriot Act Examples..! 


(OCAIIEEII 


b6 


b7C 


b7i 


Division 


ALT, TNFORMATTON COMTATWED 
HEREIN IS UNCLASSIFIED 
DATE 08-23-200-5 BY 65179 DMH 


JHF 05-CV- 


Importance: High 

UNCLASSIFIED 

NON-RECORD 


Or iginal Message 

From:) (FBI) 

Sent: Monday, March la, ZUOb rl:5 2 PM 
To: KALISCH, ELENI P. (OCA) (FBI);| ' 

Subject: Patriot Act Examples.| 
Importance: High 


Division 


JOCA) (FBI) 


b2 

b6 

b7C 


b7E 

UNCLASSIFIED 

NON-RECORD 


AD Kalisch- 

The attached is being provided as a result of your solicitation of examples re the PATRIOT Act. 
Regards- 


ASAC] 


b2 

b7E 


iDivision has reviewed provisions of the Patriot Act for any examples of how these provisions have been 
helpful to us in our investigative programs. This review has found an example of Section 203 (Information 
Sharing), which was beneficial as described here below; 


Title III Intelligence Information-Sharing by Criminal Investigators: 


Section 203: Amends Title III, 18 USC Section 2517 to add subsection (6), to permit disclosure of Title III 
information when the matter involves foreign intelligence or counterintelligence information "to any Federal law 
enforcement, intelligence, protective, immigration, national defense, or national security official... to assist the 
official who is to receive that information in the performance of his official duties." 


In December 2004, 1 Ce| [provided FBI with a Title III Application containing probable cause to 

believe that targeted subjects, and others yet unknown, have committed, are committing and will continue to 


yet unknown, have committed, are committing and will continue to 


commit offenses enumerated in Section 2516 of Title 18, USC, in violation of: 


(a) Title 18, USC, Section 2339 (A); providing material support to terrorists; 

(b) Title 18, USC, Section 2339 (B); providing material support or resources to designated foreign terrorist 
organizations; 

(c) Title 50, USC, Section 1701 et. al (Executive Order 13129 dated July 4, 1999 - International Emergency 
Economic Powers Act). 


b2 

b7E 


b2 

b7E 
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Mespge 


Page 2 of 2 


The above information was also disseminated to the appropriate CTD Units at frihh nnra HomnAintw 
undertaken, it was determined by CTD that this information should initially be utilized] 


n was 


/ I These coverages have been initiated by th~ ^ "b ivision JTTfI 

which has assigned this investigative rriatter to an ICE SA, and is being jointly worked by FBI, ICE, and TFOs 


from other JTTF law enforcement entities. 


UNCLASSIFIED 


UNCLASSIFIED 


hi 

b7E 
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LASSIFIED BY 6511 
3AS0N; 1.4 (C) 

SCL4^£Xl-5fcSN: 08- 


(both pgs) 


PER OGA LET. DTD. 8/30/05 


The I I Division has recently brought a pending 

international terrorism investigation to a new level with the 
arrest of the main subject and two associates. The arrests were 
based on indictments which had until recently, been sealed. The 
indictment charges the subjects with violations including 
Immigration Fraud, Distribution of Drug Paraphernalia, Money 
Laundering, Bank Fraud and Conspiracy. A charge of Providing 
Material Support to a Terrorist Organization is being held in 
abeyance at this time I 



This investigation commenced two years ago based on 
information that the subject had arrived in the United States on 
a fraudulent immigrant visa and that the subject associ ated wit h 
the subjects of pending tprrnrism investigations in the 

*r r -i *i C? -v* 4— ”1 ^ r ^ -v» I +• In 



The main subject and two associates were recently arrested 
With the threat of a long incarcera tion, seizure of asset s 
followed by subsequent deportation, I 


AT.I, TNPORM.ATTOM CDNTATNFD 
HEREIN IS UNCLASSIFIEC EX 
WHERE SHOWN OTHERWISE 





During the course of this investigation, all logical and 
necessary tools authorized under the USA PATRIOT Act were 
utilized t o bring this investigation to a very favorable point at 
this time. 

were utilized as were fc'ecleral Grand. Jury subpoenas, FGJ testimony 
and subsequent indictment and arrest which proved successful in 
causincf the subiect to nrovidel I 


POC for more information: SSA 







Message 

From: KALISCH, ELENI P. (OCA) (FBI) 

Sent; Friday, March 25, 2005 2:30 PM 
To: l | fO CA)(FBI) 

Subject: FW: Patriot Act Examples -| pivision 


Page 1 of 2 


b2 

b6 

b7C 

b7EA^I.L TNFORMATTOM COMTATMED 
HEREIM IS UNCLASSIFIED 

DATE 08-24-2005 BY 65179 DMH / JHF 05-GV-0845 


Importance: High 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


O riginal Messaae- 

Fromf 


Ifbi) 


Sent: Friday, March 25, 2005 2:14 PM 
To: KALISCH. ELENI P. (O CA) fFBU 
(FBI);| 


Subject: Patriot Act Examples -I 

Importance: High 


Mr 


kFBl); 


(FBI); 


pivision 


b2 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Eleni, 

Asl 


b2 

b€ 

b7C 


am th p pon for all USA Patriot Act-related matters for| 
synopsis or instances in which theL 
March 18, 2005; 

Section 206 (Roving WiretaosI 


.. .. _ p lease find below a b7E 

pivision has utilized Patriot Act provisions, per your email request of 



Sect|on_213JDela^gd-Ngt|£|^JgaffiA^felsn|i^J 


hOTE; THIS 

CASE IS STILL CONTINUING IN A GROUP I UNDERCOVER STATUS AND CANNOT BE PUBLICLY 
REVEALED PRIOR TO INDICTMENT. 


Section 217 fComouter Hacking victims reauestma law enforcement assistance! -I 

I b2 


This provision allowed access to much more information from the victim than would have likely been received 
prior to its implementation without a search warrant. 

b7E 


Section 220 ^Nationwide Search Warrants for Electronic Evidence! - 

district ISP search warrants since October 2001 .f 


as issued dozens of out-of- 


I I NOTE: THIS CASE IS STILL CONTINUING AND CANNOT BE 

PUBLICLY REVEALED PRIOR TO INDICVment. 


b2 


b7A 

b7E 


Other warrants have been utilized to obtain information regarding Innocent Images/Child Pornography matters, as 
well as evidence of cyber intrusions. 
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Message Page 2 of 2 

b6 
b7C 


Please let me know if | j ean assist in any other way. 

b2 

b6 

b7C 

b7E 

SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 



Obviously the fact that these examples have to be written up in an UNCLAS format has hindered our ability to 
detail exactly what the PATRIOT act provisions have enabled us to do since October 2001. Although y ou’re 
probably already aware of this fact, som e of these examples were previously provided to OGC attorneyl 

I Investigative Law Unit, who should have a plethora of illustrations you 
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From: (FBI) 

Sent: Monday, March 28, 2005 1 1 :49 AM 
To:| fO CA) (E 

Cc: l i FB!)! 

(FBI) 

Subject: RE: Patriot Act Examples - 


ALL IMFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-24-2005 BY 6517 9 DMH / «JHF 05 — CV-0q43 



iDivision 


Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Circumstances 1 , 3, 4 and 5 were cited in the affidavit as constituting a reasonable basis for the delay. I have 
included the pertinent paragraph from the affidavit for your reference. 


Please let me know if you need any further information, 



Reasonable Cause For Delay In Notification 


,i\,LL IMFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE; 12-29-2005 

CLASSIFIED BY 65 17 9dmh/ bav,j 05-c\r-0845 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-29-2030 


57. As noted above, reasonable cause for delay in notification of the execution of a search warrant is established 
if it is shown that notification at the execution of the warrant may have an adverse result, to include endangering 
the life or physical safety of an individual; flight from prosecution: destruction of or tampering with evidence; 
intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation . The reasons in the instant 
case include, but are not limited to the following. Notice of the search at the time of the execution of the war rant is 
likely to place the cooperating witnesses and under cover agents in substantial danger. For example. I 1 after 

cooperating in an earlier investigat ion, reported thal 

[ Persons involved in criminal activity in j have historically 

intimidated witnesses to prevent their cooperation with federal law enforcement agencies, to include threats of 
destruction of property and physical harm. Notice will allow the subjects of the investigation the opportunity to 
tamper with and destroy evidence, to include evidence of the payments made to local law enforcement officials 
and the disposition of proceeds of the illegal activities. Further, notice of the execution of the warrant at the time of 
its execution is likely to foreclose the future use of UCAs in the investigation, seriously jeopardizing the 
investigation. 


Or iginal Message 

From: ! i fOCAl (FBI) 

Se nt: Friday, March 25. 2005 2:35 PM 

To j l (FBI) 

Subject: FW: Patriot Act Examples - 
Importance: High 


Division 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I- in the delayed notice case,} 

K We won't describe your case, but 
specific circumstances). Thanks, 


re trying to tally how many times we’re citing to the 


***************************************************************************************************it*it****************tt*** 

Pursuant to section 213, prosecutors can seek ajudge’s approval to delay notification by making a 
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showing that if notification were made contemporaneous to the search, there is reasonable cause 
to believe one of the following might occur: 

1. notification would reasonably endanger the life or physical safety of an individual; 

2. notification would reasonably be expected to cause flight from prosecution; 

3. notification would reasonably be expected to result in destruction of, or tampering with, 

evidence; 

4. notification would reasonably result in intimidation of potential witnesses; or 

5. notification would reasonably be expected to cause serious jeopardy to an investigation or 

unduly delay a trial. 

**************** *************************************************************************************************** ******* 



Office of Congressional Affairs 


Original Message 

From: KAUSCH, ELEIMI P. (OCA) (FBI) 
Se nt: Friday. March 25, 2005 2:30 PM 
To: I |(OCA) ( FBI) 

Subject: FW: Patriot Act Examples - 

Importance: High 

SENSITIV^UPftNCLASSIFIED 

non-recor6v 


Orininal Mpf;<;anp 

From t™) 

Sent: Friday, March 25, 2005 2:14 PM 
To: KAUSCH, ELENI P . (OCA) (FBI) 


Subject: Patriot Act Examples 
Importance: High 


SENSITIV 

NON-RE( 


UNCLASSIFIED 


As| | l am the POC f< 

below a synopsis of instances in which the| 
email request of March 18, 2005: 


)r all USA Patriot Act-related matters for | | Please find ^71 

Division has utilized Patriot Act provisions, per your 


Section 206 (Roving Wiretaps) - In January - May 2004, FBI I 


repeatedly utilized this provision 
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M<5ssage 


spefJET 


Page 3 of 3 


INOTE: THIS CASE IS STILL CONTINUING IN A GROUP I 

UNDERCOVER STATUS AND CANNOT BE PUBLICLY REVEALED PRIOR TO INDICTMENT. 


b2 

b7A 

b7E 


Section 217 (Computer Hacking victims requesting law enforcement assistance^ - 1 |_ 

i This provision allowed access to much more information from the victim than 
would have likely been received prior to its implementation without a search warrant. 


b2 

b7A 

b7E 


Section 220 (Nationwide Search Warrants for Electron 

c Evidence! - 1 has issued dozens 

of out-of-district ISP search warrants since October 2001 . 


1 

NOTE: THIS CASE IS STILL 


CONTINUING AND CANNOT BE PUBLICLY REVEALED PRIOR TO INDICTMENT. 


b2 


b7A 

b7E 


Other warrants have been utilized to obtain information regarding Innocent Images/Child Pornography 
matters, as well as evidence of cyber intrusions. 

Obviously the fact that these examples have to be written up in an UNCLAS format has hindered our ability 
to detail exactly what the PATRIOT act provisions have enabled us to do since October 2001 . Although 
you're p robably already aware of this fact, some of these exa mples were previously provided to OGC 
attornev r i nvestigative Law Unit, who should have a b6 

plethora of illustrations you can use. 

’ b7C 

Please let me know if | | can assist in any other way. 


b2 

b6 

b7C 

b7E 




SENSITIVE BU^NCLASSIFIED 


SENSITIVE^tJT UN<5 lASSIFIED 
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Message 


From: 


(FBI) 


Se nt: Monday, March 21, 2005 5: 22 PM 
To J r OCA) (FBI) 

Subject: RE: Patriot Act Examples 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Page 1 of 3 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-24-2005 BY 65179 DHH /JHF 05-CV-0845 


They are all unclassified - although sensitive. I am going to run the complete list past everyone here one more 
time and if there are any changes, then I will send them to you tomorrow. 


Or iginal Message 

From: ! ~b CA) (FBI) b6 

Se nt: Monday, March 21, 200 5 1:36 PM 
To j ~| [FBI) 

Subject: RE: Patriot Act Examples b 7 E 


UNCLASSIFIED 

NON-RECORD b2 


I [ - this is great. Before you head out, what i^ 

contained in the write-up you provided? 


position re the classification of the information 


b6 

b7C 


b7E 


b2 

b6 

Office of Congressional Affairs 


Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Monday. March 21. 201) 5 4:13 PM 

(FBI) 

OCA) (FBI) 


To: 

Cc: 

Subject: FW: Patriot Act Examples 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


This is very helpful. If we need additional information, OCA 
you. 

Thanks, 

Eleni 


Iwill contact 


b2 


Ori ginal Message 

From: j I FBI) 

Sent: Monday, March 21, 2005 3:57 PM 
To: KALISCH, ELENI P. (OCA) (FBI) 
Subject: RE: Patriot Act Examples 


UNCLASSIFIED 

NON-RECORD 


Eleni, 
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Message 

f ■ "-i 


Page 2 of 3 


b2 


am going to be the POC on this for thef 

icM 


Division. Attached is a draft that I have 


b7S 


compiled from our agents. Would you mind taking a look at it and letting me know if you need more 
details or anything else. Otherwise, I will forward a very similar final draft to you tomorrow. I will be 
out of the office from 3/23 through 3/30. 

Thanks. 

b2 


1 Division 


b6 

b7C 


Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 9:07 AM 
To: FBI_SAC's; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 

UNCLASSIFIED 

NON-RECORD 


All: 

As the Director mentioned at the SAC Conference earlier this week, 16 
provisions of the Patriot Act are scheduled to "sunset" at the end of the year. In 
seeking reauthorization of these provisions, we need to provide Congress with 
examples of how these provisions have been helpful to us in all of our b2 

programs. The text of the Patriot Act, as well as a summary of the 16 "sunset" 
provisions, are located on the OC A intranet websitel I 


Please review these provisions and submit unclassified exampies to me 
via e-mail no later than Friday, March 25. 

Although examples of all provisions are needed, of particular interest are 
examples of the following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement 
assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) 
remains controversial and exampies of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional 
information is needed. Thank you for your assistance. 

Eleni 


UNCLASSIFIED 
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Message Page 3 of 3 

I . - % 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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b2 , b6, b7C, b7E 


Page 1 of 2 


Message 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt; Monday, March 21, 2005 4: 13 PM 

(FBI) 


To 

Cc: 


(OCA) (FBI) 


Subject: FW: Patriot Act Examples 


ALL TMFORMATXON CONTATNRD 
HEREIM IS UNCLASSIFIED 

DATE 08-24-2005 BY 65179 DMH / JHF 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


This is very helpful. If we need additional information, 
Thanks, 

Eleni 


will contact you. 


b2 

b6 


Mes.saae- 


(FBI) 


Or iaina 

From: | 

Sent: Monday, March 21, 2005 3:57 PM 
To: KAQSCH, ELENI P. (OCA) (FBI) 
Subject; RE: Patriot Act Examples 


b7C 

b7K 


UNCLASSIFIED 

NON-RECORD 


Eleni, 


am going to be the POC on this for the 


Division. Attached is a draft that I have compiled from 


our agents. Would you mind taking a look at it and letting me know if you need more details or anything else. 
Otherwise, I will forward a very similar final draft to you tomorrow. I will be out of the office from 3/23 through 


3/30. 

Thanks 


b2 

b6 

b7C 


b2 

b7E 


b7E 


Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 9:07 AM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 

UNCLASSIFIED 

NON-RECORD 


All: 

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the 
Patriot Act are scheduled to "sunset" at the end of the year. In seeking reauthorization of 
these provisions, we need to provide Congress with examples of how these provisions have 
been helpful to us in all of our programs. The text of the Patriot Act as well as a summary of 
the 16 "sunset" provisions, are located on the OCA intranet website] [ 

I b2 


Please review these provisions and submit unciassified examples to me via e-maii no 
later than Friday, March 25. 
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Message 


Page 2 of 2 


Although examples of all provisions are needed, of particular interest are examples of the 
following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains 
controversial and examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is 
needed. Thank you for your assistance. 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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AT.I. INFORMATION nOMTAINEO 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


S^ET 


DA.TE: OB-30-2005 

CLASSIFIED BY 65179 dmh /jhf 05-cv- 
REASON: 1.4 (C , D) 

DECLASSIFY ON: 08-30-2030 


bl 

Roving FISA surveillance (SS 206): 

b6 

b7A 

b7C 

b7E 

(S) 


0845 


Voluntary disclosure by ISP in emergencies (SS 212^: 





Monitoring communications of computer trespassers with victim consent fSS 217); 









Message 


s^i^r 


Page 1 of 2 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Wednesday, March 23, 200 5 1 :00 PM 
To: j I lOCA) (FBI) 

Subject: FW: Patriot Act Examples 


DATE: 09-20-2005 

CLASSIFIED BY 65179 DMH/JHF 05-CV-0845 
REASON: 1.4 (C) 

DECLASSIFY ON: 09-20-2030 


Orininal 

From: (FBI) 

Sent: Wednesday, March 23, 2005 12:56 PM 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


In response to your e-mail di sseminated t o the filed, dated 03/17/2005, concerning feedback on the utility of the 
Patriot Act sunset provisions, after canvassing all relevant squads, responds as follows; 

Since the inception of the Patriot Act, the IJ TTF OtTF) has | instances of use of the 

Expanded Title III Predicates (sections 2u1 and 2u2), Roving Wiretaps (section 206) or Computer Hacking 
Victims Requesting Law Enforcerr^Ot Assistance (section 217). All pen registers currently and in the past three 
years that are being utilized by thq [iTTF are being done via criminal justification. 



The most common use of the Patriot Act on theQlTF is for disseminating info rmat ion in ACS that is terrorism 
re lated to state and local law enforcement (sections 203 and 218). To date, thel IJTTF h as prov ided information bi 
to| Isr 

occasions. TheDTTF also coordinates information sharing with BICE, the Departme nt of T-mmeilmd Security. 
the US Marshals. PEA. IRS. FAM. Air Force OSI, the US Secret Service, th ^ ~ Attorney Generals Office, 
andl Police Departments under the same Patriot Act sections (203 and 218). 


The [Division has been conducting a significant Bribery, Gra ft and Conflicts of Interest Title 18 U.S.C. 

Section ZU 1 investigation involving large am ounts of money laundering. | 

Maintained corrupt relationships with! public officials 

qesianed to protect an q ennari^T financial interests. Due to the high profile nature of this case and the 

impact on| | the] division requested a USA Patriot Act Section 314 (a) disclosure of all banks 

with accounts, safe deposit Doxes, and other 314(a) regarding our subjects in the case. In consultation with the 
Division's CDC and the United States Attorney's Office, it was decided that utilization of the Patriot Act provisions 
relating to money laundering would benefit the investigation. Although some publicity resulted from the requests 

made of the financial institutions, the resulting information was significant to the investigation. The overall 

outcome was po sitive and resulted in similar requests by other divisions to utilize the Patriot Act! 


We hope this feedback, when coupled with input from other field offices, will aid in our preservation of the 
essential sunset provisions of the Patriot Act. 


SE&f^T 
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Page 2 of 2 

b2 

b6 

b7C 

b7E 
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Message 


Page 1 of 2 


€ 

From: (FBI) 

Se nt: Tuesday. March 29. 20U5 1 2:1 1 PM 
Tn f (FBI) 

Cc: j [ FBI) 

Subject: Use of the Patriot Act 


SECKEJ 

RECOTO 


ALL INFORMA.TION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b6 , b7C 


DATE: 08-25-2005 

CLASSIFIED BY 65179 DMH I JHF OS-CV-0845 
REASON: 1.4 (C , D) 

DECLASSIFY ON; 08-25-2030 


Summerized below are several I | Division cases where the use of the Patriot was an advantage for our 

investiqations; 






Message 


SEXTET 


Page 2 of 2 


(S) 

bl 

b2 

b7A 

b7E 


During our weekly JTTF meetings we brief all cleared members with the most current intelligence which might 
affect our area as well as intelligence on terrorist plans and activities. 


If you need any other information, please give me a call at| 


Thanks ASAQ 


b2 

b7E 


nFRIVFD FROM- f i ^ FHM i l ii ■ .iflr nti r m fiiiidp fi d ntcfl 1 ^ 97 , Forr i gn rni i nliTlU l tM l itjr nrr lnvo*^tigntinnn 

DECLASSIFICAIlQN-^XEMPTtefti ^ 

SECRET 


ThanH^ 

ASACI 


b2 

b7E 


DECliASgrFY 3N: 201 S6j 
SECRET 


SE 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 




EXAMPLES OF PATRIOT ACT USED 


BY FBI I 


Section 212 - EMERGENCY DISCLOSURE OF EMAIL AND 

RECORDS BY ISPs 

\1aA T66039 

FBI I Comm Center received a bomb threat at 3:00 a.m. on 8/5/2004. After clarifying that 
the bomb thr eat to the local airport and that the FBI had until noon to meet the caller's 
demand^ .FBir~ ~|jTTF Agents began tracing the caller id of the bomb threat. Investigation 

showed! ^ The 

provided investigators with along with the date and time of 

registration of the individual who was responsible for making the bomb threat. To obtain the 
subscriber information to actually identify this individual, an emergency di sclosure, as per 

the Patriot Act, was instituted with used by the 

individ ual who made the bomb threat. By 7:00 a.m., a subject in vas identified. FBI 

I conducted a subject interview and the threat was determined to be non-credible by 1 1 :00 



DATE: 12-03-2005 

CL.A.SSIFIED BY 6157 9DMH/ LP/ DFW 
REASON: 1. 4 ( (c) O5-CV-O045) 

DECLASSIFY ON: 12-03-2030 





Section 220 - NATIONWIDE SEARCH WARRANTS FOR 

ELECTRONIC EVIDENCE 








Message 


Page 1 of 1 



From: KALISCH, ELENI P. (OCA) (FBI) 

Se nt: Friday, March 25, 2005 1:0 7 PM 

To: l ~I (QCA) (FBI) 

Subject: FW: PATRIOT ACT Sunset Provisions 


NQN=REC0RD 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
■HERE SHOWN OTHERWISE 


DATE: 09-20-2005 

CLASSIFIED BY 65179 DMH/JHF 05-CV-0B45 
REASON: 1.4 (C) 

DECLASSIFY ON; 09-20-2030 

b6 

b7C 


Or iginal Message 

From; |~ | [FBI) 

Sent: Friday, March 25, 2005 1:04 PM 
To : KAI Tt;rH. FI FNT P, VnOA'i tp ) 

Cc:| I (FBI) 

Subject: PATRIOT ACT Sunset Provisions 


b2 

b6 

b7C 

b7E 


UKrSLASSlHgd" 

NOM>Rg&Q^ 



bl 

b2 


b7S 



file.7/H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005 






i ^ 

y 

AT.L TMPTiRMATTuN CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SriOb'JN OTHERWISE 



DATE: 08-29-2005 

CLASSIFIED BY 65179 DMH / JHF 05-CV-0845 
REASON: 1.4 (C) 

DECLASSIFY ON: 08-29-2030 


PATRIOT ACT 
SUNSET PROVISIONS 


CID EXAMPLES OF THE NEED FOR 
PATRIOT ACT SECTIONS 203 AND 218 (INFORMATION SHARING) 


Experience has taught the FBI that there are no neat dividing lines that distinguish 
criminal, terrorist, and foreign intelligence activity. Criminal, terrorist and foreign intelligence 
organizations and acts are often interrelated or interdependent. FBI files are full of examples of 
investigations where information sharing between counterterrorism, counterintelligence and 
criminal intelligence efforts and investigations was essential to the FBI's ability to protect the 
United States from terrorists, foreign intelligence activity and criminal activity. Some of these 
examples which support the need for continued information sharing between criminal, 
counterterrorism and counterintelligence efforts are set forth below; 


A. Transnational Criminal Enterprises 

l| 


b7A 

b7E 


Ongoing. 


2. 


b2 

b7A 

b7E 


Ungomg. 


3. Alien Smuggling 


DATE: 12-03-2005 
CLASSIFIED BY 6157 9DMH/ LP/ DFIt 
REASON: 1.4 ((c) 05-CV-0B45) 

DECLASSIFY ON: 12-03-2030 



b2 


b7E 







the arrest, indictment and subsequent deportation of the subjects from Hong Kong toj^ 
The charges included narcotics violations and providing material support to A1 Qaeda. 












B. Americas Criminal Enterprises (drugs/gangs/major theft enterprises) 

1. I 


1ri99Ml [280706t t281Hr~l-28 134n 


Investigation began as a Pentbomb lead concerning 


in 


[was identified and determined to be a Taliban/Al Qaeda associate. He was a 


financial contributor to the Taliban and 


where 


drug trafficking took place. He filed a fraudulent death claim toij [with an ins urance 

company and was convicted of mail fraud. One of his employees was located iij |and 
deported after a drug conviction. 


b7A 

b7C 

b7E 


b2 

b6 

b7C 

b7E 


2 . 










A drug/money laundering investigation identified subjects in Colombia, Spain, 
England and U.S., including a subject affiliated with the United Self-Defense Forces of 
Colombia (AUC), which is a recognized Foreign Terrorist Organization. Subject wants to 
purchase a bank in the U.S. to facilitate laundering of drug proceeds. Ongoing, 



Investigation determined subjects were in position to launder millions through a 
location outside the U.S. through Lebanese and Saudi Arabian banks. The money would be 
returned to U.S. "clean" for a 20% fee. Two subjects identified had links to terrorists or terrorist 
















Target organizations who traffic in aliens to be used as domestic servants, 
prostitutes and migrant workers. Investigations also develop foreign intelligence information. 








ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 BY 65179 DMH / OHF 05-CV-0845 


PATRIOT ACT SUNSET PROVISIONS 


CID EXAMPLES OF THE NEED FOR 
PATRIOT ACT SECTIONS 203 AND 218 (INFORMATION SHARING) 



developed from criminal and counterintelligence investigations indicates foreign intelligence 
services and organized crime groups may be laundering billions of dollars through the U.S. 
banking system. 


In one inst ance, a terrorism case initiated iEj was subsequently 

tr ansferred td and converted to a criminal case. The investigation focused on a group 

of individuals who were involved in arms trafficking, the production and t>2 




b7E 




distribution of multi-ton quantifies of hashish and heroin 


The operation resulted in the arrest, indictment and subsequent deportation 


subjects from Hong Kong tcj^ 
support to A1 Qaeda. 


of the 

to face drug charges and charges of providing material 


b2 

b7S 


Criminal enterprises are also frequently involved in, allied with or otherwise rely 
on smuggling operations. Alien smugglers frequently use the same routes used by drug and 
contraband smugglers and do not limit their smuggling to aliens, smuggling anything or anyone 
for the right price. Terrorists can take advantage of these smuggling routes and smuggling 
enterprises to enter the U.S. and are willing to pay top dollar to smugglers. Intelligence 
developed in these cases also frequently identifies corrupt U.S. and foreign officials who 
facilitate smuggling activities. Current intelligence, based on information sharing between 
criminal, counterterrorism, and counterintelligence efforts, has determined smugglers, as well as 
illegitimate and quasi-legitimate business operators in the United States, who use the services of 
illegal aliens, provide false travel documents to special interest aliens, deal with corrupt foreign 
officials, and financially support extremist organizations. 




Message 


Page 1 of 1 


From: KALISCH, ELENI P. (OCA) (FBI) 

Sen ^: Wednesday. March 1 6. 2005 5:31 PM 

b6 


b7C 

UNCLASSIFIED 

NON-RECORD 


To:L 


OCA) (FBI) 


Subject: Patriot Act Examples 


ALL TNFORMATTOM CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 BY 65179 DMH /JHF 05-CV- 


0845 


1 Please review the following e-mail that I want to send to all AD ICs/SACs.l 

^Thanks. 

b6 

b7C 


As the Director mentioned at the SAC Conference yesterday, 16 provisions of the Patriot Act are scheduled to 
"sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress with 
examples of how these provisions have been helpful to us in all of our programs. The te xt of the Patriot Act, as 
well as a summary of the 16 "sunsef’pr ovisions. are located on the OCA intranet website 


b2 


Please review these provisions and submit unclassified examples to me via e-mail no later than Friday, 
March 25. 

Of particular interest are examples of Sections 203 and 218 (Information Sharing), 206 (Roving Wiretaps), 214 
(FISA Pen Register and Trap/Trace), and 215 (Business Records). 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

Thank you for your assistance. Please contact me if you have any questions. 

Eleni 


UNCLASSIFIED 
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PATRIOT ACT - SUNSET E XEMPLARS 
FBI i 

(03/24/2005) 


b2 

b7E 


Sections 201 and 202 (Expanded Title III Predicates) 

ALL INFORMATION CONTAINED 

Nothing to report . herein is unclassified 

DATE 03-29-2005 BY 65179 DMH / JHF 05-CV-0B45 


Sections 203 and 218 (Information Sharing) 


1 (Pending) 


CASE AGENTS: 



b2 

Due to Patriot Act 

provisions, FBI 

shared 

, Grand Jury 

b6 

information with f" 




b7A 


1 This was very useful 


O 

315M 89387 (Pendin g) 


AOT-IT 
CASE AGENT: 


I Search warrants were prepared irT 

Washington and served on | 

Information obtained from search warrants, pen registers/trap 
traces, and Grand Jury Subpoena were shared with the United 
States Army and the Judge Advocate General for the Army. The 
same informat ion was used in a Court Marshal in which 
was found guilty and sentenced to life in prison. 

315N- d 85481 (Closed) 

~ 1 (Pending ) 


IT-UBL/AL-QAEDA 
CASE AGENT : I 


b7C 

b7S 


b2 

b6 

b/A 

b7C 

b7E 


Section 203 (d) : Authori zed sharing of criminal information with 
intelligence officials. I I 






1( Pending) 


CASE AGENT: 


Subject is under invest igat ion |~ 

\ This investigation 

benefitted in general from the sharing of information across the 
intelligence/criminal investigation line. The break down of the 
so called "wall" between intelligence and criminal investigators 
resulted in the cross- sharing of information which supported and 



The I I investigation generated numerous leads to other 

divisions and the initiation of preliminary inquiries and full 
field investigations on related subjects. In addition, several 
Legal Attaches were tasked with sharing information via 
Letterhead Memorandum and further tasked for foreign records 
checks and interviews. 


b2 

b6 

b7C 

b7E 


Section 204 (Clarification of Intelligence Exceptions from 
Limitations on Interception and Disclosure of Wire, Oral and 
Electronic Communications) 


315N- 


85481 


(Closed) 


(Pending) 


IT- UBL / AL - Q AEDA 
CASS AGENT: I 


This section gra 

mted FBI 1 luse of FISA fc 

1 


of 1 


well as search 


of storedf 


b2 

b5 

b6 

b7A 

b7C 

b7S 


Section 206 (Roving Wiretaps) 


I I (Pending) 

CASS AGENT: \ 


Roving authority applied for and received under a newly issued 
FISA. 


b2 

b6 

b7A 

b7C 


b7E 







Section 213 (Delayed Notice Search Warrants) 


(Pendin 


CASE AGENT: 


FBI applied for and received a Delayed Notice Search 

Warrant in captioned case. The search has not yet taken place 
however, it is anticipated significant information will be 
recovered. 


Section 214 (FISA Pen Register and Trap/Trace) 



315N-I 1-85481 (Closed) 

I I ( Pending ) 


I T-UBL /AL-QAEDA 

CASE AGENT : I 


Section 214 allowed FISA pen/trap authority based upon the fact 
information obtained was likelv to result in foreign intelli 


oroviaea vaiuapie inc eixigence inrormation regaraina tne suoiect , 

suspect organization and 

terrorism related matters. 


Section 215 (Business Records) 

FBI is considering use of this provision in the near 

future in two separate foreign counterintelligence investigations 
in order to obtain business records on two subjects of interest. 
However, due to the classified nature of these investigations 
further details are unavailable at this time. 

Section 217 (Computer Hacking victims requesting law enforcement 
assistance) 


288A-i |90406 (Pending) 

UNSUB (S) ; 



COMPUTER INT RUSION 
CASE AGENT: I 


Thi s section of the Patriot Act was vital to this investigation 
FB^' ' 



.or this exception, the Case Agent would 




have been unable to gather critical information. 


Section 218 (Change in the "Primary Purpose" Standard of FISA) 


315N-I [85481 (Closed) 

I I (Pending ) 


IT- UBL / AL - QA EDA 
CASE AGENT: 


This section eliminated the wall and allowed for sharing of 
criminal and intelligence information. It also allowed FBI 

to coordinate with cleared law enforcement officials 


assigned to the I I JTTF and prosecutors from th e U . S . _ Attorney ' s 
Offices (USAOs) b oth in f ' 

was indicted) and 


(where 


This section also enabled the sharing of information with cleared 
law enforcement personnel needed to effect arrests and other 
investigative actions (surveillance, etc.) It enabled criminal 
investigators to share Grand Jury information with other law 
enforcement entities working both on the intelligence and 
criminal sides of the investigation. This was vital to the case 
as 100 's of G rand Jury subpoenas were issued and provided cause 


documents for 


search, and arrest warrants. 


Finally, th is section nave d the way for use of FISA derived 


material in 


prosecution and in| 

proceedings , once said material was prope rly 

sharing with 


declassified. This section was vital to FBI 
numero us other fiel d divisions working on investiaat 
to the 


matter to include 


ons 


related 

and 


the FBI 


] Some of the intelligence derived fr om 


investigation 


has proven 

beneticial to intelli gence and/or criminal "cases out of the 
following Divisions: I 


and others , 


Section 220 (Nationwide Search Warrants for Electronic Evidence) 


(Pending) 


(Victim) 


L'ASE AGENT: 


b2 

b6 

b7A 

b7C 


b2 

b6 

b7A 

b7C 

b7E 


b7E 







Search warrants were 


I and served on | | 

Information obtained from search warrants, pen registers/trap 
traces, and Grand Jury Subpoenas were shared with the United 
States Army and the Judge Advocate General for the Army. The 
same informat ion was used in a Court Marshal in which 
was found guilty and sentenced to life in prison 



315N-] U5481 (Closed) 

I I ( Pending ) 

IT-UBL/AL-QAEDA 

CASE AGENT : 

This s ection enabled sea rch warrants from the FISA court to 
compel located in 

to provide stored content . 


Section 225 (Immunity for Compliance with FISA Wiretap) 


315N- n 85481 (Closed) 



IT- UBL / AL - Q AEDA 
CASE AGENT: I 


b7E 
















Message 

*■ 


Page 1 of 2 


From; KALISCH, ELENI P. (OCA) (FBI) 
Sen t: Friday, March 25, 2005 12: 42 PM 


To: I ^ fOCA) (FBI) 

Subject: FW: Patriot Act Examples 


b6 

b7C 


Importance: High 

UNCLASSIFIED 

NON-RECORD 


ALL INFORMATION CONTATMED 
HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 BY 65179 DMH /' JHF 05-CV-0845 


Or iginal Message — 

From:! 


](FBI) 


Sent: Friday, March 25, 2005 12:24 PM 
To : KALISCH. ELENI P. fOCA^I 

CcJ 


Jfbit 



Subject: FW: Patriot Act Examples 
Importance: High 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Example of use of these provisions in a | [ Division criminal case is attached. 
Original Message — 


From: 


(FBI) 


Se nt: Monday, March 21, 20 05 2: 48 PM 
To j K FBI); 

Subject: FW; Patriot Act Examples 

Importance: High 


(FBI),i 


(FBI) 


UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 

b7S 


Lets see if we can get some examples. 

b6 


Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 12:07 PM 
To: FBI_SACs; FBI_ADs and EADs 
Subject; Patriot Act Examples 
Importance: High 

UNCLASSIFIED 

NON-RECORD 


All: 


As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled 
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress 
with examples of how these provisions have been helpful to us in all of our programs. The t evt nf thP Patriot Art 
as well as a summary/ nf the 16 "sunset" provisions, are located on the OCA intranet website 


b2 


file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005 





Message 


Page 2 of 2 


Please review these provisions and submit unclassified examples to me via e-mail no later than Friday, 
March 25. 

Although examples of all provisions are needed, of particular interest are examples of the following; 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank you 
for your assistance. 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 BY 65179 DMH /JHF 05-CV-0845 




Section 220 was used to obtain search warrants for 


|eventually pled guilty to charges of travel with intent to engage in sexual activity 

with a minor and sexual exploitation of a minor (18 U.S.C. §§ 2423(b) and 2251(a)) and was 
thereafter sentenced to a term of 235 months imprisonment. 




Message 


Page 1 of 3 


b2 

AT,L IKTPORMATTON rONTATNEn 


From 

OGC) (FBI) 

HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 BY 65179 DMH / JHF 05-CV-0845 

Sem 

t: : 

Friday. March 25. 2005 1:03 PM 


To:| 

r 

CTD}rFBD:l 

rOGC) (FBI) 

Cc; 

t 

(FBI)j 

[OGC) (FBI); 

(OCA) (FBI) 


Subject: RE: Quick question on FBI Director testimony for Congress on FISA issue relating to 


b6 

b7C 

bis 


UNCLASSIFIED 

NON-RECORD 


I see no issue with this. As written below, it is accurate, 
investigation and/or prosecution this refers to. 

Or iginal Message 

From; ! ~l CTD) (FBI) 


In addition, there is no way that anyone could glean what 


b6 


1 nuQY, riai^n r 

tOGC) (FBI):I 

fOGC) (FBI) 


b7C 

n (FBI)i 

(UGC) (FBI);| 

(OCA) (FBI) 



To: 

Cc: 

Subject; RE: Quick question on i-l3l Director testimony for Congress on FISA issue relating to 


UNCLASSIFIED 

NON-RECORD 


I just got tnis from Office of Congressional Affairs. 
of FISA s that utilize Patriot Act, Section 204. The 

provided below response - below the astefisKs - wnicn looKs 
would cut you in to take a quick read. Let[ 


They queried field offices, to includef 


thought 
this. Thanks. 


[ for exampl es 

ase came up as an example. SA | I 
ERY generic. Probably no issues here but 
]and myself know if you see any problem with 


O riginal Message 

From: (FBI) 

Se nt: Friday, March 2b, 2UU b 12:03 PM 
To: | ~b TD) (FBI) 

Subject: FW: Patriot Act Example 

UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 

b7E 


b2 

b6 

b7C 

b7E 


Ori ginal Messaoe- 

From: 


FBI) 


Se nt: Friday, March 2b, 20 0b ll :bfe AM 

To j K FBI);! 

Subject: RE: Patriot Act Example 


: (FBI) 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 

1 bS 
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Message 


ALT, TNFORMATTON r.ONTA.TWRD 
HEREIN IS UMCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 


Page 2 of 3 


b2 

b6 


-Or iginal Message- 


From:|_ 


Ifbi) 


Se nt; Friday, March 25, 2005 10 :50 AM 
To: | ~| [FBI);r 

Subject: FW: Patriot Act Example 


UNCLASSIFIED 

NON-RECORD 


b2 

b6 

](FBI) b7C 

DATE: 12-^^^2005 

CLASSIFIeB'Iy 6517 9 DMH/LP/DEII 
REASON: 1.4 ( CC) 05-CV-084S) 

DECLASSIFY ON; 12-08-2030 


b7C 

b7E 


Guys: 

This is the email regarding the Patriot Act and the Congressional Affairs call I received today. 


Can we all get together on this to make sure we are comfortable with it? 





b6 

Original Message — 

From! 

l(OCA) (FBI) 

b7C 

Sent: Friday. March 25, 2005 10; 

17 AM 


To: 

□(FBI); 



Subject: Patriot Act Example 


b2 

b6 

b7C 



b7E 


- thanks very much for your help this morning. 


]- thanks for your help! 


b5 

b6 

b7C 




1 bl 

( 3 ) 

b7E 


I b2 

Office of Congressional Affairs 

I f b6 


b7C 


UNCLASSIFIED 
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6/14/2005 



Message 


Page 3 of 3 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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Page 1 of 4 


Message 


SEpllf 


?.LL INE^RMATION COKTAINED 

hJreiw is unclassified except 

TOEKE SHOWN OTHERWISE 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Monday, March 28, 2005 7 :42 AM 


To: 

Subject: FW: Patriot Act Examples 


JOCA) (FBI) 


Importance: High 
NQH4fEl:eRD 


b6 

b7C 


DATE: 09-20-2005 

CLA.SSIFIED BY 65179 DMH/JHF 05-CV-0845 
REASON: 1.4 (C) 

DECLASSIFY ON:' 09-20-2030 


O riginal Message 

From: 

Sent; Sunday, March H , ZUU5 2:15 PM 

To: 

Cc: 


KAI ISCH. ELENT P. tOC A') (FSH 


(F 

Ex, 


(FBI); 


Subject: FW: Patriot Act Examples 

Importance: High 

^jfteLASStFfED 


(FBI) 


b2 

b6 

b7C 

b7E 



( 3 ) 


Hi Eleni, 
I am the 


and am the the POC for this. Set forth below is an e-mail which I sent to all SAs 


soliciting further examples. As a a result of response from SAs, I have the additional information. 

bl , b2, b7E 


b2 

b6 

b7C 

b7E 


Sections 201 and 202 


Section 203 
to which we have made use of this. 


ed this in all of our 315 investigation. It is difficult to quantify the extent 

b7E 


Section 218 - Ag a i n this is rtip icult to quantify, but since the enactment of the Patriot Act we have utilized a FISA 
on approximateM 


bn 315 investigations. 

(S) 


|T investigations. The "significant purpose" language was utilized in each of these. 
Section 206 - 1 believe this has^b^Jn usec| 

Section 214 - The pen register FISA has been used approximateli] 

Section 215 

(S) 



(S) 


bl 

b2 

b7E 


Section 217 


Section 213 - We have had 


about 2 years ago we when W6 fexhcuted the warrant, 
Please nnntact me if you need more information. 


search warrant in a criminal investigation. We reported this previously 


-Or iginal Message 

From;^^ 


(FBI) 


Se nt: T hursday, Marc h 17, 2005 5:43 PM 
To :! SUPERVISORS: I ALL A GENTS 
Cc:| l(FBI) 


Subject: FW: Patriot Act Examples 

Importance: High 


b6 

b7C 

b7E 
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Message 



Page 2 of 4 


'ufaekAssiFtgD 

NON^E^rORD 


To follow up on the SAC's earlier e-mail to all supervisors which is set forth below and which requests examples 
of investigations which might be useful in convincing Congress to renew sections of the Patriot Act which are 
scheduled to expire at the end of this year, the following sections appear to be most relevant: 


Sections 202 and 202 which expand the r^riminal Titifi 3 predicates to include some additional terroris m statutes 

[the child 

^(S) 


and some computer fraud/hacking crimes 
pornography T-3 from a few years ago doe§ not tail wiiniii iiiiyj 


Sections 203 which expands the sharing of information information obtained in criminal investigations. Grand 
Juries, and Title 3 s with other federal intelligence or law enforcemen t agency to the extent the information relates 


to national security 

some notable result should be reported to me. 


^ny specific examples where we achieved 

(S) 


bl 


b2 


b7E 


Section 218 - This section amended the FISA statute to allow for foreign intelligence to be a "significant purpose" 
of the authority sought. In conjunction with section 504, this also allows us to consult with federal prosecutors 
without placing FISAs at risk. , Since this applies to all FISAs obtained since 10/26/01, I will obtain the number of 
these we have had since that time. i,o 


Section 206 - roving FISA coverage which authorizes interception of facil ities as yet unknown if the subject's 
actions may thwart electronic surveillance. I recall that this has been useq jn a Squad 4 case, but do not 
recall other instances. Please advise me If we have used on other occasions. 


Section 214 - FISA pen register and trap/trace - This change modified the standard for obtaining FISA pen 
registers and added required language relating to the 1st Amendment - 1 will get the responsive numbere for this 
from ELSUR 


Section 215 - FISA for business records - 
we have used this technique. 



e advise me if 


b7E 



bl 

b2 


Section 217 - law enforcement monitoring of computer trespassers - This section is a technical amendment to the 
computer hacking statute and allows us to conduct electronic surveillan ce of the intruder with the consent of 
owner of the computer system 
where this has been used. 


b7S 


J Please advise me of any situations 

(3) (3) 


Section 213 - delayed notice criminal search warrants - on a drug investigation; and it 

was reported previously and was included in materials previously reported to uongress. Any other examples 
should be brought to my attention. 


Any information regarding these should be forwarded to me as soon as possible, and any questions should be 
directed to me. 


Ori ginal Messaae- 

From: | 

Se nt; 

ToQ 

Cc:[ 


hursday, March 1/ 


SRAs 




3 


FBI) 

'05 10:54 AM 


SUPERVISORS 

Kfbi) 


Subject: FW: Patriot Act Examples 

Importance: High 


b2 

b6 

b7C 

b7E 


^ tfNCL/^siFtetr 



Please assist 


in coordinating a response for this important matter. 


b6 

b7C 
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Message 


aE&iaj 


Page 3 of 4 


Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 9:07 AM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance; High 

N0N4C#&0RD 


All: 

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled 
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress 
with examples of how these provisions have been helpful to us in all of our programs. The t ext of the Patriot Act, 
as well as a summary of the 16 "sunset " provisions, are located on the OCA intranet website ] 


Please review these provisions and submit unclassified examples to me via e-mail no later than Friday, 
March 25. 

Although examples of all provisions are needed, of particular interest are examples of the following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank you 
for your assistance. 

Eleni 
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Message 


SgJC^El 


Page 4 of 4 
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Message 


Page 1 of 3 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
MHERE BHQ5JN UTHEKWISE 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Friday, March 25, 2005 4:4 9 PM 
To: l ~l (OCA) (FBI) 

Subject: FW: Patriot Act Examples 


Importance: High 

^EN§nWE~BUT^UNi 

NON-RECQRtT^^ 


DATE; 09-20-2005 

CLASSIFIED BY 65179 DMH/JHF 05-CV-0e45 
REASON: 1.4 (C) 

DECLASSIFY ON: 09-20-2030 


will fit right in. 


Or iginal Message 

From: r ( FBI) 

Sent: Friday, March 25, 2005 4:12 PM 
To: KALISCH, ELENI P. (OCA) (FBI); | 
Subject: FW: Patriot Act Examples 
Importance: High 


(CD) (FBI) 


SENSmVE~BUJ tjNGtrftSSlFIED 
NONJtEeO^ ' ' 

Eleni- Here is the response from | 1 1 think it is important to note that , even though our realitiviy sm all divi sion 
has not used all th e tools provided bv the Patriot Act it is impor tant to have those tools available to us. | j points 
of contact are SSA [ SSA and/or b 2 

Or iginal Message 

From: ! ( FBI) 

Sent: Tuesday, March 22, 2005 9:30 AM b7c 

To: | K FBI) 

Subject: FW: Patriot Act Examples 

Importance: High 

^iNSrnVE~Bm 

IT" 


I I Here is the CI-1 response regarding the Patriot Act sunset provisions: 



SEJ&fEI 
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FBI) 


m i); \ I 

Subject: FW: Patriot Act Examples 

Importance: High 

TjKrefcASSH=f£D" 


If you have any example, let | [ know by 3/23/2005. 

- Please coordinate our division's response and note 3/25/2005 deadline to FBIHQ.. 


I b2 , b7E 

— Original Message — 

From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 10:07 AM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 

All: 


b6 

b7C 


As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled 
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress 
with examples of how these provisions have been helpful to us in all of our programs. The t ext of the Patriot Act, 
as well as a summary of the 16 "sunset " provisions, are located on the OCA intranet websita 


b2 


Please review these provisions and submit unclassified examples to me via e-mail no later than Friday, 
March 25. 

Although examples of all provisions are needed, of particular interest are examples of the following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving V\firetaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset. Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank you 
for your assistance. 
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S^ET 

Eleni 
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ALL IMFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 BY 65179 DMH / JHE 05-CV-0845 


PATRIOT ACT Provision: Section 217 

CASE Example: Major Case (MC) 216 

Discussion: Investigation identified a computer intruder who used a series of intermediary 

computers as an initiating point of subsequent attacks against a main target. The captioned 
provision allowed the FBI to contact the victim of an intermediary attack and request that the 
victim company or individual create a record of activity. Further, the FBI could obtain consent 
from the intermediary victim and monitor criminal activity contemporaniously. 

PATRIOT ACT Provision: Section 206 

CASE Example: Various 

Discussion: Investigations using Title 50 and Title III intercept and search authority have 

determined that subjects use multiple accounts. The current process requires multiple orders or 
subsequent orders. Implementation of the "roving" provision of Section 206 would reduce 
redundant orders and unnecessary delay in monitoring previosuly unknown accounts. 


Message 


Page 1 of 1 


From; KALISCH, ELENI P. (OCA) (FBI) 
Sen t; Friday, March 25, 2005 12 :44 PM 


To; 

Subject: FW: PATRIOT ACT Sunset Provisions 


](OCA) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 UY 65179 DMH/JHE 05-CV-OB45 


Ori ginal Message 

From: (FBI) 

Sent: Friday, March 25, 2005 12:44 PM 


Subject: PATRIOT ACT Sunset Provisions 



l(FBI)i 

l(FBI): 


kFBI), 


1 (FBI);| 

IFBI); 


(FBI); 


FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Reference: Electronic Mail communication between receiver and ASAQ 
"PATRIOT ACT Examples" 


Jdated, 03/17/2005, Subject: 


Ms Kalisch, 


]asked that I forward to you our best, substantive, examples of PATRIOT ACT as a response to the 


above referenced communication. 


\r\ I we conduct hundreds of information sharing examples through our JTTF partners everyday. It 

is daily business for us to properly disseminate information in accordance the sections allowing dissemination of 
FGJ and other information. 


The examples attached are specific to our cyber-counterterror experience irj 
for further clarification or elucidation. 


Please contact me 


Best Regards, 
SAi 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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b2 

b6 

b7C 

b7E 


b6 

b7C 

b6 

b7C 

b2 

b7E 






Message 


Page 1 of 2 


From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Wednesday, March 23, 2005 5:25 PM 
Toi l Ir OCAUFBD 

Subject: FW: Patriot Act Examples 


Importance: High 

UNCLASSIFIED 

NON-RECORD 


Or iginal Message- 

From:^ 


iFBI) 


Sent: Wednesday, March 23, 2005 5:11 PM 

To: KALISCH. ELENI P. fOCA^ ( FED 

Cc:| l (FBI); 

I I (FBI) 

Subject: FW: Patriot Act Examples 
Importance: High 


ALL INFORMATION COMTA.IWED 
HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 BY 65179 DMH/JHF 05-CV-0645 


FBI); 


(FBI); 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Eleni: 



b2 


b7C 


Enjoy your day. 


b7E 


lAl 

I bivision 


b2 

b6 

b7C 


b7E 

Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 

Sent: Thursday, March 17, 2005 9:07 AM 
To: FBI_SAC's; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 


UNCLASSIFIED 

NON-RECORD 


All: 

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled 
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress 
with examples of how these provisions have been helpful to us in all of our programs. The t ext of the Patriot Act, 
as well as a summary of the 16 "sunset" provisions, are located on the OCA intranet website I 


b2 

Please review these provisions and submit unclassified examples to me via e-mail no later than Friday, 
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Message 


Page 2 of 2 


March 25. 

Although examples of all provisions are needed, of particular interest are examples of the follo\wing: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank you 
for your assistance. 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 
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Message 



From; KALISCH, ELENI P. (OCA) (FBI) 
Sent! Friday March 25. 2005 5 25 PM 
To:| OCA) (FBI) 

Subject: J-W: Patriot Act 

uKlCtASStFlfP 

NON^fECORD 


Page 1 of 2 

b6 

b7C 


DATE: 09-21-2005 

CLASSIFIED BY 60309 AUC TAM/MLT/JHF 05-CV-0845 
REASON: 1.4 (C) 

DECLASSIFY ON; 09-21-2030 


Ori ginal Message- — - 

From: I l (FBI) 

Sent: Friday, March 25, 2005 5:14 PM 
To: KALISCH, ELENI P. (OCA) (FBI) 
Ccl tFBI) , 

SuDject: Patriot Act 


IjNChASStFl^ 


ALT, TNPORMATTON CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b2 

b6 

b7C 

b7E 


b2 


On behalf of the 


Division SAC, here is the 


Division response to your Patriot Act request: 


b7E 


Section 201/202 (Till predicates) 


Thd 


bivision 


Section 203 (Information Sharing) 


[the expanded predicates to obtain a Title III. 

(S) 


bl , b2, b7E 



b5 


Section 218 (FISA 








UNCtAS^IED 


All; 


As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled 
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress 
with examples of how these provisions have been helpful to us in all of our programs. The te pd of the Patriot Act 
as well as a summary of the 16 "sunsef provisions, are located on the OCA intranet website 


b2 


Please review these provisions and submit unclassified examples to me via e-mail no later than Friday, 
March 25. 

Although examples of all provisions are needed, of particular interest are examples of the following: 

Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 
examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. Thank you 
for your assistance. 

Eleni 
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examples 

\ S ) ^ Section 206 (Roving Wiretaps) 
examples 

( 3 ) Section 207 - Extended Duration for Certain FISAs 


I examples 

( S ) Section 209 - Seizure of Voice Mail with a Search Warrant 
[ [examples 


Section 212 - Emerqencv Disclosures of E-mail & Records bv ISPs 








b7E 



b7S 

Section 217 - Interception of Computer Trespasser Communications 

The following examples are of occasions during which victims invited the FBI into a 
protected computer to monitor a computer trespasser's communications: 



2) The victim in a criminal computer intrusion case allowed consensual real-time 
monitoring of his home network in an attempt to intercept the subject intruder's online 
activity (data). As it turned out, the subject never returned and connected to the victim 
wireless network, but the FBI did eventually search and seize computers from both the 
subject's vehicle and residence. 




J 


b2 

b7A 

b7E 


Section 218 (Change of Primary Purpose/Information Sharing^ 

Following are two examples of cases in which personnel involved in a FISA consulted 
with law enforcement officials in order to coordinate efforts to investigate or protect 
against attacks, terrorism, sabotage, or clandestine intelligence activities. This was 
accomplished because the "wall" between criminal and intelligence investigations was 
eliminated. These examples are being provided as they may relate to the change in the 
purpose standard for FISA authority: 



SE^ET 


3 



SE^ET 


b2 

b7E 

2) In a pending international terrorism case, the FBI has been able to coordinate with 
ICE and with local intelligence officers in an effort to arrest/detain an international 
terrorism subject for eventual deportation. This case involves ongoing declassification of 
FISA derived information to be used in the criminal case. The change in the purpose for 
the FISA authority has allowed coordination between the criminal and intelligence 
investigations in this case. 

Section 220 - Nationwide Search Warrants for Electronic Evidence 

The FBI has used Section 220 in numerous innocent images criminal cases to obtain 
search warrants with nationwide jurisdiction to compel the production of information held 
by service providers in other districts or states. The information acquired from these 
nationwide search warrants provided evidence that the subjects were in possession of 
child pornography. On at least one occasion, a judge repeatedly refused to sign the 
nationwide search warrant because he believed this provision only applied to terrorism 
related matters. Ultimately, however, the FBI obtained the search warrant in this case 
from another judge. 


During a national press conference on the day of the indictment and arrests of the 
subjects of this case, then Attorney General John Ashcroft described this case as a 
landmark investigation an d prosecution. Former Attorney General Ashcroft also heralded 

|and RICO prosecution as a new method of attacking terrorism 
following the passage of the Patriot Act. 




4 



Message 


Page 1 of 1 


From:| 
Se 


J(DO) (FBI) 


c 


t: Friday. March 25. 2005 2: 19 PM 

]OCA) (FBI) 


To 

Subject; FW; 


Division's Response Re: Patriot Act Examples 


b2 

b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

FYI... 


b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-29-2005 BY 65179 UMH / J HF 05-CV-0845 


Orininal Mpgganp- 

From: 


FBI) 


Sent: Friday, March 25, 2005 2: 18 PM 
To: KALTSCH. ELENl P. fOCA^ 

Cc;| (FBI); 


Subject: 


Division's Response 


I K ™) 

Ke: Patriot Act Examples 


(DO) (FBI) 


UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 

b7E 


Please find attached ! p ivision's response to the e-mail dated 03/17/2005, 

requesting submission of unclassified examples of the Division's use of Patriot Act 
provisions. 


Isoint of contact (POO for additional informa tion isl 

telephone number 


b2 


b6 


b7C 


b7E 



UNCLASSIFIED 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 
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Message 


From: KALISCH, ELENI P. (OCA) (FBI) 
Se nt: Friday, March 25, 2005 2:5 3 PM 
To j t QCA) (FBI) 

Subject: FW; Patriot Act Examp es 


b6 

b7C 


ALL INFORMATION CONTATNEO 
HEREIN IS UNCLASSIFIED 
DATE 08-31-2005 BY 65179 DHH 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Original Message 

From: Caproni, Valerie E. (OGC) (FBI) 
Sent: Friday, March 25, 2005 2:51 PM 
To: KALISCH, ELENI P. (OCA) (FBI) 
Subject: FW: Patriot Act Examples 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I think this is in response to a tasking from you. 


Original Message 

From: BEREZNAY, TIMOTHY D. (CD) (FBI) 
Sent: Friday, March 25, 2005 2:48 PM 
To: Caproni, Valerie E. (OGC) (FBI) 
Subject: FW: Patriot Act Examples 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Original Message 

From: GUERIN, RONALD T. (CD) (FBI) 
Sent: Thursday, March 24, 2005 8:49 AM 
To: BEREZNAY, TIMOTHY D. (CD) (FBI) 
Subject: FW: Patriot Act Examples 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


If you need more specifics let me know. 

Ori ginal Message 

From: I kCD) (FBI) 

Sent: Wednesday, March 23, 2005 1:44 PM 
To: GUERIN, RONALD T. (CD) (FBI) 
Subject: RE: Patriot Act Examples 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 


b7C 


Rudy, 

One addition for 3A: 


Page 1 of 7 


/ JHF 05-CV-0845 
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Message 


Page 2 of 7 


1 . 


Or iginal Message 

From: l I fCD) (FBI) 

Sent: Wednesday, March 23, 2005 1:26 PM 
To; GUERIN, RONALD T. (CD) (FBI) 

Cc;| I (CD) (FBI) 

Subject: RE: Patriot Act Examples 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Rudy, 

CD-3A response: 


b2 



Subject: FW: Patriot Act Examples 

Importance: High 


JNCLASSIFIED 


NON-RECORD 


Per Rudy's request below, we've been asked to review the below identified sections of the 
USAPATRIOT act that are scheduled to be sunsetted this year. OCA wants to know 
whether FBI has used these sections. Many of the sections exanded upon Title III wiretaps, 
but several of the sections may have impacted 3A cases such as Sections 206, 207, and 
214. Can we identify any cases or circumstances in which we've used one or more of these 
sections? If so, email Rudy, no later than Thursday, unclassified versions of such examples. 
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Original Message 

From: GUERIN, RONALD T. (CD) (FBI) 


Sant-; Mnnriav. Marrh 21 

_2005 10:43 AM 


ToM 

ICD) (FBI)i 

(CD) (FBI); 


nte7TFBi]i : 

ICDl /FBI)i 

CD) (FBI); 


|(CD) (FBDf 

KCD) (FBI) 



Subject: FW: Patriot Act 

Examples 



Importance: High 

b7C 

UNCLASSIFIED 

NON-RECORD 

Any examples where we utilized the provisions of the Patriot Act? I know in 3D we have several, 
but we might have others as well. Note the deadline. 

Original Message 

From: BEREZNAY, TIMOTHY D. (CD) (FBI) 

Sent: Monday, March 21, 2005 10:19 AM 

To: DONNER, MICHAEL A. (CD) (FBI); DESLAURIERS, RICHARD (CD) (FBI); GUERIN, RONALD T. 
(CD) (FBI); FAVREAU, KEVIN (CD) (FBI) 

Subject: FW: Patriot Act Examples 

Importance: High 

UNCLASSIFIED 

NON-RECORD 

Pis canvas your troops and provide examples to me by noon Thursday. 

Original Message 

From: SZADY, DAVID (CD) (FBI) 

Sent: Monday, March 21, 2005 8:01 AM 

To: BEREZNAY, TIMOTHY D. (CD) (FBI); ANDRESS, BEVERLY (CD) (FBI) 
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Message 


Page 6 of 7 


a 


Subject: FW: Patriot Act Examples 
Importance: High 

UNCLASSIFIED 

NON-RECORD 


I know we have wxamples such as Rudy's| | 

Original Message b?E 

From: KALISCH, ELENI P. (OCA) (FBI) 

Sent: Thursday, March 17, 2005 12:07 PM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 

UNCLASSIFIED 

NON-RECORD 


All; 


As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act 
are scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we 
need to provide Congress with examples of how these provisions have been helpful to us in all of 
our programs. The text of the Patri ot Act, as well as a summary of the 16 "sunset" provisions, ar e 
located on the OCA intranet websitd 


b2 


Please review these provisions and submit unclassified examples to me via e-mail no later 
than Friday, March 25. 


Although examples of all provisions are needed, of particular interest are examples of the following: 

Sections 201 and 202 (Expanded Title ill predicates) 

Sections 203 and 218 (information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 


Although not subject to sunset. Section 213 (Delayed Notice Search Warrants) remains 
controversial and examples of the utility of this provision are needed. 

In your response, please identify a POC in your office in the event additional information is needed. 
Thank you for your assistance. 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 


fiIe.7/H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005 




Message 


Page 7 of 7 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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Message 
i ’ 


Page 1 of 3 

b6 


From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Thursday, March 17, 2005 12:11 PM 
To d t O CA) (FBI) 

Subject: FW: Patriot Act Benefits to | 


jinvestigation 


b7C 


SENSITIN 

/E BUT UNC 

LASSIFIED 

RECORE 




b2 , b7A, b7E 


1 nave sent out my All SACs e-mail and will forward responses to you. Here is the first :-) 
Thanks, 

Eleni 


b6 


b7C 


— OrjflinaLMfissaflfi; 
From: 


(FBI) 


b2 


b7E 


Sent: Thursday, March 17, 2005 11:55 AM 

To: KALISCH, ELENI P. (OCA) (FBI) 

Subject: FW: Patriot Act Benefits to j 


jinvestigation 


SENSITIVE BUT UNCLASSIFIED 

recordI I 


b2 , b7A, b7E 


Eleni, 

Are you need of the below information? 


□ 


A^A{^. f^THF 


Original Message 

From: PARENTI, DREW S (DO) (FBI) 
Sent: Thursday. March 17. POOS 11:50 AM 


To: I j(FBI) 

Subject: RE: Patriot Act Benefits td 


SENSITIV E RUT IINC.I ASSIFIED 

record! 


cnvestigation 


b2 

b6 

b7C 

b7E 


b2 , b7A, b7E 


Not sure where that came form. The AD of OCA, Eleni Kalisch, is compiling specific examples of where the 
"sunsetting" provisions of the Patriot Act have assisted our investigations. 


-Drew- 


b2 


O riginal Message 

From 


Sent: 


(FBI) 

hufsaay, march i/, 2uu5 ii:43 am 


To: PARENT!, DREW S (DO) (FBI) 
Subject: FW: Patriot Act Benefits td 


Investigation 


SENSITIVE BUT UNCLASSIFIED 
RECORCj 


b2 , b7A, b7E 


b6 

b7C 

b7E 
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Message 


Page 2 of 3 


Drew, 


In the ADIC's morning meeting there was discussion that you were putting together talking points for the 
Director ref the Patriot Act P le ^^se see below and let me know if this helps. Feel free to have a direct 

[f it will benefit your research. Thanks 


conversation with eitherl 


or 



A5AC CTDF 


O riginal Message 

From j t FBI) 

Se nt: Thursday. March 17. 20 05 11:17 AM 

To: | ~t FBI) 

Subject: FW: Patriot Act Benefits tc 


Investigation 


SENSITIVE BUT UNCLASSIFIED 

record! I 



b2 


b6 


b7C 

b7E 


b2 , b7A, b7E 


Here are the bullet points you requested. 

Or iginal Message---— 

From: (FBI) 

Sent: Thursday, March 17, 2005 10:21 AM 

To 
Cc 






(FBI) 

FBD_ 


Subject: Patriot Act Benefits to! 


investigation 


b2 

b6 

b7C 

b7E 


SENSITIV 

fE BUT UNC 

LASSIFIED 

RECORD 




b2 , b7A, b7E 



XDesk) 

\Cell) b6 


b7C 

b7E 


b2 

b6 

b7C 

b7E 


b2 
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Message Page 3 of 3 

SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Ojfice of Public and Congressional Affairs 



AT.T. INFORMATION CONTAINED 
HEREIN IS UnCLASSIFIED 

DATE 09-09-2005 BY 65179DMH/lr2 Ca #05-CV-0845 


src 



DATE: 12-03-2005 

CLASSIFIED BY 65 17 9/ DMH/' DD 05-CV-0845 
REASON; 1.4 (C) 

DECLASSIFY ON: 12-03-2030 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERIMISE 


Si^ret 


HEARING 


QUESTIONS FOR THE RECORD FROM DIRECTOR'S 5/20/04 SENATE 

NSLB RESPONSES 


28. OGC . During the hearing, Senator Grassley asked you about 
the retroactive classification of information provided by the FBI 
to Committee staff related to a whistleblower who previously 
worked for the FBI translation program. I share Senator 
Grassley' s concern that this order is unrealistic. A great deal 
of information regarding the whistleblower's claims, including 
the FBI's corroboration of many of the problems she raised, has 
been in the public record for more than two years. I appreciated 
your statement that the retroactive classification order was not 
intended to place a gag on Congress. However, the notice 
received by staff members of the Judiciary Committee was very 
vague, referring only to "some" information conveyed in the 
briefings. If state secrets are truly implicated by something 
that was said in an unclassified briefing two years ago, the FBI 
should provide very specific instructions to current and former 
staff on what information must be kept secret. Will you instruct 
your staff to provide more specific information to relevant staff 
about what, exactly, from the 2002 briefings is classified and 
what is not? 



33. OGC . You testified that, prior to the PATRIOT Act, "if a 
court-ordered criminal wiretap turned up intelligence 
information, FBI agents working on the criminal case could not 
share that information with agents working on the intelligence 
case." Please state specifically what law or laws prevented such 
inf ormat ion- sharing prior to PATRIOT, and whether a court could 
authorize such information-sharing, regardless of any such law or 
laws? 

Response ; Prior to the changes brought about by the Patriot 
Act, Title 18 Section 2517 was interpreted to solely authorize 
the sharing of intercepted wire, oral, or electronic 


SEMEr 



r 


communications for criminal law enforcement purposes without the 
need to obtain a court order. Sharing intercepted information 
for foreign intelligence purpose required a court order and, 
based upon the statutory language, it was unclear whether a judge 
would sign an order. The changes to the Patriot Act clearly 
allow the sharing of foreign intelligence information developed 
during a court-ordered criminal wiretap with the agents working 
intelligence cases. 

34. OGC . You further testified that, prior to the PATRIOT Act, 
"information could not be shared from an intelligence 
investigation to a criminal investigation." Please state 
specifically what law or laws prevented such inf ormat ion- sharing 
prior to PATRIOT? 

Response ; Prior to the Patriot Act, there were procedures 
for sharing information between intelligence investigators and 
criminal agents and prosecutors, but they were difficult, 
burdensome and usually resulted in less than fulsome sharing. 

For example, the FISA statute was interpreted to require a 
"primary purpose" of gathering intelligence in order to secure a 
FISA Court order. Because of this interpretation of the FISA 
statute, the Department of Justice and the FISA Court required 


For additional information, see the answer to question 35. 


35. OGC . In his statement to the 9/11 Commission, the Attorney 
General blamed the creation of the so-called "wall" between 
criminal investigators and intelligence agents on a 1995 
memorandum authored by a senior official in the Reno Justice 
Department, now a member of the 9/11 Commission. 

a. Do you agree that the architecture of the wall was in 
place long before 1995, having its genesis in established legal 
doctrine dating from 1980? If not, how do you explain the 
extensive discussion of this issue in the one and only reported 
opinion of the FISA Court of Review, decided on November 18, 
2002 ? 








How did the FBI handle informat ion- sharing between 
criminal investigators and intelligence agents before 1995? 



b. Do you agree that the Gorelick memo established 
proactive guidelines amidst a critically important terrorism 
prosecution to facilitate information sharing. 



^RET 





explained in his November 20, 2003 Memorandum to the Inspector 
General in response to the Inspector General's report, the FBI 
■will work with DHS to establish criteria for future 
investigations (the specific criteria will depend on the nature 
of the national emergency) . For example, an effort is underway to 
prepare an MOU between DHS and DOJ regarding criteria and 
procedures for determining alien detainees of national security 
interest. In addition, the creation of TSC and TTIC will greatly 
improve the FBI's ability to gather information concerning aliens 
of national security interest and work with the appropriate 
federal agencies to determine the best means of averting any 
national security threat, whether through criminal or immigration 
proceedings. Other intitiatives, such as the Foreign Terrorist 
Tracking Task Force and the National Joint Terrorism Task Force 
have assisted in permitting better information flow with our law 
enfor cement counterparts and will improve the handling of such 
cases J 



82. OGC ■ Title 18 Section 3103a, as amended by Section 213 of 
the USA-Patriot Act (P.L. 107- 56), provides authority for 
delaying notice of the execution of search warrants. The 
following question pertains to the use of the authority provided 
in this section in investigations or prosecutions related to 
terrorism during the period of time from September 11, 2001 to 
the present . 

a. In how many such cases has the authorities to delay 
notification been used? 

b. In how many such cases has the authority added by 
Section 213 (b) (1) , which allows a delay where "the court finds 
reasonable cause to believe that providing immediate notification 
of the execution of the warrant may have an adverse result" been 
used? Please describe the circumstances in each of these cases. 


c. In how many such cases has the authority set forth in 18 
U.S.C. 2705(E), which provides for delay in cases which would 
"otherwise seriously jeapor[dize] an investigation or unduly 


S^ET 







[delay] a trial" been used? Please describe the circumstances in 
each of these cases? 



84. Sections 203(b) and 203(d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in most cases mandatory. The following questions 
pertain to the implementation of these sections. 

a. OGC . Section 203(c) of the USA-Patriot Act requires the 
Attorney General to "establish procedures for the disclosure for 
the disclosure of information" as provided for in Section 203. 
Have such procedures been promulgated? If so, please provide a 
copy of those procedures to the Committee. 

Response to Q84 a ; On September 23, 2002, the Attorney 
General promulgated guidelines that established the procedures 
for disclosure of information under Section 203 of the Patriot 
Act. A copy of the guidelines is attached. The Office of the 
General Counsel issued an EC advising all Divisions of the 
procedures. A copy of the EC is attached. 

b. OGC . Section 203(b) specifically provides authority "to 
share electronic, wire, and oral interception information" where 
such information is foreign intelligence information. What is 
the method for disseminating such information to the Intelligence 
Community? 

Response to Q84 b ; The FBI disseminates intelligence 
information via Intelligence Information Reports (IIRs) . With 
regard to 203 (b) material, the FBI does not track or keep a 
central database as to how many reports, if any, contain 203 (b) 
material . 





(i) In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203 (b) 
material ? 

The FBI disseminates raw intelligence via the IIR. If 203 (b) 
material is disseminated it would be through this mechanism. The 
FBI does not keep a database as to whether 203 (b) material is 
contained with any disseminated IIR. 

(1) If so, how many such reports have been issued? 

Response ; The FBI has no central database readily to 
determine the quantity of 203 (b) material disseminations through 
the aforementioned methods . 

During the period August, 2002 (the beginning time- frame in which 
statistical data was collected) , through August, 2004, the 
Counterterrorism Division has disseminated approximately 3860 
IIRs. Of that total, 240 of those IIRs contain FISA-derived 
intelligence. The remaining number of IIRs are derived from 
various sources and methods which may or may not include Title 3 






S^ET 

derived information. In addition, other divisions besides the 
Counterterrorism Division disseminate IIRs. 


(2) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such 
intelligence reports? 



c. OGC ■ Section 203(d), the so-called "catch-all" 
provision, provides a general authority to share foreign 
intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the 
Intelligence Community? 

Response ; The FBI disseminates raw intelligence via the 
HR. If 203 (d) material is disseminated it would be through 
this mechanism. The FBI does not keep a database as to whether 
203 (d) material is contained in any disseminated HR. 







(i) In your testimony you made reference to newly- created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203 (d) 
material? 

Response ; Dissemination of Electronic, Wire, and Oral 
Interception Information to the IC derived through standard 
criminal procedures may be effected electronically through IIRs, 
TM, Intelligence Assessments, Intelligence Bulletins. However, 
dissemination of this intelligence information also may be 
transacted through the exchange of FBI Letterhead Memoranda 
(LHMs) among relevant IC members. 

(1) If so, how many such reports have been 

issued? 

Response ; The FBI has no central database to determine the 
quantity of 203 (d)material disseminations through the 
aforementioned methods . 

(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 







d. OGC . Section 905(c) of the USA-Patriot Act requires the 
Attorney General to "develop procedures for the administration of 
this section. ..." Have such procedures been promulgated? If 
so, please provide a copy of those procedures to the Committee. 



e. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal . Bureau of Investigation 
received any complaints regarding the application or 
implementation of Section 203 of the USA-Patriot Act? If so, 
please describe the nature and disposition of any such complaint. 

f. OGC . Based upon the application of this provision of 
law during the period since its passage, are there changes to 
this statute which the Congress should consider? 

■r. t>5 



OGC strongly believes that Section 

~ZU3 TFJ an3. T31 snoura not Le allowed to expire on December 31, 
2005. The changes brought about by the Patriot Act have 
significantly increased the ability of the FBI to share 
information. 

85. Sections 206 of the USA-Patriot Act, the so-called "roving 
wiretap" provision, permits the issuance of a FISA warrant in 
cases where the subject will use multiple communication 


SE^T 





SEfiftET 


facilities. This question pertains to the implementation of this 
section during the time period since the passage of the 
USA-Patriot Act, October 26, 2001. 


Response : 

a. How often has this authority been used, and with what 
success? 


b5 


b. In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to the FISA? 


Response ; FBI intelligence products are an important vehicle 

for the dissemination of both FISA-derived and, nnn-FTSA fnrei nn 

intelligence information, but not the only one. 


b5 


More specifically, the FBI shares many forms of fore ign 
intelligence with other members of the Intelligence Community. I I 


b5 


through direct classified and unclassified 
dissemination and through websites on classified Intelligence 
Community networks. The FBI also shares intelligence with 
representatives of other elements of the Intelligence Community who 
participate in Joint Terrorism Task Forces (JTTFs) in the United 
States or with whom the FBI collaborates in activities abroad. FBI 
intelligence products shared with the Intelligence Community 
include Intelligence Information Reports (IIRs) , Intelligence 
Assessments, and Intelligence Bulletins. 
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The FBI also disseminates intelligence information through Law 
Enforcement Online (LEO) , a virtual private network that reaches 
federal, state, and law enforcement agencies at the Sensitive But 
Unclassified (SBU) level. LEO makes finished FBI intelligence 
products available, including Intelligence Assessments resu lting 
from analysis of criminal, cyber, and terrorism intelligence] 

"I Intelligence 

Information Reports also are available on LEO at the Law 
Enforcement Sensitive classification level. The FBI also recently 
posted the requirements document on LEO, which provided state and 
local law enforcement a shared view of the terrorist threat and the 
information needed in every priority area. 


(i) If so, how many such reports have been issued? 


Response ; In the past two years the FBI's Counterterrorism 
Division's Terrorism Reports and Requirements Section has 
disseminated 76 intelligence information reports (IIRs) containing 
information derived from FISA-authorized surveillance and/or 
search. (Statistics are not maintained in such a way that would 
enable us to say whether any of the FISA-derived information in the 
reports was obtained using "roving authority.") Other FBI 
Divisions have also issued reports containing FISA-derived 
information. For example, the Cyber Division has written a total 
of 24 electronic information reports containing FISA-derived 
information . 


(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


Response ; The Office of Intelligence promulgated the FBI's 
Intelligence Information Report Handbook on 9 July. The Handbook 
establishes the first comprehensive FBI -wide guide for the format 
and content of raw intelligence reports. The Office of Intelligence 
is working to develop evaluation guidelines based, in part, on the 
criteria established in the Handbook for the types of information 
to be reported and s hared with our law enforcement and intelligence 
community partners. 


In addition, the FBI's Inspection Division has estab lished 
evaluation criteria' for the value of human source reporting. 


access and responsiveness to local FBI field o 
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FBI program and national intelligence requirements . The Office of 
Intelligence is developing guidelines to use this same criteria as 
a means of evaluating the value of raw intelligence. Initial 
discussions on this issue have been held with representatives from 
the Counterintelligence, Counterterrorism, Criminal and Cyber 
Divisions. The results of these discussions are being incorporated 
into evaluation guidelines. 

c. Some have read this section as providing for surveillance 
in cases where neither the identity of the subject or the facility 
to be used is known --in effect, allowing for the authorization of 
FISA surveillance against all phones in a particular geographic 
area to try to intercept conversation of an unknown person. Is 
this the reading of the statute being adopted by the Federal Bureau 
of Investigation and the Department of Justice? If not, please 
provide your interpretation of this authority. 

Response ; No, the FBI does not interpret the statute as 
allowing for the authorization of FISA surveillance against all 
phones in a particular geographic area to try to intercept 
conversations of an unknown person. In order to make a showing of 
probable cause, the FISA statute requires a statement of the facts 
and circumstances relied upon by the applicant for surveillance to 
to justify the belief that: (1) the target of the electronic 
surveillance is a foreign power or an agent of a foreign power; 
and, (2) each of the facilities or places at which the electronic 
surveillance is directed is being used, or is about to be used, by 
a foreign power or an agent of a foreign power. Thus, the FISA 
statute does not permit coverage to be authorized, with or without 
the "roving wiretap" provision, to allow for surveillance against 
all persons in a particular geographic area. The FBI has 
interpreted the "roving" authority as permitting the FBI to request 
that the Foreign Intelligence Surveillance Court issue a "generic" 
secondary order, along with specified orders, for a specifically 
identified FISA target, that the FBI could serve in the future on 
the unknown (at the time the order is issued) cell phone carrier, 
Internet service provider, or other communications provider, if the 
target rapidly switches from one provider to another. The roving 
wiretap order still requires that a federal law enforcement agent 
swear in a detailed affidavit to facts establishing probable cause, 
and still requires a court to make a finding of probable cause 
before issuing the order. The roving order has the additional 
requirement of a judge's approval to monitor more than one 
telephone. But now, each time a target changes his cellular 
telephone, instead of going through the lengthy application 
process, government agents can use the ssutie order to monitor the 
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target. This will allow the FBI to go directly to the new carrier 
and establish surveillance on the authorized target without having 
to return to the Court for a new secondary order. The FBI views 
this as a vital and necessary tool to counter certain targets who 
engage in such actions as a deliberate means of evading 
surveillance . 

O 

(i) Have any briefs been filed with the Foreign 
Intelligence Surveillance Court on this subject? If so, please 
provide copies of such briefs to the Committee. 

Response ; The FBI has filed no such briefs on this siabject. 

d. Inspection Division 

e. Based upon the application of this provision of law during 
the period since its passage, are there changes to this statute 
which the Congress should consider? 

Response ; No, we request only that the provision be 
preserved. 

86. Section 207 of the USA-Patriot Act extends the time limits 
provided in the FISA which govern surveillance against agents of a 
foreign power. 

a. Has the Federal Bureau of Investigation or the Department 
of Justice conducted any review to determine whether, and if so, 
how many, personnel resources have been saved by this provision? 
If so, please provide the results to the Committee. 
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b. Have there been any cases where, after the passage of the 
now-extended deadlines it was determined, either by the Department 
of Justice, the Federal Bureau of Investigation or the Foreign 
Intelligence Surveillance Court, that surveillance should have been 
terminated at an earlier point because of the absence of a legally 
required predicate. 

Response ; None of which the FBI is aware. 
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d. Based upon the application of this provision of law during 
the period since its passage, are there changes to this statute 
which the Congress should consider? 

Response ; None at this time. 

89. Section 214 of the USA-Patriot Act permits the use of FISA pen 
register/trap & trace orders with respect to electronic 
communications, and eliminates the requirement that such use be 
only in the context of a terrorist or espionage investigation. 
This question pertains to application of this provision since its 
passage, and to all instances, not only terrorism investigations. 


a. OGC ■ In how many cases has this authority been used? 



(i) How many of such cases were terrorism-related? 
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b. OGC . Of the cases in which such authority was used, in 
how many was a subsequent application for a full surveillance order 
made pursuant to the FISA, or Chapter 19 of Title 18? 

Response ; OGC does not have a way to determine how many pen 
registers evolved into full FISA's. 

c. Inspection Division . Has the Intelligence Community, 
Department of Justice, or Federal Bureau of Investigation developed 
regulations or directives defining the meaning of non- content 
communications? If such regulations or directives have been 
issued, please provide copies to the Committee. 

d. OGC ■ In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
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disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 

(i) If so, how many such reports have been issued? 

(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 

Response ; Please see answer to Question 85. 

90. Section 215 of the USA-Patriot act authorizes the Foreign 
Intelligence Surveillance Court to issue orders permitting FBI to 
access "tangible" items in the course of a terrorism or espionage 
investigation. The following questions pertain to the application 
of this provision since its inception. 

a. OGC . How many times has this authority been used, and 
with what success? 

b. OGC . Has this provision been used to require the 
provision of information from a library or bookstore? If so, 
please describe how many times, and in what circumstances. 

c. OGC . In your testimony you compared this provision with 
existing authority in the criminal context, noting that records 
such as library records are subject to a grand jury subpoena. 
However, in criminal cases the propriety and lawfulness of 
subpoenae are to some extent tested in the adversary process of a 
trial - how, in the context of the FISA, does such a check occur? 

d. OGC . As of October 2 0 04 the Department of Justice advised 
that this provision had not been used. If that is true, is there 
a necessity to maintain this provision in law? Why? 

(i) With respect to the potential applicability of this 
section to libraries and bookstores, there has been some concern 
that the mere prospect of use of the statute has a "chilling 
effect" on the use of these facilities. Can this chilling effect 
be minimized, if not eliminated, by incorporating a higher 
threshold for use in the limited context of libraries and 
bookstores? If not, why not? 
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e. OGC . In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 


(i) If so, how many such reports have been issued? 


(ii) Has the Federal Bureau of Investigation developed procedures 
to ascertain the quality and value of such intelligence reports? 


f. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation 
of Section 215 of the USA-Patriot Act? If so, please describe the 
nature and disposition of any such complaint. 

g. OGC . Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 














92. Section 218 of the USA-Patriot Act created the so-called 
"significant purpose" test for applications pursuant the FISA, 
clarifying the law to recognize that in many cases such 
surveillance may implicate both a law enforcement and an 
intelligence interest. This question pertains to the implementation 
of this provision since its passage. 

a. OGC . Please provide the Committee with specific examples, 
in unclassified form if possible, of cases in which both law 
enforcement and intelligence interests were "significant." 

b. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation 
of Section 218 of the USA-Patriot Act? If so, please describe the 
nature and disposition of each such complaint. 

c. OGC ■ Based upon the application of this provision of law 
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c. OGC . Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which Congress should consider? 



101 d. OGC . According to court records, no criminal charges were 
ever filed against Mayfield. Instead, he was detained as a 
material witness. Why was Mayfield held as a material witness and 
not charged with any criminal conduct? 
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believes that his home was secretly searched before he was declared 
a material witness and detained. Prior to, or during his 
detention, was the Mayfield residence or office searched pursuant 
to a warrant under the Foreign Intelligence Surveillance Act (FISA) 
or a delayed notification search warrant? If the latter, please 
indicate (a) the basis for seeking delayed notice of the search 
warrant and (b) the time period requested and granted for delaying 


103. OGC . In September 2003, the U.S. Department of Justice 
disclosed that it had not yet used section 215 of the USA PATRIOT 
Act. On March 9, 2 004, I sent a letter to the Attorney General 
asking him to clarify whether section 215 has been used since 
September 18, 2003. (Copy of letter attached.) 

a. Please indicate whether section 215 has been used since 
September 18, 2003. 


b. If section 215 has been used, please describe how it has 
been used. How many U.S. persons and non-U. S. persons were targets 
of the investigation? Was the section 215 order served on a 
library, newsroom, or other First Amendment sensitive place? Was 
the product of the search used in a criminal prosecution? 





b. Section 203(b) specifically provides authority "to share electronic, wire, 
and oral interception information" where such information is foreign intelligence 
information. What is the method for disseminating such information to the Intelligence 
Community? 

Response : 


Electronic, wire, and oral interception information derived through standard 
criminal procedures may he disseminated to the IC through any means 
appropriate to the circumstances, including Intelligence Information Reports 
(IIRs), Teletype Memoranda, Intelligence Assessments, Intelligence Bulletins, 
and FBI Letterhead Memoranda. 

(i) In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for dissemination of Section 203(b) 
material? 

Response : 

The FBI disseminates intelligence information via the HR, which is an electronic 
communication format widely accepted in the IC as the standard intelligence 
dissemination vehicle. IIRs consist of raw intelligence (intelligence which has 
not been finally evaluated) and associated clarifying information that puts the raw 
intelligence into context. IIRs are drafted and prepared by the FBI’s cadre of 
Intelligence Analysts/Reports Officers. Before FBI intelligence is disseminated, 
it is analyzed and sanitized to protect intelligence sources and methods and, if 
applicable. United States persons and entities that may be compromised or 
negatively impacted if left unprotected. FBI Program Managers and Intelligence 
Analysts concurrently identify intelligence that is consistent with IC intelligence 
requirements and interests. 

(1) If so, how many such reports have been issued? 

Response : 


Although CTD is not the only FBI producer of IIRs, that Division reports that, 
during the period from August 2002 (when statistical data was first coll ectedi 
through August 2004. CTD has disseminated appr oximately 3,860 IIRs 

The remaining IIRs have been 
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derived from various sources and methods which may or may not include Title 
III information. 

The FBI does not track or maintain a central database with respect to the number 
of IIRs containing 203(b) material, if any. 

(2) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 


Response : 


Determinations to disseminate electronic, wire, and oral intercept information are 
made with input from Operational Program Managers, Intelligence Analysts, the 
National Security Law Branch, and, when appropriate, DOJ. This evaluation 
considers the value of the information not only to the IC but also, depending on 
the proposed use, context, and nature of any threat-related information, to federal, 
state, and local law enforcement entities and, when authorized by DOJ, to foreign 
intelligence services and foreign law enforcement agencies. 

The quality and value of IIRs are evaluated through several means. On each HR, 
the Reports Officer provides information by which the customers can contact the 
Reports Officer directly. The quality and relevance of the reporting is also 
reflected by the submission of additional collection requirements; IC members 
often forward formal Requests for Information (RFIs) with respect to information 
that has been protected (not provided) in the HR, such as U.S. Person information. 
Such RFIs provide an excellent indication of IC interest in FBI reporting. In 
addition, IC members often provide feedback with respect to specific IIRs directly 
to the FBI Intelligence Analysts/Reports Officers who author the reports. The 
FBI’s 01 also often receives evaluations of FBI reporting, and is working to 
establish a formal HR evaluation mechanism by which recipients can rate or 
provide feedback on FBI intelligence reporting. 


c. Section 203(d), the so-called "catch-all" provision, provides a general 
authority to share foreign intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the Intelligence Community? 

Response : 


The FBI shares foreign intelligence information, as defined in Section 203(d)(2), 
with the IC through several conduits. Dissemination can be through direct 
classified and unclassified IIRs, Intelligence Assessments, Intelligence Bulletins, 
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Teletype Memoranda, or IC web sites on classified networks. The FBI also 
shares intelligence information through the FBI's Joint Terrorism Task Forces 
(JTTFs), which include members of the IC and operate in 100 locations across the 
United States. Unclassified but "law enforcement sensitive" intelligence 
information is also disseminated to federal, state, and local law enforcement 
intelligence components through Law Enforcement Online (LEO), a computer 
network which provides finished intelligence products, assessments, and bulletins 
on significant developments and trends. 

(i) In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for dissemination of Section 203(d) 
material? 

Response . 

Electronic, wire, and oral interception information derived through standard 
criminal procedures may be disseminated to the IC through any appropriate 
means, including IIRs, Teletype Memoranda, Intelligence Assessments, 
Intelligence Bulletins, and FBI Letterhead Memoranda. 

(1) If so, how many such reports have been issued? 

Response : 


While the FBI does not track or maintain a central database with respect to the 
number of IIRs containing 203(d) material, if any, the July 2004 DOJ "Report 
From the Field: The USA PATRIOT Act at Work" indicates that DOJ has made 
disclosures of vital information to the intelligence community and other federal 
officials under section 203 on many occasions. For instance, such disclosures 
have been used to support the revocation of visas of suspected terrorists and 
prevent their reentry into the United States, to track terrorists’ funding sources, 
and to identify terrorist operatives overseas. 


(2) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 
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Response : 


There are various means by which IIRs are evaluated. Members of the IC often 
provide feedback assessing the quality and value of specific IIRs directly to the 
FBI Intelligence Analysts/Reports Officers who author the reports. On each HR, 
the Reports Officers identify the means by which customers can contact them 
directly. IC members assess the quality and relevance of the reporting, and 
submit additional collection requirements when appropriate. Often, IC members 
forward formal Requests for Information (RFIs), which can provide an excellent 
indication of IC interest in FBI reporting. The FBI’s 01 also receives evaluations 
of FBI reporting. The 01 is working to establish a formal HR evaluation 
mechanism by which recipients can rate or provide feedback on FBI intelligence 
reporting. 

d. Section 905(c) of the USA-Patriot Act requires the Attorney General to 
"develop procedures for the administration of this section. . . Have such procedures 
been promulgated? If so, please provide a copy of those procedures to the Committee. 

Response : 


Pursuant to Section 905, DOJ developed the Attorney General’s Guidelines 
Regarding Information Sharing under the USA PATRIOT Act. These guidelines 
are available on the website of DOJ's Office of Legal Policy (OLP) 
(www.usdoi.gov/olp') . Additionally, among other Department materials relating 
to information sharing are the following: 

* The Attorney General’s Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection, Part VII.B. (10/31/03) (concerned in 
part with information sharing with intelligence agencies) - Portions of these 
guidelines are classified, but Part VII.B., relating to information sharing, is 
unclassified and appears without deletions on OLP's website. 


Memorandum of Understanding between the Intelligence Community, 
Federal Law Enforcement Agencies, and the Department of Homeland 
Security Concerning Information Sharing (3/4/03). 

Memorandum from the Attorney General entitled, "Guidelines Regarding 
Disclosure to the Director of Central Intelligence and Homeland Security 
Officials of Foreign Intelligence Acquired in the Course of a Criminal 
Investigation" (9/23/02) - Available on OLP’s website. 


no 


Memorandum from the Attorney General entitled, "Coordination of 
Information Relating to Terrorism" (4/1 1/02) (concerned in part with 
information sharing with other Federal agencies) ~ Available on OLP’s 
website. 

Memorandum from the Attorney General entitled, "Prevention of Acts 
Threatening Public Safety and National Security" (1 1/8/01) (concerned in 
part with information sharing with other Federal agencies) - Available on 
OLP’s website. 


• Memorandum from the Attorney General entitled, "Disseminating 

Information to Enhance Public Safety and National Security" (Sept. 21, 
2001) (concerned in part with information sharing with other Federal 
agencies) - Available on OLP’s website. 

e. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 203 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 


Response . 


The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report 
to Congress every six months on allegations received by the OIG alleging abuses 
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report 
under section 1001 in September 2004. 


The OIG has a dvised that, with the possible exception of the 

none of the complaints submitted to the OIG alleging misconduct 
by employees of the Department has related to the use of a provision of the USA 
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews 
allegations of FBI misconduct, is aware of no complaints with respect to the FBI’s 
application or implementation of this section. 
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f. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 


Response : 
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85. Section [ ] 206 of the USA-Patriot Act, the so-called ’’roving wiretap" provision, 
permits the issuance of a FISA warrant in cases where the subject will use multiple • 
communication facilities. This question pertains [to] the implementation of this section 
during the time period since the passage of the USA-Patriot Act, October 26, 2001. 

a. How often has this authority been used, and with what success? 


Response : 


The response to this question is classified and is, therefore, provided separately. 

b. In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for dissemination of material acquired 
pursuant to the FISA? 

Response : 


FBI intelligence products are an important vehicle for the dissemination of both 
FISA-derived and non-FISA foreign intelligence information, but not the only 
one. The FBI shares many forms of foreign intelligence with other members of 
the IC through direct classified and unclassified disseminations, through web sites 
on classified IC networks, through its participation in Joint Terrorism Task Forces 
(JTTFs), and through its collaboration in activities abroad. 

FBI intelligence products shared with the IC include IIRs, Intelligence 
Assessments, and Intelligence Bulletins. The FBI also disseminates intelligence 
information through LEO, a virtual private network that reaches federal, state, and 
local law enforcement agencies at the Sensitive But Unclassified (SBU) level. 
LEO makes available to all users finished FBI intelligence products, including 
intelligence assessments resulting from the analysis of criminal, cyber, and 
terrorism intelligence, finished intelligence concerning significant developments 
or trends, and IIRs that are available at the SBU level. In addition, the FBI 
recently posted the requirements document on LEO, providing to state and local 
law enforcement a shared view of the terrorist threat and the information needed 
in every priority area. 

(i) If so, how many such reports have been issued? 
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Response : 


In the past two years, CTD's Terrorism Reports and Requirements Section has 
disseminated 76 IIRS containing information derived from FISA-authorized 
surveillance and/or searches. (Statistics are not maintained in a way that would 
enable us to advise whether any of the FISA-derived information in the reports 
was obtained using roving wiretap authority.) Other FBI Division s have also 
b 2 issued reports containing FISA-derived information. For example 
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(ii) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 

Response : 

The 01 promulgated the FBI's Intelligence Information Report Handbook on 
7/9/04. The Handbook establishes the first comprehensive FBI-wide guide for the 
format and content of raw intelligence reports. The 01 is also working to develop 
evaluation guidelines based, in part, on the criteria established in the Handbook 
for the types of information to be reported and shared with law enforcement and 
IC partners. 

In addition, the FBI's Inspection Division has established criteria for assessing: 
the value of human source reporting; access to and the responsiveness of local 
FBI field offices; and FBI program and national intelligence requirements. The 
01 is developing guidelines for using these same criteria to assess the value of 
raw intelligence. Initial discussions on this issue have been held with the Cl, CT, 
Criminal, and Cyber Divisions, and the results of these discussions are being 
incorporated into evaluation guidelines. 

c. Some have read this section as providing for surveillance in cases where 
neither the identity of the subject or the facility to be used is known -- in effect, allowing for 
the authorization of FISA surveillance against all phones in a particular geographic area to 
try to intercept conversation of an unknown person. Is this the reading of the statute being 
adopted by the Federal Bureau of Investigation and the Department of Justice? If not, 
please provide your interpretation of this authority. 

Response : 


No, DOJ does not interpret the statute as allowing for the authorization of FISA 
surveillance against all phones in a particular geographic area to try to intercept 


113 



the conversations of an unknown person. In order to make a showing of probable 
cause, the FISA statute requires a statement of the facts and circumstances relied 
upon by the applicant for surveillance to justify the belief that; (1 ) the target of 
the electronic surveillance is a foreign power or an agent of a foreign power; and, 
(2) each of the facilities or places at which the electronic surveillance is directed 
is being used, or is about to be used, by a foreign power or an agent of a foreign 
power. Thus, the FISA statute does not permit coverage to be authorized, with or 
without the "roving wiretap" provision, for surveillance of all persons in a 
particular geographic area. The FBI has interpreted the "roving" authority as 
permitting the FBI to request that the FISA Court issue, along with the primary 
order, a "generic" secondary order with respect to a specifically identified FISA 
target that the FBI can serve in the future on a currently unknown cell phone 
carrier, Internet service provider, or other communications provider, if the target 
rapidly switches from one provider to another. The roving wiretap order still 
requires that a federal law enforcement agent swear, in a detailed affidavit, to 
facts establishing probable cause, and still requires a court to make a finding of 
probable cause before issuing the order. While the roving order carries the 
additional requirement of a judge’s approval to monitor more than one telephone, 
it permits government agents to continue to monitor the target, even if the target 
changes to a different cellular telephone, rather than first going through the 
lengthy application process to monitor that new phone. This will allow the FBI to 
go directly to the new carrier and establish surveillance on the authorized target 
without having to return to the FISA Court for a new secondary order. The FBI 
views this as a vital tool to follow targets who change cell phone providers or 
other communication channels as a deliberate means of evading surveillance. 


(i) Have any briefs been filed with the Foreign Intelligence Surveillance 
Court on this subject? If so, please provide copies of such briefs to the Committee. 

Response : 


The FBI does not file briefs with the FISA Court. While OIPR files briefs with 
that Court on behalf of DOJ and the government, it has filed no such briefs on this 
subject. 

d. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 206 of the 
USA-Patriot Act? If so, please describe the nature and disposition of such a complaint. 
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Response : 


The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report 
to Congress every six months on allegations received by the OIG alleging abuses 
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report 
under section 1001 in September 2004. 
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The OIG has advised that, with the possible exception of the pending i I 

investigation, none of the complaints submitted to the OIG alleging miscoiiuucL 
by employees of the Department has related to the use of a provision of the USA 
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews 
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's 
application or implementation of this section. 


e. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 


Response : 


No. The FBI requests only that the provision be preserved. 

86. Section 207 of the USA-Patriot Act extends the time limits provided in the FISA which 
govern surveillance against agents of a foreign power. 


a. Has the Federal Bureau of Investigation or the Department of Justice 
conducted any review to determine whether, and if so, how many, personnel resources have 
been saved by this provision? If so, please provide the results to the Committee. 

Response : 


We are not aware of any systematic reviews in this area, either by the FBI or 

DOJ. 


b. Have there been any cases where, after the passage of the now-extended 
deadlines it was determined, either by the Department of Justice, the Federal Bureau of 
Investigation or the Foreign Intelligence Surveillance Court, that surveillance should have 
been terminated at an earlier point because of the absence of a legally required predicate? 
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Response : 


None of which the FBI is aware. 


c. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 207 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 


Response : 

The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report 
to Congress every six months on allegations received by the OIG alleging abuses 
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report 
under section 1001 in September 2004. 


The OIG has advised that, with the possible exception of the pending 
investigation, none of the complaints submitted to the OIG alleging misconauci 
by employees of the Department has related to the use of a provision of the USA 
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews 
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's 
application or implementation of this section. 

d. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 

Response : 


None at this time. 


87. Section 209 of the USA-Patriot Act clarified the law with regarding the applicability of 
criminal search warrants to voice mail. This question pertains to application of this 
provision since its passage. 

a. How many such search warrants have been issued since passage of this 

act? 
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Response : 


The FBI does not collect or maintain statistics concerning the types of search 
warrants issued in FBI investigations, including those seeking access to voice 
mail. Because federal search warrants are requested by U.S. Attorneys' Offices 
and issued by U.S. District Courts, these statistics may be maintained by one or 
both of those offices. 

b. In such cases, have there been any instances in which a wiretap, as 
opposed to a search[ ] warrant[,] would not have been supported by the facts asserted in 
support of the search warrant. 

Response : 


This information is unavailable, as indicated above. It is clear, however, that the 
support needed for a federal wiretap is considerably greater than that required for 
a search warrant. 

c. Has the Department of Justice or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 209 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 

Response : 

A private citizen who has lodged numerous complaints against the FBI, all of 
which have been determined to be unfounded pursuant to appropriate inquiry, 
complained that she was a former FBI employee whose home, vehicles, 
telephone, and internet had been subject to "aggressive surveillance" since August 
2000. FBI investigation revealed that the complainant was, in fact, not a former 
FBI employee and that the FBI had conducted no surveillance of her for any 
reason. Based on these findings, this matter was closed by the FBI in July 2003. 
The FBI has construed this as a complaint with respect to both Section 209 and 
2 1 7 of the USA PATRIOT Act. 

d. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 
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Response : 


The FBI is not aware of any substantive changes to this provision warranting 
Congressional consideration. Section 209 is, however, currently scheduled to 
expire at the end of 2005, and the FBI strongly supports making this provision 
permanent. Section 209 allows investigators to use court-ordered search warrants 
to obtain voice-mail messages held by a third party provider when supported by 
probable cause. Previously, the Electronic Communications Privacy Act (ECPA), 
18 U.S.C. 2703, allowed law enforcement authorities to use search warrants to 
gain access to stored electronic communications such as e-mail, but not stored 
wire communications such as voice-mail. Instead, the wiretap statute, 18 U.S.C. 
21 10(1), governed access to stored wire communications, requiring law 
enforcement officers to use wiretap orders to gain access to unopened voice-mail. 
This resulted in voice-mail messages being treated differently than e-mail 
messages. Voice-mail messages are also treated differently than answering 
machine messages inside a home, aceess to which requires a search warrant, 
because answering machine messages are not regulated under the wiretap statute. 
Section 209 of the USA PATRIOT Act eliminates the disparate treatment of 
similar information. If this section is sunsetted, voice-mail messages will again 
be treated in a different maimer than answering machine messages and stored e- 
mail information beginning in 2006. 

88. Section 212 of the USA-Patriot Act permits communications service providers to 
provide customer records or the content of customer communications to the FBI in an 
emergency situation. This question pertains to application of this provision since its 
passage, and to all instances, not only to terrorism investigations. 


a. In how many cases has this provision been used? Please provide a short 
description of each such case to the Committee. 

Response : 


Service providers have voluntarily provided information on at least 141 occasions 
under this provision. Such disclosures have often included both e-mail content 
and associated records. Several of these disclosures have directly supported 
terrorism cases under the emergency of a possible pending attack. For example, 
this provision has been used to obtain access to e-mail accounts used by terrorist 
groups to discuss various terrorist attacks. It has also been used to respond 
quickly to bomb and death threats, as well as in an investigation into a threat to a 
high ranking foreign official. This provision has additionally been used to locate 
kidnaping victims and to protect children in child exploitation cases. In one 
kidnaping case involving the abduction of a 14-year-old girl, reliance on this 
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provision allowed the FBI to quickly locate and rescue the child and to identify 
and arrest the perpetrator. Because of this provision, additional harm to the girl 
was prevented and she was returned to her family in a matter of hours. 


Becaus e many international service providers are located within the United States 
(such a d , Legal Attaches have used this provision to assist 

foreign law enforcement officials with similar emergencies, such as death threats 
on prosecutors and other foreign officials. Where time is of the essence, giving 
service providers the option of revealing this information without a court order or 
grand jury subpoena is crucial to receiving the information quickly and 
preventing loss of life or serious injury. 


b2 
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Additional examples are provided in DOJ's July 2004 "Report from the Field: 
The USA PATRIOT Act at Work." 


b. In any such case have there been any cases in which, except for the time 
constraints imposed by the emergency situation, a conventional wiretap or search warrant, 
would not have been supported by the facts available to the Government at the time of the 
emergency request? If so, please describe such situations. 


Response : 


We are aware of no such circumstances. However, it is important to recognize 
that the information that may be disclosed under this emergency authority is 
limited to the contents of communications that are in electronic storage and 
records associated with customers or subscribers. Given this limitation, a 
conventional wiretap would generally not apply, and a search warrant would be 
required only for the contents of communications in ‘electronic storage’ (e.g., 
incoming email not yet retrieved by the subscriber) less than 181 days old. 
Emergency authority is appropriate for the disclosure of information held by a 
third party and, to the extent the information is constitutionally protected, 
disclosure of the information under exigent circumstances is entirely consistent 
with the emergency exception to the warrant requirement of the Fourth 
Amendment. 

c. Has the Department of Justice or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 212 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 
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Response : 


The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report 
to Congress every six months on allegations received by the OIG alleging abuses 
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report 
under section 1001 in September 2004. 


The OIG has advised that, with the possible exception of th^ 

none of the complaints submitted to the OIG alleging misconduct 
by employees of the Department has related to the use of a provision of the USA 
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews 
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's 
application or implementation of this section. 
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d. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 


Response : 


There is currently a discrepancy between the emergency provisions applicable to 
contents and records that appears illogical and unjustified. Currently a provider is 
arguably required under 18 U.S.C. 2702(c)(4) to meet a higher burden for 
disclosing a record or other subscriber information than is required by 
§ 2702(b)(7) for divulging the contents of a communication in electronic storage. 
Moreover, the entities to whom a provider may disclose are significantly more 
restricted for records than for content. The language in (b)(7) was enacted by 
Pub. L. 107-296 as part of the Homeland Security Act of 2002, with the objective 
that all entities with responsibility for ensuring our domestic security would have 
access to this information in an emergency. It does not appear that the 
discrepancies between the disclosure of content and records are supported by 
differing privacy interests inherent in the respective information or by other 
factors. Accordingly, reconciling these provisions would be appropriate. 


89. Section 214 of the USA-Patriot Act permits the use of FISA pen register/trap & trace 
orders with respect to electronic communications, and eliminates the requirement that 
such use be only in the context of a terrorist or espionage investigation. This question 
pertains to application of this provision since its passage, and to all instances, not only 
terrorism investigations. 


,a. In how many cases has this authority been used? 
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(i) How many of such cases were terrorism-related? 

Response to a and a(i) : 

The FBI does not maintain this information. It is, instead, maintained by DOJ's 
OIPR, to whom the FBI defers for response. 

b. Of the cases in which such authority was used, in how many was a 
subsequent application for a full surveillance order made pursuant to the FISA, or Chapter 
19 of Title 18? 


Response : 


c. Has the Intelligence Community, Department of Justice, or Federal 
Bureau of Investigation developed regulations or directives defining the meaning of non- 
content communications? If such regulations or directives have been issued, please provide 
copies to the Committee. 

Response : 


The FBI has not developed any such regulations or directives, nor is it aware that 
the IC or DOJ have issued guidance defining "non-content communications" in 
relation to the use of FISA pen register/trap and trace authorities. 

d. In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 

Response : 


See response to Question 85b, above. 

(i) If so, how many such reports have been issued? 
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Response : 


See response to Question 85b(i), above. 

(ii) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 


Response : 


See response to Question 85b(ii), above. 


90. Section 215 of the USA-Patriot [A]ct authorizes the Foreign Intelligence Surveillance 
Court to issue orders permitting FBI to access "tangible" items in the course of a terrorism 
or espionage investigation. The following questions pertain to the application of this 
provision since its inception. 

a. How many times has this authority been used, and with what success? 


Response : 


By letter of 12/23/04, the Department provided to the Committee the number of 
times, if any, authorities under section 1861 of the Foreign Intelligence 
Surveillance Act (FISA), as amended, had been approved by the Foreign 
Intelligence Surveillance Court. This semiannual report was submitted pursuant 
to section 1862(b) of the FISA, and covered the period 1/1/04 through 6/31/04. 

b. Has this provision been used to require the provision of information from 
a library or bookstore? If so, please describe how many times, and in what circumstances. 


Response : 


The Department provides information pertaining to the operational use of 
authorities under section 1861 of the FISA to the Senate and House Intelligence 
Committees on a semiannual basis, pursuant to section 1862(a) of the FISA. The 
last semiannual report under this section was dated 12/23/04, and covered the 
period 1/1/04 through 6/31/04. It is our understanding that under applicable 
Senate Rules and procedures, all Senators are permitted to review this semiannual 
report upon request to the Senate Select Committee on Intelligence. 
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c. In your testimony you compared this provision with existing authority in 
the criminal context, noting that records such as library records are subject to a grand jury 
subpoena. However, in criminal cases the propriety and lawfulness of subpoenas are to 
some extent tested in the adversary process of a trial - how, in the context of the FISA, does 
such a check occur? 


Response : 


The checks on the use of the business record provision are numerous. First, 
requests for such orders must be approved by several authorities within the FBI 
and DOJ to ensure they comply with FISA requirements. In addition, however, 
business record requests must be approved by a FISA Court judge. FISA judges 
are part of an independent judiciary, appointed pursuant to Article III of the U.S. 
Constitution. 


Business record orders require a showing that the record is relevant to an 
authorized investigation to protect against international terrorism or clandestine 
intelligence activities. "Authorized investigations" may only be initiated when 
consistent with Attorney General guidelines, so the existence of such an 
investigation and the relevance of the record to this investigation represent two 
"checks" on this authority. Under both the Attorney General guidelines and 
section 215 of the USA PATRIOT Act, such investigations may not be conducted 
solely on the basis of activities protected by the First Amendment. 


Once an appropriate FBI authority determines that a business record order request 
is relevant to a properly authorized investigation, the request itself requires 
numerous layers of approval (as do requests for electronic gjirvpilUnnp nhvgUal 
search, and pen register/tran and trace orders under FTSAT 


b2 

b7E 


When presented to the FISA Court, the FISA judge 

must determine that the request meets FISA requirements before issuing the 
order. 

Lastly, section 215 imposes Congressional oversight by requiring the Attorney 
General to report to Congress annually on the FBI's use of the section. 
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d. As of October 2004 the Department of Justice advised that this provision 
had not been used. If that is true, is there a necessity to maintain this provision in law? 
Why? 


Response : 

The only instance when the Department has declassified the number of times 
section 215 has been used was on 9/18/03 - not in October 2004. At that time 
(September 2003), Attorney General Ashcroft indicated section 215 had never 
been used. However, section 215 requires the Department to transmit on a semi- 
annual basis a report informing Congress of the number of times section 215 has 
been used. The most recent report was dated 12/23/04. 

The PATRIOT Act specifically protects Americans’ First Amendment rights, and 
terrorism investigators have no interest in the library habits of ordinary 
Americans. Historically, however, terrorists and spies have used libraries to plan 
and carry out activities that threaten our national security, and it is important that 
we not permit these facilities to become safe havens for terrorist or other illegal 
activities. The PATRIOT Act permits those conducting national security 
investigations to obtain business records - whether from a library or any other 
business - with the permission of a federal judge. 

(i) With respect to the potential applicability of this section to libraries and 
bookstores, there has been some concern that the mere prospect of use of the statute has a 
"chilling effect" on the use of these facilities. Can this chilling effect be minimized, if not 
eliminated, by incorporating a higher threshold for use in the limited context of libraries 
and bookstores? If not, why not? 


Response : 


In the context of this question, the FBI can initiate investigations of individuals or 
groups only under specific conditions articulated in the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG). Additionally, FBI guidelines place strict limits on the types of 
investigative activities that can be undertaken when investigations are opened, 
requiring, for example, that no investigation of a U.S. person may be conducted 
solely upon the basis of activities protected by the First Amendment to the 
Constitution. 


Individuals' rights are additionally safeguarded by other authorities, such as 
Executive Order (E.O.) 12333, which is the primary authority for intelligence 
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activities conducted by the IC. E.O. 12333 establishes goals for the collection of 
intelligence information; assigns responsibilities among the various intelligence 
components; prescribes what information may be collected, retained, and 
disseminated; and prescribes or proscribes the use of specified techniques in the 
collection of intelligence information. As noted above, the NSIG establishes 
limits and requirements governing FBI international terrorism investigations with 
respect to foreign intelligence. Cl, and intelligence support activities. Another 
important internal safeguard is the Intelligence Oversight Board (lOB), which 
reviews the FBI's practices and procedures relating to foreign intelligence and 
foreign Cl, requiring the FBI to report violations of foreign Cl or other guidelines 
designed in full or in part to ensure the protection of the individual rights of a 
U.S. person. 

e. In your testimony you made reference to newly-created procedures by 
which the Federal Bureau of Investigation disseminates intelligence via ’’electronic 
intelligence reports" - is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 

Response : 

The HR is the mechanism by which the FBI disseminates raw intelligenee 
information to the Intelligence, Defense, and law enforcement communities. The 
intelligence information contained in these IIRs is information generally derived 
from FBI operations, investigations, or sources. Intelligence information acquired 
pursuant to Section 215 of the USA PATRIOT Act could be disseminated via an 
HR in appropriate circumstances. Between August 2002 and August 2004, the 
FBI has disseminated approximately 3,860 terrorism-related IIRs. 

(i) If so, how many such reports have been issued? 

Response : 


(ii) Has the Federal Bureau of Investigation developed procedures to 
ascertain the quality and value of such intelligence reports? 
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Response : 


Although the FBI has procedures to evaluate the quality of intelligence reports, no 
reports have been disseminated which contained information acquired pursuant to 
section 215 of the USA PATRIOT Act. 

f. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 215 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 


Response : 


The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report 
to Congress every six months on allegations received by the OIG alleging abuses 
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report 
under section 1001 in September 2004. 


The OIG has advised that, with the possible exception of the pending 
investigation, none of the complaints submitted to the OIG alleging mlSCOhdUCl 
by employees of the Department has related to the use of a provision of the USA 
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews 
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's 
application or implementation of this section. 
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g. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 


Response : 


The FBI has identified no need for change at this time. 


91. Section 217 of the USA-Patriot Act authorizes, without court order, the interception of 
communications to and from a trespasser with a protected computer. This question 
pertains to the implementation of this provision since its passage. 


a. How many times has the authority under this section been used, and with 
what success? Please provide descriptions of the circumstances where it has been used. 
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Response : 


While the FBI does not maintain statistics on the frequency with which the 
trespasser authority has been used, we can provide examples of some such cases. 

Under this provision, the FBI was able to monitor the communications of an 
international group of "carders" (individuals who use and trade stolen credit card 
information). This group used chat rooms and fraudulent web sites, creating false 
identities to obtain e-mail accounts and then transmitting their communications 
through a computer that had been "hacked" and set up to operate as their proxy 
server. A proxy server changes an Internet user's original Internet protocol (IP) 
address to that of the proxy server so that only the proxy server knows the true 
point of origin. The owner of the hacked computer was not aware that it was 
being used as a proxy server, and considered all individuals using the system as a 
proxy server to be trespassers. The owner provided the FBI with consent to 
monitor the communication ports solely used by the trespassers, and this 
monitoring led to the subject's true identity. The subject was indicted in 
September 2003. Without this authority to monitor, the real identities of the 
trespassers could easily have remained anonymous. 


In another example, a former employee was suspected of illegally accessing a 
company's e-mail system to gain inside information regarding company concepts 
and client information, as well as privileged information regarding legal 
proceedings between the company and the former employee. The computer 
intruder used a variety of means to access the system, including wireless modems 
in laptops and hand-held Blackberry devices, making it more difficult to identify 
the intruder and to link the computer intrusions to the former employee. The 
victim company authorized the FBI to monitor the intruder's communications 
with and through its computer systems. 


In another case, a computer- intruder obtained control of a school’s network and 
reconfigured it to establish additional IP addresses that were separate and distinct 
from those used by the school. This allowed hackers, and others using the 
Internet who did not want to be located, to jump through the school’s system 
before committing their illegal acts. Monitoring accomplished pursuant to the 
school's consent resulted in the FBI's identification of over 200,000 different IP 
addresses using the school system as a proxy to further illegal activity such as 
fraud, computer intrusions, and spamming. 


As these cases make clear, this authority is critical not only to the FBI's ability to 
identify criminals who engage in computer intrusions but also its ability to 
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identify and investigate additional criminal activities conducted through victims' 
computers. 


b. Section 217(2)(I) requires authorization by the owner of the computer 
before the section can be applied. Can this authorization be withdrawn or limited by the 
owner of the computer? If so, how and in what circumstances? 


Response : 

Yes. As with any form of consent, which must be freely and voluntarily given to 
be valid, the consenting party has the right to terminate the consent at any time. 
The FBI encourages the use of a written consent form containing an express 
acknowledgment by the consenting owner or operator that states: "I understand 
my right to refuse authorization for interception and have accordingly given this 
authorization freely and voluntarily." 

c. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 217 of the 
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint. 

I 

Response : 


See response to Question 87c, above. 

92. Section 218 of the USA-Patriot Act created the so-called "significant purpose" test for 
applications pursuant the FISA, clarifying the law to recognize that in many cases such 
surveillance may implicate both a law enforcement and an intelligence interest. This 
question pertains to the implementation of this provision since its passage. 


a. Please provide the Committee with specific examples, in unclassified form 
if possible, of cases in which both law enforcement and intelligence interests were 
"significant." 

Response : 


As indicated in the July 2004 DOJ publication entitled, "Report from the Field: 
The USA PATRIOT Act at Work," the removal of the “wall” played a crucial role 
in the Department’s successful dismantling of a Portland, Oregon, terror cell, 
popularly known as the “Portland Seven.” Members of this terror cell had 
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attempted to travel to Afghanistan in 2001 and 2002 to take up arms with the 
Taliban and al Qaeda against United States and coalition forces fighting there. 
Law enforcem ent agents investigating that case learned through an undercover 
informant thatJ 


While several of these other individuals had returned to 
the United States from their unsuccessful attempts to reach Afghanistan, 
investigators did not yet have sufficient evidence to arrest them. Before the USA 
PAT RIOT A ct, prosecutors would have faced a dilemma in deciding whether to 
arresl l immediately. If prosecutors had failed to act, lives co uld hav e been 
lost through a domestic terrorist attack; if prosecutors had arrested T | m order 

to prevent a potential attack, the other suspects in the investigation would 
undoubtedly have scattered or attempted to cover up their crimes. Because of 
sections 218 and 504 of the USA PA TRIOT Act, however, FBI agents could 


to detect whether he had received orders 


conduct FISA surveillance o 
from an international terrorist group to reinstate the domestic attack plan on 
Jewish targets, and could keep prosecutors informed as to what they were 
learning. This gave prosecutors the confidence not to arresl | [ prematurely, 
but instead to continue to gather evidence on the other cell members. Ultimately, 
prosecutors were able to collect sufficient evidence to charge seven defendants 
and then to secure convictions and prison sentences ranging from three to 
eighteen years for the six defendants taken into custody. Charges against the 
seventh defendant were dismissed after he was killed in Pakistan by Pakistani 
troops on 10/3/03. 
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DOJ shar ed information pursuant to sections 218 and 504 before indicting [ 


hnd several co-conspirators on charges related to their involvement with 


the Palestinian Islamic Jihad (PIJ). PIJ is alleged to be one of the world’s most 
violent terrorist organizations, responsible for murdering over 100 innocent 
people, including Alisa Flatow, a young American killed in a b us bombing near 

the Israeli settlement of Kfar Darom. The indictment states that| perved 

as the secretary of the PIJ's governing council (“Shura Council”). He was also 
identified as the senior North American representative of the PIJ. Sections 2 1 8 
and 50 4 of the U SA PATRIOT Act enabled prosecutors to consider all evidence 
against [ and his co-conspirators, including evidence obtained pursuant to 
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FISA that provided the necessary factual support for the criminal case. By 
considering the intelligence and law enforcement information together, 
prosecutors were able to create a complete history for the case and put each piece 
of evidence in its proper context. This comprehensive approach was essential to 
prosecutors' ability to build their case and pursue the proper charges. 
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Prosecutors and investigators also used information shared pursuant to sections 
218 and 504 of the USA PATRIOT Act in investigating the defendants in the so- 
called “Virginia Jihad” case. This prosecution involved members of the Dar al- 
Arqam Islamic Center, some of whom trained for jihad in Northern Virginia by 
participating in paintball and paramilitary training or traveled to terrorist training 
camps in Pakistan or Afghanistan between 1999 and 2001. These individuals are 
associates of a violent Islamic extremist group known as Lashkar-e-Taiba (LET), 
which primarily operates in Pakistan and Kashmir and has ties to the al Qaeda 
terrorist network. As the result of an investigation that included the use of 
information obtained through FISA, prosecutors were able to bring charges 
against several individuals. Nine of these defendants have received sentences 
ranging from four years to life imprisonment (six of these sentences were 
pursuant to guilty pleas and three were contrary to their pleas; charges have 
included conspiracy to levy war against the United States and conspiracy to 
provide material support to the Taliban). 


Information sharing between intelligence and, law enforcement personnel made 
possible by sections 218 and 504 of the USA PATRIOT Act was also pivotal in 


thp in^fP'ititTatinri nf twn Yemeni citizens 


knd 


|vho were charged in 2003 with conspiring to provide 

material support to al Qaeda and HAMAS. I I 


[ 


]the complaint alleges that| 


had boasted that he had personally ha nded Usama Bin Laden ^ 20 million from his 
terrorist fund-raising network and that| 


had flown from 


Yemen to Frankfurt, Germany, in 2003 with the intent to obta in $2 million from a 
terrorist sympathizer hvho wante(^ to fund 


al Qaeda and HAMAS. Dnrinp their mp.etinps. 


Kvere extradited to the 


United States from Germany in November 2003 and are currently awaiting trial. 
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Sections 218 and 504 were also used tn bain ar.ress tn intp.lliVenr.p. that fanilitated 
the indictment of 


conspired to fraudulently 


Benevolence International Foundation (BIF). 
obtain charitable donations in order to provide financial assi stance to C hechen 


rebels and organizations engaged in violence and terrorism. pad a long- 

standing relationship with Usama Bin Laden, and used his charities both to obtain 
funds for terrorist organizations from unsuspecting Americans and to serve as a 
channel for people to contribute money knowingly to such groups. | 1 )led 

guilty to a racketeering charge, admitting that he diverted thousands of dollars 
from BIF to support Islamic militant groups in Bosnia and Chechnya. He was 
sentenced to over 1 1 years in prison. 


be 
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The broader information sharing and coordination made possible by sections 2 1 8 
and 504 of the USA PATRIOT Act assisted the San Diego prosecution of several 
persons involved in an al Qaeda drugs-for-weapons plot, which culminated in 
several guilty pleas. Two defendants admitted that they had conspired to 
distribute approximately five metric tons of hashish and 600 kilograms of heroin 
originating in Pakistan to undercover United States law enforcement officers. 
Additionally, they admitted that they had conspired to receive, as partial payment 
for the drugs, four “Stinger” anti-aircraft missiles that they then intended to sell to 
the Taliban, an organization they knew at the time to be affiliated with al Qaeda. 
The lead defendant in the case is currently awaiting trial. 


Sections 218 and 504 were also critical in the successful prosecution o£ 


[vho was convicted by a jury in January 2004 of illegally 


acting as an agent of the former government of Iraq and of two counts of perjury. 

b assed information on Iraqi opposition members 


Before the Gulf War, 
located in the United States to officers of the Iraqi Intelligence Service stationed 
in the Iraqi Mission to the United Nations. D uring this investigation, intelligence 
officers conducting surveillance o j "p ursuant to F ISA shared information 

with law enforcement agents and prosecutors investigating Through 

this coordination, law en forcement agents and r)rosecutors learned from 

intelligence officers that I 


was acting as an agent 

of the Iraqi government, providing a compelling piece ot evidence at 
trial. 


b. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 218 of the 
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint. 

Response : 


The Department’s Office of the Inspector General (OIG) is required under section 
1001 of the USA PATRIOT Act to report to Congress every six months on 
allegations received by the OIG alleging abuses of civil rights or civil liberties by 
DOJ employees. The OIG issued its fifth report under section 1001 in September 
2004. 


The OIG has ad vised that, with the possible exception of the 
lone of the complaints submitted to the OIG alleging misconauci 
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by employees of the Department has related to the use of a provision of the USA 
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PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews 
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's 
application or implementation of this section. 


c. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 

Response : 

The FISA Court of Review has made clear that the “significant purpose” standard 
is constitutional. Accordingly, additional changes are unnecessary. 

93. Section 220 of the USA-Patriot Act, "Nationwide Service of Search Warrants for 
Electronic Evidence" allows for the execution of a search warrant seeking electronic data 
anywhere in the country. This question pertains to the implementation of this provision 
since its passage. 


a. In how many cases has this authority been used? 


Response : 


While the FBI does not require or maintain centralized statistics on the use of 
search warrants. Field Offices indicate that they have routinely relied on this 
provision (codified at 18 U.S.C. 2703(a)) and can safely estimate that, 
nationwide, this search authority has been used at least 100 times since its 
passage. 


In section 220 of the USA PATRIOT Act, Congress adapted federal law to 
changing technology by allowing courts to order the release of stored 
communications through a search warrant valid in another specified judicial 
district. The ability to obtain this information with greater efficiency has proven 
invaluable in numerous cases, including: several terrorism investigations (such as 
the Virginia Jihad case described above and a complex terrorism financing case in 
which it was used to obtain a subject's e-mail related to a 7/4/02 shooting at Los 
Angeles International Airport); child pornography cases in which it is used to 
obtain information from ISPs regarding those trading sexually exploitive images 
of children; investigations of "carders" (those who use and trade stolen credit card 
information); and numerous investigations into Internet sales of counterfeit 
products, which have led to several indictments and the seizure of bank and 
financial accounts. 
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Child pornography cases highlight the benefit of Section 220, because the ability 
to obtain a search warrant in the jurisdiction of a child pornography investigation 
rather than in the jurisdiction of the ISP is critical to the success of a complex, 
multi-jurisdictional child pornography case. In the absence of section 220, law 
enforcement agents would either have to spend hours briefing other agents across 
the country so they could obtain warrants in those jurisdictions, or travel hundreds 
or thousands of miles to present warrant applications to local magistrate judges. 
Without Section 220, one of two things would often occur in light of limited law 
enforcement resources: either the scope of the investigation would be narrowed or 
the case would be deemed impractical at the outset and dropped. 

The following case, included in DOJ's July 2004 "Report from the Field: The 
USA PATRIOT Act at Work," provides an additional example of the benefits 
afforded by Section 220. A man, armed with a sawed-off shotgun, abducted his 
estranged wife and sexually assaulted her. Then, after releasing his wife, he fled 
West Virginia in a stolen car to avoid capture. While in flight, he contacted 
cooperating individuals by e- mail using an Internet service provider (ISP) located 
in California. Using the authority provided by section 220, investigators in West 
Virginia were able to obtain an order from a federal court in West Virginia for the 
disclosure of information regarding the armed fugitive’s e-mail account, including 
the California ISP. Within a day of the order's issuance, the ISP released 
information revealing that the fugitive had contacted individuals from a public 
library in a small town in South Carolina. The very next day, Deputy U.S. 
Marshals went to the town and noticed a carnival set up next to the public library. 
Because they were aware that the fugitive had previously worked as a carnival 
worker, the Deputy Marshals went to the carnival and discovered the stolen car, 
arresting the fugitive as he approached the car. He later pled guilty in state court 
and was sentenced to imprisonment for 30 years. In this case, the fast turn-around 
on the order for information related to the fugitive’s e-mail account, made 
possible by section 220 of the USA PATRIOT Act, was crucial to his capture. 

Section 220 has also made the process of obtaining a warrant for ISP information 
much more efficient. Before the USA PATRIOT Act, judicial districts that are 
home to large ISPs were inundated with search warrant requests for electronic 
evidence. For example, the U.S. Attorney’s Office in Alexandria, Virginia, was 
receiving approximately 10 applications each month from United States 
Attorney’s Offices in other districts for search warrants for the records of an ISP 
located there. For each of these applications, an Assistant United States Attorney 
in Virginia and a law enforcement agent in the district had to learn all the details 
of another district’s investigation in order to present an affidavit to the court in 
support of the search warrant application. Because of section 220, however, these 
attorneys and Agents can now spend their time on local cases and investigations 
rather than on learning the details of unrelated investigations being worked 
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through distant offices. Given the short time for which ISPs typically retain 
records, this provision has enabled the FBI to obtain critical information that may 
otherwise have been lost or destroyed in the ordinary course of the ISP's business. 
Section 220 also results in a more efficient use of judicial resources by allowing 
the judge with jurisdiction over the offense to issue the warrant and retain 
oversight over the search. 

b. Has the Department of Justice or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 220 of the 
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint. 

Response : 

The DOJ OIG is required under section 1001 of the USA PATRIOT Act to report 
to Congress every six months on allegations received by the OIG alleging abuses 
of civil rights or civil liberties by DOJ employees. The OIG issued its fifth report 
under section 1001 in September 2004. 

b6 
bVC 


c. Based upon the application of this provision of law during the period since 
its passage, are there changes to this statute which the Congress should consider? 

Response : 


The OIG has advised that, with the possible exception of thJ 


1 

none of the complaints submitted to the UIG alleging misconduct 


by employees of the Department has related to the use of a provision of the USA 
PATRIOT Act. Additionally, the FBI's Inspection Division, which reviews 
allegations of FBI misconduct, is aware of no complaints with respect to the FBI's 
application or implementation of this section. 


No. The FBI requests only that the provision be preserved. 


94. Section 223 of the USA-Patriot Act creates a cause of action for willful violations of 
Title Ill's electronic surveillance procedures. Have any such lawsuits been brought? If so, 
please provide details of each such case. 

Response : 


No such lawsuits have been brought. 
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95. Section 225 of the USA-Patriot Act provides immunity for those who aid in the 
execution of a FISA order. Has such immunity been invoked? If so, please describe any 
such case. 

Response : 


No. Immunity has not been claimed under this section with respect to FBI 
investigations in either the civil or criminal context. 


96. The following question pertains to surveillance conducted pursuant to the FISA. 


a. What is the backlog on processing of intercepts? What is the average time 
between interception and first monitoring. 

b. What percentage of intercepts that are not in English are translated 
within 24 hours? A week? 

c. How many hours of FISA intercepts remain untranslated as of May 20, 

2004? 

Response to a through c : 

FBI Director Mueller has made clear his interest in having all material derived 
from the FBI's use of FISA authority reviewed and analyzed as quickly as 
possible. Since the majority of this material is in languages other than English, 
FBI Language Services Section personnel meet with the FBI's National FISA 
Manager and other management officials every two weeks to discuss national 
operational priorities and the most effective utilization of finite linguist resources. 
The operational plan established by this meeting is modified almost daily based 
on ever-shifting investigative priorities. These tactics ensure that all of the 
highest priority intelligence collected in a foreign language is reviewed 
immediately and that any outstanding work is limited to matters assigned a lower 
relative priority. 

The FBI currently has sufficient translation capacity to promptly address all 
translation needs with respect to its highest priority, CT operations, often within 
12 hours. While there are instances in which the FBI is not able to address 
translation needs as quickly as it would like, such as when the language or dialect 
involved is initially unidentifiable, this usually pertains to lower priority matters. 
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Conventional digital systems used to collect FISA-derived materials were not 
designed to measure the average time between intercept and initial monitoring. 
Recognizing the tactical value of having such aging reports for command and 
control purposes, a nationally integrated FISA statistical collection and reporting 
system has been developed and is undergoing a test and evaluation process to 
validate the mapping of meta data. This system should be fully functional by the 
end of calendar year 2004. It is clear, however, based on information provided 
by FBI field office managers, that the vast majority of communications in a 
foreign language relating to terrorism operations are being afforded full review by 
a qualified linguist within, at most, a few days of collection. 

d. Please describe the process of indexing and retrieving FISA material. 


Response : 


Intelligence summaries from FISA intercepts are indexed and archived according 
to strict electronic surveillance (ELSUR) rules that make these summaries part of 
the official FBI record and allow these records to be searched in the Field Offices 
where the cases reside. Although recent progress has been made in creating an 
electronic archive of Cl material that can be searched by authorized users 
fieldwide, CT summaries from FISA audio intercepts are not searchable in a 
central database at this time. The phased deployment of the ELSUR Data 
Management System (EDMS), starting in FY 2005, will make all intelligence 
summaries from FISA intercepts available in a searchable arehive. 


e. In the past 5 years, has there been a review or audit of the accuracy of FBI 
translations of intercepted or seized foreign language material? 

Response : 


Historically, translation reviews were normally conducted by field office 
managers on a semi-annual basis in conjunction with a linguist's performance 
appraisal rating. In order to standardize this procedure, the FBI's Language 
Services Section implemented minimum quality control standards and guidelines 
and assumed central management of the language services quality control 
program in January 2003. Quality control program guidelines stipulate which 
linguists' translations must be reviewed and at what intervals. The guidelines also 
identify those materials that must always be reviewed prior to dissemination. 
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Questions Posed by Senator Feingold 


FBI Role in Iraq 

97. a. How many special agents, translators, and other FBI employees have been 

assigned to work in Iraq since March 2003 and how many are currently there? 


Response : 


The response to this question is classified and is, therefore, provided separately. 

b. Where were these agents, translators, and other employees assigned 
before they were sent to Iraq? 

Response : 


They were assigned to many of the FBI's offices, both in the field and at FBIHQ. 

c. How many of these agents, translators, and other employees were working 
in the United States on terrorism cases? 

Response : 


15 percent of the FBI employees sent to Iraq were working on terrorism cases 
prior to that deployment. 


FBI DNA Lab 

98. The U.S. Department of Justice and Jacqueline Blake, a former biologist at the FBI 
DNA laboratory, recently entered into a plea agreement. Blake pled guilty to authoring 
and submitting over 100 reports containing false statements regarding DNA analysis she 
performed during a 2-1/2 year period from 1999 to 2002. 


a. According to a Justice Department press release, the FBI has retested 
evidence in many of Blake’s cases and has concluded that her false statements did not 
affect the outcome of any of the criminal cases in which she was involved. I assume that 
the FBI has notified the prosecutors in those cases. Has the FBI notified the courts and 
defense attorneys in each case in which Blake’s falsified reports were involved? If not, why 
not? 
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sufficient to justify the delay. In addition, notice is only delayed; it is never 
eliminated. The searched party will, therefore, have the opportunity to challenge 
the validity and sufficiency of the reasons for delay and, if those reasons prove to 
be insufficient, to seek an appropriate remedy. 

d. How many of the delayed notice warrants were issued with a (I) seven-day 
or less delay; (ii) 8 to 30 day delay; (iii) 31 to 60 day delay; and (iv) time period of 61 days 
or more and what were those time periods? 

e. How many of the delayed notification warrants issued since the PATRIOT 
Act was passed were used in non-terrorism criminal matters? 

f. Please provide the case name, docket number, and court of jurisdiction for 
each case in which a delayed notice warrant was issued since enactment of the PATRIOT 
Act. 

Response to d through f . 

This information was not collected in the EOUSA survey and is not otherwise 
available except through individual U.S. Attorney's Offices. 

103. In September 2003, the U.S. Department of Justice disclosed that it had not yet used 
section 215 of the USA PATRIOT Act. On March 9, 2004, 1 sent a letter to the Attorney 
General asking him to clarify whether section 215 has been used since September 18, 2003. 
(Copy of letter attached.) 

a. Please indicate whether section 215 has been used since September 18, 

2003. 

Response : 


By letter of 12/23/04, the Department provided to the Committee the number of 
times, if any, authorities under section 1861 of the Foreign Intelligence 
Surveillance Act (FISA), as amended, had been approved by the Foreign 
Intelligence Surveillance Court. This semiannual report was submitted pursuant 
to section 1862(b) of the FISA, and covered the period 1/1/04 through 6/31/04. 
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b. If section 215 has been used, please describe how it has been used. How 
many U.S. persons and non-U.S. persons were targets of the investigation? Was the section 
215 order served on a library, newsroom, or other First Amendment sensitive place? Was 
the product of the search used in a criminal prosecution? 


Response : 


The Department provides information pertaining to the operational use of 
authorities under section 1861 of the FISA to the Senate and House Intelligence 
Committees on a semiannual basis, pursuant to section 1862(a) of the FISA. The 
last semiannual report under this section was dated 12/23/04, and covered the 
period 1/1/04 through 6/3 1/04. It is our understanding that under applicable 
Senate Rules and procedures, all Senators are permitted to review this semiannual 
report upon request to the Senate Select Committee on Intelligence. 

104. The Security and Freedom Ensured (SAFE) Act (S. 1709) would amend the roving 
wiretaps provision of the PATRIOT Act (section 206) by placing reasonable safeguards to 
protect the conversations of innocent Americans. 

a. The SAFE Act would require the FBI to determine whether the target of 
the wiretap is present at the place being tapped. Since the FBI must already comply with 
this requirement when conducting roving wiretaps in criminal investigations (see 18 U.S.C. 
§ 2518(11), (12)), why shouldn’t Congress require the FBI to comply with this important 
requirement when conducting roving wiretaps in foreign intelligence investigations? 

Please explain. 


Response : 


The requirements of the SAFE Act are inconsistent with, and more restrictive 
than, the requirements applicable to roving wiretaps in criminal investigations. In 
criminal cases, roving wiretap orders are limited to "such time as it is reasonable 
to presume that the [target] is or was reasonably proximate" to the facility. 18 
U.S.C. 2518(1 l)(b)(iv). This does not require a conclusive determination that the 
target is actually present at the time of interception, as the SAFE Act would 
require, but only a reasonable belief under the circumstances that the facility or 
place is being used by the target. An analogous requirement is already contained 
in the Foreign Intelligence Surveillance Act (FISA). Under FISA, the FBI must 
demonstrate probable cause to believe that "each of the facilities or places at 
which the electronic surveillance is directed is being used, or is about to be used, 
by a foreign power or an agent of a foreign power." 50 U.S.C. 1805(a)(3)(B). In 
addition to these safeguards, both Title III and FISA require the use of procedures 
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ALL IMFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
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90. Section 215 of the USA-Patriot [A]ct authorizes the Foreign Intelligence Surveillance 
Court to issue orders permitting FBI to access ’’tangible” items in the course of a terrorism 
or espionage investigation. The following questions pertain to the application of this 
provision since its inception. 

a. How many times has this authority been used, and with what success? 


Response : 

By letter of December 23, 2004, the Department provided to the Committee the number 
of times, if any, authorities under section 1861 of the Foreign Intelligence Surveillance 
Act (FISA), as amended, had been approved by the Foreign Intelligence Surveillance 
Court. This semiannual report was submitted pursuant to section 1 862(b) of the FISA, 
and covered the period January 1, 2004 through June 31, 2004. 

b. Has this provision been used to require the provision of information from a 
library or bookstore? If so, please describe how many times, and in what circumstances. 

Response : 

The Department provides information pertaining to the operational use of authorities 
under section 1861 of the FISA to the Senate and House Intelligence Committees on a 
semiannual basis, pursuant to section 1 862(a) of the FISA. The last semiannual report 
under this section was dated December 23, 2004, and covered the period January 1, 2004 
through June 31, 2004. It is our understanding that under applicable Senate Rules and 
procedures, all Senators are permitted to review this semiannual report upon request to 
the Senate Select Committee on Intelligence. 

c. In your testimony you compared this provision with existing authority in the 
criminal context, noting that records such as library records are subject to a grand jury 
subpoena. However, in criminal cases the propriety and lawfulness of subpoenas are to 
some extent tested in the adversary process of a trial - how, in the context of the FISA, does 
such a check occur? 

Response : 

The checks on the use of the business record provision are numerous. First, requests for 
such orders must he approved by several authorities within the FBI and DOJ to ensure 
they comply with FISA requirements. In addition, however, business record requests 
must be approved by a FISA Court judge. FISA judges are part of an independent 
judiciary, appointed pursuant to Article LH of the U.S. Constitution. 

Business record orders require a showing that the record is relevant to an authorized 
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investigation to protect against international terrorism or clandestine intelligence 
activities. "Authorized investigations" may only be initiated when consistent with 
Attorney General guidelines, so the existence of such an investigation and the relevance 
of the record to this investigation represent two "checks" on this authority. Under both 
the Attorney General guidelines and section 215 of the USA PATRIOT Act, such 
investigations may not be premised solely upon the exercise of First Amendment- 
protected activities. 

Once an appropriate FBI authority determines that a business record order request is 
relevant to a properly authorized investigation, the request itself requires numerous layers 

of approval (as do requests for electronic surveillance, physical search, and pen 

register/trap and trace orders under FISA). 

b2 

b7E 


I I When presented to the FISA Court, the FISA 

judge must determine that the request meets FISA requirements before issuing the order. 

Lastly, section 215 imposes Congressional oversight by requiring the Attorney General to 
report to Congress annually on the FBI's use of the section. 

d. As of October 2004 the Department of Justice advised that this provision had not 
been used. If that is true, is there a necessity to maintain this provision in law? Why? 

Response : 

The only instance when the Department has declassified the number of times section 215 
has been used was on September 18, 2003 - not October 2004. At that time (September 
2003), Attorney General Ashcroft indicated section 215 had never been used. However, 
section 215 requires the Department to transmit on a semi-annual basis a report informing 
Congress of the number of times section 215 has been used. The most recent report was 
dated December 23, 2004. 

The PATRIOT Act specifically protects Americans’ First Amendment rights, and 
terrorism investigators have no interest in the library habits of ordinary Americans. 
Historically, terrorists and spies have used libraries to plan and carry out activities that 
threaten our national security. If terrorists or spies use libraries, we should not allow them 
to become safe havens for their terrorist or clandestine activities. The PATRIOT Act 
ensures that business records - whether from a library or any other business - can be 
obtained in national security investigations with the permission of a federal judge. 
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(i) With respect to the potential applicability of this section to libraries and 
bookstores, there has been some concern that the mere prospect of use of the statute has a 
"chilling effect" on the use of these facilities. Can this chilling effect be minimized, if not 
eliminated, by incorporating a higher threshold for use in the limited context of libraries 
and bookstores? If not, why not? 

Response : 

In the context of this question, the FBI can initiate investigations of individuals or groups 
only under specific conditions articulated in the Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence Collection (NSIG). 

Additionally, FBI guidelines place strict limits on the types of investigative activities that 
can be undertaken when investigations are opened, requiring, for example, that no 
investigation of a U.S. person may be conducted solely upon the basis of activities 
protected by the First Amendment to the Constitution. 

Individuals' rights are additionally safeguarded by other authorities, such as Executive 
Order (E.O.) 12333, which is the primary authority for intelligence activities conducted 
by the USIC. E.O. 12333 establishes goals for the collection of intelligence information; 
assigns responsibilities among the various intelligence components; prescribes what 
information may be collected, retained, and disseminated; and prescribes or proscribes the 
use of specified techniques in the collection of intelligence information. As noted above, 
the NSIG establishes limits and requirements governing FBI international terrorism 
investigations with respect to foreign intelligence. Cl, and intelligence support activities. 
Another important internal safeguard is the Intelligence Oversight Board (lOB), which 
reviews the FBI's practices and procedures relating to foreign intelligence and foreign Cl, 
requiring the FBI to report violations of foreign Cl or other guidelines designed in full or 
in part to ensure the protection of the individual rights of a U.S. person. 

e. In your testimony you made reference to newly-created procedures by which the 
Federal Bureau of Investigation disseminates intelligence via "electronic intelligence 
reports" - is this the mechanism used for dissemination of material acquired pursuant to 
this section of the FISA? 

Response : 

The nR is the mechanism by which the FBI disseminates raw intelligence information to 
the Intelligence, Defense, and law enforcement communities. The intelligence 
information contained in these HRs is information generally derived from FBI operations, 
investigations, or sources. Intelligence information acquired pursuant to Section 215 of 
the USA PATRIOT Act could be disseminated via an HR in appropriate circumstances. 
Between August 2002 and August 2004, the FBI has disseminated approximately 3,860 
terrorism-related HRs. 
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(i) If so, how many such reports have been issued? 
Response : 


(ii) Has the Federal Bureau of Investigation developed procedures to ascertain the 
quality and value of such intelligence reports? 

Response : 


f. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 215 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 

Response : 

The Department’s Office of the Inspector General (OIG) is required under section 1001 of 
the USA PATRIOT Act to report to Congress every six months on allegations received by 
the OIG alleging abuses of civil rights or civil liberties by employees of the Department 
of Justice. The OIG issued its fifth report under section 1001 in September 2004. 

The OIG has advised that, with the possible exception of one matter, none of the 
complaints submitted to the OIG alleging misconduct by employees of the Department 
has related to the use of a provision of the USA PATRIOT Act. Additionally, the FBI's 
Inspection Division, which reviews allegations of FBI misconduct, is aware of no 
complaints with respect to the FBI's application or implementation of this section. 

g. Based upon the application of this provision of law during the period since its 
passage, are there changes to this statute which the Congress should consider? 

Response : 

The FBI has identified no need for change at this time. 
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90. Section 215 of the TJSA-Patriot [A]ct authorizes the Foreign Intelligence Surveillance 
Court to issue orders permitting FBI to access "tangible" items in the course of a terrorism 
or espionage investigation. The following questions pertain to the application of this 
provision since its inception. 

a. How many times has this authority been used, and with what success? 

b. Has this provision been used to require the provision of information from a 
library or bookstore? If so, please describe how many times, and in what circumstances. 

Response to a and b : 

The responses to these questions are classified and are, therefore, provided separately. 

c. In your testimony you compared this provision with existing authority in the 
criminal context, noting that records such as library records are subject to a grand jury 
subpoena. However, in criminal cases the propriety and lawfulness of subpoenae are to 
some extent tested in the adversary process of a trial - how, in the context of the FISA, does 
such a check occur? 


Response : 

The checks on the use of the business record provision are numerous. First, requests for 
such orders must be approved by several authorities within the FBI and DOJ to ensure 
they comply with FISA requirements. In addition, however, business record requests 
must be approved by a FISA Court judge. FISA judges are part of an independent 
judiciary, appointed pursuant to Article III of the U.S. Constitution. 

Business record orders require a showing that the record is relevant to an authorized 
investigation to protect against international terrorism or clandestine intelligence 
activities. "Authorized investigations" may only be initiated when consistent with 
Attorney General guidelines, so the existence of such an investigation and the relevance 
of the record to this investigation represent two "checks" on this authority. Under both 
the Attorney General guidelines and section 215 of the USA PATRIOT Act, such 
investigations may not be premised solely upon the exercise of constitutionally protected 
activities. 


Once an appropriate FBI authority determines that a business record order request is 
relevant to a properly authorized investigation, the request itself requires numerous layers 

of approval (as do requests for electronic s urveillance, physical search, and pen 

register/trap and trace orders under FISA). 
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When presented to the FISA Court, the FISA 

judge must determine that the request meets FISA requirements before issuing the order. 

Lastly, section 215 imposes Congressional oversight by requiring the Attorney General to 
report to Congress annually on the FBI's use of the section. 

d. As of October 2004 the Department of Justice advised that this provision had not 
been used. If that is true, is there a necessity to maintain this provision in law? Why? 

Response : 

The response to this question is classified and is, therefore, provided separately. 

(i) With respect to the potential applicability of this section to libraries and 
bookstores, there has been some concern that the mere prospect of use of the statute has a 
"chilling effect" on the use of these facilities. Can this chilling effect be minimized, if not 
eliminated, by incorporating a higher threshold for use in the limited context of libraries 
and bookstores? If not, why not? 

Response : 

In the context of this question, the FBI can initiate investigations of individuals or groups 
only under specific conditions articulated in the Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence Collection (NSIG). 

Additionally, FBI guidelines place strict limits on the types of investigative activities that 
can be undertaken when investigations are opened, requiring, for example, that no 
investigation of a U.S. person may be conducted solely upon the basis of activities 
protected by the First Amendment to the Constitution. 

Individuals' rights are additionally safeguarded by other authorities, such as Executive 
Order (E.O.) 12333, which is the primary authority for intelligence activities conducted 
by the USIC. E.O. 12333 establishes goals for the collection of intelligence information; 
assigns responsibilities among the various intelligence components; prescribes what 
information may be collected, retained, and disseminated; and prescribes or proscribes the 
use of specified techniques in the collection of intelligence information. As noted above, 
the NSIG establishes limits and requirements governing FBI international terrorism 
investigations with respect to foreign intelligence. Cl, and intelligence support activities. 
Another important internal safeguard is the Intelligence Oversight Board (lOB), which 
reviews the FBI's practices and procedures relating to foreign intelligence and foreign Cl, 
requiring the FBI to report violations of foreign Cl or other guidelines designed in full or 
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in part to ensure the protection of the individual rights of a U.S. person. 

e. In your testimony you made reference to newly-created procedures by which the 
Federal Bureau of Investigation disseminates intelligence via "electronic intelligence 
reports" - is this the mechanism used for dissemination of material acquired pursuant to 
this section of the FISA? 

Response : 

The HR is the mechanism by which the FBI disseminates raw intelligence information to 
the Intelligence, Defense, and law enforcement communities. The intelligence 
information contained in these IIRs is information generally derived from FBI operations, 
investigations, or sources. Intelligence information acquired pursuant to Section 215 of 
the USA PATRIOT Act could be disseminated via an HR in appropriate circumstances. 
Between August 2002 and August 2004, the FBI has disseminated approximately 3,860 
terrorism-related IIRs. 

(i) If so, how many such reports have been issued? 

Response : 


(ii) Has the Federal Bureau of Investigation developed procedures to ascertain the 
quality and value of such intelligence reports? 

Response : 


f. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 215 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 

Response : 

The FBI's Inspection Division, which reviews allegations of FBI misconduct, is aware of 
no complaints with respect to the FBI's application or implementation of this section. 
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g. Based upon the application of this provision of law during the period since its 
passage, are there changes to this statute which the Congress should consider? 

Response : 

The FBI has identified no need for change at this time. 
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90. Section 215 of the USA-Patriot [A]ct authorizes the Foreign Intelligence Surveillance 
Court to issue orders permitting FBI to access "tangible" items in the course of a terrorism 
or espionage investigation. The following questions pertain to the application of this 
provision since its inception. 

a. How many times has this authority been used, and with what success? 

Response : 


FBI , 


DOJ By letter of December 23, 2004, the Department provided to the Committee the bi 

number of times, if any, authorities under section 1861 of the Foreign Intelligence b 2 
Surveillance Act (FISA), as amended, had been approved by the Foreign 
Intelligence Surveillance Court. This semiannual report was submitted pursuant 
to section 1862(b) of the FISA, and covered the period January 1, 2004 through 
June 31, 2004. 

b. Has this provision been used to require the provision of information from 
a library or bookstore? If so, please describe how many times, and in what circumstances. 



Response : 

FBI 


SI 


DOJ The Department provides information pertaining to the operational use of 

authorities under section 1861 of the FISA to the Senate and House Intelligence 
Committees on a semiannual basis, pursuant to section 1862(a) of the FISA. The 
last semiannual report under this section was dated December 23, 2004, and 
covered the period January 1, 2004 through June 31, 2004. It is our understanding 
that under applicable Senate Rules and procedures, all Senators are permitted to 
review this semiannual report upon request to the Senate Select Committee on 
Intelligence. 


d. As of October 2004 the Department of Justice advised that this provision 
had not been used. If that is true, is there a necessity to maintain this provision in law? 
Why? 


Response : 

FBI 

bl 


(SI 

1 
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DOJ The only instance when the Department has declassified the number of times 

section 215 has been used was on September 18, 2003 - not October 2004. At 
that time (September 2003), Attorney General Ashcroft indicated section 215 had 
never been used. However, section 215 requires the Department to transmit on a 
semi-annual basis a report informing Congress of the number of times section 215 
has been used. The most recent report was dated December 23, 2004. 

The PATRIOT Act specifically protects Americans’ First Amendment rights, and 
terrorism investigators have no interest in the library habits of ordinary 
Americans. Historically, terrorists and spies have used libraries to plan and carry 
out activities that threaten our national security. If terrorists or spies use libraries, 
we should not allow them to become safe havens for their terrorist or clandestine 
activities. The PATRIOT Act ensures that business records - whether from a 
library or any other business - can be obtained in national security investigations 
with the permission of a federal judge. 

f. Has the Department of Justice, the Director of Central Intelligence (in his 
capacity as head of the Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation of Section 215 of the 
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint. 

Response : 


FBI 


The FBI's Inspection Division, which reviews allegations of FBI misconduct, is 
aware of no complaints with respect to the FBI's application or implementation of 
this section. 



DOJ 


s|i^ET 

The Department’s Office of the Inspector General (OIG) is required under section 
1001 of the USA PATRIOT Act to report to Congress every six months on 
allegations received by the OIG alleging abuses of civil rights or civil liberties by 
employees of the Department of Justice. The OIG issued its fifth report under 
section 1001 in September 2004. 

The OIG has advised that, with the possible exception of one matter, none of the 
complaints submitted to the OIG alleging misconduct by employees of the 
Department has related to the use of a provision of the USA PATRIOT Act. 
Additionally, the FBI's Inspection Division, which reviews allegations of FBI 
misconduct, is aware of no complaints with respect to the FBI's application or 
implementation of this section. 
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SE^fifr 


ALL TT'JFORMATION COMTAINED 
HEREIN IS UNCLASSIFIED 

DATE 0 9-23-2005 BY 603 0 9aut. am/ mlt./ 1 r2 


MessageFrom; FOGLE, TONI M. (INSD) (FBI) 
Sent: Tuesday, September 14, 2004 2:55 PM 
Tol 


(OCA) (FBI) 


Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 

b6 

b7C 


call it a day 

Original Message 

From ! r OCA) (FBI) 

Sent: Tuesday, September 14, 2004 2:43 PM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 

b5 


b2 

Office of Congressional Affairs 
JEH Building Ro om 7252 


Original Message 

From: FOGLE, TONI M. (INSD) (FBI) 

Sent: Tuesday, September 14, 2004 2:41 PM 
To l K OCA) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 







Office of Congressional Affairs 

7252 b6 

b7C 

Original Message 1^2 

From: FOGLE, TONI M. (INSD) (FBI) 

Sen t: Tuesday, Septemb er 14, 2004 1:43 PM 
To: I t OCA) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 



UNCLASSIFIED 


2 



b5 


NON-RECORD 


Original Message 

FromP loCA) (FBI) 

Sent: Tuesday, September 14, 2004 12:30 PM 


b6 


To: FOGLE, TONI M. (INSD) (FBI) b7c 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 



bS 


Office of Congressional Affairs 
JEH Building Room 7252 


b6 


b7C 


b2 


Original Message 

From: FOGLE, TONI M. (INSD) (FBI) 

Se nt: Tuesday. Septembe r 14, 2004 11:58 AM 


:i 


JOCA) (FBI) 


To 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 
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Original Message 

From| |0CA) (FBI) 

Sent: Friday, September 10, 2004 4:07 PM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 



Office of Congressional Affairs bs 



Original Message 

From: FOGLE, TONI M. (INSD) (FBI) 

.<\pntpmhpr 1 0 2004 3:55 PM 
To] |OCA) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 
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Original Message 

From| fOCA) (FBI) bg 

Sent: Friday, September 10, 2004 8:21 AM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: FW: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


Thanks! 


Office of Congressional Affairs 
JEH Building Room 7252 

] 


Original Message 

From: THOMPSON, DONALD W. JR (RH) (FBI) 
Se nt: Thursday, Septem ber 09, 2004 6:26 PM 


](OCA) (FBI) 


b6 


b7C 


To: 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


I concur with the below responses. Thanks. DWT 
O riginal Message- 

(OCA) (FBI) 


From 

Sent: Thursday, September 09, 2004 5:54 PM 
To: THOMPSON, DONALD W. JR (RH) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 
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UNCLASSIFIED 

NON-RECORD 



^ 

b6 

Office of Congressional Affairs 
JEH Building R oom 7252 


Original Message 

From: THOMPSON, DONALD W. JR (RH) (FBI) 

Sent: Thursday, September 09, 2004 5:42 PM 
To | I (OCA) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 
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b5 


Original Message- 

From 


OCA) (FBI) 


Sent: Thursday, September 09, 2004 2:13 PM 
To : FOGLE. TONT M. f TNSDI (FBI) 


b6 

b7C 


Cc 


(FBI) 


(INSD) (FBI); THOMPSON, DONALD W. JR (RH) 


Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 

b5 


A/ AD Thompson: 


Thanks. 


(FBI) 


Office of Congressional Affairs 
JEH Building Roo m 7252 


Original Message 

From: FOGLE, TONI M. (INSD) (FBI) 

Se nt: Thursday, Septemb er 09, 2004 2:11 PM 


To 

Cc 


b2 


b6 


JOCA) (FBI) 

(INSD) (FBI); THOMP?^^ , DONALD W. JR (RH) 


Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


Could you work out the language with A/ AD Thompson thi s aftern oon (I'm in a 
meeting that may take some time) — leaving open this one situation? I'll ask to work on the 





questions you've asked on this open situation 
Original Message — 


T> 


From (OCA) (FBI) 

Sent: Thursday, September 09, 2004 2:04 PM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 



Office of Congressional Affairs 
JEH Building Roo m 7252 


Original Message- 

Fror j ~ 


b2 

b6 

b7C 


](INSD) (FBI) 


Se nt: Thursday, Septem ber 09, 2004 1:52 PM 


To{ 


(OCA) (FBI) 


Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


b6 

b7C 

b5 


UNCLASSIFIED 

NON-RECORD 


9 






b5 


What do you think? 

O riginal Message ^ 

From: ! It OCAt (FBI) 

Sent: Thursday, September 09, 2004 8:46 AM 

To: FOGLE, TONI M. (INSD) (FBI); THOMPSON, DONALD W. JR (RH) 

(FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


Office of Congressional Affairs 
JEH Building Ro om 7252 


Original Message bvc 

From; FOGLE, TONI M. (INSD) (FBI) 

Sent: Thursday, September 09, 2004 8:42 AM 

To: THOMPSON, DONALD W. JR (RH) (FBI); Hayn, Linda Susan (OCA) 

(FBI) 

Subject; RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 
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|— can we adjust the language accordingly? 

Original Message 

From: THOMPSON, DONALD W. JR (RH) (FBI) 

Sent: Wednesday, September 08, 2004 6:01 PM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


b5 


Original Message 

From: FOGLE, TONI M. (INSD) (FBI) 

Sent: Wednesday, September 08, 2004 1:08 PM 
To: THOMPSON, DONALD W. JR (RH) (FBI) 

Subject: FW: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


b5 


Original Message 

From: l l IOCAI (FBI) 

Sent: Wednesday, September 08, 2004 12:40 PM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


11 





UNCLASSIFIED 

NON-RECORD 


Toni: 


Thanks. 


Office of Congressional Affairs 
JEH Building Room 7252 


b2 


b6 


.^b7C 


Onginal Message 

From; FOGLE, TONI M. (INSD) (FBIf 
Sen t: Friday, September 03, 2004 9:42 AM 


To: 

Sub 


pCA) (FBI) 


ect: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


O riginal Message- 

From;| 


J)CA) (FBI) 


b6 


b7C 


Sent: Friday, September 03, 2004 9:00 AM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 
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UNCLASSIFIED 

NON-RECORD 



Office of Congressional Affairs 
TF.H RiiilHinp Fnnm 7252 


f 


— Original Message 

From: FOGLE, TONI M. (INSD) (FBI) 
Se nt: Monday. August 3 0. 2004 12:45 PM 


b2 


b6 


b7C 


To 

Cc 


l(OCA) (FBI) 
(INSD) (FBI) 


Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


bS 

O ngmal Message 

From: I l (OCAI (FBI) 

Sent: Friday, August 27, 2004 12:29 PM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: Complaints Re: FBI Implementation of Patriot Act 

b6 

b7C 

UNCLASSIFIED 

NON-RECORD 


Toni: 
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Office of Congressional Affairs 
JEH Building Room 7252 






UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 



UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 



ALL IHFORMATIOM COMTA.IHED 
HEREIN IS UNCLASSIFIED 

DATE 0 9-23-2 0 05 BY 603 0 9autam/mlt:/ 1 r2 


MessageFrom: FOGLE, TONI M. (INSD) (FBI) 

Sent: Friday, September 03, 2004 9:42 AM 
To:| |(OCA) (FBI) 

Subject: KE: Complaints Re: FBI Implementation of Patriot Act 

UNCLASSIFIED 

NON-RECORD 


b7C 



From| |(OCA) (FBI) 

Sent: Friday, September 03, 2004 9:00 AM 
To: FOGLE, TONI M. (INSD) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


Toni: 



From: FOGLE, TONI M. (EsfSD) (FBI) 

Se nt: Monday. August y . 2004 12:45 PM 
To ;OCA) (FBI) 

Cc| KINSD) (FBI) 

Subject: RE: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 






O riginal Message 

Fromp |(OCA) (FBI) 

Sent: Friday, August 27, 2004 12:29 PM 

b7C 

To: FOGLE, TONI M. (INSD) (FBI) 

Subject: Complaints Re: FBI Implementation of Patriot Act 


UNCLASSIFIED 

NON-RECORD 


Toni: 



Office of Congressional Affairs be 

JEH Building Room 7252 b 7 i 
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UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 03-29-2005 BY 65 17 9DMH/ 1 r2 Ca#05-CV- 0 8 45 


Questions for Investigative Law Unit 

8. Office of the General Counsel (OGC) . At the hearing on May 
20, you stated that the Department of Defense had not, to date, 
referred any prisoner abuse cases involving military contractors 
to DOJ. The next day, DOJ announced that it had received such a 
referral the day before and that it had "opened an investigation 
into the matter." 


a. At what time on May 20 did DOJ receive the referral from 

DOD? 



b. When did you first learn about that referral? 



c. Is the FBI conducting this investigation and, if not, 
what investigating body is? 



9. OGC . At the hearing, you noted that the CIA had referred a 
prisoner abuse case to DOJ, but that the investigation was being 
conducted by the CIA Inspector General and not the FBI . Has the 
FBI become involved in that investigation since the hearing? If 
not, what investigating body or bodies are involved? 



56 . Has a final decision been made as to whether prior approval 
is mandatory for visiting a public place or attending a public 
event to detect or prevent terrorist activity? 



1 






66. Has the FBI implemented any new professional rules of 
conduct or code of ethics policies that provide safeguards 
against FBI abuse of its PATRIOT Act authorities? What, if any, 
internal or disciplinary punishments are in place for abuses by 
employees? 


Response : 




80. The authority to arrest and detain a person whose "testimony 
. . . is material in a criminal proceeding" is set forth at 18 
U.S.C. 3144, "Release or detention of a material witness." The 
following questions pertain to the use of that provision in 
counterterrorism investigations and prosecutions during the 
period of time from September 11, 2001 to the present. 

a. In how many cases have the authorities of 18 U.S.C. 3144 
been used? 

b. How many individuals are currently detained under the 
authority of 18 U.S.C. 3144? 




c. In how many cases where the authority of 18 U.S.C. 3144 
has been used has the individual arrested and detained in fact 
testified in "a criminal proceeding." 

d. 18 U.S.C. 3144 prohibits the detention of any individual 
where "testimony of such witness can adequately be secured by 
deposition." In how many cases where the authority of 18 U.S.C. 
3144 has been used has a deposition been taken and the witness 
released? 

e. In how many cases in which an individual has been 
arrested or detained pursuant to 18 U.S.C. 3144 has the witness 
been subsequently charged with a crime? 

f . In how many cases in which an individual has been 
arrested or detained pursuant to 18 U.S.C. 3144 has the witness 
be subsequently transferred to the custody of the Department of 
Defense? Please describe the facts and circumstances of each 
such case. 

g. In how many cases in which an individual has been 
arrested or detained pursuant to 18 U.S.C. 3144 has the witness 
be subsequently transferred to the custody of a foreign 
government? Please describe the facts and circumstances of each 
such case. 



h. What procedures and safeguards are in place to ensure 
that the authorities of 18 U.S.C. 3144 are not being used for 
purposes of preventive detention, or to hold individuals 
suspected of criminal activity without charging them with the 
commission of a crime? 






i. What written policies or directives of the Department of 
Justice or the Federal Bureau of Investigation govern the 
application of the authorities set forth in 18 U.S.C. 3144? 



81. In briefs filed with the Supreme Court in the matter of 
Padilla v. Rumsfeld , as well as in related cases and in public 
statements, the President and the Attorney General have asserted 
that the President, in his capacity as Commander- in- Chief may 
detain individuals, including United States citizens, as "enemy 
combatants." The following questions pertain to the exercise of 
this authority during the period from September 11, 2001 to 
present . 

a. What role has the . Federal Bureau of Investigation played 
in the arrest, detention, and interrogation of individuals held 
in custody pursuant to this authority as "enemy combatants?" 

Response: (Reassigned to CTD) 

b. How many individuals have been arrested or detained 
pursuant to this authority? 

c. How many United States citizens have been arrested or 
detained pursuant to this authority? 

d. How many United States persons, as defined in Executive 
Order 12333, Section 3.4(i), and excepting United States 
citizens, have been arrested or detained pursuant to this 
authority? 
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e. What rules, procedures or practices govern the 
conditions of confinement and the methods of interrogation used 
in cases where an individual has been arrested or detained 
pursuant to this authority? 



criminal wiretaps pursuant to Chapter 119 of Title 18. The 
following question pertains to the time period since the passage 
of the USA-Patriot Act, October 26, 2001. 


a. In how many cases has have the newly-added predicate 
offenses been used to support an application for a criminal 
wiretap under the authority of Chapter 119 of Title 18? 



b. In how many such cases has the newly- added predicate 
offense been the only predicate offense asserted as the basis for 
the warrant, i.e., where a warrant could not have been lawfully 
issued but for the passage of the additional criminal predicates? 


Response; 
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d. Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute, including the addition of predicate crimes, which the 
Congress should consider? 


Response: Sections 201 and 202 of the USA Patriot Act are 



87. Section 209 of the USA-Patriot Act clarified the law 
with regard to the applicability of criminal search warrants to 
voice mail. This question pertains to application of this 
provision since its passage. 

a. How many such search warrants have been issued since 


7 




b. In such cases, have there been any instances in which a 
wiretap, as opposed to a search, warrant would not have been 
supported by the facts asserted in support of the search warrant . 


Response: This information is unavailable for the same reasons 

stated above. It is clear, however, that the requirements to 
obtain an federal wiretap are considerably greater than those for 
a search warrant. 


d. Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 




95. Section 225 of the USA-Patriot Act provides immunity for 
those who aid in the execution of a FISA order. Has such 
immunity been invoked? 

Response: No; with respect to FBI investigations, immunity has 

not been claimed under this section in either the civil or 
criminal context. 

Brandon Mayfield Fingerprint Identification and Detention 

101. On May 24'^’’, a federal court dismissed the material witness 
proceeding against Brandon Mayfield, an attorney and former U.S. 
Army officer. In written submissions to the court and in public 
statements the FBI has admitted that the fingerprint of Mayfield 
was mistakenly matched to a fingerprint recovered at the scene of 
the May 11, 2004, Madrid train bombing. 

d. According to court records, no criminal charges were ever 
filed against Mayfield. Instead, he was detained as a material 
witness. Why was Mayfield held as a material witness and not 
charged with any criminal conduct? 



Use of the USA PATRIOT Act 


102. In October 2003, the Department reported that as of April 
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1, 2003, it had sought, and courts had ordered, delayed notice 
warrants 47 times. 

a. As of the date of your response to these questions, or 
some reasonable recent date, how many times has the Department 
sought and received authorization to execute a delayed 
notification search since enactment of the PATRIOT Act? 

Response: The number of delayed notice search warrants reported 

in April 2003 was compiled by the Executive Office of United 
States Attorneys (EOUSA) through a field survey of U.S. 

Attorney's Offices. It is our understanding that EOUSA is 
currently updating that figure with another survey. When that 
figure is made known to the FBI, it will be provided. 

b. How many of the delayed notification warrants issued 
since passage of the PATRIOT Act were granted because 
contemporaneous notification would have "seriously jeopardized an 
investigation"? For each such delayed notice warrant, please 
describe how granting contemporaneous notice would have seriously 
jeopardized the investigation and please indicate whether 
seriously jeopardizing the investigation was the sole basis or 
one of multiple grounds for delaying notice. 

c. How many of the delayed notification warrants issued 
since passage of the PATRIOT Act were granted because 
contemporaneous notification would have "unduly delayed a trial"? 
For each such delayed notice warrant, please describe how 
requiring contemporaneous notice would have unduly delayed a 
trial and please indicate whether unduly delaying a trial was the 
sole basis or one of multiple grounds for delaying notice. 
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to 60 day delay; and (iv) time period of 61 days or more and what 
were those time periods? 

e. How many of the delayed notification warrants issued 
since the PATRIOT Act was passed were used in non- terrorism 
criminal matters? 

f. Please provide the case name, docket number, and court 
of jurisdiction for each case in which a delayed notice warrant 
was issued since enactment of the PATRIOT Act. 


Response 




ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-23-2005 BY 603 0 9aut. ara/mlt. / 1 r2 


Message From: BOWMAN, MARION E. (OGC) (FBI) 

Sent: Tuesday, August 31, 2004 5:53 AM 

To I lOCM (FBI) b6 

Cc (OGC) (FBI)| |OGC) (OGA); KELLEY, b7c 

PATRICK W. (OGC) (FBI) 

Subject: RE: PLEASE DELETE LAST MESSAGE. NSLB RESPONSES WITH CTD INPUT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I'll do what I can, but OGC is not the place to answer most of this. 84b(i) and 84c look fine to 
me, but OGC is not in the loop for the a ctivity represent ed. I don't have the questions so don't 
know what the others are (I'll check with here), but, as you know, we don't run 

cases either so what the field does is often unknown to us, or anyone at HQ. 

Original Message 

From ! K OCA) (FBI) 

Sent: Monday, August 30, 2004 5:37 PM 
To: BOWMAN. MARION E. f OGO (FBI) 

Ccj [OGC) (FBI); | I (OGC) (OGA); KELLEY, 

PATRICK W. (OGC) (FBI) 

Subject: RE: PLEASE DELETE LAST MESSAGE. NSLB RESPONSES WITH CTD INPUT 


I (OGC) (OGA); KELLEY, 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Spike. Thanks. I had previously received much of this, but this does fill in a few gaps. 
Here's where we stand. 


1 . This document provides the following answers for the first time. 

84b(i) (which has several subparts) 

84c (which has several subparts) 

I need approval of these answers by a DADJoreguivalent) or higher. Do we have a 
demonstration that these were approved b] [f not, could you review them and forward be 

to me your approval (email is fine)? b?c 

2. I still need responses to the following: 

88a, b, d 

91a, b 

93 a, c 

A couple of these questions (such as # 88a) request numbers of cases, which I understand we 
may not keep. If you let me know that, I can try to deal with those. I do, however, need the rest 
of the responses. For example, while 88a asks for the number of cases in which we've used 
Section 212 of the Patriot Act (which we may not be able to answer), 88b asks for cases in which 





we needed Patriot Act authority for a reason other than time constraints, and 88d asks if we want 
changes to 212. 


I know inflicts incredible pain and agony. Does it help that I find this painful as well? 


Office of Congressional Affairs 
JEH Building Room 7252 


b2 


b6 


Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 
Se nt: Monday. August 3 0. 2004 4:47 PM 


To 

Cc 


DC4) (FBI) 

(OGC) (FBI) 


OGC) (OGA); KELLEY, 


PATRICK W. (OGC) (FBI) 

Subject: FW: PLEASE DELETE LAST MESSAGE. NSLB RESPONSES WITH CTD INPUT 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I thought these had been forwarded already, but in case not, here they are. 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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AI.I. INFORMATION CONTAINED 
HEREIN IS IJNCLA.SSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 12-08-2005 

CLASSIFIED BY 65179 DMH/DD 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-08-2030 

QUESTIONS FOR THE RECORD FROM DIRECTOR'S 5/20/04 SENATE HEARING 

NSLB RESPONSES 

28. OGC . During the hearing, Senator Grassley asked you about 
the retroactive classification of information provided by the FBI 
to Committee staff related to a whistleblower who previously 
worked for the FBI translation program. I share Senator 
Grassley' s concern that this order is unrealistic. A great deal 
of information regarding the whistleblower's claims, including 
the FBI's corroboration of many of the problems she raised, has 
been in the public record for more than two years. I appreciated 
your statement that the retroactive classification order was not 
intended to place a gag on Congress. However, the notice 
received by staff members of the Judiciary Committee was very 
vague, referring only to "some" information conveyed in the 
briefings. If state secrets are truly implicated by something 
that was said in an unclassified briefing two years ago, the FBI 
should provide very specific instructions to current and former 
staff on what information must be kept secret. Will you instruct 
your staff to provide more specific information to relevant staff 
about what, exactly, from the 2002 briefings is classified and 
what is not? 



b5 


33. OGC . You testified that, prior to the PATRIOT Act, "if a 
court-ordered criminal wiretap turned up intelligence 
information, FBI agents working on the criminal case could not 
share that information with agents working on the intelligence 
case." Please state specifically what law or laws prevented such 
information- sharing prior to PATRIOT, and whether a court could 
authorize such information-sharing, regardless of any such law or 
laws? 


Response ; Prior to the changes brought about by the Patriot 
Act, Title 18 Section 2517 was interpreted to solely authorize 
the sharing of intercepted wire, oral, or electronic 






coimtiunications for criminal law enforcement purposes without the 
need to obtain a court order. Sharing intercepted information 
for foreign intelligence purpose required a court order and, 
based upon the statutory language, it was unclear whether a judge 
would sign an order. The changes to the Patriot Act clearly 
allow the sharing of foreign intelligence information developed 
during a court-ordered criminal wiretap with the agents working 
intelligence cases. 

34. OGC . You further testified that, prior to the PATRIOT Act, 
"information could not be shared from an intelligence 
investigation to a criminal investigation." Please state 
specifically what law or laws prevented such informat ion- sharing 
prior to PATRIOT? 

Response ; Prior to the Patriot Act, there were procedures 
for sharing information between intelligence investigators and 
criminal agents and prosecutors, but they were difficult, 
burdensome and usually resulted in less than fulsome sharing. 

For example, the FISA statute was interpreted to require a 
"primary purpose" of gathering intelligence in order to secure a 
FISA Court order. Because of this interpretation of the FISA 
statute, the Department of Justice and the FISA Court required 


For additional information, see the answer to question 35. 

35. OGC ■ In his statement to the 9/11 Commission, the Attorney 
General blamed the creation of the so-called "wall" between 
criminal investigators and intelligence agents on a 1995 
memorandum authored by a senior official in the Reno Justice 
Department, now a member of the 9/11 Commission. 

a. Do you agree that the architecture of the wall was in 
place long before 1995, having its genesis in established legal 
doctrine dating from 1980? If not, how do you explain the 
extensive discussion of this issue in the one and only reported 
opinion of the FISA Court of Review, decided on November 18, 
2002 ? 
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:he FBI handle inf ormat ion- sharing between 
.gators and intelligence agents before 1995? 



b. Do you agree that the Gorelick memo established 
proactive guidelines amidst a critically important terrorism 
prosecution to facilitate information sharing. 


■ 






55. CTD . (Follow-up to Leahy 15) What specific policy changes 
have you made in response to the Inspector General's report on 
9/11 detainees? 

OCA Note: To assist CTD in responding, we note that, in 

response to a Question for the Record regarding a 9/11 
Detainee hearing, the FBI indicated that DOJ and DHS had 
signed a memorandum of understanding (MOU) related to 
information sharing and, as recommended by the Inspector 
General, the FBI was working with DOJ to draft an MOU 
governing the detention of aliens of interest to the FBI. 

We also indicated that we were working with DHS to establish 
criteria and procedures for future investigations of alien 
detainees, including circumstances where a large number of 
aliens with potential ties to terrorism are detained. 

Response : The DOJ and DHS have signed a memorandum of 

understanding (MOU) relating to information sharing and the FBI is 
working with DOJ to draft an MOU governing the detention of 
aliens of interest to the FBI. DOJ is still working with DHS to 
draft an MOU to establish criteria and procedures for future 
investigations of alien detainees of national security interest. 
With respect to other policy changes, the FBI has worked to 
establish the Terrorist Screening Center (TSC) and TTIC, which 
will substantially improve the FBI ' s ability to obtain 
information about alien detainees from various agencies and 
process this information in a timely fashion. The FBI continues 
to work with the National Security Law Division, ICE, to review 
alien detainee cases of national security interest on a case-by- 
case basis. 

58. OGC . (Follow-up to Leahy 18A) When will the FISA 
Management System (FISAMS) be fully operational? With whom is 
the contract for development of FISAMS? How much will it cost 
and what funds are being used to pay for it? 

Response : The FISA Management System (FISAMS) became 

operational at the end of January 2004. The FBI trained the 
largest 13 FBI field offices on the system. These 13 offices are 
currently processing their FISA requests through the FISAMS, 
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extent permitted by the Constitution and the laws of the United 
States. In addition, as the Acting Deputy Attorney General 
explained in his November 20, 2003 Memorandum to the Inspector 
General in response to the Inspector General's report, the FBI 
will work with DHS to establish criteria for future 
investigations (the specif ic criteria will depend on the nature 





! In addition, the creation of TSC and TTIC will greatly 
:he FBI's ability to gather information concerning aliens 
aal security interest and work with the appropriate 
agencies to determine the best means of averting any 
security threat, whether through criminal or immigration 
igs. Other intitiatives, such as the Foreign Terrorist 
Task Force and the National Joint Terrorism Task Force 
Lsted in permitting better information flow with our law 
ant counterparts and will improve the handlina of such ^ 

improve 
of natioi 
federal 
national 
proceed!] 
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82. OGC . Title 18 Section 3103a, as amended by Section 213 of 
the USA-Patriot Act (P.L. 107- 56), provides authority for 
delaying notice of the execution of search warrants. The 
following question pertains to the use of the authority provided 
in this section in investigations or prosecutions related to 
terrorism during the period of time from September 11, 2001 to 
the present . 


a. In how many such cases has the authorities to delay 
notification been used? 


b. In how many such cases has the authority added by 
Section 213(b) (1), which allows a delay where "the court finds 
reasonable cause to believe that providing immediate notification 
of the execution of the warrant may have an adverse result" been 
used? Please describe the circumstances in each of these cases. 


c. In how many such cases has the authority set forth in 18 
U.S.C. 2705(E), which provides for delay in cases which would 
"otherwise seriously jeapor[dize] an investigation or unduly 
[delay] a trial" been used? Please describe the circumstances in 
each of these cases? 
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84. Sections 203(b) and 203(d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in most cases mandatory. The following questions 
pertain to the implementation of these sections. 


a. OGC . Section 203(c) of the USA-Patriot Act requires the 
Attorney General to "establish procedures for the disclosure for 
the disclosure of information" as provided for in Section 203. 
Have such procedures been promulgated? If so, please provide a 
copy of those procedures to the Committee. 


Response to 084 a ; On September 23, 2002, the Attorney 
General promulgated guidelines that established the procedures 
for disclosure of information under Section 203 of the Patriot 
Act. A copy of the guidelines is attached. The Office of the 
General Counsel issued an EC advising all Divisions of the 
procedures. A copy of the EC is attached. 


b. OGC . Section 203 (b) specifically provides authority "to 
share electronic, wire, and oral interception information" where 
such information is foreign intelligence information. What is 
the method for disseminating such information to the Intelligence 
Community? 


Response ; This information may be disseminated in any 
format deemed appropriate for the particular circumstances. [As 
to the sub questions below, OGC does not have information 
pertaining to electronic intelligence reports and refers OCA to 
CTD. ] 


(i) In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" 
is this the mechanism used for dissemination of Section 203 (b) 
material? 


(1) If so, how many such reports have been 




issued? 



RET 


(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


c. OGC . Section 203(d), the so-called "catch-all" 
provision, provides a general authority to share foreign 
intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the 
Intelligence Community? 


Response ; The information may be disseminated in any format 
deemed appropriate for the circumstances. [OGC would refer the 
remaining sub-parts to CTD for a response as to how they are 
disseminating this information.] 


(i) In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" 
is this the mechanism used for dissemination of Section 203(d) 
material? 


issued? 


(1) If so, how many such reports have been 


(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


d. OGC . Section 905(c) of the USA-Patriot Act requires the 
Attorney General to "develop procedures for the administration of 
this section. ..." Have such procedures been promulgated? If 
so, please provide a copy of those procedures to the Committee. 


Response ; On September 23, 2002, the Attorney General 
promulgated guidelines that established procedures for the 
disclosure of information under Section 905(a) of the USA-Patriot 
Act. A copy of the procedures is attached as well as the Office 
of the General Counsel's EC advising all Divisions of these 
procedures. The Attorney General also promulgated guidelines 
under Section 905(b) of the USA Patriot Act (see attached) . OGC 
is not aware of procedures established under Section 905(c) of 
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the USA-Patriot Act and would refer this question to DOJ. 


e. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or 
implementation of Section 203 of the USA-Patriot Act? If so, 
please describe the nature and disposition of any such complaint. 


f. OGC . Based upon the application of this provision of 
law during the period since its passage, are there changes to 
this statute which the Congress should consider? 
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Response ; 


OGC strongly believes that Section 
snouia not pe allowed to expire on December 31, 


and (d; 

2005. The changes brought about by the Patriot Act have 
significantly increased the ability of the FBI to share 
information. [Note; DOJ has provided or is in the process of 
providing examples of how the Patriot Act has been an asset to 
our investigations and why the sunset provisions should not 
sunset. We refer OCA to the DOJ for these examples.] 


85. Sections 206 of the USA-Patriot Act, the so-called "roving 
wiretap" provision, permits the issuance of a FISA warrant in 
cases where the subject will use multiple communication 
facilities. This question pertains to the implementation of this 
section during the time period since the passage of the 
USA-Patriot Act, October 26, 2001. 


Response : 

a. How often has this authority been used, and with what 
success? 
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b. In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to the FISA? 

b5 

Response ; FBI intelligence products are an important vehicle 



More specifically, the FBI shares many forms of fore ign 
intelligence with other members of the Intelligence Community. 


, through direct classified and unclassified 
dissemination and through websites on classified Intelligence 
Community networks. The FBI also shares intelligence with 
representatives of other elements of the Intelligence Community who 
participate in Joint Terrorism Task Forces (JTTFs) in the United 
States or with whom the FBI collaborates in activities abroad. FBI 
intelligence products shared with the Intelligence Community 
include Intelligence Information Reports (IIRs) , Intelligence 
Assessments, and Intelligence Bulletins. 
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The FBI also disseminates intelligence information through Law 
Enforcement Online (LEO) , a virtual private network that reaches 
federal, state, and law enforcement agencies at the Sensitive But 
Unclassified (SBU) level. LEO makes finished FBI intelligence 
products available, including Intelligence Assessments r-^gnl ting 


from analysis of criminal, cvber. and terrorism intelligence. 


Intelligence 

Information Reports also are available on LEO at the Law 
Enforcement Sensitive classification level. The FBI also recently 
posted the requirements document on LEO, which provided state and 
local law enforcement a shared view of the terrorist threat and the 
information needed in every priority area. 


(i) If so, how many such reports have been issued? 


Response ; In the past two years the FBI's Counterterrorism 

\ 
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Division's Terrorism Reports and Requirements Section has 
disseminated 76 intelligence information reports (IIRs) containing 
information derived from FISA- authorized surveillance and/or 
search. (Statistics are not maintained in such a way that would 
enable us to say whether any of the FISA-derived information in the 
reports was obtained using "roving authority.") Other FBI 
Divisions have also issued reports containing FISA-derived 
information. For example, the Cyber Division has written a total 
of 24 electronic information reports containing FISA-derived 
information. 



(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


Response ; The Office of Intelligence promulgated the FBI's 
Intelligence Information Report Handbook on 9 July. The Handbook 
establishes the first comprehensive FBI -wide guide for the format 
and content of raw intelligence reports. The Office of Intelligence 
is working to develop evaluation guidelines based, in part, on the 
criteria established in the Handbook for the types of information 
to be reported and s hared with our law enforcement and intelligen ce 
community partners. 
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In addition, the FBI's Inspection Division has estab lished 
evaluation cr iteria for the value of human source reporting, 

^access and responsiveness to local FBI field office, 
r D± progxHirr "and national intelligence requirements . The Office of 
Intelligence is developing guidelines to use this same criteria as 
a means of evaluating the value of raw intelligence. Initial 
discussions on this issue have been held with representatives from 
the Counterintelligence, Counterterrorism, Criminal and Cyber 
Divisions. The results of these discussions are being incorporated 
into evaluation guidelines. 


c. Some have read this section as providing for surveillance 
in cases where neither the identity of the subject or the facility 
to be used is known --in effect, allowing for the authorization of 
FISA surveillance against all phones in a particular geographic 
area to try to intercept conversation of an unknown person. Is 
this the reading of the statute being adopted by the Federal Bureau 
of Investigation and the Department of Justice? If not, please 
provide your interpretation of this authority. 
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Response ; No, the FBI does not interpret the statute as 
allowing for the authorization of FISA surveillance against all 
phones in a particular geographic area to try to intercept 
conversations of an unknown person. In order to make a showing of 
probable cause, the FISA statute requires a statement of the facts 
and circumstances relied upon by the applicant for surveillance to 
to justify the belief that; (1) the target of the electronic 
surveillance is a foreign power or an agent of a foreign power; 
and, (2) each of the facilities or places at which the electronic 
surveillance is directed is being used, or is about to be used, by 
a foreign power or an agent of a foreign power. Thus, the FISA 
statute does not permit coverage to be authorized, with or without 
the "roving wiretap" provision, to allow for surveillance against 
all persons in a particular geographic area. The FBI has 
interpreted the "roving" authority as permitting the FBI to request 
that the Foreign Intelligence Surveillance Court issue a "generic" 
secondary order, along with specified orders, for a specifically 
identified FISA target, that the FBI could serve in the future on 
the unknown (at the time the order is issued) cell phone carrier, 
Internet service provider, or other communications provider, if the 
target rapidly switches from one provider to another. The roving 
wiretap order still requires that a federal law enforcement agent 
swear in a detailed affidavit to facts establishing probable cause, 
and still requires a court to make a finding of probable cause 
before issuing the order. The roving order has the additional 
requirement of a judge's approval to monitor more than one 
telephone. But now, each time a target changes his cellular 
telephone, instead of going through the lengthy application 
process, government agents can use the same order to monitor the 
target. This will allow the FBI to go directly to the new carrier 
and establish surveillance on the authorized target without having 
to return to the Court for a new secondary order. The FBI views 
this as a vital and necessary tool to counter certain targets who 
engage in such actions as a deliberate means of evading 
surveillance . 

(i) Have any briefs been filed with the Foreign 
Intelligence Surveillance Court on this subject? If so, please 
provide copies of such briefs to the Committee. 

Response ; The FBI has filed no such briefs on this siibject. 

d. Inspection Division 

e. Based upon the application of this provision of law during 
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the period since its passage, are there changes to this statute 
which the Congress should consider? 

Response ; No, we request only that the provision be 
preserved. 


86. Section 2 07 of the USA-Patriot Act extends the time limits 
provided in the FISA which govern surveillance against agents of a 
foreign power. 

a. Has the Federal Bureau of Investigation or the Department 
of Justice conducted any review to determine whether, and if so, 
how many, personnel resources have been saved by this provision? 
If so, please provide the results to the Committee. 



b. Have there been any cases where, after the passage of the 
now-extended deadlines it was determined, either by the Department 
of Justice, the Federal Bureau of Investigation or the Foreign 
Intelligence Surveillance Court, that surveillance should have been 
terminated at an earlier point because of the absence of a legally 
required predicate. 

Response ; None of which the FBI is aware. 

c . Inspection Division 

d. Based upon the application of this provision of law during 
the period since its passage, are there changes to this statute 
which the Congress should consider? 

Response ; None at this time. 


89. Section 214 of the USA-Patriot Act permits the use of FISA pen 
register/trap & trace orders with respect to electronic 
communications, and eliminates the requirement that such use be 
only in the context of a terrorist or espionage investigation. 
This question pertains to application of this provision since its 
passage, and to all instances, not only terrorism investigations. 


a. OGC . In how many cases has this authority been used? 
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(i) How many of such cases were terrorism-related? 


b. OGC . Of the cases in which such authority was used, in 
how many was a subsequent application for a full surveillance order 
made pursuant to the FISA, or Chapter 19 of Title 18? 


Response ; OGC does not have a way to determine how many pen 
registers evolved into full EISA's. 


c. Inspection Division . Has the Intelligence Community, 
Department of Justice, or Federal Bureau of Investigation developed 
regulations or directives defining the meaning of non- content 
communications? If such regulations or directives have been 
issued, please provide copies to the Committee. 


d. OGC . In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 


(i) If so, how many such reports have been issued? 

(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


Response ; Please see answer to Question 85. 


90. Section 215 of the USA-Patriot act authorizes the Foreign 
Intelligence Surveillance Court to issue orders permitting FBI to 
access "tangible" items in the course of a terrorism or espionage 
investigation. The following questions pertain to the application 
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of this provision since its inception. 


a. OGC . How many times has this authority been used, and 
with what success? 

b. OGC . Has this provision been used to require the 
provision of information from a library or bookstore? If so, 
please describe how many times, and in what circumstances. 


c. OGC . In your testimony you compared this provision with 
existing authority in the criminal context, noting that records 
such as library records are subject to a grand jury subpoena. 
However, in criminal cases the propriety and lawfulness of 
subpoenae are to some extent tested in the adversary process of a 
trial - how, in the context of the FISA, does such a check occur? 


d. OGC . As of October 2 004 the Department of Justice advised 
that this provision had not been used. If that is true, is there 
a necessity to maintain this provision in law? Why? 


(i) With respect to the potential applicability of this 
section to libraries and bookstores, there has been some concern 
that the mere prospect of use of the statute has a "chilling 
effect" on the use of these facilities. Can this chilling effect 
be minimized, if not eliminated, by incorporating a higher 
threshold for use in the limited context of libraries and 
bookstores? If not, why not? 

e. OGC . In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 


(i) If so, how many such reports have been issued? 


(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


f. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
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received any complaints regarding the application or implementation 
of Section 215 of the USA-Patriot Act? If so, please describe the 
nature and disposition of any such complaint . 


g. OGC . Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 


Response; 










e. QUESTION RE "ELECTRONIC INTELLIGENCE REPORTS" - PLEASE 
REFER TO CTD . 


f. FOR INSPECTION DIVISION 


92. Section 218 of the USA-Patriot Act created the so-called 
"significant purpose" test for applications pursuant the FISA, 
clarifying the law to recognize that in many cases such 
surveillance may implicate both a law enforcement and an 
intelligence interest. This question pertains to the implementation 
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of this provision since its passage. 

a. OGC . Please provide the Committee with specific examples, 
in unclassified form if possible, of cases in which both law 
enforcement and intelligence interests were "significant." 

b. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation 
of Section 218 of the USA-Patriot Act? If so, please describe the 
nature and disposition of each such complaint. 

c. OGC . Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 
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c. OGC ■ Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which Congress should consider? 


101 d. OGC . According to court records, no criminal charges were 
ever filed against Mayfield. Instead, he was detained as a 
material witness. Why was Mayfield held as a material witness and 
not charged with any criminal conduct? 


S^ET 



100 e. CTD (in coordination with OGC) . Mayfield has stated that he 
believes that his home was secretly searched before he was declared 
a material witness and detained. Prior to, or during his 
detention, was the Mayfield residence or office searched pursuant 
to a warrant under the Foreign Intelligence Surveillance Act (FISA) 
or a delayed notification search warrant? If the latter, please 
indicate (a) the basis for seeking delayed notice of the search 
warrant and (b) the time period requested and granted for delaying 
notice . 



103. OGC . In September 2003, the U.S. Department of Justice 
disclosed that it had not yet used section 215 of the USA PATRIOT 
Act. On March 9, 2004, I sent a letter to the Attorney General 
asking him to clarify whether section 215 has been used since 
September 18, 2003. (Copy of letter attached.) 

a. Please indicate whether section 215 has been used since 
September 18, 2003. 

b. If section 215 has been used, please describe how it has 
been used. How many U.S. persons and non-U. S. persons were targets 
of the investigation? Was the section 215 order served on a 
library, newsroom, or other First Amendment sensitive place? Was 

the product of the search used in a criminal prosecution? bi 
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Case ID 66F-HQ-A1 255972 
#: 

Title: NATIONAL SECURITY LETTER 
MATTERS 


Synopsis: Provides guidance on the preparation, approval, and service of National Security 
Letters (NSLs). 

Reference: 66F-HQ-A1 255972 Serial 15 

Enclosure(s); 1) Subscriber Information NSL Model 

2) Toll Billina Records NSL Model 

3) Electronic Subscriber Information NSL Model 

4) Electronic Communication Transactional Records NSL 
Model 

5) Financial Records NSL Model 

6) Identity of Financial Institutions NSL Model 

7) Consumer Identifying Information NSL Model 

8) Subscriber/Electronic Subscriber (EC) Model 

9) Toll/Transactional Records EC Model 

10) Financial Records EC Model 

11) Financial Institutions/Consumer Identity EC Model 

12) ECPA NSL Checklist 

13) RFPA NSL Checklist 

14) FCRA NSL Checklist 


Details: In the referenced communication, dated 11/09/2001 , the Director of the FBI delegated 
the authority to certify NSLs to the following officials: (1) the Deputy Director; (2) The Assistant 
Directors (ADs) and all Deputy Assistant Directors (DADs) of the Counterterrorism Division (CTD) 





and the National Security Division (NSD); (3) the General Counsel and the Deputy General 
Counsel for National Security Affairs (DGC), Office of the General Counsel (OGC); (4) the 
Assistant Director in Charge (ADIC), and all Special Agents in Charge (SACs), of the New York, 
Washington, D.C., and Los Angeles field divisions; and (5) the SACs in all other field divisions. 
The purpose of this electronic communication is to provide comprehensive guidance on the 
preparation, approval, and service of NSLs. 

1. Introduction to National Security Letters 

NSLs are administrative subpoenas that can be used to obtain several types of records. 
There are three types of NSLs. First, pursuant to the Electronic Communications Privacy Act 
(ECPA), 18 U.S.C. § 2709, the FBI can issue NSLs for; (1) telephone subscriber information 
(limited to name, address, and length of service); (2) telephone local and long distance toll billing 
records; and (3) electronic communication transactional records. Second, pursuant to the Right to 
Financial Privacy Act (RFPA), 12 U.S.C. § 3414(a)(5), the FBI can issue NSLs to obtain financial 
records from banks and other financial institutions. Finally, pursuant to the Fair Credit Reporting 
Act (FCRA), 15 U.S.C. § 1681u, the FBI can issue NSLs to obtain consumer identifying 
information and the identity of financial institutions from credit bureaus. 

NSLs are tools available in investigations conducted under the Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations (FCIG). The 
FCIG currently provide that an NSL can be issued during the course of a full international 
terrorism or foreign counterintelligence investigation. NSLs cannot be used in criminal 
investigations unrelated to international terrorism or clandestine intelligence activities. 
Given the new statutory language, the OGC and DOJ have taken the position that NSLs also may 
be authorized in foreign counterintelligence (FCl) and international terrorism (IT) preliminary 
inquiries (Pis), with prior coordination through the relevant NSD or CTD unit at FBIHQ. This 
position is based on the conclusion that all investigations authorized under the FCIG, including 
Pis, are to "protect against international terrorism or clandestine intelligence activities," as 
required by the NSL statutory authorities. At present, however, issuing an NSL in the context of a 
PI will require a waiver or modification of the FCIG. Obtaining such a waiver currently is possible 
only in international terrorism cases. The FCIG are being revised, but this revision may take some 
time. Thus, whenever the information sought is relevant to an established full investigation, the 
field likely will find it more efficient to issue an NSL out of the related full investigation than to 
request one in a PI. 

2. General Policy on the Use of NSL Authority 

NSLs are powerful investigative tools, in that they can compel the production of substantial 
amounts of relevant information. However, they must be used judiciously. The USA PATRIOT Act 
greatly broadened the FBI's authority to gather this information. However, the provisions of the 
Act relating to NSLs are subject to a "sunset" provision that calls for the expiration of those 
provisions in four years. In deciding whether or not to re-authorize the broadened authority. 
Congress certainly will examine the manner in which the FBI exercised it. Executive Order 12333 
and the FCIG require that the FBI accomplish its investigations through the "least intrusive" 
means. Supervisors should keep this in mind when deciding whether or not a particular use of 
NSL authority is appropriate. The greater availability of NSLs does not mean that they should be 
used in every case. 


In addition, the removal of any requirement for FBIHQ coordination in the issuing of NSLs 
creates the possibility of duplicate requests for the same information by different field offices. 

Field offices must take steps to avoid this. In particular, the field should check FBI databases 
(ACS, Telephone Application, etc.) and open sources to see if the information sought has already 
been obtained by the FBI or whether it is publically available. This is particularly important when 
considering issuing NSLs for telephone or electronic communications data under the Electronic 


Communications Privacy Act (ECPA). Unlike the criminal authorities in ECPA, the NSL authority 
does not require the government to reimburse carriers or Internet Service Providers (ISPs) for the 
cost of producing the requested information. A dramatic increase in duplicate NSLs will only 
augment existing pressure to require governmental reimbursement. 

Individual field offices have the responsibility for establishing and enforcing an appropriate 
review and approval process for the use of NSL authorities. 

3. The Mechanics of Producing NSLs 

For all types of NSLs, the issuing office needs to prepare two documents; (1) the NSL itself; 
and (2) an EC approving the NSL and documenting the predication. Model NSLs and ECs for all 
variations of the three types of NSLs are included as attachments to this communication. These 
materials will also be placed on the NSLU Intranet Website and will be distributed by GroupWise 
e-mail. Once the initial implementation of these new authorities is accomplished, NSLU will work 
to develop a macro or form to further streamline the NSL process. 

A. The NSL 

There are presently seven variations of the three NSL types; 1) subscriber information; 2) 
toll billing records; 3) electronic subscriber information; 4) electronic communication transactional 
records; 5) financial records; 6) identity of financial institutions; and 7) consumer identifying 
information. This section will discuss the features that these variations share in common and 
highlight the differences. 

All NSLs must be addressed to an appropriate company point of contact. NSLU will place a 
list of known points of contact on its intranet website. However, the responsibility for ensuring that 
the company point of contact is up to date belongs to the drafting field division. Field divisions 
should advise NSLU of any new points of contact, or when a particular point of contact is no 
longer valid. Please note that the company point of contact address does not include a zip code, 
because NSLs must be hand-delivered. 

The first paragraph of every NSL provides the appropriate statutory authority for the 
request, identifies the types of records requested, and provides available identifying information 
so that the company can process the NSL request. It is this first paragraph that contains the 
differences that warrant the seven NSL varieties. 

Subscriber and electronic subscriber NSLs should have a specific date for each of the 
phone numbers/e-mail addresses requested. Typically, the specific date is going to be the date 
that the phone number or e-mail address was used in communication with the subject of the 
investigation. Any phone numbers identified in a subscriber request should contain all ten digits of 
the phone number, including the area code. 

Toll billing record and electronic communication transactional record requests should have 
a range of dates for each of the phone numbers/e-mail addresses requested. The date range 
may be from inception to present, or some other specified date range relevant to the investigation. 
Any phone numbers identified in a toll billing record request should contain all ten digits of the 
phone number, including the area code. 

Financial record requests should include all available identifying information to facilitate the 
financial institution's records search. Typically, such identifying information includes; name, 
account numbers, social security number, and date of birth. The time period for financial record 
requests is typically from inception of account(s) to present, although a more specific date range 
may be used. 


Credit record requests are similar to financial requests in that they should include available 
identifying information to facilitate the credit agency's records search. Typically, such identifying 
information includes: name, social security number, and date of birth. There is no need to specify 
a date range for credit record requests because these requests seek all records where the 
consumer maintains or has maintained an account. 

The second paragraph of every NSL contains the statutorily required certification language. 
The certification language is virtually identical for every NSL. However, please note that the 
certification language used in the financial records NSLs is slightly different than the others in that 
it states "the records are sought for foreign counterintelligence purposes . . . ." Financial records 
also contain an additional certification that the FBI has complied with all applicable provisions of 
the RFPA. Use of the model NSLs will ensure that the proper certifications are made. 

The next paragraph contains an admonition for the phone company, ISP, financial 
institution, or credit agency receiving the NSL. The paragraph warns that no officer, employee, or 
agent of the company may disclose that the FBI has sought or obtained access to the requested 
information or records. 

The last substantive paragraph instructs the company point of contact to provide the 
records personally to a representative of the delivering field division. It also states that any 
questions should be directed to the delivering field division. This last paragraph requires the 
person preparing the NSL to input the appropriate delivering field division in two places. 

The model NSLs for financial records and electronic communication transactional records 
each have a separate attachment. These attachments provide examples of information which the 
company might consider to be financial or electronic communication transactional records. 

Finally, the NSL is an unclassified document because it does not detail the specific 
relevance of the requested records to an authorized FBI investigation. There is no need to 
classify the NSL when attaching it to the cover EC. 

B. The Cover EC 

The Cover EC serves four essential functions in the NSL process; (1) it documents the 
predication for the NSL by recording why the information sought is relevant to an investigation; (2) 
it documents the approval of the NSL by relevant supervisors and the legal review of the 
document; (3) it contains the information needed to fulfill the Congressional reporting 
requirements for each type of NSL; and (4) it transmits the NSL to the requesting squad or 
delivering field division for delivery to the appropriate telecommunications carrier, ISP, financial 
institution, or credit agency. There are four varieties of model ECs provided with this 
communication: (1) subscriber/electronic subscriber information; (2) toll billing/electronic 
communication transactional records; (3) financial records; and (4) credit information. When 
preparing an NSL request, the field should use one of these model ECs, giving special 
consideration to the elements discussed in this section. 

1) Field Descriptors 

This section will generally explain how most of the EC field descriptors should be 
completed. The "Precedence" descriptor will typically be "ROUTINE." The "Date" descriptor 
should reflect the date the NSL and the EC were approved. The "To" descriptor will always 
include "General Counsel" and the requesting squad's field division. It may also include the name 
of the delivering field division (always Los Angeles in the case of FCRA NSLs) and the office of 
origin, if applicable. The "Attn" descriptor should include the name of the Chief, NSLU, and the 
squad supervisors and case agents from the requesting squad, delivering field division, and office 


of origin, if applicable and if known. The credit model EC identifies the FBI personnel working on 
Squad 4, Santa Ana RA, who are currently responsible for the service of FCRA NSLs. The 
"From" descriptor should identify the certifying official's field division, and include the title of the 
certifying official. The "Contact" descriptor should reflect the name and phone number of the 
requesting squad case agent. The "Drafted By" descriptor should reflect the name of the person 
who prepared the NSL package. The "Case ID #" descriptor must contain the case file number 
relevant to the request, and the case file numbers indicated in the model EC. The "Title" 
descriptor should list the subject's name, any known aliases, whether the investigation is an FCI 
or IT investigation directed at a particular foreign power, and identify the office of origin, e.g., 
WILLIAM BADGUY, AKA BILL BADGUY, FCI-IRAQ, 00: NEW YORK. The "Synopsis" 
descriptor should use the standard boilerplate contained in the appropriate model EC. The 
"Derived From" descriptor should be "G-3" in bold typeface. The "Declassify On" descriptor 
should be "X1" in bold typeface, the "Full Investigation Instituted" descriptor should contain the 
date the full FCI or IT investigation was opened on the subject and indicate whether the subject is 
a U.S. person. Please note that the word "Field" has been deleted from the field descriptor 
contained in the standard EC macro. In the unlikely event that an NSL is issued during a PI with 
prior FBIHQ approval, the field descriptor should be edited to state "Preliminary Inquiry 
Instituted." The remaining descriptors can be filled in according to the model EC being used. 

2) Predication and Relevance 

The USA PATRIOT Act has greatly simplified the NSL process. The FBI official authorizing 
the issuance of an NSL is no longer required to certify that there are specific and articulable facts 
giving reason to believe that the information sought pertains to a foreign power, or an agent of a 
foreign power. NSLs may now be issued upon a certification of relevance to an authorized 
investigation to protect against international terrorism or clandestine intelligence activities. 

Accordingly, the first paragraph in the "Details" section of the EC should contain the 
predication for the full investigation and identify the relevance of the requested records to the 
investigation. Both the predication and relevance should be stated clearly and concisely. The 
predication should track with the predicates contained in FCIG, Section III.C.1. For example, the 
predication might state, "A full foreign counterintelligence investigation of subject, a Non-U. S. 
person, was authorized in accordance with the Attorney General Guidelines because he may be 
a suspected intelligence officer for the Government of Iraq." Another example might state, "A full 
international terrorism investigation of subject, a U.S. person, was authorized in accordance with 
the Attorney General Guidelines because he may be engaged in international terrorism activities 
by raising funds for HAMAS." 

The relevance requirement ties the requested records to the appropriate full investigation. 
For example, relevance could be established by stating, "This subscriber information is being 
requested to determine the individuals or entities that the subject has been in contact with during 
the past six months." Another example might state, "The subject's financial records are being 
requested to determine his involvement in possible HAMAS fund raising activities." 

3) Approval 

The second paragraph in the "Details" section and the "Approved By" descriptor field of the 
EC should reflect the level of the official approving the issuance of the EC and signing the NSL's 
certification. Prior to certification, every NSL and cover EC issued by the field division should be 
reviewed by the squad supervisor, the Office of the Chief Division Counsel, and the ASAC. 
Lawyers reviewing NSL packages should use the checklists provided with this communication to 
ensure legal sufficiency. The last step in the approval process occurs when the certifying official 
(Deputy Director, ADs, General Counsel, ADICs, DADs, DGC, or SACs) personally signs the NSL 
and initials the EC. Certifying officials may not further delegate signature authority. 
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4) Reporting Requirements 

NSLU will continue to prepare the mandatory reports to Congress required for each NSL 
type. To ensure that NSLU receives sufficient information to prepare these reports, it is critical 
that the person preparing the NSL package follow the NSL and EC models very carefully. The 
second lead in every model EC requests NSLU to "record the appropriate information needed to 
fulfill the Congressional reporting requirements for NSLs." NSLU will be able to compile the 
reporting data provided that the cover EC includes the case file number, the subject's U.S. person 
status, the type of NSL issued, and the number of phone numbers, e-mail addresses, account 
numbers, or individual records being requested in the NSL. Once NSLU has entered this 
reporting data into its NSL database, it will clear the lead set in the cover EC. 

5) Transmittal 

Often, the squad requesting the NSL will be able to hand-carry the NSL locally to the 
appropriate company point of contact. However, in many situations, the field division drafting the 
NSL will have to get it delivered by another field division. In these situations, the drafting division 
should attempt to identify the squad and personnel at the delivering field division who will be 
responsible for delivering the NSL. In the event that the office of origin is different than either the 
drafting division or delivering division, the person drafting the NSL package should ensure that 
the case agent from the office of origin receives a copy of the package. The first lead in the model 
ECs should direct the requesting squad or delivering field division to deliver the attached NSL. If 
the delivering division is different than the drafting division or the office of origin, then this first 
lead should also request the delivering division to submit the results to the drafting division and/or 
the office of origin. 


4. NSL Preparation Assistance 


Some field divisions may, for a variety of reasons, opt not to exercise their delegated 
authority to issue NSLs. Other field divisions may exceed their capacity to issue NSLs and seek 
assistance in handling the overflow. NSLU will continue to process any NSL request that it 
receives. Field divisions should send their requests directly to NSLU, with information copies to 
the FBIHQ substantive unit. Such requests must contain all the information identified in this 
communication as necessary to prepare the NSL package. NSLU anticipates that it will be able to 
process such requests within one to three business days. 


Any questions reqardinq this communication mav be directed tcT 
^ NSLU. OGC, atl ' ^ 
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LEAD(s): 

Set Lead 1: (Adm) 

ALL RECEIVING OFFICES 


Distribute to all supervisory personnel involved in the National Security Letter process. 
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The Office of General Counsel has prepared this draft testimony at the request of 
the Office of Congressional Affairs. This request "was received by the author of the draft 
on March 16, 2005 and the author was required to complete this draft on March 21, 2005. 
The Office of General Counsel does not have access to tlie full library of testimony given 
on this subject and must rely on the Office of Congressional Affairs to ensure that all 
testimony is consistent with prior testimony given by the Director and other senior FBI 
officials. The Office of General Counsel has requested thal'the Counterlerrorism 
Division’s International Terrorism Operations Sections I & II provide specific examples 
for use in this testimony. Such examples have not yet been recei\'ed by tlie Oflice of 
General Counsel. The author of this draft testimony has therefore relied upon the 
examples from prior FBI testimony and DOJ reports to Congress. 
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The information sharing provisions are overwhelmingly heralded by our field 
offices as the most important provisions in the Patriot Act. The new ability to share 
crucial information has significantly altered the entire manner in which terrorism 
investigations are conducted, allowing for a much more coordinated and effective 
approach than prior to the Patriot Act. 
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Specifically, the field offices noted that these provisions enable case agents to 
involve other agencies in investigations resulting in a style of teamwork that enables 
more effective and responsive investigations; improves the utilization of resources 
allowing a better focus on the case; allows for follow-up investigations by other agencies 
when the criminal subject leaves the U.S.; and helps prevent the compromise of foreign 
intelligence investigations. 


Even though the law prior to the Patriot Act provided for some exchange of 
information, the law was complex and as a result, agents often erred on the side of 
caution and refrained from sharing the information. The information sharing abilities, 
due in part to Section 203 of the PATRIOT Act, eliminated that hesitation and allowed 
agents to work more openly with other government entities resulting in a much stronger 
team approach. Such an approach is necessary in order to prevent and detect the complex 
web of terrorist activity. As a result, the field offices^eport enhanced F BI liaiso n with 


State, Local and other Federal agencies, resulting in better relationships. 



In the aftermath of the September 11th attacks, a reliable intelligence 
asset identified a naturalized U.S. citizen 

as a leader among a group of Islamic extremists residing in the U.S. I he subject's 
extremist views, affiliations with other terrorism subjects, and his heavy involvement in 
the stock market increased the potential that he was a possible financier and material 
supporter of terrorist activities. Early in the criminal investigation it was confirmed that 
the subject had developed a complex scheme to defraud multiple brokerage firms of large 
amounts of money. The subject was arrested and pled guilty to wire fraud. The close 
interaction between the criminal and intelligence case investigators was critical to the 
successful arrest of the subject before he left the country and the eventual outcome of the 
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Example: In one terrorism case, the only phone that the field office could show 
was being used by the subject was his associate’s phone, and such usage was infrequent. 
Additionally, the field office did not have sufficient information that this associate was an 
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agent of a foreign power. Thus, under the previous standard for a FISA pen/trap, the 
field office may not have succeeded in obtaining the FISA pen/trap order. The new 
standard established by Section 214 allowed the agents to obtain the pen/trap order by 
demonstrating that the information to be collected was relevant to an ongoing terrorism 
investigation. The information obtained by the pen/trap was valuable because it 
demonstrated the extent to which the subject and his associate were communicating with 
subjects of other terrorism investigations. 


Interception of Computer Trespasser Communications under Section 21 7 

The wiretap statute was amended explicitly to provjdc victims of computer 
attacks the ability to invite law enforcement into a protected computer to monitor the 
computer trespasser’s communications. In the past, the law was ambiguous on this point 
and left open the possibility that a victim of computer hacking could hot ask law 
enforcement to monitor the victim’s own computer in aiTcffori-to prosecute tind stop the 
intruder. The PATRIOT Act established specific requirements and limitaiioi^s that must 
be met before the use of this provision. 

1 ' . '\ 

The FBI was able tormtonitor the commmiicutions of arrintemational 
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group of "carders" (individuals ^\ho use and trade stolen credit card information). The 
group used chat rooms and fraudulent w ebsites^but concealed their activities bv usin g 
false identities to obtain e-mail accountsf 



aware of its use as a conduit for illegal activity. When the victim n oticed thennu.snal 

activity, hejeoorted the nroxv server users to the' FBI a.s tresnassersJ ~ 


The monitoring provided leads that resulted 
in the discovery of the trup identity of the subject. The subject was indicted in September 
of^)03. Without the ability to monitor these communications, it would have been 
unlikely that the FBI could hiii^e identified the trespassers. 

Change in the "Primary Purpose" Standard of FISA under Section 218 

Section 218 cjianged FISA to require a certification that foreign intelligence be "a 
significant purpose" of the authority sought. Moreover, Section 504 amended FISA to 
allow personnel involved in a FISA to consult with law enforcement officials in order to 
coordinate efforts to investigate or protect against attacks, terrorism, sabotage, or 
clandestine intelligence activities, and that such consultation does not, in itself, 
undermine the required certification of "significant purpose." These changes were 
significant in eliminating "the wall" between criminal and intelligence investigations. 
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ADDITIONAL TOOLS TO FIGHT TERRORISM 

As I have described above, the PATRIOT Act has been invaluable in providing 
the FBI with tools that it needs to fight terrorism in the 2F* Century. This committee has 
been one of our strongest supporters in this effort and for this the men and women of the 
FBI are grateful. Having said that, I would like to address two areas in which the FBI 
needs the committee’s support in order to continue to fulfill its primary mission of 
protecting America from further terrorist attacks. 
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Administrative Subpoenas 


Planning, tunding, supporting and committing acts ot terrorism all tire tederal crimes. 

For many years, the FBI has had administrati\’c subpoena authority for investigations of 
crimes ranging from drug trafficking to healtli care'fraud to child exploitation. Yet, when 
it comes to terrorism investigations, the FBI has no such authority . 

Instead, we rely on two tools - National Security L^ers^(NSLs) and orders for 
FISA business records. Although both are useful and important tools in our national 
security investigations, administrative subpoena power would greatly enhance our 
abilities to obtain information. Information that may be obtained through an NSL is 
limited in scope and currently there is no enforcement mechanism. FISA business record 
requests require the submission of an application for an order to the FISA Court. In 
investigations where there is a need to obtain information expeditiouslvl ~ 
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The administrative 

subpoena power would be a valuable complement to these tools and provide added 
efficiency to the FBI’s ability to investigate and disrupt terrorism operations and our 
intelligence gathering efforts. It would provide the government with an enforcement 
mechanism which currently docs not exist with NSLs. Moreover, it would bring the 
authorities of agents and analysts investigating terrorism into line with the authorities the 
FBI already has to combat other serious crimes. I would like to stress that the 
administrative subpoqna power proposal could provide the recipient the ability to quash 
the subpoena on the same grounds as a grand jury subpoena. 


CONCLUSION 

Mr. Chairman and Members of the Committee, the importance of the provisions of the 
PATRIOT Act I have discussed today in the war against terrorism cannot be overstated 
They are erucial to our present and future successes. By responsibly using the statutes 
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provided by Congress, the FBI has made substantial progress in its ability to proactively 
investigate and prevent terrorism and protect lives, while at the same time protecting civil 
liberties. In renewing those provisions scheduled to “sunset” at then end of this year. 
Congress will ensure that the FBI will continue to have the tools it needs to combat the 
very real threat to America posed by terrorists and their supporters. In addition, by 
granting further modifications to the Foreign Intelligence Surveillance Act and by giving 
the FBI administrative subpoena authority. Congress will enable the FBI to be more 
efficient in its Counterterrorism efforts. Thank you for your time today. 
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The Office of General Counsel has prepared this draft testimony at the request of 
the Office of Congressional Affairs. This request was receive^y the author of the draft 
on March 16, 2005 and the author was required to complet^this'draft on March 21, 2005. 
The Office of General Counsel does not have access to the JaljL library of testimony given 
on this subject and must rely on the Office of Congre.ssional Affairs to ensure that all 
testimony is consistent with prior testimony given b/lhe Diiectoi and other senior FBI 
officials. The Office of General Counsel has requested^that the^Countcrterrorism 
Division’s International Terrorism Operations Sections I & II pfqyide specific examples 
for use in this testimony. Such examples have not yet been receive^d’by the Office of 
General Counsel. The author of this draft testimony has therefore relcd upon the 
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Administrative Subpoenas 


Planiiiiig, luiiumg, supponmg ana commirang acts oi terrorism are ail reaerai crimes. 

For many years, the FBI has had administrative subpoena authority for investigations of bs 

crimes ranging from drug trafficking to health care fraud to child exploitation. Yet, when 
it comes to terrorism investigations, the FBI has no such authority. 
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Instead, we rely on two tools - National Security Letters (NSLs) and orders for 
FISA business records. Although both are useful and important tools in our national 
security investigations, administrative subpoena power would greatly enhance our 
abilities to obtain information. Information that may be obtained through an NSL is 
limited in scope and currently there is no enforcement mechanism. FISA business record 
requests require the submission of an application for an order to the FISA Court. In 
investigations where there is a need to obtain information expeditiously this may not be 
the most effective process to undertake. The administrative subpoena power would be a 
valuable complement to these tools and provide added efficiency to the FBI’s ability to 
investigate and disrupt terrorism operations and our intelligen^gathering efforts. It 
would provide the government with an enforcement mechanism which currently does not 
exist with NSLs. Moreover, it would bring the authorities of agents and analysts 
investigating terrorism into line with the authorities the FBI alreadj has to combat other 
serious crimes. I would like to stress th at the admimstrativeL^]ui^^ a..power proposal 


could provide the recipient the ability toj_ 

on the same grounds as a a~and iurv subpoena^i 


“lala.sh the subnoena 


:.be quashed] 
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cannot be overstated. 


CONCLUSION 

Mr. Chairman and Members of the Committee, the impof' 

PATRIOT Act I have discussed today in the war against i 

They are crucial to oui presenl'and future successes. By responsibly using the statutes 
provided by Congress, the FBI has, made substantial progress in its ability to proactively 
investigate and prevent terrorism and protect lives, while at the same time protecting civil 
liberties. In renewing those provisions khcduled to “sunset” at then end of this year. 
Congress will ensure \yill continue to have the tools it needs to combat the 


very real threat to Ameinca posed b\ 'terrorists and their supporters. In addition, by 
granting further modifications to the Foreign Intelligence Surveillance Act and by giving 
the FBI administrative subpoena authority. Congress will enable the FBI to be more 
efficient in its Counterterrorism%ffbrt^ Thank you for your time today. 
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Good morning Mr. Chairman, Senator Leahy and Members pf the Committee. I am 
pleased to be here today with the Attorney General to talk with you about the wa\s in which the 
USA Patriot Act has assisted the FBI with its efforts inf he war on terror. For almost three and a 
half years, the USA Patriot Act has changed the way the I B1 operates. Many of our 
counterterrorism successes are the direet result of the provisions of the Act. As you know, 
several of these provisions are scheduled to "sunset" at;the endpf this year. I firmly believe that 
it is crucial to our national security to keep these provisions intact.. Withouyhem, the FBI might 
well be forced into pre-September 1 1th practices.lcquiriiig us - agents, analysts and our partne rs 
- to fight the war on terror with one hand tied behind our'-back.^ 
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PATIHOT ACT SUNSET ENVISIONS 



Section 201 & 202 - Expanded Title HI predicate 


idiese provisions expanded the predicateliffenses for Title III intercepts to include crimes 
relating to chemical weapons (.18 U.S.C. § 229), terrorism (18 U.S.C. §§ 2332, 2332a, 2332b, 
2332d, 2339A, and 2339B), and felonv viplations of computer fraud and abuse (18 U.S.C. § 
1030). Later amendmentsjto this portion of the statute expanded the Title III predicates to also 
include 18 U.S.C. §' 2232T(Bpmbings of places of public use. Government facilities, public 
transportation systems and infrastructure facilities) and 2339C (terrorism financing). 

aft., 'X 

. w Section 201 brought the federal wiretap statute into the 21st century. Prior to its passage, 
law“enforeement was nof authorized to conduct electronic surveillance when investigating crimes 
committed by terrorists^ such as chemical weapons offenses, killing U.S. nationals abroad, using 
weapons of mass-destruction, and providing material support to terrorist organizations. Seetion 
20 f cloWd an existing gap in the Title III statute. Now Agents are able to gather information 
wheri looking into the full range of terrorism related crimes. 
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Section 203 (b) & (d) - Information sharing for foreign intelligence obtained in a Title III 
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and criminal investigations. 


Section 203(b) authorizes the sharing of foreign intelligence information obtained in a 
Title III electronic surveillance with other federal offici als, including intelligence 
DHS/DOD/ICE officials, and national security officials. 



Section 203(d) authorizes the sharing of forcic.'i iiiic 

criminal investigation with intelligence officials. ^ 



The information sharing provisions are o\cruhelmingIy heral^^j^f^ FBI Field Offices a 
the most important provisions in the Patriot^Act^Tfie-abilityTo shareilritical information has 
significantly altered the entire manner in which terrorist i^inv esflgat i ons are conducted, allowing 
for a much more coordinated and effective approach than 'prior io,ihe Patriot Act. Specifically, 
the Field Offices note that these provisions enafeie^case ageiifsto involve other agencies in 
investigations resulting in a style of teamworMthat enabl^pfnore effective and responsive 
investigations; improves the utilisation of resources allp|ving a better focus on the case; allows 
for follow-up investigations by other agenciei when iiie"^criminal subject leaves the U.S.; and 
helps prevent the compromise ;bf foreign intelligence' investigations. 


information collected in a 


FBI Field Offices as 


share eritical information has 
fegafions are conducted, allowing 
^tne Patriot Act. Specifically, 


Even tlitough«the law priof tolhe Patriot Act provided for some exchange of information, 
the law was complex and as a result, agents often en ed on the side of caution and refi'ained from 
sharing the intimation. The inforaiation sharing abilities, due in part to Section 203, eliminated 
that hesitation- and allow agents to more openly work with other government entities resulting in 
a much-stronger team approach;^. Such an approach is necessary in order to effectively prevent 
and dj^ect the complex ^b^feterrorist activity. As a result, the field offices report enhanced 
FBI liaison with State, liocaMnd other Federal agencies, resulting in better relationships. Even 
Legats notice improvec|relationships with intelligence agencies. If even a portion of the 
information sharing.c,apabilities are allowed to 'sunset' or terminate, then the element of 
ur^l^rtainty is reTintooduced and agents will again hesitate and take the time necessary to seek 
cllKfication oTthe information sharing restrictions prior to sharing information. This hesitation 
will* lead tb!l(S^s teamwork and much less efficiency. 


Experience has taught the FBI that there are no neat dividing lines that distinguish 
criminal, terrorist, and foreign intelligence activity. Criminal, terrorist and foreign intelligence 
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organizations and acts are often interrelated or interdependent. FBI files are full of examples of 
investigations where information sharing between counterterrorism, counterintelligence and 
criminal intelligence efforts and investigations was essential to the FBI's ability to protect the 
United States from terrorists, foreign intelligence activity and criminal activity. Some cases that 
start out as criminal cases become counterterrorism cases. Some cases that sta^roiit as 
counterintelligence cases become criminal cases. Sometime^the FBI mu^initiate parallel 


criminal and counterterrorism or counterintelligence cases to m^imize the 
adequately identify, investigate and address a variety of thieks to the L nitci 
of these cases is entirely dependent on the free flow of information betweer 
investigations, investigators and analysts. 


I's ability to 
;afes. I'he succesf 


Ongoing criminal investigations of transnational criminal enterprises involved in 
counterfeiting goods, drug/weapons trafficking, money laundering.kid other criminal activity 
depend on close coordination and information sharing<^iih the JPBB%Counterteirorism and 
Counterintelligence Programs, as well as the Intelligence Community, whendntelligence is 

j 1 ] t. i! t : r ; ^ 


developed which connects these criminal ei 


to terrorism, themiatefial support of 


terrorism or state sponsored intelligence activity.'^ In one such-case, ipfermati on fmm a rnminal 

Title III and criminal investigation was passed to Comterierrorism, as well as| 

because the subject of the criminal casekad previously been targeted by| agencies. 
Information sharing permitted each agency to ppbl their i n|brm'ation and resources to investi gate 
the interplay of criminal and foreign intelligeii6e activity.] I 


^ ■ Ainj.<|ifetii|k:ance, a terrorism case initiated in Minneapolis was subsequently transferred to 
SanDicgo aM converted to a criminal case. The investigation focused on a group of Pakistan- 
based individuals who were involved in arms trafficking, the production and distribution of 
multi-ton quantifies of hashish and heroin, and the discussion of an exchange of a large quantity 
of drugs for four stinger anti-aircraft missiles to be used by A1 Qaeda in Afghanistan. The 
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operation resulted in the arrest, indictment and subsequent deportation of the subjects from Hong 
Kong to San Diego to face drug charges and charges of providing material support to A1 Qaeda. 



Criminal enterprises are also frequently involved in. allie^^th or otherwise rciv on' 
smuggling operations. Alien smugglers frequently use the same. routes used by drug and-' 
contraband smugglers and do not limit their smuggling to aliens, smuggling anything or anyone 
for the right price. Terrorists can take advantage of these smuggUng'routes and smuggling 
enterprises to enter the U.S. and are willing to pay top<^ollar to sniuggiers. Intelligence 
developed in these cases also frequently identifie s cofflu pt U.S. ah^or^gn^ficials who 
facilitate smuggling activities. Current intelligcjice, based on inform*^^Saring between 
criminal, counterterrorism, and counterintelligehc%^effoijts,|lm^ determined smugglers, as well as 


illegitimate and quasi-legitimate business.operators.in the United^ States, who use the services of 
illegal aliens! 


In the aftermat h of the September 1 Mfrattacks. a freliable intelligence asset identified a 
ized Q.S. citizei is a leader among a group of Islamic 


naturalized y.S. citize a p s a leader among a group of Islamic 

extremists residing in the U.S. The subject!s.^extremist views, affiliations with other terrorism 
subjects, and- his heavy involvement in the ftock market increased the potential that he was a 
possible financier and material supporter of terrorist activities. Early in the criminal 
investigation it was confirmed that the, subject had developed a complex scheme to defraud 
multiple broker^e.-fijms of large amounfs of money. The subject was arrested and pled gui 
wire fraud. - The close interaction between the criminal and intelligence cases was critical tc 


multiple brokerage.-fipn's of large amounfs of money. The subject was arrested and pled guilty to 
wire fraud. The close interaction between the criminal and intelligence cases was critical to the 
successful arrest of th^ubject before he left the country and the eventual outcome of the case. 


Section 204 - Clarification of Intelligence Exceptions from Limitations on Interception and 
Disclosure of Wire, Oral and Electronic Communications 
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Section 206 - Roving FISA Surveillance 

' 

With this provision, when a FISA target’s actions have th« 
surveillance, such as by rapidly switching cell phones, ^Internet- ac 
the Court can i ssue an order directing as yet unknoy/n cell phone'^ 


I'ect of thwarting 
nts, nr even meet 


to effect the authorized electronic'surveillahce. This allows the FBI to go directly 
ier and establish surveillance p^. the authoriz^4arget witlrout having to return to 


to the new carrier and establish surveillance oh the at 


the Court for a new secondary order. 


Section 206 has been extremely hclpfuLespccially in regard to IT and FCI investigations 

where targets move quickly and often .act evasively to avoid detection. Field offices have 

observed counterintelligence targets' changq services fqr|hard-line telephones 

and cell phones numerous times. The roving authorit^allows them to continuously monitor 

these targqtiwithout intermnti5n«By minimizing the^need to return to the court for addilkmaJ 

authorizMions. it also has allnwedlafTents tn'mnre evneditioiislv p.nndiiHp; investigations 


In one case, a roving FlS/^on-a^subject's cellular telephone was approved for the subject 
of a counterintelligence i nvesti gatio^vho. per the usage of tradecraft, is directed to change his 
cellular phone every four to six months. The roving FISA allows us to continue coverage on all 
cell pM^nes the subject obtains. 



Section 207 - Extended Duration for Certain FISAs 
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Section 207 extends the standard duration for several categories of FISA orders. Before 
the passage of the USA Patriot Act, FISA orders for electronic surveillance targeted against 
agents of a foreign power had a maximum duration of ninety days and could be extended in 90- 
day increments, and orders for a physical search could be issued for no more than :^ty-five days, 
unless the target was a foreign power, in which case, the order could be ife^ued for-one year. This 
provision allows orders for physical searches to be issued for pertain agent^(^oreign powers, 
including United States persons, for ninety days, and authorizes, longer peripdi^of searches and 
electronic surveillance for certain categories of foreign powers and agents of foreign powers tha^ 
are not United States persons. Specifically, initial ordei;s authorizing '^earches and el^tronicT.''" 
surveillance can be for periods of 120 days, and renewal diriers c^Idc extendedjbr up to i>ne 
year. \ 

Section 207 has led to reduced paperwork in certaih- categories of cases. In addition, it 
has resulted in a more effective utilization of availableCpersonnelTesources and the collection 
mechanisms authorized under FISA. It has allowed, agents to focii^their^efforts on more 
significant and complicated terrorism-related cases and to spend morejiti^'ensuring that 
appropriate oversight is given to investigation^- involving tKc'surveill^ee of United States 


persons. 


Section 209 


Seizure of Voice Mail'vt^'ith a Search Wa 





' ./'/ 

Section 209 clarified thap^pice mail cotild be pKtained with a search warrant under 18 
U.S.C. § 27Q3 (si milar to e jh.ail)t/Previously, some courts had required a Title III order to obta in 


stored voice^Maii 


/Section 209 of the IJSA P.4.TRIOT Act has modernized federal law by enabling 
investigators to access ntpre Quickly suspects’ voice-mail by using a search warrant. 

The- speed with which ^Ice-mail is seized and searched can often be critical to an investigation 


Section 212 - Emergency Disclosures of E-mail & Records by ISPs 
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Section 212 created a provision that allows a service provider (such as an Internet Service 
Provider) to voluntarily provide the content and records of communications related to a 
subscriber if it involves an emergency related to death or serious injury. 

Service providers have voluntarily provided information on | under 

this provision. Such disclosures often included both e-mail content and"as%)ei^d records. 

This provision has also been utilized to'‘quibkly locate Iddnapirig^victims, 
protect children in child exploitation cases, and to quicldy respond tP^dmb’^and d'ea thdhreats.' / 

ihe Legat's 

have also utilized this provision to assist foreign law enforcement officials with sirnil^-^ 
emergencies, such as death threats on prosecutors and other forei"^ officials. Where time is of 
the essence, giving service providers the option of revealingxthis information without a court 
order or grand j ury subpoena is crucial to receiving therinformation quickly and preventing loss 
or serious injury 


In one instance, an FBI Field Division received a b<^mb teeat after hours. After 
clarifying that the bomb threat was to.the loc al airport and fhafthe FBI had until noon t o meet the 
caller's demands, the FBI JTTF Agerits began 


threat was determined 


interview of the subject was conducted and the 


,non-credible by 1 1 ;00 a.m. 


in -a kidnaping c^e, a 14 year old girl was abducted. As a result of the FBI’s use of this 
provision, the suspect wa^.quickly identified and interviewed. He admitted to picking up the girl 
an^tbok agents to the truck stop where he had left her. Because of this provision, additional 
harm: to the girl was prevented and she was returned to her family in a matter of hours. This is 
ilut one example of how essential this provision is for child abduction cases. 


Sectidn 214f-tFISA Pen/Trap Authority 

FISA pen/trap and trace orders ] | “the 

information likely to be’ obtained is foreign intelligence information not concerning a United 
States person, or is relevant to an ongoing investigation to protect against international terrorism 
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or clandestine intelligence activities, provided that such investigation of a United States person is 
not conducted solely upon the basis of activities protected by the first amendment to the 
Constitution.” This provision eliminated the previous requirement that the application also 
contain specific and articulable facts giving reason to believe that the targeted linq/i^s being 
used by an agent of a foreign power, or was in communications with such^an agentfunder 
specified circumstances. This provision now more closely tracks the ^equirernents to obtain a 
pen/trap order under the criminal provisions set forth in 1 ^U^C. § 3J23. The provision also 
expands the FISA pen/trap to include electronic communications (i.e. Iritemet), comparable to -^7 
the criminal pen/trap provision. , v ' 


‘resuHsIS'OTrMese pen/trap orders often help agents to del ermine I in I 
different terrorism investigations, identify other unkno^m associates 
contacts for potential assets, and develop the subject’s personal prqf 
are quickly obtained, they allow agents to morq quickly identify the 


^between the subjects of 
i|t|^e subject, discover 
^.' Whfn pen/trap orders 


are quickly obtained, they allow agents to morq quickly identify the associates tied to the subject 
of international terrorism investigations thaivi T the agents were requiredTo wait for service 


providers to respond to subpoenas for toll|r^cords, which can take-s€veral months. The old 
standard required more fact gathering to meet th^Areshold to objain the pen/trap order, making 
this technique less effective and sometfmes even>preventing.the*use of this technique altogether if 
the window of opportunity was missed/ The FISA pen/trap'^orders that have been obtained have 
been used on terrorism and counterintelligenc#cases. inbjuding cases as serious as one where the 
subject is believed to be attempting to procure nuclcarlirms. 

a '/:- ' ■ ■■■ >* 

Inmne terrorism case,' the! only phone that the field office could pro ve was used by the 
subject was his assoemte’s pliwe;| Additionally, the field 

office had insuffici ent-dnfo rmatibri thatittii^^ associate was an agent of a foreign power. Thus, 
under the preyious st|ndard^or a FISA^n/trap, the office may not have succeeded in obtaining 
the FISA peh/trap "Order!" The standard established by Section 214 allowed the agents to obtain 
the pendrap order by dbmonstrating that the information to be collected was relevant to an 
ongoipg terrorism investigations The information obtained by the pen/trap was valuable because 
it demonstrated the extent that the subject and his associate were communicating with subject s of 
other terrorism investigations. 


In.ariother'example, use of this section allowed FISA pen/trap authority based on the fact 
iniformatiohi^s likely to result in foreign intelligence information. This provision allowed the 
field office to collect data on target lines even when the subject was out of the country and 
provided valuable intelligence information regarding the subject, the organization and terrorism 
related matters. 


TREAT AS CLASSIFIED - SJICMIT 
THIS DOCUMENT HAS NOT BEEN REVIEWED FOR^ 


XASSIFICATION 



TREAT AS CLASSIFIED - 

THIS DOCUMENT HAS NOT BEEN REVIEWED FOR CLASSIFICATION 


Section 215 - Access to Business Records under FISA 

Section 215 changes the standard to compel production of business recor(^^der FISA 
simple relevance (just as in the FISA pen register standard described abpVe) ai^^^ands this 
authority from a limited enumerated list of certain types of business reeord^(i^. hotels, motels, 
car and truck rentals) to include “any tangible things (includmg-,booksrreDord.%'Papers, 


car and truck rentals) to include “any tangible things (includm|-,books, recorc 
documents, and other items) for an investigation to protect against inleinatioi 
clandestine intelligence activities, provided that such inv^estigation j^VUmte 
not conducted solely upon the basis of activities protected\by theAst amendi 
Constitution.” ’ 


rorism or 





Section 217 - Interception of ConiputerfTrespasser C<>inniunicanons 


The wiretap statute was amendwl to explicitly prov)de^ictims of computer attacks the 
ability to invite law enforcement into a-protected compute'nto monitor the computer trespasser’s 


communications. In the past, the 
that a court could hold that ,a$(ici 
monitor the^ intruder in an effort 
established-specific requi i erne ni 
provision^ 


law was ambiguous onJhis point and left open the possibility 
irh of computer' hacking could not invite law enforcement in to 
p prosecute and stop the intruder. The Patriot Act also 
and limitation's that must be met before the use of this 


Under 
group of "carders 
utiliz 


n, the FBI was able to monitor the communications of an international 
i^s that use and trade stolen credit card information). The group 
oncealed their identitied I 



e owner ot the hacked computer, 
and considered all individual 


The monitoring provided leads that 

resulted m the discovery of the true identity of the subject. The subject was indicted in 
September of 2003. Without the ability to monitor these communications, it would have been 
unlikely that the FBI could have identified the trespassers. 
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Section 218 - Change in the "Primary Purpose" Standard of FISA 

Section 218 changed FISA to require a certification that foreign intelligen^e^e "a 
significant purpose" of the authority sought. Section 504 amended FISA^P allpv^personnel 
involved in a FISA to consult with law enforcement officialsjn order to coordinate efforts to 
investigate or protect against attacks, terrorism, sabotage, or'" clandestine intelligence activities. 


and that such consultation does not, in itself, undermine the^required certifice 
purpose." These changes were significant to eliminate "th^ wall" b^w&n^L., 
intelligence investigations. They now allow FBI agents greater laufude to coiS 
investigators or prosecutors without putting their FIS As at risk. ' ' 


f:of "significant 
lal^id 



lal I- 


As stated above, FBI field offices overwhelming^’ herald the information sharing 
provisions as the most important provisions in the USA»Patriot Act. Section 218 is an essential 
component to these changes. This provision) jirospcutors to, be involved in the earliest 

phases of an international terrorism investigatioi j 

AUSAs are often co-located with the JTTFs and ar^ able^o^sprovide immediate input 

regarding the use of criminal charges to s^o]pTerrorist activity, iriclutfing the prevention of 
terrorist attacks. M / / 


The ability to have criminaFprpsecutoxssinvolved in- the earliest investigative phases of 


terrorism cases allows counterterrorTsm investigators to'utilize the full selection of both 
intelligence ^and criminal investigative tools, enablin^them to select and interchange these tools 
to meet the~inv£stigative,demands of each partitmlafcase. Field offices are now able to use 
criminaltpr osecutip n, or the threat thereof, in furtherance of the intelligence objective to disrupt 
and dismantle terrorism, towards the ultimate goal of preventing terrorist acts. One field office 
notes that if 218 were allowed fo',"smisetV'.its aggressive and effective investigative approach 
toward terrorism would be "severefigcrippled." 
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Section 220 - Nationwide Search Warrants for Electronic Evidence 

A . 

/ '''> I / ' 

Secti Qii,.220 of the' Act enabled court s vyitl^jwisdiction over an investigation to issue a 
search wan'cU ^j the production of information held by a 

service provider, such as unopened e-mail. Previously, the search warrant had to be issued by a 
court in the district where the service provider was located. See 18 U.S.C. § 2703. 


■ ■ ' ■ ■■■■■ ■ ■ '• 

The^FBl routinely relies upohhhis provision when a search warrant is used to obtain the 
t.oPe-mail messages and .other related information from Internet service providers (ISPs) 


content .oPe-mail messages and .other 
in accordance with 18 I'.S.C. 2703. 

M . 


Prior to the Patriot Act, if an investigator sought a search warrant to obtain the content a 
un-pp^ned e-mail from^a service provider, the investigator was required to obtain this search 
warrant from a court in the jurisdiction where the service provider was located. To accomplish 
this,rtfiqcase agent would brief an agent and prosecutor located in the ISP's jurisdiction on the 
facts of^tKexasc so that they might appear before the court and obtain the search warrant. This 
was a time and labor consuming process. Fu rthermore, because sev eral of the largest ISPs are 
located in the Nort hern District of California and the Eastern District of 

Virgini lese offices were faced with a substantial workload just to obtain search 

TREAT AS CLASSIFIED - SE)2RET 

THIS DOCUMENT HAS NOT BEEN REVIEWED FOR CLASSIFICATION 



TREAT AS CLASSIFIED - SE 
THIS DOCUMENT HAS NOT BEEN REVIEWED 


OR CLASSIFICATION 


warrants for other offices. 


While the Patriot Act maintained the legal standard that must be met before the search 
warrant could be issued, that is probable cause, it eliminated the additional bureau^tic 
paperwork necessary to obtain that warrant in a different jurisdiction than the iijyfestigation itself. 
This eliminated the need to involve additional agents and pr^ecutors loc^^ddjffhe same 
jurisdiction as the ISP. Therefore, this provision expedites/l£fe^rocess and minimizes the labor 
involved without altering the privacy protection afforded^he^-mail and other associated records. 


Field offices repeatedly stated that this was very.beneficialC^o quickly obtain information 
required in the investigation. The information obtained fiom those seaieh warran SSfte fe^ads to 
additional electronic evidence that is easily and quickly lost, therefore minimizing the time 
required to obtain the initial information from the ISPs i^s a significant asset to the investigations. 


The "Virginia Jihad" case six subjects pled guilty and three \\ 
including conspiracy to levy war against the U nite0|S t ^e yqnd consp 
support to the Taliban. They received sentences ranging from.a prise 
imprisonment. As a part of this case, court orders were, issued to Int 


?re conyicted of charges 
rticv to provide material 
n term of four years to life 
?rnet Service Providers 


throughout the country to obtain infonnation related'to a \ ast number of e-mail accounts that 
resulted in valuable intelligence and qriminal eyi'pence usejilirTthe successful prosecution. Due 
to Section 220, all the court orders w%e' issue(^15y the di^rct court where the prosecution 
occurred making the process much faster anddnore effidieht. 

, A I/' 

This,.provision is, regularly used in chil^ pornography cases as agents obtain information 
from ISPs regarding those. trading sexually exfiioitive images of children. This expedites the 
investigativ^roces^ and minimizes the number of FBI, U.S. Attorney, and judicial ner sonnel 
involved in the-process freeing them to more aggressively pursue investigative matters.! 



Section 223 - Civil Liability for Certain Unauthorized Disclosures 


■-Prior to the passage of the Patriot Act, individuals were permitted only in limited 
circumkqndes-to file a cause of action and collect money damages against the United States if 
govermhent'bfficials unlawfully disclosed sensitive information collected through wiretaps and 
electronic surveillance. Thus, while those engaging in illegal wiretapping or electronic 
surveillance were subject to civil liability, those illegally disclosing communications lawfully 
intercepted pursuant to a court order generally could not be sued. This section remedied this 
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inequitable situation; it created an important mechanism for deterring the improper disclosure of 
sensitive information and providing redress for individuals whose privacy might be violated by 
such disclosures. 


Section 225 - Immunity for Compliance with FISA Wiretap 


Pursuant to FISA, the United States may obtain wiretap^pr electronic surveillance orders 
from the FISC to monitor the communications of an entity or'individuai as to whom the court, 
among other things, finds probable cause to believe is a, foreign powe^or the ageht-oW^forei^ 
power, such as international terrorists and spies. Generally^ howe^r, as in thie'case of criminal 

wiretans and plpr.trnnif'. siirvftillanrf^ tbp TTnitpH Statps fpmiirpcfH'p a<:<!i<:tanpp nf nri-i-atp 


wiretaps and electronic surveillance, the United States re ouifesf he assistance of nrivate ■ 
communications providers, such as telephone companies to 

out such court orders. Prior to the passage of the Patriot Act, while those assisting in the 
implementation of criminal wiretaps were provided wifh'immumty,. no similar immunity 


to carry 


protected those companies and individuals assisting^e*govemmcnt in carr\ [ng out wiretap and 
surveillance orders issued by the FISC under FISA. This section ei^dVd’thi^anomaly in the law 
by immunizing from civil liability communic^ons sei^ice prqyide^and others who assist the 
United States in the execution of such Fl^g^surveillance orders,'^thus^elping to ensure that such 
entities and individuals will comply wi^orders issued by the FISC without delay. 


^ // ff 

gent washable to convincef 


In an FBI Field Office, a cas^agent washable 
assist in the installation of technifcafequipmenl 
providing a letter outlining |l^e^ irahiunity from civ^ 
FISA order. The target yy^ap^espionage subject. | 


Ipursuant to a FISA order by 


Section 213 - l)cla\ 


iSearcE Warrants 


j^fAVhile not scheduled fi^anset, the Patriot Act's delayed notice provisim_Sectiori_Z13__ 
hasfbeen the subject of criticism and various legislative proposals. The FB 

~| believe that Section 213 is an invaluable tool in the war on terror and our efforts to 
corhla|t serious criminal conduct. It is important to note that delayed notice warrants were not 
created'by the Patriot Act. Rather, the Act simply codified a common law practice recognized 
by coii ^l acfnks.fhe country and created a uniform nationwide standard for the issuance of those 

waiTMty pnsures that delayed notice search warrants are evaluated under the 

same criteria across the nation. Like any other search warrant, a delayed notice search warrant is 
issued by a federal judge only upon a showing that there is probable cause to believe that the 
property to be searched for or seized constitutes evidence of a criminal offense. A delayed notice 
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warrant differs from an ordinary search warrant only in that the judge specifically authorizes the 
law enforcement officers executing the warrant to wait for a limited period of time before 
notifying the subject of the search that a search had been executed. 


Delayed notice search warrants provide a crucial option to law e^ifforce^^fand can only 
be requested if one of five narrowly tailored circumstances is present.^/''Th^-FBr1lias requested 
this authority in several cases. In most instances, the FBI seelcsydelayqd notic^when 


contemporaneous notice would reasonably be expected to' cause seriousi 
investigation. ' 


ADDITIONAL TOOLS TO FKill T I L 


lORISM 


irdy to an ongoin] 


As I have described above, the PATRIOT Act has been invaluable in providing the FBI 
with tools that it needs to fight terrorism in the 21 st Ceptiiry. ’1 his committee has been one of 
our strongest supporters in this effort and for this the-jmen and women of th'e>FBI are grateful. 
Having said that, I would like to address two areas in whicli the FBl4ieeiTs%e committee’s 
support in order to continue to fulfill its primary-mission o^^rotectin^America from further 
terrorist attacks. / /\ ' ' 
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Administrative Subpoenas 


Plannii^, funding, supportiing^d committing acts of terrorism all are federal crimes. For many 
years/the FBI has had administrative subpoena authority for investigations of crimes ranging 
frora\drug trafficking htjliealth care fraud to child exploitation. Yet, when it comes to terrorism 
imcstigations, the F^Mias no such authority. 

Instead, yve rely on two tools - National Security Letters (NSLs) and orders for FISA 
biisin^ss records. Although both are useful and important tools in our national security 
investigations, administrative subpoena power would greatly enhance our abilities to obtain 
information. Information that may be obtained through an NSL is limited in scope and currently 
there is no enforcement, mechanism. FISA business record requests require the submission of an 

TREAT AS CLASSIFIED - SE&j^T 

THIS DOCUMENT HAS NOT BEEN REVIEWEDTOR CLASSIFICATION 



TREAT AS CLASSIFIED - SEJ^T 

THIS DOCUMENT HAS NOT BEEN REVIEWED FOR CLASSIFICATION 


application for an order to the FISA Court. In investigations where there is a need to obtain 



The administrative subpoena power would be a valuable complement to these tools ^d provide 
added efficiency to the FBI’s ability to investigate and disrupt terrorism^era tioMS ' and our 
intelligence gathering efforts. It would provide the government with at^ ^)p^ nent mechanism 
which currently does not exist with NSLs. Moreover, it w^ghl^l^ring^Ch^ of agents and 

analysts investigating terrorism into line with the authorities the FBI already has to combat othe^ 
serious crimes. I would like to stress that the administrative subpoena-powcr proposal could , 
provide the recipient the ability to quash the subpoena onj^the sarp^gfounds asXgrynd juiy-', 
subpoena. 


CONCLUSION \ 

Mr. Chairman and Members of the Committeepthe import^ice ;^ the provisions of the 
PATRIOT Act I have discussed today in the war ^ainsfterrorism cannot-be overstated. They are 
crucial to our present and future suceesses. ^By responsibly using th^tatutes provided by 
Congress, the FBI has made substantial p rog ress in iteXhilityto^rp^ctively investigate and 
prevent terrorism and protect lives, whilejat the same time-sprote^ing civil liberties. In renewing 
those provisions scheduled to “sun^|’^ then end^^of this year', "Congress will ensure that the FBI 
will continue to have the tools it nqedgib combat the very real threat to America nosed bv 
terrorists and their supporters. In'addition J 

py givingdl^KBIf^Ministrative subpoena authority. Congress 

will enaMe^-thejFBI to be more efficient in its^Cp^tefterrorism efforts. Thank you for your time 
today, happy to ansvser any of > our questions. 


' / 

. V 
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USA PATRIOT Act Provisions Subject to Sunset 


Section 

Description 

Comment 

201 

(18 use §251 6(1 )(q)) 

Adds to the oredicate offenses for wiretaps : 
1 8 use § 229 (chemical weapons); § 2332 
(crimes of violence against Americans 
overseas); § 2332a (weapons of mass 
destruction); § 2332b (multinational 
terrorism); § 2332d (financial transactions 
with terrorist countries); § 2339A 
(supporting terrorists); § 2339B (supporting 
terrorist organizations) 

Applies to Titie-lll wiretaps 

202 

(18 USC§ 2516(1)(c)) 

Adds to the predicate offenses for wiretaps : 
1 8 use § 1 030 (computer fraud & abuse) 

Applies to Title-Ill wiretaps 

203(b) 

(18 use §2517(6)) 

Authorizes disclosure of FI, ei and FI | 

information acquired pursuant to Title HI to I 
la\« enforcement, intelligence, protective, 
immigration, national defense, and national 
security officials 


203(d) 

(50 use § 403-5d) 

Authorizes disclosure of FI, ei and FI 
information acquired in a criminal 
investigation to law enforcement, 
intelligence, protective, immigration, national 
defense, and national security officials 


204 

(18 USe§ 2511(2)(f)) 

Makes clear that the general pen 
register/trap & trace proscriptions do not bar 
execution of FISA pen register or trap & 
trace orders 


206 . 

(50 use § 1805(c)(2)(B)) 

“FISA rovina surveillance" 

Authorizes FISA orders to command the 
assistance of individuals not specifically 
identified in the order in cases in which the 
target has taken steps to prevent the 
identification of specified persons 


207 . ‘ 

(50 USe'§ 1805(e), 
1824(d)) 

Extends duration of FISA orders directed 
against agents of a foreign power to 120 
days and permits extensions at intervals of 
up to 1 year [up from 90 days (surveillance) 
& 45 days (searches) for both original orders 
and extensions] 



209 

(18 use §2709; 
2510(1).(14)) 

Makes clear that law enforcement access to 
voice mail requires only a search warrant 

Requirernents applicable to Title III 
wiretaps are more restrictive than 
search warrants 


























212 

(18 use § 2702; 2703) 

Permits communications service providers 
to disclose customer records or content of 
customer communications in an emergency 
situation involving the immediate danger of 
serious bodily injury 


214 

(50 USC§ 1842; 1843) 

Authorizes FISA pen register/trap & trace 
orders with respect to electronic 
communications [e-mail address, URL 
identification (but not content)] under 
procedure previously limited to wire 
communications (telephone number of 
source and addressee); eliminates 
requirement that the communication either 
be that of terrorists or spies or related to 
their criminal activities 

. 

215 

(50 use §§ 1861; 1862) 

Authorizes FISA court orders for business 
records and other tangible items in 
investigations of international terrorism or 
espionage (or lAW PL 107-108, §314(a)(6), 
to obtain foreign intelligence information not 
concerning a US person) 

Most controversial of the sunset 
provisions; perceived to allow the FBI 
to raid libraries - no library has been 
searched pursuant to this provision. 

Court orderjs required (based on 
"relevance" to an authorized'IT or Cl 
investigation 

217 

(18USe§§2511(2)(i); . 
2510(21)) 

Authorizes interception of communications 
to/from a trespasser within a protected 
computer 


218 

(50USe§§ 

1804(a)(7)(B); 

1823(a)(7)(B)) 

Changes the certification required for a FISA 
order from "the purpose" to "a significant 
purpose" to collect FI information; earlier 
language (which would be revived at 
sunset) was the one basis for the "wall" 
between intelligence and criminal 
investigations 

Had a lot to do with demise of "the 
wall" between intelligence and LE 
investigations; perhaps the single 
most productive change to FISA yet. 

220 

(18 use §§ 2703; 3127) 

Authorizes service anywhere in the world of 
a court order granting law enforcement 
access to the content of voice mail and e- 
mail communications (and/or related 
records) held by service providers; 
previously, such orders had to be issued in 
the place where they were to be executed 

' 
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(For the above, the NSLB database does not list the type of records requested/obtained. I will obtain for 
you, if needed.) 
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Section 215. Access to Business Records and Other Items under FISA 

• Section 215 gives the FISA Court the authority in foreign intelligence investigations, such as 
those involving international terrorism and espionage, to order the production the same kinds 
of tangible things that prosecutors have always been able to obtain through grand-jury 
subpoenas in criminal investigations. 

• Before the USA PATRIOT Act, it was difficult for investigators to obtain court orders for 
access to business records in connection with foreign intelligence investigations. 

• Section 215 improved FISA’s original business-records authority in a number of respects: 

o It expanded the types of entities that can be compelled to disclose information. Under 
the old provision, the FBI could obtain records only from “a common carrier, public 
accommodation facility, physical storage facility or vehicle rental facility.” The new 
provision contains no such restrictions. 

o It expanded the types of items that can be requested. Under the old authority, the FBI 
could only seek “records.” Now, the FBI can seek “any tangible things (including books, 
records, papers, documents, and other items).” 

• Although the FISA Court could now issue a section 215 order to a library so long as a judge 
determined that the library possessed records relevant to an international terrorism or 
espionage investigation, the provision does not single libraries out or even mention them 
at all; it simply does not exempt libraries from the range of entities that may be required to 
produce records. 

• The library habits of ordinary Americans are of no interest to those conducting terrorism 
investigations. However, historically terrorists and spies have used libraries to plan and carry 
out activities that threaten our national security. We should not allow libraries to become 
safe havens for terrorist or clandestine activities. 

o For example, Brian Regan, a former TRW employee working at the National 
Reconnaissance Office who recently was convicted of espionage, extensively used 
computers at five public libraries in Northern Virginia and Maryland to access addresses 
for the embassies of certain foreign governments. 

o In addition, the Justice Department has confirmed that, as recently as the winter and 
spring of 2004, a member of a terrorist group closely affiliated with al Qaeda used 
Internet service provided by a public library to communicate with his confederates. 

• Obtaining business records is a long-standing law enforcement tactic. For years, ordinary 
grand juries have issued subpoenas to all manner of businesses, including libraries and 
bookstores, for records relevant to criminal inquiries. 






o 


In a recent criminal case, a grand jury served a subpoena on a bookseller to obtain 
records showing that a suspect had purchased a book giving instructions on how to build 
a particularly unusual detonator that had been used in several bombings. This was 
important evidence identifying the suspect as the bomber. 


o In the 1997 Gianni Versace murder case, a Florida grand jury subpoenaed records from 
public libraries in Miami Beach. 

o In the 1990 Zodiac gunman investigation, a New York grand jury subpoenaed records 
from a public library in Manhattan. Investigators believed that the gunman was inspired 
by a Scottish occult poet, and \vanted to learn who had checked out his books. 

• Section 215 authorized the FISA court to issue orders similar to grand-jury subpoenas in 
national-security investigations. However, it contains a number of safeguards that protect 
civil liberties, and is actually more protective of privacy than the authorities for ordinary 
grand-jury subpoenas. 


o A court must explicitly authorize the use of section 215 through a court order. Agents 
cannot use this authority unilaterally to compel any entity to turn over its records. By 
contrast, a grand jury subpoena is typically issued without any prior judicial review 
or approval. 



o 


Section 215 expressly protects First Amendment rights, unlike federal grand-jury 
subpoenas. It explicitly provides that the FBI cannot conduct investigations “of a United 
States person solely on the basis of activities protected by the First Amendment to the 
Constitution of the United States.” 


o Section 215 has a narrow scope. It can only be used (1) “to obtain foreign intelligence 
information not concerning a United States person”; or (2) “to protect against 
international terrorism or clandestine intelligence activities.” It cannot be used to 
investigate ordinary crimes, or even domestic terrorism. A grand jury can obtain 
business records in investigations of any federal crime. 


• Section 215 orders are also subject to the same burden of proof as are grand-jury 
subpoenas; investigators must meet a standard of relevance. 


• Section 215 provides for congressional oversight. Every six months, the Attorney General 
must “fully inform” Congress on how it has been implemented. To date, the Justice 
Department has provided Congress with six reports regarding its use of section 215. 

• Allowing section 215 to expire would make it much harder for investigators to obtain 
critical evidence in international terrorism and espionage investigations. 
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POSSIBLE QUESTIONS : 

Isn’t it true that under section 215 of the USA PATRIOT Act, the FISA court is just a 
rubberstamp because the judge must issue an order requiring the production of records if he or 
she receives an application from the Department asserting that it is seeking the records in 
connection with a foreign intelligence investigation, or an investigation to protect against 
international terrorism or clandestine intelligence activities? 


This description of section 215 is categorically false. 


• Pursuant to section 215, a judge “shall” issue an order “approving the release of records if 
the judge finds that the application meets the requirements of this section.” 50 U.S.C. § 
1861(c)(1) (emphasis added). 

• Asa result, before issuing an order requiring the production of any records under section 
215, a federal judge must find that the requested records are sought for (and thus relevant to) 
“an authorized investigation ... to obtain foreign intelligence information not concerning a 
United States person or to protect against international terrorism or clandestine intelligence 
activities.” 50 U.S.C. § 1861(b)(2). 


• In addition, a federal judge must find that the investigation is not being conducted of a 
United States person solely on the basis of activities protected by the First Amendment. 50 
U.S.C. § 1861(a)(2)(b). 




Moreover, the United States has stated in litigation that recipients of orders for the 
production of records under section 215 may challenge the legality of those orders in the 
FISA Court. 


Isn’t it true that section 215 orders, unlike grand-jury subpoenas, are not governed by a relevance 
standard? 


• Section 215 orders are subject to the same relevance standard as are grand-jury 
subpoenas. 

• Just as grand-jury subpoenas may be issued to obtain records that are relevant to a 
criminal investigation, the FISA Court may issue orders requiring the production of 
records under section 215 that are relevant to an authorized international terrorism or 
espionage investigation. 

• Some critics have complained that section 215 does not contain a “relevance” standard 
because the word “relevance’ is not specifically mentioned in the provision itself. 





Section 215, however, states that the FISA Court may only enter an order requiring the 
production of records if such records are “sought for an authorized investigation ... to 
obtain foreign intelligence information not concerning a United States person or to protect 
against international terrorism or clandestine intelligence activities.” 50 U.S.C. § 1862(a). 
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• This is the equivalent of a relevance standard because if records are irrelevant to an 
investigation, then they are not being “sought for” that investigation. 

Isn’t it true that section 215 explicitly forbids establishments such as libraries from telling their 
patrons that the government has requested their records? Why shouldn’t libraries be able to tell 
their patrons when the government has requested their records? 

• The provision forbids the recipient of a section 215 order from disclosing to others that 
the government has requested the production of documents pursuant to section 215. 

o Section 215, however, contains an explicit exception allowing the recipient of a section 
215 order to inform those whose assistance is needed to produce the requested records. 

o The Department also takes the position that section 2 1 5 also contains an implicit 
exception to the nondisclosure requirement allowing the recipient of a section 215 
order to inform his or her attorney of the request for the production of records. 

• Such a nondisclosure requirement, however, is standard operating procedure for the conduct 
of surveillance in sensitive international terrorism or espionage investigations. 

• It is critical that terrorists are not tipped off prematurely about intelligence 
investigations. Otherwise, their conspirators may flee and key information may be 
destroyed before the government’s investigation has been completed. 

o As the U.S. Senate concluded when adopting the Foreign Intelligence Surveillance Act: 
“By its very nature, foreign intelligence surveillance must be conducted in secret.” 

o Furthermore, were information identifying the targets of international terrorism and 
espionage investigations revealed, according to the D.C. Circuit, such disclosures would 
“inform terrorists of both the substantive and geographic focus of the investigation[,] . . . 
would inform terrorists which of their members were compromised by the investigation, 
and which were not[,] . . . could allow terrorists to better evade the ongoing 
investigation and more easily formulate or revise counter-efforts . . . [and] be of 
great use to al Qaeda in plotting future terrorist attacks or intimidating witnesses in 
the present investigation.” Center for National Security Studies v. U.S. Department of 
Justice, 331 F.3d 918, 928-29 (D.C. Cir. 2003). 

While the Department has claimed that section 215 of the USA PATRIOT Act is a vital tool in 
the war against terrorism, the Department stated in the fall of 2003 that it had yet to use this new 
authority. If section 21 5 is such an important provision, then why was it not utilized in its first 
two years of existence? 

• The fact that an authority may be used infrequently does not denigrate its importance. 
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To the contrary, it is important that the authority exists for situations in which a section 215 
order could be critical to the success of an investigation. 

o Just as prosecutors need to obtain relevant records through grand-jury subpoenas in 
criminal investigations, so, too, do investigators in national-security investigations 
sometimes need to obtain relevant records. 

Just as a police officer knows that his firearm may be invaluable in preventing crime, 
even if he cannot predict when he might need to draw it from his holster, section 215 
provides investigators an authority they may find crucial to stop a terrorist plot. 

The fact that the Department has used this authority in a judicious manner should not 
be used as an argument for repealing the provision altogether. 

By restoring the requirement of “specific and articulable facts” that the records sought under 
FISA pertain to a terrorist, spy or other foreign agent, which merely requires some individual 
suspicion, wouldn’t the SAFE Act greatly limit the danger that section 215 could be misused to 
secretly obtain the private records of iimocent people? 

• The SAFE Act would require the FISA Court, before issuing an order for the production of 
records under section 215, to find that there are “specific and articulable facts giving reason 
to believe that the person to whom the records pertain is a foreign power or an agent of a 
foreign power.” 

• The SAFE Act would therefore deny terrorism investigators access to crucial intelligence 
information by raising the standard xmder which the FISA court can order the production of 
business records and other tangible things. 

o Section 215 orders are currently governed by the same relevance standard that is 
currently used with respect to grand-jury subpoenas. 

o By imposing a “specific and articulable facts” standard for obtaining business records in 
a FISA investigation, which is much higher than the simple relevance standard for 
obtaining a grand-jury subpoena that is also currently used under section 215, the SAFE 
Act would make it much more difficult to investigate terrorists and spies than to 
investigate dmg dealers or bank robbers. 

o Investigators, for example, would be denied access to records that are indisputably 
relevant to an international terrorism investigation simply because the records do not 
specifically pertain to the suspected terrorist. 

• Section 215 already contains sufficient safeguards to guarantee that it is not misused to 
obtain the private records of innocent people, and it is actually more protective of privacy 
than the authorities for ordinary grand-jury subpoenas. 
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o A court must explicitly authorize the use of section 215 through a court order. Agents 
cannot use this authority unilaterally to compel any entity to turn over its records. By 
contrast, a grand-jury subpoena is typically issued without any prior judicial review 
or approval. 

o Section 215 expressly protects First Amendment rights, unlike federal grand-jury 
subpoenas. It explicitly provides that the FBI cannot conduct investigations “of a United 
States person solely on the basis of activities protected by the First Amendment to the 
Constitution of the United States.” 

o Section 215 has a narrow scope. It can only be used (1) “to obtain foreign intelligence 
information not concerning a United States person”; or (2) “to protect against 
international terrorism or clandestine intelligence activities.” It cannot be used to 
investigate ordinary crimes, or even domestic terrorism. A grand jury can obtain 
business records in investigations of any federal crime. 

o Section 215 provides for congressional oversight. Every six months, the Attorney 
General must “fully inform” Congress on how it has been implemented. No similar 
oversight exists with respect to grand-jury subpoenas. 
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Section 206. Roving Surveillance Authority Under the Foreign Intelligence Surveillance 
Act of 1978 (“FISA”) 

• Section 206 allows the FISA court to authorize “roving” surveillance of a terrorist or spy 
when it finds that the target’s actions may thwart the identification of those specific 
individuals or companies, such as communications providers, whose assistance may be 
needed to carry out the surveillance. 

• A “roving” wiretap order attaches to a particular target rather than a particular phone or other 
communications facility. 

• Before the USA PATRIOT Act, the use of roving wiretaps was not available under FISA. 

o Therefore, each time a suspect changed communication providers, investigators had to 
return to the FISA court for a new order just to change the name of the facility to be 
monitored and the “specified person” needed to assist in monitoring the wiretap. 

o International terrorists and foreign intelligence officers, however, are trained to 
thwart surveillance by changing communications facilities just prior to important 
meetings or communications. 

o As a result, without roving wiretaps, investigators could be' left two steps behind 
sophisticated terrorists. 

For years, law enforcement has been able to use roving wiretaps to investigate ordinary 
crimes, including drug offenses and racketeering. The authority to use roving wiretaps in 
traditional criminal cases has existed since 1986. 



Section 206 simply authorized the same techniques used to investigate ordinary crimes to 
be used in national-security investigations. This provision has put investigators in a better 
position to counter the actions of spies and terrorists who are trained to thwart surveillance. 

Section 206 contains a number of privacy safeguards. 

o Significantly, section 206 did not change the requirement that the target of roving 
surveillance must be identified or described in the order. 



o Therefore, section 206 is always connected to a particular target of surveillanc e. 


FISA 

nonetheless requires the government to provide “a description of the target of the 
electronic surveillance” to the FISA Court prior to obtaining a roving surveillance order. 

Section 206 did not alter the requirement that before approving a roving surveillance 
order, the FISA Court must find that there is probable cause to believe the target of 
the surveillance is either a foreign power or an agent of a foreign power, such as a 
terrorist or spy. 
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o Roving surveillance under section 206 can be ordered only after the FISA Court makes a 
finding that the actions of the target of the application may have the effect of thwarting 
the surveillance. 


o Moreover, section 206 in no way altered the rigid FISA minimization procedures that 
liinit the acquisition, retention, and dissemination by the government of information 
or communications involving United States persons. 

• A number of federal courts - including the Second, Fifth, and Ninth Circuits - have squarely 
ruled that “roving” wiretaps are perfectly consistent with the Fourth Amendment. No 
court of appeals has reached a contrary conclusion. 

• If section 206 were allowed to expire, investigators would once again often struggle to 
catch up to sophisticated terrorists and spies trained to take steps such as constantly 
changing cell phones in order to avoid surveillance, 

POSSIBLE QUESTION: 


Because wiretaps are the most intrusive form of surveillance known to the law, is it asking too 
much to require the go vernment, when it seeks a surveillance order than can jump from 
telephone to telephone,! j 


FISA currently requires an order approving electronic surveillance to specify, among other 
things: (1) the identity, if known, or a description of the target of the electronic 
surveillance; and (2) the nature and location of each of the facilities or places at which 
the electronic surveillance will be directed, if known. 


Many civil liberties advocates have therefore complained that “roving” wiretaps under FISA 
may be used to violate the privacy of innocent Americans because: 

o FISA allows for the issuance of surv eillance orders that neither specify the locations 
that will be placed u nder surveillance | | 

and 

o FISA does not contain any requirement that “roving” surveillance may be conducted j j 

at a particular location is ascertained by the government. 

The SAFE Act seeks to correct these purported deficiencies in FISA by requiring that: 

o An electronic survei llance order imder FISA specify either: 

or (2) the location of each of the facilities or places at which 

surveillance will be directed; and 



o Proponents of the SAFE Act have claimed that this provision would simply impose the 
same requirement on FISA “roving” wiretap orders as are currently placed on “roving” . 
wiretap orders issued in criminal investigations. 

o This argument, however, is incorrect. 

■ The specific “ascertainment” requirement contained in the criminal wiretap statute 
applies to the interception of oral communications, such as through bugging, and 
not to the interception of wire or electronic communications, such as telephone 
calls. 

■ This provision of the criminal wiretap statute states that the interception of an oral 
communication “shall not begin until the place where the communication is to be 
intercepted is ascertained by the person implementing the interception order.” See 18 
U.S.C. § 2518(12). 

■ With respect to the interception of wire or electronic communications, the criminal 
wiretap statute imposes a more lenient standard, requiring that surveillance can be 
conducted “only for such time as it is reasonable to presume that [target of the 
surveillance] is or was reasonably proximate to the instrument through which such 
communication will be or was transmitted.” See 18 U.S.C. § 2518(1 l)(b)(iv). 

o Congress should not impose restrictions that make it more difficult for investigators 
to conduct roving wiretaps directed against international terrorists than it is to 
conduct such wiretaps against drug dealers and those participating in organized 
crime. 

• The Department believes that FISA already contains sufficient safeguards to ensure 
that the government does not intrude on the privacy of innocent Americans. 

o The target of roving surveillance must be identified or described in the order of the F 
Court. A roving wiretap order is therefore 
surveillance. 
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o 


The FISA Court must find that there is probable cause to believe the particular target 
of the surveillance is either a foreign power or an agent of a foreign power, such as a 
terrorist or spy. 

Roving surveillance can be ordered only after the FISA court makes a finding that the 
actions of the target of the application may have the effect of thwarting the surveillance. 

FISA requires the use of robust minimization procedures that limit the acquisition, 
retention, and dissemination by the government of information or communications 
involving United States persons. 
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THOMAS, JULIE F. (OGC) (FBI) 


From: 

Sent; 


[OCA) (FBI) 

Thursday. February 17, 2005 1 1 :24 AM 


To; 

Cc; 


j(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

t OCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI) 


Subject; Request for Comments re; PATRIOT Act Sunsets Report 
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DOJ's Office of Legislative Affairs (OLA) sent the attached draft report on the 16 provisions of the 
USA PATRIOT Act subject to sunset at the end of this year. The report was requested by the Senate Judiciary 
Subcmte on Terrorism and is meant to: 

1. explain how these sixteen sections changed the legal landscape; 

2. to survey and analyze the objections to these provisions lodged by opponents of the Act; and 

3. to summarize how these sections of the Act have been used by the Department to protect the American 
people. 


OLA has requested FBI comments on the report. 

It is a lengthy report, so please focus on those sections in which you have expertise or interest. Feel free to read 
and comment on the entire document, but note there is a short time frame for review and OLA will not be able to 
give extensions. 


I’ve copied Pat Kelley for his information and in the event he believes other OGC components should be asked to 
comment. 


Please send comments to 


]ext j I by 


9:00 am. Tuesday. 2/22/05 . 


Thanks for your assistance. 


utTice or congressional Affairs 

JEH Building Room 7252 b€ 


b7C 


b2 

b6 

b7C 


UNCLASSIFIED 


6/15/2005 



Message 


Page 1 of 2 



To; THOMAS, JULIE F. (OGC) (FBI) 
Subject: FW: Roving Authority 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Julie: 


FYI. Just closing the loop to keep you informed. Valerie wanted to know the number of Roving FISAs done to 
date. 

jjg D.a.TE: 06-22-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 ALL INFORMATION CONTAINED 

REASON; 1.4 (C) HEREIN IS UNCLASSIFIED EXCEPT 

DECLASSIFY ON: 08-22-2030 BHEKE SHOWN OTHERWISE 


Or iginal Messaae- 

From:| 

Sept. 

To 
Cc 
Su 


AAG 


(OGC) (OGA) 


Monday. March 28 2005 4:03 PM 
JfOGC) (FBI) 
■j(OGC) (FBI), 


bject: RE: Roving Authority 


j(OGC) (FBI) 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I 1 1 just answered a sirnil^Lmipstion via an email from Valerie. The number of Section 206 orde rs since the 
Patriot Act's signing to date iq | Does that give you what you need? Let me know if not,| j 

(S) 


Ori ginal Message- 

From:| 


□(OGC) (FBI) 

Se nt: Monday. March 28. 200 5 10:10 AM 

To 
Cc:l 


Subject: Roving Authority 


3 


_ OGC) (OGM. 
OGC) (FBI);^ 


OGC) (FBI) 


bS 

b7C 


bl 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


am writing to follow up on a phone conversation !, had with! 


ast week before she left for vacation. 
Valerie Caproni has asked NSLB to determine how many times hl£>A Roving authority has been granted 
since the change in the law. told me that you were compiling that information and other, similar, 

statistics. When you get the number, could please send it to us? 


Thanks for your help. 
Best, 


SE^r 


b7C 


6/15/2005 




Message 


Page 2 of 2 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
S ENSITIVE B U T UNCLASSIFIE D 


Assistant General Qjunsel 
National Security Law Branch 
FBIHQ Ro om 7975 

Direct Line: ^ I 

Unclassifie d Fax{ 

Secure Fax! ^ 


6/15/2005 


Message 


Page 1 of 3 


THOMAS, JULIE F. (OGC) (FBI) 


From; 

Sent: 

To: 

Cc: 


(OGC) (FBI) 


b6 


Wednesday, March 16, 2005 2;15 PM 


b7C 


OGC) (FBI) 

THOMAS, JULIE F. (OGC) (FBI)f 
(OGC) (FBI) 


;OGC) (FBI) 


Subject: RE: 215, NSL etc 


UNCLASSIFIED 

NON-RECORD 


Which question(s) do you want me to answer? #!1? #4? 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-22-2005 BY 65 179/DMH/ JW/ 05-CV-0B45 


O riginal Messaqe- 

From:| 

Se 
To 


t: Wednesday. March 


OGC) (FBI) 

16, 2005 2: 06 PM 
(OGC) (FB I)I 


Cc: THOMAS, JULIE F. (OGC) (FBI); 
Subject: FW: 215, NSL etc 


l(OGC) (FBI) 

J(OGC) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


I really need you to put this together. 

Let me know if you can meet this deadline. 

b6 

I I b7C 


Could you assist 


b6 

b7C 


6/15/2005 





Message 


Page 1 of 2 


THOMAS, JULIE F. (OGC) (FBI) 

From: THOMAS, JULIE F. (OGC) (FBI) 

Sent: Thursday, March 17, 2005 5:30 PM 

To: Caproni, Valerie E. (OGC) (FBI) 

Subject: RE: Patriot Act Examples 

UNCLASSIFIED 

NON-RECORD 


yes. 


Original Message 

From: Caproni, Valerie E. (OGC) (FBI) 
Sent: Thursday, March 17, 2005 1:43 PM 
To: THOMAS, JULIE F. (OGC) (FBI) 
Subject: FW: Patriot Act Examples 
Importance: High 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-22-20D5 BY 6.517 9/ DMH/ JW/ 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


Can you have the list of 21 5 orders ready by 3/25? 

Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 

Sent: Thursday, March 17, 2005 12:07 PM 
To: FBI_SACs; FBI_ADs and EADs 
Subject: Patriot Act Examples 
Importance: High 

UNCLASSIFIED 

NON-RECORD 


All: 


As the Director mentioned at the SAC Conference earlier this week, 1 6 provisions of the Patriot Act are 
scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to 
provide Congress with examples of how these provisions have been helpful to us in all of our programs. 
The text of the Patriot Act, as well as a summary of the 16 "sunset" provisions, are located on the OCA 


intranet website 


under the "Legislation of Interest" link. 


Please review these provisions and submit unclassified examples to me via e-mail no later than 
Friday, March 25. 


b2 


Although examples of all provisions are needed, of particular interest are examples of the following: 


Sections 201 and 202 (Expanded Title III predicates) 

Sections 203 and 218 (Information Sharing) 

Section 206 (Roving Wiretaps) 

Section 214 (FISA Pen Register and Trap/Trace) 

Section 215 (Business Records) 

Section 217 (Computer Hacking victims requesting law enforcement assistance) 


Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and 


6/15/2005 




Message 


Page 2 of 2 


examples of the utility of this provision are needed, 

In your response, please identify a POC in your office in the event additional information is needed. Thank 
you for your assistance. 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


6/15/2005 


Message 


Page 1 of 1 


THOMAS, JULIE F. (OGC) (FBI) 


From: THOMAS, JULIE F. (OGC) (FBI) 

Sent: Wednesday, March 16, 2005 1 1:35 AM 

OCA) (FBI) 


To: 

Cc: 


](OGC)(FBI) 


Subject: RE: DOJ Final Draft Report re Patriot Act Sunset Provisions 


b6 

b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DAT E 0 3-22-2005 BY 6 5 1 7 9 / Drl H / J W / 0 5 - C v' - 0345 

Thanks I j when do you need our comments, if any. Julie 


UNCL ASSIFIED 

NON-RECORD b6 , b7C 


Or fnina 

From: 


Mpc^anp- 


^OCA) (FBI) 

Sent; Tuesday, March 15, 2005 6:51 PM 
To: THOMAS, JUDE F. (OGC) (FBI): I 


](OGC) (FBI) 


Subject: DOJ Final Draft Report re Patriot Act Sunset Provisions 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Julie and o - attached is DOJ’s final draft report to Senate Judiciary re the Patriot Act provisions 
scheduled to sunset. It's being circulated for final comments this week, with an anticipated dissemination 
date of 3/30/05. In the last go-around, NSLB didn't have any comments - but I wanted to give you an 
opportunity for a final look. If you could pay particular attention to the discussion of the FISA provisions, I 
would really appreciate it. Call if you have questions, Thanks, 


b2 

Office of Congressional Affairs 

^ b7C 


UNCLASSIFIED 


UNCLASSIFIED 


b6 

b7C 


6/15/2005 



Message 


Page 1 of 2 


THOMAS, JULIE F. (OGC) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


From; THOMAS, JULIE F. (OGC) (FBI) 

Sent: Monday, February 21 , 2005 2:51 PM 

To: I l (OGC) (FBI) 

Subject: FW; Request for Comments re; PATRIOT Act Sunsets Report 


Did I already forward this to you? Haven't we already commented on this once? Julie 
— O riginal Message 


From 
Sent: 
To: 
Cc: 


(OCA) (FBI) 
i hursdav, Februa ry 17, 2005 11:24 AM 


lOGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 


(OCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI) 


Subject: Request for Comments re: PATRIOT Act Sunsets Report 


b6 

b7C 


f^^^LASSIFIED INFORMATION CONTAINED 

NON-RECORD HEREIN IS UNCLASSIFIED 

b6 DATE 08-22-2005 BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 

and Julie: b 7 c 

DOJ's Office of Legislative Affairs (OLA) sent the attached draft report on the 16 provisions of the 
USA PATRIOT Act subject to sunset at the end of this year. The report was requested by the Senate Judiciary 
Subcmte on Terrorism and is meant to: 

1 . explain how these sixteen sections changed the legal landscape; 

2. to survey and analyze the objections to these provisions lodged by opponents of the Act; and 

3. to summarize how these sections of the Act have been used by the Department to protect the American 
people. 


OLA has requested FBI comments on the report. 


It is a lengthy report, so please focus on those sections in which you have expertise or interest. Feel free to read 
and comment on the entire document, but note there is a short time frame for review and OLA will not be able to 
give extensions. 


I've copied Pat Kelley for his information and in the event he believes other OGC components should be asked to 
comment. 


Please send comments to| 


Thanks for your assistance. 



by 


9:00 am, Tuesday. 2/22/05 . 


Office of Congressional Affairs 
JEH Building R oom 7252 


b2 

b€ 

b7C 


UNCLASSIFIED 


b2 

b6 

b7C 


6/15/2005 



Message 


Page 2 of 2 


UNCLASSIFIED 


6/15/2005 



Message 


Page 1 of 2 


THOMAS, JULIE F. (OGC) (FBI) 


From: 

Sent: 

To: 

Cc: 


THOMAS, JULIE F. (OGC) (FBI) 

Tuesday, February 22, 2005 8:26 AM 
i (OCA) (FBI) 

|(OGC) (FBI): BEERS, ELIZABETH RAE (OCA) (FBI) 


Subject: RE: Request for Comments re: PATRIOT Act Sunsets Report 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


I reviewed the attached legislation on behalf of NSLB and have no comments. 


ALL INFORMATION CONTAINED 

Julie Thomas herein is unclassified 

DATE 08-22-2005 BY 65179/UMH/ JW/ 05-CV-0843 


Or iginal Message 

From: ! i (QCA) (FBI) 

:: Thursday. Februar y 17, 2005 11:24 AM 

\OGq (FBI); THOMAS, JULIE F. (OGC) (FBI) 

l oCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI) 
Subject: Request for Comments re: PATRIOT Act Sunsets Report 


To: 

Cc: 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

I j and Julie: 

DOJ's Office of Legislative Affairs (OLA) sent the attached draft report on the 16 provisions of 
the USA PATRIOT Act subject to sunset at the end of this year. The report was requested by the Senate 
Judiciary Subcmte on Terrorism and is meant to: 

1 . explain how these sixteen sections changed the legal landscape; 

2. to survey and analyze the objections to these provisions lodged by opponents of the Act; and 

3. to summarize how these sections of the Act have been used by the Department to protect the American 
people. 


OLA has requested FBI comments on the report. 

It is a lengthy report, so please focus on those sections in which you have expertise or interest. Feel free 
to read and comment on the entire document, but note there is a short time frame for review and OLA will 
not be able to give extensions. 


I've copied Pat Kelley for his information and in the event he believes other OGC components should be 
asked to comment. 


Please send comments to 


Thanks for your assistance. 


ext. by 9:00 am. Tuesday. 2/22/05 . 


unice or uongressional Affairs 
JEH Building R oom 7252 b 2 

^ b6 

b7C 


b2 

b6 

b7C 


6/15/2005 



Message 


Page 2 of 2 


UNCLASSIFIED 


U NCLASSIF IED 


6/15/2005 


Message 


Page 1 of 1 


THOMAS, JULIE F. (OGC) (FBI) 


From: THOMAS. JULIE F. (OGC) (FBI) 

Sent: Friday, February 1 1 , 2005 5 :47 PM 

~l (OCA) (FBI) 


To: 


Subject: RE: NSLB Review of DOJ Draft Legislation 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


It will be me. Thanks, Julie 

ALL TMFORMAT'TON CONTAIMKD 
HEREIN IS UWCLA.SSIFIED 

— -Original Message — — date 08 - 22-2005 by 65179/dmh/jw/o5-cv-o845 

From: | P CA) (FBI) 

Sent: Friday, February 11, 2005 5:46 PM 

To: THOMAS, JULIE F. (OGC) (FBI) b6 

Subject: NSLB Review of DOJ Draft Legislation 

^ b7C 

UNCLASSIFIED 

NON-RECORD 

Julie - reference our conversation yesterday concerning the need to identify an NSLB attorney to assist 
with review of DOJ material in connection with efforts relating to the USA Patriot Act reauthorization. I 
have copies of 4 drafts circulated by DOJ for component comment. I need NSLB's comments by noon 
on 2/18/2005 to meet DOJ's deadline. As I mentioned on the phone, DOJ considers this material 
extremely sensitive and has instructed us to limit dissemination. Please identify an NSLB point of contact 
and I will deliver the material. Thanks, 


I b2 

Office of Cong ressional Affairs jjg 

b7C 


c 


UNCLASSIFIED 


UNCLASSIFIED 


6/15/2005 



Message 


Page 1 of 1 


THOMAS, JULIE F. (OGC) (FBI) 


From: 

Sent: 

To: 

Cc: 


THOMAS, JULIE F. (OGC) (FBI) 
Wednesday, January 19, 2005 1:49 PM 
I kOG C) (OGA) 

(OCA) (FBI) 


Subject: RE: sunset 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


AT.I. TMFORMATTON CONTATNED 
HEREIN IS UNCLASSIFIED 

DATE 08-22-2005 BY 65 179/ DMH/ JW/ 05-CV-08 45 


b6 

b7C 


Great. | [ let me know if you need anything else from us. Julie 

Original Message 

From; I I t OGC) (OGA) 

Sent: Wednesday, January 19, 2005 1:46 PM 
To; THOMAq, 1111 TF F. fOCn (FBI) 

Cc:| |(OCA) (FBI) 

Subject: sunset 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


bS 

b7C 


Julie: 

l and I Just spoke and agreed that we wou ld take out the sublist of USA Patriot Act provisions that will 
sunset and just refer to them generally. | | wiil send DOJ our comments concerning the significant 
purpose standard in FISA. 


SENSITIVE BUT UNCLASSIF IED 


SENSITIVE BUT UNCLASSIFIED 


b6 

b7C 


6/15/2005 




[essage 

Page 1 of 5 

THOMAS, JULIE F. (OGC) (FBI) 



From: THOMAS, JULIE F. (OGC) (FBI) 

Sent; Wednesday, December 15, 2004 3:13 PM 
To: I r OGC) (FBI) 


(OGC) (FBI) i 

Subject; RE; 207208 letter 


JOGC)(FBI) 


)GC) (FBI); 


UNCLASSIFIED 

NON-RECORD 


ALT, TNPORMATTON CONTATMEn 
HEREIN IS UNCLASSIFIED 

DATE 08-22-2005 BY 65179/DMH/JW/ 05-CV-08-45 


So, I [ will you put together a sample letter with an EC to the field regarding its use for our approval and 

dissemination? Thanks, Julie 


Or iginal Message 

From: ! l OGC) (FBI) 

Se nt: Tuesday, Decembe r 14, 2004 11:16 AM 
To: I l (OGC) (FBI); 

fFBn: THOMAS. JULI E F. (OGC) (FBI); KELLEY, 

[OGC) (FBI) 

Subject: RE: 207208 letter 


VOGC) (FBI); 
(OGC) (FBI); 



](ITD) 

OGC) (FBI); 


UNCLASSIFIED 

NON-RECORD 







I I think it is a good idea for OGC to review these requests before they go out to ensure compliance with 
2702, since the facts will change in each case. Thanks. Dan 


Or iginal Messaae- 

From: 


(OGC) (FBI) 


Se nt: Friday, December 10, 2004 9:45 AM 

To: 


OGC) (FBI) 


Subject: FW: 207208 letter 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


FYI 

Or iginal Messaoe- 

From:| 


3iTD) (FBI) 


Se nt: Monday, November 15, 2004 8: 05 PM 

bEt 


To: 


(OGC) (FBI); 


(FB I); KELLEY, PATRICK W . (OGC) (FBIJ 
Cc:r trTD) (FBI) 

Subject: RE: 207208 letter 


b6 

b7C 


pGC) (FBI); THOMAS, JULIE F. (OGC) 


UNCLASSIFIED 

NON-RECORD 


Unless I hear back otherwise, given everyone's comments, 1 will reply back to the USAO that FBI 
OGC is reviewing the rhatter and that they should inform the local FBI agents that they should not 
send out the letter without first conferring with FBI OGC NSLB. 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 


Science & Technology Law Unit 

b2 

Engineering Research Facility 

b6 

Bldg 27958A, Room A-207 


Quantinn VA22185 

b7C 


Tel. 

Fad 


Original Message- 


6/15/2005 




Message 


Page 3 of 5 


From:| |(OGC) (FBI) 

Se nt; Monday, November 1 5, 2004 11:43 AM 

To: | t OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 

(ITD) (FBI) 

Subject: RE: 207208 letter 


b6 


b7C 


UNCLASSIFIED 

NON-RECORD 

b6 

Since the pony| ~]sent refers to ITOS II, let me see what I can find out from my end. b7c 


-O riginal Messaqe- 


From: pGC) 

Sent: Monday, NovemDer lb, 2004 
To; THOMA^ . JULIE F. (OGC) (FBI); 
(ITD) (FBI) 


Subject: FW: 207208 letter 


(FBI) 

10:46 AM 

|(OGC) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


{ comments. 
-Or iginal Messaae- 


From: 
Sent 
To 


JOGC) (FBI) 


Monday, November 15. 2004 10:35 AM 
(OGC) (FBI) 


Subject: -RE; 207208 letter 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

b5 

I have never seen this. I agree with! I 

b7C 


O riginal Messaoe- 

From^ 


(OGC) (FBI) 


Se nt: Monday, Novembe r 15, 2004 9:10 AM 
To: I t OGCJ (FBI) 

Subject: FW: 207208 letter 


b6 

b/C 


UNCLASSIFIED 

NON-RECORD 


What do you think? 

Original Message 

From: THOMAS, JULIE F. (OGC) (FBI) 

Se nt: Monday, November 15, 2004 8: 36 AM 
To: | l^ OGC) (FBI); 

Subject: FW: 207208 letter 


OGC) (FBI) 


UNCLASSIFIED 


b6 


b7C 


6/15/2005 




Message 


Page 4 of 5 


NON-RECORD 


Pear l | an( | 

Please note the attachments from I I Is this letter one we have 

approved ? Please advise, 


b6 

b7C 


Julie 


Ori ginal Messaoe- 

From: |_ 


JITD) (FBI) 


Sent: Friday, November 12, 2004 4:01 PM 

To : THOMAS, JULIE F. (OGC) (FBI) 

Ce l | (OGC) (FBI );| 

KELLEY, PATRICK W. (OGC) (FBI);| 

Steven (OGC) (FBI) 

Subject: FW: 207208 letter 


b6 


b7C 


(ITD) (FBI) 


](O GC) (FBI); 


UNCLASSIFIED 

NON-RECORD 



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE 
OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL 


Science & I echnology Law Unit b2 

Engineering Research Facility 
Bldg 27958A, Room A-207 

Qu antico, VA 221 35 1,7 

Tell 

Fa> 


Ori ginal Message 

From: f t ITOD)(CON) 

Se nt: Friday, November 1 2. 2004 8:59 AM 
To: | l (ITD) (FBI) 


b6 

b7C 


6/15/2005 







Message 


Page 5 of 5 


Subject: 207208 letter 

UNCLASSIFIED 

NON-RECORD 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


6/15/2005 



Message 


Page 1 of 4 


THOMAS, JULIE F. (OGC) (FBI) 

From; THOMAS, JULIE F. (OGC) (FBI) 

Sent; Tuesday, November 16, 2004 12;35 PM 
To; I l (ITD) (FBI) 

Subject; RE; 207208 letter 


UNCLASSIFIED 

NON-RECORD 


Sounds good. Julie 


ALL INFORMATION CONTAINED 
HEREIN IS unclassified 

DAT E 0 8-22-2005 BY 65179/DMH/d lAS / 0 5 - C V -0845 


O riginal Message 

From ! ~| (UD) (FBI) 

Se nt: Monday, November 15, 2004 8; Q5 PM 
To:l K OGC) (FBI); | 

[^C) (FBI) 


JOGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 


b6 

b7C 


Cc: 


(ITD) (FBI) 


Subject: RE; 207208 letter 


UNCLASSIFIED 

NON-RECORD 


Unless I hear back otherwise, given everyone's comments, I will reply back to the USAO that FBI OGC is 
reviewing the matter and that they should inform the local FBI agents that they should not send out the 
letter without first conferring with FBI OGC NSLB. 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 


Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico. VA22135 

Tet.rz_iziL 

b2 

b6 

b7C 


Fax.l 



Original Message 



From: 

30GC) (FBI) 


Sent: Monday. November 15. 2004 11:43 AM 


ToJ 

J(OGC) (FBI); THOMAS, JUDE F. (OGC) (FBI); 

(ITD) 

(FBI) 

Subject: RE: 207208 letter 

b6 

UNCLASSIFIED 

NON-RECORD 


b7C 


Since the pony 


sent refers to ITOS II, let me see what I can find out from my end. 


b6 

b7C 


6/15/2005 
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Or iginal Message- 

From: 


OGC) (FBI) 


Sent: Monday, November 15, 2004 10:46 AM 
To: THOMAS, JULIE F. (OGC) (FBI);| 

(ITD) (FBI) 

Subject: FW: 207208 letter 


b6 

b7C 


](OGC) (FBI); 


UNCLASSIFIED 

NON-RECORD 


pomments. 

O riginal Message- 

From J ~ 


(OGC) (FBI) 


Se nt: Monday, November 1 5, 2004 10:35 AM 
To:| lOGC) (FBI) 


Subject: RE: 207208 letter 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


I have never seen this. I agree withi 


b5 

b6 

b7C 


Or iginal Message 

From: 


^|(OGC) (FBI) 

Sent: Monday, November 15, 2004 9:10 AM 


To:[ 


Subject: FW: 207208 letter 


JOGC) (FBI) 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


What do you think? 

— — Original Message 

From; THOMAS, JULIE F. (OGC) (FBI) 

Se nt: Monday, November 15, 2004 8:36 AM 
To: | K OGC) (FBI); 

Subject: FW: 207208 letter 


OGC) (FBI) 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


Dear[ 


land 


Please nnta ths attaqh ments from 


and if so, are 


concerns valid y Please advise, 


Is this letter one we have approved 


Julie 


b6 

b7C 


Original Message 


6/15/2005 





Message 


Page 3 of 4 


From:| |(]TD) (FBI) 

Sent: Friday, November 12, 2004 4:01 PM 

To; THOMAS. JUUE F. (OGC) (FBI) 

Cc: | | (O GC)(FBI);| 

PATRICK W. (OGC) (FBI);| 

(FBI) 

Subject: FW: 207208 letter 


b6 

b7C 


(ITD) (FBI); 


lOGO fFBD: KELL EY. 

I(OGC) 


UNCLASSIFIED 

NON-RECORD 


Attached is a copy of a form letter sent to me via one of the U.S. Attorney's Offices. 


b5 


Is this an OGC/NSLB approved letter? 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE 
THE FBI WITHOUT PRIOR OGC APPROVAL 


science & i ecnnoiogy Law unit 

Engineering Research Facility 

Bldg 27958A, Room A-207 

Quantico, VA 221 35 

Tel.l 

Fax 


Or iginal Message 

From ; | 

Sent 
To 


](ITOD)(CON) 


Friday, November 1 2, 2004 8:59 AM 
(ITD) (FBI) 


Subject: 207208 letter 


UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 


b6 

b7C 


UNCLASSIFIED 


6/15/2005 






Message 


Page 4 of 4 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


6/15/2005 


Re: Issues for the Directors upcoming test^ Page 1 I 

b6 b7C 


bG 


b7C 


From: 

To: 

Date: Thu, Jun 13. 2002 5:38 PM 

Subject: Re: Issues for the Director’s upcoming testimony 


per your request 


AT, I, TNFOFMATTON CONTATNED 

HEREIN IS UNCLASSIFIED 

DATE 12-19-2005 BY 6517 9/DHM/LE/'CWC 


b5 


b5 


4) The Patriot Act Section 207. (after the initial 120 day order), allows search warrants against 

'anents of a fnroinn nower” to rpmain valid for ono vear.^ 



bS 


Had I had more time, I would have provided additional comments but I hope my theme is fairly 
clear. 


SSA 


bG 

b7C 


» 


b6/12 9:27 AM »> 


Good morning everyone ,| 
you. My name i^ 


Jwas kind enough to allow me to use her computer to reach out to all of 
] i work at the Office of Public and Congressional Affairs (OPCA). Part of 


my duties is to gather information for the Director, so that he may be prepared when he testifies at Capitol 
Hill. The Director is going to the Hill on Tuesday (6/18/02). 


bG 

b7C 





Subject; Re; Request for Assistance from the COCs 



»:| 1 08/15 12:02 PM »> 

Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. i know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 





Page'1 


DATE: 12-19-2005 

CLASSIFIED BY 65 17 9/ DMH/ LP/ CWC 

REASON: 1.4 (C) 

DECLASSIFY ON: 12-19-2030 


ALL INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED EXCEP 
WHERE SHOWN OTHERWISE 


From: 

To: 

Date: 

Subject: 




Re: Request for Assistance from the CDCs 


1 was on vacation and out of office. Received friis on Tuesda’ 



Hope this helps, Question 
several squads inj 


M me Friday | 

Jb2 b7Y 


I will be doing legal instruction for j ^-,2 


SECURE! 


P8/15 12:02PM»> 

Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers, in particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinemenl/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 1 4, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 1 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 

Please respond to ttiis request by GOB tomorrow. Thank you.l I 





Date; 8/16/02 5:03PM 

Subject; Re: Request for Assistance from the CDCs 



Good morning; Attached is a communication that was sent to you on August 1 , 2002, requesting your 

assistance in obtaining information regarding the Patriot Act in response to a request from Senators 

Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 

times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 

(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 

responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 

received responses from you. I know you are extremely busy but it is imperative that we obtain 

information to respond to the 2 questions posed by the Senators. Congress has specifically requested 

this information and it is important that we be as comprehensive and accurate as possible in our b7C 

response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 

need to provide them with statistics and examples to accomplish this. 

Please respond to this request by COB tomorrow. Thank you. | | 







DATE: 12-19-2005 

CLASSIFIED BY 65 17 9/ DHH/ LP/ CWC 
REASON: 1. 4 (C) 

DECLASSIFY ON: 12-19-203fr1 

b2 

b7E 

b6 

b7C 


Date: 

Subject: 


8/15/02 5:29PM 
Re: Request for Assistance from the CDCs 



Good morning; Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give qs adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


b6 

b7C 


Please respond to this request by COB tomorrow. Thank you. 


b6 


CC: 


bVC 




SEl^T 




'Request for Assistance from the CB'C's 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b6 


From: bfC 

To: 

Date: 8/15/02 3:36PM 

Subject: Re: Request for Assistance from the CDCs 


__ ~ ~ ' Pi'geT ' 

b2 

b'7E 


DATE: 12-19-2005 

CLASSIFIED BY 65 17 9/ DMH/ LP/ CWC 
REASON: 1.4 (C) 

^DECLASSIFY ON: 12-19-2030 


Hi 


b6 b7C 


bl 

b5 


I am currently TDY in the National Preg2.0^e this week and at least next as well. I will stop to say hello 
- so be prepared to hide! Thanks ^ j j^g 

1 38/15 12:02 PM »> 

Good morning; Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance, in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you, I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 



b6 

b7C 


Please respond to this request by COB tomorrow. Thank you. 


CC; 


b6 

b7C 






seeRET 


■ Re: Request for' Assistance from tFe CD'Cs 


Page 1 


DATE; 12-19-2005 j^g 

CLASSIFIED BY 65 17 9/ DMH/ LP/ CWC 

REASON: 1.4 (C) b7C 

DECLASSIFY ON: 12-19-2 03 0 From; 

To; 

Date: 8/1 9/02 1 1 ;27AM 

bl Subject: Re: Request for Assistance from the CDCs 

b2 

blE 


b6 b7C » H 1 8/15 12:02 PM »> 

Good morning: Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers, !n particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 



(S) 


Please respond to this request by COB tomorrow. Thank you 


b6 

bVC 


ALL TMFORMATION CONTATNRD 
HEREIM IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 




> 





ALT. TNFOET'TATTnW CONTATMED 

HEREIN IS UNCLASSIFIED 

DATE 12-19-2005 BY 65179 dmh/lp/cwc 


"ReqU^for CPC ^^istancFreTPatrl orA^ ^ 


Page 1 , 


b6 

From:b7c 

To: 

Date: 

Subject: 


b2 

b7E 

8/16/02 4:04PM 

Request for CDC Assistance re: Patriot Act statistics 


P^ar | I I 1 

Per your request ! p anvassed its Counterterrorism Squads to provide information 

regarding the following two questions: 

b7E 

1 ) How many times have the squads used the tools provided by the Patriot Act 


2) Do the Patriot Act tools need refinemenVtweaking 
The response regarding Question #1 : 

-Squads made extensive use of the expanded ability to share criminal investigative information under 
Section 203(d) to enhance liason with local, state, and other federal agencies. The willingness of 
agencies to participate in Joint Terrorism Task Forces was greatly aided by the ability to share _ 

information. 

-Squads used Section 214 with the changed standard of "relevance to an ongoing investigation" to 
obtain pen register and trap and trace orders more readily. 

The response regarding Question #2: 


-The squads do not have any input to add at this time.. 


bG 

b7C 


CC: 



SE^ET 


Re: Request for Assistance from the CdCs 


DATE: 12-19-2005 

CLASSIFIED BY 65 17 9DMH/ LP/ CHC 
REASON: 1.4 (C 05-CV- 

DECLA.SSIFY ON: 12-19-2 03 0 


0845) 


b6 I 
b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b6 

b7C 

From: 

To; 

Date: 

Subject: 

I ll:;enr 


b2 

b7E 


8/1 5/02 1 2;33PM 
Re: Request for Assistance from the CDCs 


IresDonse toT 


~l I thinki 


>[ 


8/15 12:02 PM »> 


Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


Please respond to this request by COB tomorrow. Thank you. 


□ 


b6 

b7C 


'"Page'l"] 


bl 

b2 

b6 

b7C 





DATE: 12-19-2005 

CLASSIFIED BY 65 17 9DMH/ LP/ CWC 

REASON; 1.4 (C) 

DECLASSIFY ON: 12-19-2030 





'R~e: Requester Assistance from The~C'D^s ’ . Page 1 


ALT. TNFORMATTON CONTAINED 

HEREIN IS UNCLASSIFIED . b6 

DATE 12-19-2005 BY 65179 DMH/ LF/' CWC From: 

To: 

Date: 8/16/02 5:18PM 

Subject: Re: Request for Assistance from the CDCs 


b2 

b7E 

b6 

‘b6 

b7C 


Sorry fo r the delay in responding, I don't recall receiving the Augus t 1 e-mail. I've quer ied the| 

S upervisors and all have responded negatively. That Is, the| |has not taken 

advantage of the provisions of the Patriot Act yet. All Supervisors recog nize tne im porlance of these 
provisions and will not hesitate to take advantage when the need arises. | | 

» l l o8/15/Q2 12:02PM »> 

Good morning: Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


Please respond to this request by COB tomorrow. Thank you.[ 


b6 


b7C 







UATE: 12-ly-H005 

CLASSIFIED BY 65 17 9/ DHM/ LP/ CWC 
REASON; 1.4 (C) 

DECLASSIFY ON: 12-19-2030 


J8/01 8:06 AM »> 


I Please forward the attached to all CDCs/ADCs. Thanks 




Re: RequeiT’for Assistance'from the CD“Cs' 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-19-2005 BY 65179 DMH/LP/CWC 

From:b7c 

To: 

Date: 

Subject: Re: Request for Assistance from the CDCs 


jO:U5AM 


b2 

b7E 


Sorry for the delayed repsonse. We were having trouble getting a response from the squads that make 
use of these provisions of the Patriot Act, but for what it is worth, here is what we finally got. 


Pag e jj 


The most helpful provisions of the Act and the ones used most regularly are the nationwide execution of 
search warrants and the ability to use the same 2703(d) order for multiple companies. The squad could 
not provide an exact number but said the ability to serve the same court order on multiple companies is 
used almost every time they serve an order because it is normal to find the first company served is not in 
fact the ultimate service provider. 


Both CT squads were of the opinion the most useful addition would be administrative subpoena authority 
in both computer crime cases and for phone records in terrorism cases at a minimum. 

b2 

b6 

b'7C 


b'7E 




fRe; Fwd: Message to afrCDCs/ADCr. 


DATE: 12-19-2005 

CLASSIFIED BY 65 17 9/ DMH/ LP/ CllC 
REASON: 1.4 (C) 

DECLASSIFY- OH: 12-19-2030 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Fromb6 

b■^r ^ 

Date: ' 8^3/02 4:29PM 

Subject: Re: Fwd: Message to all CDCs/ADCs 

I I hope the following infomnation is helpful regarding the “tools” the 

used post Patriot Act: 


I hope this is what your looking for! Let me know if you need additional information. Thanks!!! 


b6 »a 


08/13 3:26 PM 


SECTET 




ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DA.TE: 12-19-2 0 05 

CLASSIFIED BY 65 17 9/ DMH/ LB/ CWC 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-19-2030 


7/29/2002 


To : SAC 


From: CDC 


Subject: SAC'S Conference 

As we discussed, I'm provid ing you this informa 



Enclosed are the following which provide examples to help you 
laak'e your case: 


Enclosure 1: My memo to OPCA, dated 6/14/2002. The memo sets 

out ten changes that would greatly improve matters. 








Enclosure 


AT.T, INFORMATION nONTAINRD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


6 / 14/2002 


DA.TE: . 12-19-2005 

CLASSIFIED BY 6517 9/ DMH/ LP/' CWC 

REASON: 1. 4 (C) 



Enclosure 1 







Enclosure 2 




DATE: 12-14-2005 

CLASSIFIED BY 65179 /DMH/LP/CWC 
REASON; 1.4 (C) 

DECLASSIFY ON; 12-14-2030 

ALL INFORMATION CONTAINED 

7/29/2002 HEREIN IS UNCLASSIEIED EXCEPT 



Enclosure 2 

SE6tET 




Enclosure 3 


AI,L TNFORMATTOM HONTATNFD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 




I 


DATE: 12-14-2005 

CLASSIFIED BY 65 17 9/ DMH/ LP/ CWC 
REASON: 1.4 (C 05-CV-0845) 

DECLASSIFY ON: 12-14-2030 







b2 


b7E I I 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


In my ever vigilant attempt to be responsive to inquiries on the Patriot Act, I have been tracking its usage 
and asking questions as best I can. The follov/ing is a summary of how we have used the Act and where 
tweaking is needed. 


DATE: 12-14-2005 
CLASSIFIED BY 65179 DMH/LP/CWC 
REASON: 1.4 (C 05-CV-0845) 

DECLASSIFY ON: 12-14-2030 . 


From: 
b7C To: 

Date: 

Subject: 



Briefing on the Patriot Act 





Hope this helps. 










b'/C Subject: Re: Request for Assistance from the CDCs DECLASSIFY uN: 12-14-k;0J0 



p8/1 5/02 09:02AM >» b?; b7E 

Good morning: Attached is a communication mat was sent to you on August 1 , 2002, requesting your 
assistance in obtaining infotmation regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate lime to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools’. We 
need to provide them with statistics and examples to accomplish this. 





p'PiTrlot 'AcTTisp^se ~ 7 ~~ " ~ ^ Page 1 

ALT, INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-19-2 0 05 BY 6517 9DMH/LP/CT/JC 

' From: 

To; 

Date: 

Subject 


□5-CV-0845 


5/15/02 5:17PM 

Patriot Act response 


1 ) NSD-2 is using the increased NSL authority to obtain and identify subscribers of phone numbers in 
touch with our FFI subjects this is a great enhancement of our FCI cases; we have not had occasion to 
use 202, 203 206, 207, 209, 210, 21 1, 212, 213, 214, 217, 218, 219, 220. For 216 we have trap/trace 
authority now on our FISAs. but I thought that happened before Patriot Act, most of the problem with this 
is that we can only| 

b2 I I For 2 1 3 we nave nor yei come across a neeg ror it, aiinougn one or our current cases may 

be our first attempt to use it (separately 1 sent you a question which will impact our decision to use it, so it 
may be an issue for others— i.e. the security of using it.) 


b6 


2) It seems that basic investigation such as obtaining business records, which can be done with admin 
subpoenas in criminal cases, is made unnecessarily cumbersome when requiring a probable cause FISA 
standard for CI/CT basic investigation. Not only that, but making the request something other than an 
administrative subpoena, only heightens its profile to the receiving company, who then knows that it is not 
a routine criminal investigation. 


|is your first name misspelled in e-mail addressl*" ()r in LA directory n 


b7C 




ALL INFORMATION 
HEREIN IS UNCLA.I 
DATE 12-19-2005 


FwdT Re: 'PATRIOT A'CT'F'EEbBAljR'' 


b6 


b'7C 

Fr-.... 

To; 

Date: 8/15/02 6:20PM 

Subject; Fwd: Re: PATRIOT ACT FEEDBACK 

1) How are we using the tools provided by the Patriot Act? 


CONTAINED 

SIFIED 

BY 65179/DHH/LP/CraC 


b5 


2) Do these tools require further refinement/tweaking and how? 






AT.T, TNFORMATTON CONTATMRD 
HEREIN IS UNCLASSIFIED 
DATE 12-19-2005 BY 65 17 9/ DMH/ LP/ CWC 

From: 

1^6 To; 

Date: 8/15/02 7:39PM 

Subject: Patriot Act Feedback 




If you need more, or clarification.,. let me kno' 


b6 




ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 12-19-2005 EY 65 17 9/ UHH/ LE/ CMC 


Patri6t"Act'Response° ' " - -- «== =•= ’ Page 1 [ 


b6 


b7C 

From: 

To: 

Date: 8/1 5/02 8:51PM' 

Subject: Patriot Act Response 

Section 210 updated section 2703(c) and expanded the narrow list of records that we couid obtain with a 
subpoena. The new subsection 2703(c)(2) inciudes "records of session times and durations," as well as 
"any temporarily assigned network address." Iri the Internet context, such records include the Internet 
Protocol (IP) address assigned by the provider to the customer or subscriber for a particular session, as 
well as the remote IP address from which a customer connects to the provider. This capability has greatly 
increase our ability to rapidly identify computer criminals and trace their Internet connections. 


The section also clarifies the we can use a subpoena to obtain the "means and source of payment" that a 
customer uses to pay for his or her account with a communications provider, "including any credit card or 
bank account number." This had been a problem in the past and is particularly valuable in identifying the 
users of Internet services where a company does not verify its users' biographical information. 


Thanks, 


(voice) 

(fax) 

(mobile) 

(pager) 


b2 

b6 

bVC 












FROM ; 


SE^EI 

FAX NO. ; fiug. IS 2002 04:39PM P2 

DATE: 12-19-2005 

CLASSIFIED BY '65179 DMH/LP/CWC 

REASON: 1.4 (C 05-CV-0845) 

T?r*Tiil Q CJTTTV nM ■ 19— iQ — 'priRn 


To: 

ADC 

1 JJ/vO D X £ X wlN ■ J. y ^ U H-) u 

ALL IMFORMATTOKT CONTATMRn 
HEREIN IS UMCLA,SSIEIED EXCEPT 

Fm; 

SSA 

b6 

TyJHERE SHOWN OTHERWISE 

Re: 

Routing Slip and 

attachment aaced 8/13/03 




SE 


DATE; 12-19-2005 
CLASSIFIED BY 65 17 9/ DMH/ LP/ CMC 
REASON; 1.4 (C) 

DECLASSIFY ON; 12-19-2030, 



From: 

To: 


FfiX NO, 




Pairfot Act 


Rug. 16 2002 12:37PM P2 


b6 

b7C 


AT.L TNPORMATTON CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


bl 


b'S 

b'/C 

b2 

b'7E 


Date: Thu. Aug 15, 2002 7:03 PM 

Subject: Patriot Act 




j naoKsI 1 




SE 


ET 





FRon ; 


FfiX NO. : 


fiu9. 16 2002 12: 37PM P3 



Investigative tools under Title 2 of tlie Patriot Act; 


bl 

b2 

b'/E 


2) Enhanced Surveillance Procedures, Section 203(d), Authority to share criminal investigative 



b7E 









SE 




AT,T. INFORMATION CONTAINED 


WHERE SHOWN OTHERWISE 



DATE : 

CLA.SS: 

REASO^ 

DECLAf 


12-19-2005 
:fied by 65 
: 1.4 (C) 
;SIFY ON: ] 


79DMH/] 


-19-2C 


' b6 


H | 08/15 11:02 AM »> 

Good morning: Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinemenVtweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


Please respond to this request by COB tomorrow. Thank you. 


CC: 


bo 

b7C 





Page i 3 


Pe Patriot Act" tools 


b6 

b7C 

From: 

To: 

Date: 8/1 /02 10:59AM 

Subject: Re Patriot Act tools 

Regarding #1 1 on your list canvassing on use of the Patriot Act tools, which allows us to get a court 
order for certain business records for foreign intelligence purposes, I had tried to check a couple weeks 
ago if NSLU or OGC had produced a sample court order (kind of like they did with the NSL letters), but 
couldn't find one. It looks like the new provision allows us to go to certain Magistrate judges to obtain this 
order, but I'm not sure if authority has been delegated to SACs- 1 guess if SACs don’t have the authority to 
seek this kind of court order, than the field doesn't need a sample. This is just a question and doesn't 
involve any tweaking of the provision. Thanks! 


b2 

b7B 


AT,L INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 12^19-200.5 BY 6517 9/DHH/LE/CJIC 



pReTlviessage to afrcOGs'/SDSs’ 


Page 1 


b2 

b7E 

b6 

b'7C 


b6 

From: b7C 

8/14/02 7:00PM 

Re: Message to all CDCs/ADCs 
survey produced negative results. 


To; 

Date; 

Subject: 


Thanki 


d2 

b7E 



1 08/01 8:06 AM »> 

Please forward the attached to ail CDCs/ADCs. Thanks.[ 


b6 

b7C 


AT.Tu TNFORMATTON COWTATNkD 
HEREIH IS UNCLASSIFIED' 

DATE 12-19-2005 BY 65 179/ DMH/ LP/ CWC 05-CV-0845 









b6 

b'7C 


“Re: Request for Aisistance from the COCs 


ALL INFORMATION CONTA.IMED 
HEREIN IS UNCLASSIFIED 
DATE 12-19-2005 BY 65179 DMH/LP/CWC 


05CV-0645 


b2 


b7E 

b6 


b5 


If you need any further information, or if I can help in any way, let me know. 


Thai 

ADCl 


ir|iS 


]08/15 12:02 PM : 


Page 2 


Good morning: Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses frorh you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


Please respond to this request by COB tomorrow. Thank you. 


CC: 


b6 


b7C 





DECLASSIFY ON: 12-19-2030 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


bl 

b2 

b'75 

b5 

bG 

b7C 


Subject: 


Re: Request for Assistance from the CDCs 



»:] ]08/15 12:02 PM >» b6 b/C 

Good morning: Attached is a communication mat was sent to you on August 1, 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed In the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


Please respond to this request by COB tomorrow. Thank youl, 


b6 b7C 




b6 

DATE: 12-19-2005 

CLASSIFIED BY 65179 DMH/LP/CWC 

REASON: 1.4 (c) From: 

DECLASSIFY ON: 12-19-2030 TOI 

Date: 8/15/02 2:50PM 

Subject; Patriot /^ct 


Page 1 1 


b2 

b7E 


ALT. INFORMATION CONT AIMED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


You’re right. We are busy. I hope this is what you needed. 


b6 b7C 


Part 2: Enhanced Surveillance Procedures, Section 203(d), Authority to share criminal investigative 
information (50 U.S.C. Section 401a): 

Investigators i j ^ have benefited from this section during the ^2 

investigation of a 288B case. Previously, we would not have been permitted to share intelligence 
information gathered during the course of the 2888 investigation. Similary, we wouid not have received 
the benefit from Grand Jury information obtained from the crirninal side of the house. This prohibition 
would have severely hampered our ability to investigate both the intelligence and criminal cases on our 
subject in this very complex case. 

We also would have had much more difficulty in obtaining computers from our subject's potential 
victims because of the prohibition against information sharing. Due to the recent changes, however, we 
were able to share information with other Federal law enforcement, intelligence, immigration, national 
defense and national security officials who can help us in accomplishing our goals. 


Part 6; Enhanced Surveillance Procedures, Section 210, Scope of Subpoenas for Electronic Evidence 
(18 U.S.C. 2703(c)(2): 


(S) 

bl 

b2 

Part 7: Enhance Surveillance Procdures, Section 21 1 , Clarifying the Scope of the Cable Act (47 U.S. C b7E 



b7E 





ALT, TNFORMATTOM HONTATNEn 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 12-19-2005 

CLASSIFIED BY 65 17 9/ DMH/ LP/ CWC 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-19-2030 

bl 



b7E 


b2 







pOC Request re Patriot Act '^Enhancements 


b/C From: 

To: 

DATE; 12-19-2 0 05 Date: 

CLASSIFIED BY 65 17 9/ DMH/ LP/ CKTC Subject: 

REASON: 1.4 (C) 

DECLASSIFY ON; 12-19-2030 I 


b2 

b7E 


8/19/02 2:53PM 

CDC Request re Patriot Act Enhancements 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Page T j 


I returned today after a prolonged absence. Here is a brief narrative response as to what provisions have 
been used in some manner since the passage of the Act. if not listed, the provision has not been 
employed yet, to my knowledge. This is less than precise, but it's something. 

Section 203<d) [sharing of info): We have an active JTTF, which includes representatives of INS and 
Customs, and this provision has facilitated the approriate sharing of info. 


bl 

b2 

b73 

b5 


Section 210 [scope of subpoenas for electronic evidence]: Our GJ subpoenas commonly incorporate the 
new language, and it is of course especially relevant when they are directed to ISPs. 



Section 216 [title 18 pens]: We have drafted many of the pens, including pens directed to ISPs, and have 
incorporated the revisions. Helpful. 


As some of our international and domestic case develop, I fully expe 
provisions. 


ciQv 


ill make use of the other b2 

b7t 




SECl^ 


DATE: 12-19-2005 

CLASSIFIED BY 65179 DMH /IP/CWC 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-19-2030 


[PatriotTvd 

'b6 

b7C 


From; 

To: 

Date; 8/1 9/02 1 1 ;08AM 

Subject: Patriot Act 


b2 

bVE 


□ Sorry for the late response (everyone seems to be on vacation, including me). /Viyway^ nothing 
of note here regarding investigative tools under the Patriot Act. 


Page i | 


1 . We are now seeking a FISA using the extended duration from Section 207. The agents feel the new 
time limits are a big help. 



b7C 


AT.L TMPORM.A.TTON CONT.ATMEn 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 






AI.L TM 
HEREIN 
WHERE 




Patriot Act 

Page’ 1 ' 

DATE: 12-iy-2IJIJb 




CLASSIEIED BY 65 17 9DMH/ LP/ CMC 

b2 



REASON: 1. 4 (C) 

b6 




DECLASSIFY ON: 


From; 

To: 

□ate: 

Subject; 


b / C 


8/1 5/02 3-.04PM 
Patriot Act 


AI,L INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b2 b7E 


The following response to the questions posed in your August 1 , 2002 request for information: 


bl 

b2 

b7E 


1 ) How are we using the tools provided by the Patriot Act? ' 

(S) 


2) Do these tools require further refinement/tweaking and how? 

b2 

joes not have any suggestions on refinement or tweaking of the Patriot Act. , 


b6 

CC: 

b7C 

b2 


PORM.ATION CONTAINED 
IS UNCLASSIFIED EXCEPT 
SHOWN OTHERWISE 





SECfifEl^ 

DATE: 12-19-2005 

CLASSIFIED BY 65178DMH /LP/CWC 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-19-2030 


ReTRequesl^r^sistan^from the CDCs 


Page’ 1 


b7C 

From: I 

To: I 

Date: 8/15/02 12:26PM 

Subject: Re: Request for Assistance from the CDCs 


b2 

b7E 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE B;H0WN OTHERWISE 



assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinslein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 



Please respond to this request by COB tomorrow. Thank you. 


b6 


b7C 





Re” F w 3: MS'iage’fo^ll CDCs/ABCs 

Ib6 

ALT. .TMFOEMATTON CONTATNEn 

HEREIN IS IJMCLA.SSIFIED b'C 

DATE 12-19-2005 BY 65179/DMH LP/CWC 

From: 

To: 

Date: 8/9/02 9:20AM 


Subject: Re: Fwd: Message to all CDCs/ADCs 


b2 

b7 


b6 

b7C 


After querying all agents, I have (incredibly) no use to report. 


□ 

» j 1 )8/01 9:10 AM r 

Please see attached message from ud 


Please respond 


directly to 


ni\ 


Thank you. 


Page 1 


/ 







|P itriorActljse ... 


b6 


Page 1 


bl 

b2 

bVE 

bl 

b2 



D .'U 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 12-19-2005 
CLASSIFIED BY 65179 DMH/ LP,.*' CWC 
REASON: 1.4 (C 05 — CV-0845) 

DECLASSIFY ON: 12-19-2030 




SEKRET 





AT.Ii JNFORMATTON CONTATMED 
HEREIN IS UNCLASSIFIED 
DATE 12-19-2005 BY 65179 DMH. 


'LP/CWC 


From: 

To: 

Date: 

Subject: 


8/19/02 11:14AM 
Patriot Act Provisions 


A quick canvass of our squad shows that we have used or considered use of the following Sections of the 
Patriot Act as listed in your recent query, 

^ Section 
2) 203(d) 

6) 210 
7) 211 
13) 217 
16) 220 





1 left a message with AUSA 

n 

ind will update this response if new information is obtained. 


b6 




ALL TMFORMATTOM CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 





DATE: 12-19-2005 

CLASSIFIED BY 65179 DMH/LP/CIIC 

REASON: 1.4 (C) 

DECLASSIFY ON: 12-19-2030 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 




t-s 



Subject: Re: Request for Assistance from the CDCs 


b6 

b7C 



But to answer your questions on the 


Patriot Act, there are areas that we have used extensively in San Diego and have bad a positive impact 
on our ability to work CT cases. 

Section 203(d) allows for information sharing in counter terrorism cases. We have a Joint Terrorism \ 
Task Force and other close direct contacts with various intelligence agencies and state law enforcement 1 
organizations that could not operate without close coordination between the officers and agents of these I 
various groups. ^ 

Section 207 has been helpful in extending the time to conduct FISA surveillance. 

Section 505 provided for the delegation of National Security Letters authorization to the SAC level. This 
has been used extensively in San Diego. 


s> I b a/1 5/02 09:02AM >» 

b6 Good' morning; Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Ky! for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed In the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


b5 


b2 


Please respond to this request by COB tomorrow. Thank you| | 

b'7C 






b7C 

From; 

To; 

Date; 

Subject: 



DAT E : 12 -iy-2IJIJb 

CLASSIFIED- BY 65179 DNH LP/CWC 
REASON: 1.4 (C) 

DECLASSIFY ON; 12-19-2030 


am apologize, this response is late. I did not get much in the way of a response from the request 
I sent out to my supervisors. 



SEpfiEr 





SEl^T 


b6 


b7C 


p R’^ RequeiTforTSsTslinceTrortrflTe 


AT.I, INFORMATION fONTATNED 

HEREIN IS UNCLASSIFIED EXCEPT ' From: 

WHERE SHOWN OTHERWISE To: 

Date: 8/16/02 3:23PM 

Subject: Re: Request for Assistance from the CDCs 


P'~yagel1 

b2 

b'?E 


bl. 

b2 

b7E 


DATE; 12-19-2005 

CLASSIFIED BY 65179 DMH/LP/CWC 

REASON: 1.4 (C 
DECLASSIFY ON: 12-19-2030 



Good morning: Attached is a communication that was sent to you on August 1 , 2002, requesting your 
gc,_r<v-08 4.5) assistance in obtaining information regarding the Patriot Act in response to a request from Senators 

Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
b7c information to respond to the 2 questions posed by the Senators. Congress has specifically requested 

this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


Please respond to this request by COB tomorrow. Thank you. 


sEi^r 





[- Rei'Requesrfor Assisfance from the~CDCs' 


b6 

b7C 


From: 

To: 

Date: 8/1 9/02 8:40PM 

Subject: Re: Request for Assistance from the CDCs 


b2 

bVE 


Page 1 [ 


DATE: 12-19-2005 

CLASSIFIED BY 65179 DMH,/LP/CKtC 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-19-2030 bl 

b2 

ALT, INFORMATION COMTAINEn 
HEREIN IS UNCLASSIFIED EXCEPT t>7E 
WHERE SHOWN OTHERWISE 

bl 

b2 

... (S) 

b5 

b5 


Ok, although Td like to have gotten you something a little more polished, in the interest of giving you 
something here goes: 


(S) 


Sorry for not getting this to you sooner. 

I still want to touch base re my upcoming meeting with the 
Thanks, G 


'll try you later (fair warning).'^® 

b7C 


b6 

b7C 


| 08/15 9:02 AM »> 

Good morning: Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. I know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


Please respond to this request by COB tomorrow. Thank you 





ALL INFORMATION CONTAINED 
HEREIN I£ UNCLASSIFIED 
'DATE 12-19-20Q5 BY 65179 UMH/ 


- Re: Request foPAssistance from the COts Page i ] 

b6 

LF/CWC b7C 

Fron.. 

To: 




b2 

b7E 


Date; 8/19/02 9:15AM 

Subject; Re: Request for Assistance from the CDCs 


b6 

b7C 


I was out of the division iast week. Recentiy retired] 
request to applicabie supervisors, but i did not receive any responses before 
and wi ll send you any positive information I receive. Thanks. 


previously sent out this 
1 left. I have resubmitted it 


!!□ 


>= i 1 08/15 12:02 PM »> 

Good morning: Attached is a communication that was sent to you on August 1 , 2002, requesting your 
assistance in obtaining information regarding the Patriot Act in response to a request from Senators 
Feinstein, Leahy and Kyi for a briefing of their staffers. In particular, the questions posed are how many 
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking . 
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested 
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not 
received responses from you. 1 know you are extremely busy but it is imperative that we obtain 
information to respond to the 2 questions posed by the Senators. Congress has specifically requested 
this information and it is important that we be as comprehensive and accurate as possible in our 
response. Pius, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We 
need to provide them with statistics and examples to accomplish this. 


b6 

b7C 


Please respond to this request by COB tomorrow. Thank you. 



AT,L INFORMATTOM CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b6 

L)7C 


Jse o{ Patriot Act 


Pa 


From: 

To; 

□ate: 

Subject: 




8/15/02 12:29PM 
Use of Patriot Act 


b2 

b7E 


DATE: 12-19-2005 

CLASSIFIED BY 65179 DMH/LP/CWC 
REASON: 1.4 (C) 

DECLASSIFY ON; 12-19-2030 


b6 


received. 


I Here's what I have come up with. There's probably more, but these are the responses 


b7C 






AI.L INPOEMATTON HONTATNEn Fronv. 

HEREIN IS UNCLA.SSIEIED To: 

DATE 12-19-2 0 05 BY 6517 9 DMH/LP CWC Date: 

Subject: 


bo 
bVC 

Fwd: Re: Issues for the Director's upcoming testimony 




These were my comments in June and little has changed. 
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AT, I, TMFOEMATXON CONTATNED , , 

bb 

HEREIN I£ UNCLASSIFIED 

DATE 12-19 2005 BY 65179 DHM/LF/CWC b7C 


b6 

b7C 

b2 


I know you have busy schedules, I apologize for such short notice. I have a few questions that I would 
like to put to you . Perhaps, you can answer them. Please send your replies to me, so that I do not 
border ^ p iny further. We have to prepare the briefing book for the Director before week's end. 

#1 . Are you aware of any terrorist events that the FBI has thwarted? Please provide examples, 

# 2 . Are you aware of any terrorist investigations that were hampered by the old Attorney General 
Guidelines (i.e., not being able to enter places of worship; or, political impediments). Please provide 
examples. 

I appreciate any help you may provide. Thank you. 

If you can answer the following questions, please reply to | ^ t OPCA. 

#1 , Which aspects of the Patriot Act need tweaking? 


#2. Provide specific detail and statistics as to how the Patriot Act has been used (e.g., number of 
wiretaps, searches, etc,). 


Thank you. 


b2 


bG 


CC: 


b7C 





Al.t, TNFORMATTON CONTATNEn 

HEREIN IS UNCLASSIFIED 

DATE 12-19-2 0 05 BY 6517 9 DMH/LP/CItC 


b6 


im: 

To: 

Date: 

Subject: 



Fwd: Re: PATRIOT ACT FEEDBACK 



We have provided training on the Patriot Act to Supervisors and Agents. As you know, there are some 
Agents who when given the opportunity will always complaint about something. • We also have additional 


training coming up on aspects of the Patriot Act but we are still waiting on the final version of the of policy 
that is undergoing review by NSLU and OIPR. (Sharing of FISA and Grand Jury information). 






ALL IWEORWATION CONTAINETi 
HEREIN Is'uNCLASSIEIEE EXCEPT 
WHERE BHUWN OTHERWISE 

, , From; 

hb 

To: 

b7C Date; 

Subject 

Thanks for the information. 

Also — this may be obvious, but: please note specifically in your e-mail that this is an important matter, 
that Congress has specifically requested this information, & that it’s important that we be as 
comprehensive & as accurate as possible in our response. 


DATE: 12-19-2005 

CLASSIFIED BY 65 17 9DMH/ LP/ CrJC 

REASON: 1.4 (C 05-CV-0B4S) 

DECLASSIFY ON: 12-19-2030 


8/8/02 2;23PM 

Staff Brief re: Patriot Act 



bl 

b2 

b6 

b7C 

b7E 


Thanks. 




"^Message 



b6 

b7C 


Page 1 of 2 

DATE: 12-08-2005 

CLASSIFIED BY 65 17 9DMH/ L P/' cpb 

REASON; 1.4 (c) 

DECLASSIFY OM: 12-08-2030 


(OGC) (FBI) 


:a# 05-CV-0845 


From 
Ser 
To: 


](Div09) (FBI) 


Sent: Tuesday, May 18, 2004 2:03 PM 

I iDivOOl (FBI): BOWM AN. MARION E. (Div09) (FBI) 

I. (DivOQ) (FBI) i ~t Div09) (FBI) 



Cc: 


jDivOO) (FBI) 


b6 

b7C 


Subject: RE: Statistics re USA PATRIOT Act provisions 


UNCLASSIFIED 

NON-RECORD 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


[ I can provide you the results from the field survey that OGC conducted, however, I can also guarantee that 

these are not entirely accurate numbers. The field survey was voluntary, and the level of detail provided varied 
between the field offices. Furthermore, since then I have been advised that some HQ divisions have been 
utilizing various Patriot Act tools, and I did not receive any contributions from any HQ division on this survey, so 
their use is not included in any numbers that I have. 


b6 

b7C 


The field offices reported the following: 

(SI (S) 


:s) 


Section 206 - RovinaPISA c 
Section 215 - Useq" imesj 


3rs 


limes 


ddifional orders currently in approval process 


bl 

b2 

b7E 


Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field input 
on this specific provision at this time. 


Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants executed). I 
believe that Finance Division maintains, compiles, and reports these statistics. They may have more accurate 
field wide numbers. 

I hope this is helpful. 

b2 

Assistant General Counsel b6 

Investigative Law Unit 

Offir.e nf tha Gapral Counsel b7C 


O riginal Messaoe- 

From: 


KDivOO) (FBI) 


To: BOWMAN. MARION E. (Div09) (FBI)i 

|(Div09) (FBI); 


[Div09) (FBI); 

|Div09) (FBI) 



Cci 

DivOO) (FBI) 


b6 


Subject: Statistics re USA PATRIOT Act provisions 

Importance: High 


b7C 


UNCLASSIFIED 

NON-RECORD 


In anticipation of the Director's scheduled appearance before the Senate Judiciary Committee this 
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice (so-called 
“Sneak and Peek") Warrants, RSA Roving Wiretaps, and FISA Orders for Tangible Things (i.e., so-called 


SE^T 


6/9/2005 




r-">iMessage 



Page 2 of 2 


Section 215 Orders), since passage of the USA PATRIOT Act. 

I realize there are several potential complications with compiling such numbers (e.g., Delayed Notice 
Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.). Nevertheless, if any 
of you could provide some input on this, it would be very helpful. We can almost guarantee the Director 
will be asked about the numbers when he testifies. 

Is DOJ compiling numbers? Is there anyone at OLP or OIPR who may know? 

Thanks, 


Offi ce of Con gressional Affairs 
ext.l I 


b2 

b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 



6/9/2005 



- . Message 


Page 1 of 1 


b6 


b7C 


rOGC) (FBI) 


DECLASSIFIED DY 
ON 09-03-2005 

CA# 05-CV-0845 


65179 DMH/CLB 


}0GC) (FBI) 


From: 

Sent: Friday, July 16, 2004 2:26 PM 

To: KELLEY, PATRICK W. (OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI) 

Cc: 


Caproni, Valerie E. (OGC) (FBI); 


b6 

b7C 


OGC) (FBI 


Subject: FW; Sunset provisions - Examples 


s£gBETg6ReeNiW0Fg5a: ^ 

RECORD 66F-HQ-C1 364260 


Pat; This is the final compilation of OGC-gathered examples and comments on the provisions of the Patriot Act 
that will sunset in Dec 2005 unless they are made permanent. This was collected for a variety of reasons -mainlv 
for DOJ/OLP a nd it contributed to thfs report DOJ issued the other day. Now, OCA needs it an d heeds it ^6 

I l is the point person on that) to respond to Sen Feinstein's inquiries. I need to send it tc^ | 

in OCA and who will put it into the format they want. Befo re I do I am sending it to you for official blessing with a b7c 
copy to Spike who said he would look to see if I "V ewrite (she took out names, places, etc from the case 

summaries she recieved) would allow us to declassify it. 


□□ 


Or iginal Messaae- 

From: 


Se nt: Friday. July 16. 20 04 1:41 PM 
~|(OGC) (FBI) 


][OGC) (FBI) 


To: 

Subject: Sunset provisions - Examples 


b6 


b7C 


SECRE^^gRCOfJ^WgFQRiL 
RECORD 66F-HQ-C1 364260 


- Attached is the final version. If you have any questions, please feel free to contact me. 

b6 


DERIVED FHOMrG-3-FBI-CJ assificati on Guide G-3. dated 1/97, Foreign Cou ntPr|ntPi Uqe»ee4rrgegItgaTTo?is^ 
DECLASSIFICATION EXEMPTION 1 
SECRET//QRCOfrL^feFeRtr ~ 


^EffiVED FHOM:-Q»3-RP» r iaccjjfirat ion Guide G-3. dated 1/97, Foreign CounlaiJo4ettigence~tlTve?ngat^^ 
DECLASSIFICATION EXEMPTION 1 
SECRETtfOReetlTNOFOffFr 


6/9/2005 
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Message 


b6 


(OGC) (FBI) 


b7C 


From: KELLEY, PATRICK W. (OGC) (FBI) 

Sent: Tuesday, July 20, 2004 11:22 AM 

(OGC) (FBI): BOWMAN, MARION E. (OGC) (FBI) 

OGC) (FB 


To: 

Cc: 


Caproni, Valerie E. (OGC) (FBI); 


Subject: RE; Sunset provisions - Examples 


DECLASSIFIED BY 65179 DMH/CLS 
ON 0 9- 0 3-2005 

CA# 05-CV-0845 


b7C 


sicRi^gRCeFR;N5£QRN 
RECORD 66F-HQ-C1364260 


I I assume you've coordinated the intercept issues with TLU. Two comments: The first paragraph at the top 

of p. 8 seems to be missing something; there's not even a period. Also, in the 2nd paragraph on p. 8, and on p. j,g 
10, we mention delays attributable to OIPR. While true enough, it would probably be more prudent to delete the 
references to OiPR and just leave it as "processing delays." Otherwise, it's good to go by me. b7c 


Or iginal Messaae- 

From: 


JOGC) (FBI) 


Sent: Friday, July 16, 2004 2:26 PM 

To: KELLEY, PATRICK W. (OGC) (FB I): BOWMAN. MARION E. (O GC) (FBI) 

Cc: Caproni, Valerie E. (OGC) (FBI); (OGC) (FBI) 

Subject: FW: Sunset provisions - Examples 


b6 

b7C 


RECORD 66F-HQ-C1 364260 

b2 

Pat: This is the final compilation of OGC-gathered examples and comments on the provisions of the 
Patriot Act that will sunset in Dec 2005 unless they are made permanent. This was collected for a variety 
of reasons- mainlv fo r DOJ/O LP and it contr ibuted to the report DOJ issued the other day. Now, OCA 
needs it and l h eeds it < [ is the point person on that) to respond to Sen Feinstein's 

inquiries. I need to send it to | t n OCA and who will put it into the format they want. Before I do I 

am sending it to you for official blessing with a copy to Spike who said he would look to see if l I 

rewrite (she took out names, places, etc from the case summaries she recieved) would allow us to 
declassify it. 


[Z^ 

- — O riginal Message- — ^ 

From^ |(OGC) (FBI) 

Se nt: Friday. July 16. 2(3 04 1:41 PM 
To:| loGC) (FBI) 


Subject; Sunset provisions - Examples 


b6 

b7C 


SECBlTgeRcefaqgEQBFr 
RECORD 66F-HQ-C1364260 


Attached is the final version. If you have any questions, please feel free to contact me. 

b7C 



6/9/2005 




Message 


SjCgETWQggOt4.NQFOHN ^^ 


Page 2 of 2 


DER]7ED~FR0M^-G-3-FBI Classification Guide G-3. dated 1/97. Foreign noufrteHntetttgerici 
Investigations 

DECLASSIFICATIOt 

SECRETWORCON^NOFO^ 



DERIVEDFROM?^r?FBt~€tasstfi&atioii Guide n-3. dated F'^rei gn-^otirrtgilrneTTTgincelnvesti^^ 
DECLASSIFICATION EYEMSnOt4^ 

SECTTET/TORCOi^OFORN 


I 


6/9/2005 


-Message 


Page 1 of 2 

b6 


OGC) (FBI) 


From: [OGC) (FBI; 

Sent: Tuesday, July 20, 200 4 '! 1 :30 AM 

To: |(OGC) (FBI) 


Subject: FW; Sunset provisions - Examples 


b7C 


b6 

b7C 


DECLASGIFIED DY 6517 9 DMIl/CLG 
ON 09-14-2005 

CA# 05-CV-0845 


!sicRi^em?cmaieFORNl II 

RECORD 66F-HQ-C1 364260 


1 1 made the corrections as per Pat's e-mait, and it is attached. I'm not sure what "intercept issues" he is 

referring to that involve TLU. 


— Original Message 

From; KELLEY, PATRICK W. (OGC) (FBI) 

Sent: Tuesday, July 20, 2004 11:22 AM 

To: | r OGC) fFBIl - BOWMAN. MARION E. (OG C) (FBI) 

Cc: Caproni, Valerie E. (OGC) (FBI);| |(OGC) (FBI) 

Subject; RE: Sunset provisions - Examples 


N 

RECORD 66F-HQ-C1 364260 


b6 

b7C 


b6 

b7C 


I I assume you've coordinated the intercept issues with TLU. Two comments: The first paragraph at the top 

of p. 8 seems to be missing something; there's not even a period. Also, in the 2nd paragraph on p. 8, and on p. 
10, we mention delays attributable to OIPR. While true enough, it would probably be more prudent to delete the 
references to OIPR and just leave it as "processing delays." Otherwise, it's good to go by me. 


Or iginal Message- 

From;l_ 


lOGC) (FBI) 


Sent: Friday, July 16, 2004 2:26 PM 

To: KELLEY, PATRICK W. (OGC) (F BI); BOWMAN, MARION E. (O GC) (FBI) 


Cc: Caproni, Valerie E. (OGC) (FBI);| 
Subject: FW; Sunset provisions - Examples 


]OGC) (FBI) 


b6 

b7C 


RECORD 66F-HQ-C1 364260 


Pat: This is the final compilation of OGC-gathered examples and comments on the provisions of the 
Patriot Act that will sunset in [)ec 2005 unless they are made permanent. This was collected for a variety 
of reasons- mainlv fo r DOJ/O LP and it contri buted to the report DOJ issued the other day. Now, OCA 


needs it and] [needs it ^ 

inquiries. I need to send it to[| 


]is the point person on that) to respond to Sen Feinstein's 


Jin OCA and who will put it into the format they want. 


Rfifnre I r|n 


am sending it to you for official blessing with a copy to Spike who said he would look to see ifj 
rewrite (she took out names, places, etc from the case summaries she recieved) would allow us to 
declassify it. 


I I 

iainal Messaae 

- — Or 

From: 

I 


To:[ 


(OGC) (FBI) 


~| (OGC) (FBI) 
Subject: Sunset provisions - Examples 


b6 

b7C 


b5 

b6 

b7C 


b2 

b€ 

b7C 


6/9/2005 





■ Message 


Page 2 of 2 


RECORD 66F-HQ-C136426Q 

I j - Attached is the final version. If you have any questions, please feel free to contact me. t-6 

> . b7C 


DERivED~FROMr-G-3JBI Classification Guide G-3. dated 1/9^ Fotsign-CoonferniteiTig^^ 
Investigations 
DECLASSIFICATIONjXEI! 

SECBETi¥em;OfCN^ORN 



DERIVED~FR0Mt-G= 3 FBI Classification Guide G-3. dated 1/97. Foreign-eorntteFfiTtiMigence 
Investigations 

DECL^SSIF[CATI£m-gXEMPTroR 1 
SECRET/^CON .N O FO^ 



AFPit/Fn FRQjm- G-3 FBI Classification Guide G-3 . da ted 1/97. Foreign C nuntprintpiiiqpnrc lnvntinntinn~ 
DECLASSIFICATION EXEMPTlOm — 

SECRETVi/OReeNrNOFORW 


" DERIVED FROM: FRI C lassification Guide G-3. dated 1/97. Foreign Counterl n M|jqianrn (mrnf'tir|a t inrro 

DECLASSIFICATION EXEMPTIONT ; — == 

- SECRETWeRCONnTOFOffN 


6/9/2005 


- Message Page 1 of 




(OGC) (FBI) 

b6 

b7C 

DECLADPIEIED DY b5179 DMO/CLD 
ON 09-OB-2005 

CA# 05-CV-0845 

From: 


KQGC) (FBI) 



Sent: 

Tuesday, July 20. 2004 12:20 PM 



To; 


3oCA) (FBI) 



Cc: 

BOWMAN. MARION E, (OGC1 fFBOl 


IfOGCI (FBIkP 1 


(OGC) (FBI):|_ 

KOGC) fFBn:l 




|(OGC) (FBI): Curran, John F. (OGC) (OGA); 


(OCA) (FBI) 


Subject: Sunset provisions 



RECORD 66 F-HQ-C1 364260 


I I attached are our comments and the results of our field and HQ survey on th e Patriot A ct sunset provisions. 
We folded in the examples provided by NSLB so it is one complete OGC package. | [ kept the classificatior 

she received for the examples but ^le deleted most of the references to subject's names, locations, etc--so I am 
sure that- much what is labled SE^ET can be declassified--but I can’t do that, which is why I copied Spike. 

Not knowing what format you wanted, I just sent it as is. DGC Pat Kelley has approved it as well. 


Office of the General Counsel 


PECLA^IE^Hgjqi^ 4^20 
SECftElWORCON.NOFOf 


b2 

b6 

b7C 


b6 

b7C 


b6 

b7C 


6/9/2005 



Use of the USA PATRIOT Act 

Classified Appendix 


bl 




S^ET 

CA# 05-CV-0845 


Examples of Patriot Act Use 
Requiring Additional Facts 

Section 20 1 - Expanded pred icate offenses for T-3 

|- FO initiated i | T-3 in a 315 case where terrorism identified as a predicate offense. 
Was this the only predicate offense? Would we have been able to get the T-3 without the Patriot 
Act change? 


- improved ability of info sharing with state/locals/ and other 
federal agencies in order to respond rapidly to threat and make an action plan. 


info sharing with others critical 
■info sharing with others critical 


Section 20 3 - Inform ation Sharing (from criminal to the intell side) 
315Q-I [56983 



315n| ^3992 


[ 


3150 


J15590 


ALT, INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 01-C3-2006 

CLASSIFIED BY 6S179 dmh/baw OS-cv-0845 
REASON; 1.4 (c) 

DECLASSIFY ON: 01-03-2031 


j- This provision used most notably in the follo wing cases; 

I- 315bI b2073 



b2 

b€ 

b7A 

b7C 

b7E 


Section 20 6 - Roving FISAs 

I- 1 received the following from the CDC on the case recently released to the press 


regarding the plot to blow up a shopping mall. 
"I believe we used the roving FISA on 



These are 


related cases, but two seperate cases, file numbers and FISA requests. I believe the roving 

As far as | I 


parq 


so you can use as much of the 


press release information as you would like." 

SE^ET 


b2 

b7A 

b7E 


b2 

b7A 

b7E 

b2 

b6 

b7A 

b7C 


b7E 





S^ET 


Any clarification on this case would be helpful. 

Sectio n 212 - Eme rgency Disclosures by ISPs 
I |- 315S-I ^224164 

also used in a case regarding a "threat to a high ranking foreign official" 

(q) 

Section 214 -^w standard for FIS A pen/trap ' ^ 

- used different 3 15 cases; ASAC notes that this was "extremely helpful" and could not 


i_i 


have been obtained without the new pen/trap standard. 


A pen/trap order was obtained 


Any updates to this case? 


65A-I [220066 


- 315 N] j -68267 - pen on 


65Mj__|66909 - pen not possible under old standard 
fpen obtaine d on subject! 


^ia the pen 


315N-| |-57048 - likely not to obtain pen/trap under old standard 


Section 218 - Change in the Prim ary Purpose Standard for FISA 


{■ AUS As have worked closely to identify criminal charges 


the| I ancf 


jlnvestigation - FO states that even though information had 
"Beenpassed over "the wall" prior to the wall coming down and an indictment was being 
prepared, when the "wall" came down, significantly more information was passed to the criminal 
investigators and prosecutors giving them a clearer understanding of the case. 


There ard 


pther 315 cases where information sharing has been critical to the 


success of the investigations. 

-315N 

( S ) 


bl 


- 315Q-I [36062 


bl 

b2 

b7E 


b2 

b7A 

b7E 



b2 

b7E 

b2 

b7A 


b2 

b6 

b7C 

b7E 


SEOCEr 


b7E 






secMt 


-315m] [45821 


28 IF- ] [ -66686 - having criminal side fully apprized of all of the intelligence assisted in 
the coordination! I 


direct result of info sharing, subject was arrested without incident 


315Nj ^67573 


criminal activity determined and cases opened 


Section 220 - Nationwide search warrants for e-mail 




b2 , b7A, b7E 


- used in the 


investigation ^2 , b6, b7c, b7E 


Significant part of 

This expedited the receipt of critical information. 


SECK 



Message 


Page 1 of 2 


DAT>k^2 - 0 6- 2 0 0 5 

rT.as.= T»^ri ry^-^ 7 Q / rmw .-t.: 



se)^et 


REASON: 1.4 (C 


J(OGC) (FBI) 


From: 


(Div09) (FBI) 


Sent: Friday, March 12, 2004 2:42 PM 

To: |Div09) (FBI) 


b6 

b7C 


Subject: RE; 2702(b)(7) Emergency Request ‘Secret’ For Director's information. 


UNCLASSIFIED 

NON-RECORD 


DATE: 12-06-2005 

CLASSIFIED BY 6S179/DMH/ LP/ CWC 
REASON: 1.4 (c) 

DECL.ASSIFY ON: 12-06-2030 


CA# 05-CV-0845 


ALL INFORMATION CONTAXMED 
HEREIN IS UNCXjAS SIF X EjU EXCEPT 
WHERE SHOWN OTHERWISE 


Yes it's classified. Since being Trilogized, we're still trying to figure out how to send emails, I sent it unclassified, 
non-record so that 1 could send it out, but I marked Secret in the Subject line. There you go. - clear as mud. 



b2 


Assistant General Counsel 

b6 


National Security Law Branch 
Counterterrorism Law Unit 1 

b7C 


Orjoinal Messaae- — 



From:| 

|Div09) (FBI) 

b6 

Sent: Friday, March 12, 

2004 1:50 PM 


Toi 

l(Div09) (FBI) 

b7C 

subject: Rb: 2/U2(b)(/) bmergency Request '''Secret^ For Director's information. 

UNCLASSIFIED 

NON-RECORD 



Thanks!! I'm a little confused. I assume this is classified info. Am I correct? I plan to mark it at the secret 
level and submit it with the remainder of examples, It will go through the front office of OGC and then over 
to DOJ Office of Legislative Affairs. Is this OK? 


b6 


Or iginal Message---- 

From: l 

Se nt: Friday, March 12, 

To-I 

Cc:^ 


mDiv09) (FBI) 
2004 12 :34 PM 

t )iv09) (FBI) 
"lDiv09) (FBI) 


b7C 


Subject: 2702(b)(7) Emergency Request *Secret* For Director's information. 


bl 

b2 

b7E 

b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


■t 



Assistant General Counsel 
National Security Law Branch 
Counterterrorism Law Unit 1 



ET 


6/7/2005 




ALL TNFORMATTOM COMTAJMED 
HKFFTH TE I-Ji-LAFSTFTI 
DATE 09-19-2005 BY 651| 


b6 

b7C 


(omr^B\) 


From: 

Sent: 

To: 

Cc; 


Subject: 

Sensitivity: 


MnnHav Marnh OR ?nn4 1:16PM 
nivnm (FRh 


Div09) (FBI);[ 


l(Div09) (FBI) 


Re: PATRIOT ACT SUNSET PROVISIONS 
Private 


J 


](FBl) 


CA# 05-CV-0845 


1) FISA Business records - The FBI and DOJ should hang their heads in shame 
that this potentially useful authority has NEVER been used (at least it should 
be easy for HQ to count) . The Patriot Act passed in 10/2001 and almost 3 
YEARS later OGC and OIPR can't decide what pleadings to file. Meanwhile the 
militant librarian lobby keeps kicking us around because they "think" we use 
this authority. Given the apparent "shock and awe" effect of angry 
librarians on FBIHQ - WFO reccramends that this useless authority IMMEDIATELY 
sunset - it would be less frustrating for the SAs and the librarians will stop 
picking on HQ, 

2) FISA Roving authority - This authority is also a complete waste. Damm 
shame - it was intended to be a robust tool similar to the criminal T-III 
roving (read Sen Leahy's 2001 s ummary ) but it NEVER roves. What we have is 
non-roving roving authority. | [stopped asking for it - a waste of 
effort. Its simply pathetic that OIPR turned this potentially useful tool 
into a cartoon of what it should have been. As explained by Mike Woods 
after his brefing on the Hill - roving authority would attach to the Target 
and when the target picked up a phone we were aurhtorized to intercept, yeah 
right - OIPR turned it into "Motionless Authority" 


3) FISA Pen Register - the OIPR approval delays, have rendered this tool 
almost useless. Its OIPR's .last priority and the SAs no longer both t^r to y .se 
it. We will do without or find a way to use the criminal authority 


b2 

b7E 


b2 

b7E 


ssaj I 

WFO Office of Division Counsel 



Privileged and Confidential 


>»| 

UNctxSSTTTEF 

NON-RECORD 


(Div09) 


(FBI) 03/04 3:17 PM »> 


See the attached EC that was uploaded today. See 66F-HQ-1364260-5 . 


b2 

b6 

b7C 


UNCLASSIFIED 


1 



"r ’^Message 


Page 1 of 2 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-19-2005 BY 65179 DMH/CLS 


}0GC) (FBI) 


From: 


Div09) (FBI) 


Sent: Friday, March 12, 200 4 Ci:45 PM 


To: 


piv09) (FBI) 


b6 

b7C 


Subject: RE; Patriot Act 


CA# 05-CV-0845 


SENSITIVE BUT UNCLASSIFIED 
RECORD 66F-HQ-C1 364260 


|- Attached are the two documents. One is classified, the other contains LE Sensitive material because it 
discusses ongoing cases. I've marked the paragraphs, but I'm not sure I used the proper techniques. I assume 
there is someone that can do that for us on Monday. 


Also 


I was advised that they used tne e mergency disclosure provision on the] 

[So I did not include it in my list. 


Finally - 1 also attached a copy of a document that 
that DOJ put together. I include a c opy 


put a paper copy of thd 


jforwarded to me previously on sneek-n-peek cases 
in the evenUhanhe POC in OLP is not aware of this document. 1 also 

reference this in the document. 


ress release in your in box. 


If you have any questions, feel free to call me at home. I should be home in the morning until 1 1 and then again 
after 1pm. 


Thanks. 


O riginal Message 

From j ( PivOQ) (FBI) b6 

Se nt; Thursday, March 11, 2004 11:06 AM 
To l f PivOS) (FBI) 

Subject: Patriot Act 

UNCLASSIFIED 

NON-RECORD 


I I when you get in tomorrow, I need you to collect all that you can of examples, stats, etc on all the 

Patriot Act provisions--not jus': the sunset ones. We need to get it to DOJ (OLP) by Monday. Thought we 
had more time which is why I set the 3/1 9 deadline for the sunset EC-but we don't so we'll do what we 
can. We'll just have to follow up later with the responses to the EC. Let's talk first thing and discuss how 
to do this. 


Offinp nf thn Ganfiral Counsel 


b2 

b6 

b7C 


UNCLASSIFIED 


b6 

b7A 

b7C 


b6 

b7C 


6/7/2005 





Page 2 of 2 


„ "^Message 


SENSITIVE BUT UNCLASStFIED 


6/7/2005 




Use of the USA PATRIOT Act 


DATE: 12-06-2005 

CLASSIFIED BY 65 17 9/ DMH/ LP/ CWC 

Section 210 - Scope of Subpoena reason: i. 4 (o 

DECLASSIFY ON: 12-06-2030 

• This provision expanded the type of infoiniation that can be obtained from an Internet 
service provider (or other types of service providers) with a subpoena. This expansion 
allows agents working computer intrusion cases to immediately identify if a computer 
used by a hacker is a victim computer where the hacker is ‘hoping through’ the computer, 
or is the computer hacker’s own computer. This significantly expedites computer 
intrusion investigations. Referrai/Direct 



Section 212 - Emergency Disclosure of Electronic Communications to Protect Life and Limb 

bl 

b2 

b7E 

(S) 

. I 1 


b2 

b7A 

b7E 


Recent Kidnaping Case - Recently, a 14 year old girl was abducted. Her laptop was also 
missing. The case agents suspired that the nefarious character she had met in an Internet 
chat room was the Deroetrator. I 


mail. As 

a fcsuii, iM suspect was quicRiy letfiiitiTica and intci'Vicwcd. Ht aamittdd to pitking up 
the girl and took agents to the truck stop where he had left her. Because of this provision, 
additional harm to the girl was prevented and she was returned to her family in a matter 
of hours. This is but one example of how essential this provision is for child abduction 


SE 




b7A 



cases. 


Section 21 6 - Nationwide Effect of Pen/Trap Orders 


• (LE sensitive:! jHacker -j jare becomi ng more widesprea d 

throughout both corporate and private systems. This computer hacker j j 



(LE SENSITIVE) In this case it was diffi cult to identify the hacker because he 

each time he entered the corporat e victim’s 

computer because he was each time. Due 

to the changes in Section 216 of the USA PATRI OT Act, the FBI was able to obtain j 
I Ifor this hacker and then present it to ! ~| 

This enabled the agents to identify the hacker. He was recently 
arrested and is awaiting trial. (LE SENSITIVE) 

Section 217 - Interception of Computer Trespasser Communications 



• (LE SENSITIVE) U.S. Government System Hacked - Recently a U.S. Government 
computer system was identified as th e victim of a computer hacker. The hacker was 


nfiliyincr fhp, cr 


S^EF 






investigation is ongoing to identify the suspect and any additional victims. (LE 
SENSITIVE) 


Section 814 - Deterrence and Prevention of CyberTerrorism 


i2 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 


|(Div09) (FBI) b6 

•'ATRIOT Act Use Report 


CA# 05-CV-0845 


patriotact-use-ilu.w 
pd (15 KB)... r 


pd (15 KB)... 

Attached is an electronic copy of 

A hardcopy will follow in the Bureau mail. 


PATRIOT Act Use Report. 


1 






OCiC) (FBI) 


From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 


i^Ar>rr\n 1Q OnA/t Q-OQD^/[ 

Div09) (FBI) 


Hatrtot Act sunset provisions 
High 


b2 

b6 

b7C 

b7E 


ALL TNPORMATTON CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-21-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 



patriot act sunset 
provisions ... r 


b6 

b7C 


Thp. dfiadllnfi for suhmi ss inn of our response is today. To assure timely 
receipt, the Division response is attached. ACS and paper copies 

will follow. 


Please note that the EC is classified "SE^ET 


b2 

b7S 


b6 

b7C 


1 





b6 , b7C 


OGC) (FBI 


AT.I, TrJPOHMATTON iPONTATNRD 
HEREIN IS UNCLASbTFIED 
DATE 09-21-2005 BY 65179 DMH 

CA# 05-CV-0845 



March 26. 2004 11:42 AM 


Subject: 



Another tasking 


FBIHQ requests a brief write-up of significant cases aided by the' Patriot Act. 

So me of it is sun setti ng Please provide me v^ith a brief write-up of the 
big I Case and l I in | Please list file numbers. The document 

to FBIHQ will be classified if need be (probably) . 

Please list all sophisticated techniques used. I know FISAs (electronic and 
physical), T-IIIs (new predicates/information sharing), e-mail SWs(now 
nationwide allowed), NSLs(SAC authority), GJ subpoenas (information sharing), 
SWs (nationwide for terrorism; delayed notification), etc v^ere used in these 
cases. Please list some significant accomplishments in these cases. Also, 
obviously, information sharing has aided in coordinating the criminal side and 
FCI side of the cases. 

I know case effort has resulted in an entire neti\/ork being identified 

and cases being initiated natio nally an d overseas. Also, we've probably 
issued hundreds of NSLs for the | case. Please give me rounded number of 

NSLs if it is available. 

For the | [ case, it will be mentioned that the overseas seizing power and 
subpoena power was contemplated, although not in the end used (I don't think). 


We don't think we are using the PATRIOT Act , but since it altered the 
statutory authority of every one of our invesrigative techniques, we use it 
everyday. FBIHQ wants specifics on big cases to report back to the security 
committees on how these new tools are being used. Please help. Lee. 

Anyway, I don't want to add tc your already big loads, but if you have a 
write-up handy with some statistics on number of techniques, and other 
accomplishments, I can add the rest. I'll forward the final copy. 





AT,L TNFORMATTOT.I CON^ATNFD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


FEDERAL. BUREAU OF INVESTIGATION 

DATE: 12-07-2005 

CLASSIFIED BY 65179 DHM/LP/CWC 

REASON; 1.4 (C) 

DECLASSIFY ON: 12-07-2030 

Precedence: PRIORITY Date: 04/26/2004 

To: General Counsel' Attn: Investigative Law Unit 

_ Room 73 2 6 , 


From: | | 

Contact : 


Approved By 

= [ 



b€ 

Drafted By: 



b7C 





b7E 

Case ID #: 

(U) 

66F 

-HQ-C1364260 

1 


(U) 

66F 

-HQ-C1384970 



(U) 

AL 

66F-A3035 



Title: (U) USA PA.TRIOT ACT 

SUNSET PROVISIONS 



CA# 05-CV-0845 




T /ORCON/NOFORN 


Synopsis: (U) Case? narratives provided as requested. 



Reference: (U) 66F-HQ-C1364260 Serial 5 ^ _ b2 

Details: (UAs re;quested in referenced EC, is providing 
the following case narratives which describe investigations aided 
by provisions of the; USA Patriot Act. 





SEp^ET/ORCON/NOFORN 


To : 
Re: 


General Counsel From: 

(U) 66F-HQ-C1164260, 04/26/2004 


b7E 


PATRIOT ACT PROVISIONS USED; 

*Section 201 and 202 - Title III Predicates - no new 
predicates used in c:ase but Title Ills extensively used. 
*Section 203 Information Sharing. 

*Section 209 regarding voice mail. 

*Section 22 0 regsirding nationv;ide Search Warrants for E-Mail 




PATRIOT ACT PROVISIONS USED; 


^Section 203, Information Sharing 

*Section 214, New Standard for FISA Pen/Trap 

^Section 218 & 504, Changes to "Primary Purpose" Standard for 
FISA 



predicated on Source; information which was corroborated by 
information providecl by CAU, FBIHQ. 


related and 


subjects have been convicted on heroin 
:rauduie;nt document charges including two 


State Department of Motor Vehicles employees . Numerous 


investigative techni.ques were utilize d which included a Tit le 
III, 150 consensual recordings, and a 


b2 

b7A 


bl 

b2 

b7E 




b7A 

b7C 


3 


b7E 









*Section 203, Information Sharing 

^Sections 201 & 202, Expanded Predicate Offenses for Title III 
(expanded predicates not used in case, just Title III) 

b2 

b7A 







*Section 203, Information Sharing; b6 

*Section 214, New Standard for FISA Pen/Trap; 

^Section 218 & 504, New "Primary Purpose" Standard for FISA 

b7E 


USE OF INFORMATION SHARING AUTHORITY 


JOINT TERRORISM TASK FORCE (JTTF) 


' U) Ori air.al staffing was FBI Special Agents 

(SA's) and full-time Task Force Utticers (TFO's) of other 

feder al state, and local aaenc i es Cur rent staffing has grown to 
FBI SA's, sixte;en TFO's, and Entelligence Ana lystQdjQ 

The JTTF currently has full-time representatives from the 
Department of State (DOS) , Internal R evenue Service (IRS) , 

^Federal Air Marsha OfafQ 

from the Transportation Security Administration ( TSA) two SA's 
from the Immigration & Customs Enf orc ement (ICE) ,| New York 

State Police (NYSP) Investigat ors,! jNew Yor k Sta te Office of 
Inspector General Investigator ! I and [petect iv^~!f rom 




ET/ORCON/NOFORN 


7 



From: 

Sent: 

To: 

Subject: 


l-ridav. Anril ’M). 'ADM VA^ 


FBI) 

M 

Div09) (FBI) 


RE: Patriot /kct sunset provisions 


RECORD 66F-HQ-C1364260 


b2 

b6 

b7C 

b7E 


DECLASSIFIED BY 65^79 DMH/ 
ON 09 21 2005 

CA# 05-CV-0845 


I am unfamiliar with the specifics in the case. I sent your e-mail to| 
details . 


for 


Please note that we're under an inspection and otherwise extremely busy here! But we'll 
try to get what you need as scon as we can. 

Also, any movement on the emergency pen and trap delegation issue? We recently had 
another case in which local authority vjas obcained in a kidnapping case while the FBI 
pondered using the federal process . 


b6 

b7C 


Oriainal 

Messaae 


b2 

From: 


(Div09) (FBI) 

b6 

Gent; Pridav , 

Aorii 30. 

2U04 12:32 PM 

To: 


(FBI) 

b7C 

Subject: FW: 

Patriot Act 

sunset provisions . . . 

b7E 

RECORD 66F-HQ 

-C1364260 



Original 

Messaae 



From: | 


|(Div09) (FBI) 



To ; 


Subject: RE: Patriot Act sunset provisions 


b6 

b7C 


RECORD 66F-HQ-C1364260 


b2 

b6 


I I - Thanks for your submission regarding, the sunset provisions. I'm in the process of b7C 
compiling these for the General Counsel. Do you think you could provide -me more details 
on your Division's use of the Roving FISA surveillan ce? (see n aap 2 of your EC). In it 
you noted that this was used in con-junction wi r.h the I _ [ pj- 

|~I 'm 


cne neea ror roving surveillance'? T 


[Division to j "| 

'm wondering what trigg^ed 


wnat you want as classified, I ' ii keep whatever markings you put on it. 
Thanks for your help. 


T Feel free to label 


Assistant General Counsel 
Investigative Law Unit 
Office of the General Counsel 


b6 

b7C 


1 




b2 


Original Message-- - 

From; I I 

■Sfinr- Friday. March 19, 2iI04 3:29 PM 

To: I (Div09) (FBI) 


Subject: Patriot Act sunset provisions ... 
Importance; High 


b6 

b7C 

b7E 


1 — ^ 

The deadline 

for 

submission of our response is today. 

To assure timely 

b2 

receipt, the | 


1 Division response is attached. 

ACS and paper copies 

b6 

will follow. 





b7C 

Please note that 

□ 

the EC 

is classified "S^^RET." 


b7E 




Message 


Page 1 of 1 



kOGC) (FBI) 


DATE: 12-07-2005 

CLASSIFIED BY 65179 DHH/LP/CKtC 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-07-2030 


From: | 

|(Div09) (FBI) 


C L A S "Trr^ii j--|- p-i-pp'' CLS 

Sent: Tuesday, May 04, 2004 

1:38 PM 

b2 

PRAROM- _ 1 I 

DEt^f^SIFY ON: 0 9^1-203 0 

To: 

H(FBI) 

bS 

CA# 05-CV-0845 

Subject: Sunset Provisions 


b7C 


S|3^ET//ORCON.NOFORN 
RECORD 66F-HQ-C1 364260 

b6 , b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
mHEKE SHUI/JN DTHERWXBE 


I I'm still working hard on this. I want to include the following summaries from your EC. I've still classified 
them as S^RET, but want to ensure that I'm accurately stating the facts. Could you please proof these for me. I 
included the file num ber at the end only for your reference. I don't intend to include that with my final version nor 
that these came frorr| (that is for my reference purposes only.) 


b2 

b7E 


Thanks so much for all your help. 



(S) 

(S) 


DERI¥ED-ESQM;_G-3 FBI Classification Guide G-3. dated 1/97. Foreian Counterlntelliaencn lnvnfftifmttens~ 

DECLASSIFICATION ElCEMPTRJIT t ' 

SECRET//ORCmLNaFOfW ^ 


bl 

b2 

b7A 

b7E 


SECREF 


6/7/2005 





Message 

DATE; 12-07-2005 

CLASSIFIED BY 65179 DHM/LP/CWC 

P.EA.SOK: 1.4 (C) 

DECLASSIFY ON: 12-07-2030 



Subject: RE; Sunset Provisions 


SECRET//ORCON.NOFORN 
RECORD 66 F-HQ-C1 364260 



CA# 0 5 - CV- 08 45 


ALT, INFORM.ATION CONTAINED 
HEREIN IS IJMCLASSIEIED EXCEPT 
WHERE SHOWN OTHERWISE 


I am familiar with this case and information and your written paragrap hs accur ately state this material. We 
appreciate your assistance in defending our use of these techniques! | | 


Original Message 

From:| |(Div09) (FBI) 

Se nt: Tuesday. Mav 04. 200 4 l738 PM 
To; | ~| (FBI) 

Subject: Sunset Provisions 

SECRET//ORCQN.NOFORN 
RECORD 66F-HQ-C1 364260 


b2 

b6 

b7C 

b7E 


I'm still working h^ on this. I want to include the following summaries from your EC. I've still 

classified them as SEp^T, l:)ut want to ensure that I'm accurately stating the facts. Could you please 
proof these for me. I includec the file number at th e end ori lv for your reference. I don't intend to include 


that with my final version nor that these came from| 
Thanks so much for all your help. 


(that is for my reference purposes only.) 


b2 

b6 

b7C 

b/E 



6/7/2005 



Message 


Page 2 of 2 


PFTTT V F n FROP h -R ? F RI '"h^T'iifi p ation Guide G-3. dated 1/97. Foreign Counletlotetimen ee l i i utfst iqafi ons 

DECLA SSIFICATION EXEMPTimU - ''' 

SECHb i/70ffCOFOTOFORN 


6/7/2005 



* Message 


Page 1 of 1 



RECORD 315Nj 


b2 

b7E 



b6 

b7C 



6/7/2005 






(Rev. 01-31-2003) 



CA# 05-CV-0845 


FEDERAL. BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: Investigative Lciw Unit 
Counterterrorism 


Date ; 


04/30/2004 


Attn: 


b2 

b7E 


SSA 

ITOS I, Conus 4, Tm lb 


b7C 


From: 


Squad. 

Contact 


1 


SSA 


Approved By: 
Drafted By: 
Case ID #: (U) 

Title: (U) 


66F-HQ-C1364260 

US PATRIOT ACT 
SUNSET PROVISIONS 


aem 

( Pending) 


b2 

b6 

b7C 


b2 

b7E 


the 


Synopsis: (U) Provide detailed "Tear Line" summary of 

example of the benefits of information sharing, through 
PATRIOT ACT, regardi.ng parallel criminal and intelligence cases 
on one subject. 



Reference : 


(U) 

(U) 

(U) 


2 9E; 


rn 

6 


□ 


b2 

b7E 


h6402i 


Administrative: (U) E-mail from ITOS 1, dated 04/30/04. 

Details: (U) Above reference Serial requested offices to provide 

the Investigative Law Unit (ILU), OGC , with "statistics, good 
examples or anecdot€:s . . . summarizing the benefit s the office has 
received from the (PATRIOT A CT) provisi ons 


complied with this I'equest. 
by ILU to provide more details on the example 
regarding informatic>n sharing. 


was re cently re-c ontacted 


provided 


b2 


>:uj 


As requested by ILU, 


is providing ILU 


with a summary of the parallel criminal and intelligence 



b7E 






To: ?? From; 

Re: (U) 66F-HQ-C1264260, 




04/30/2004 


b2 

b7E 



providing both a detailed classi fied summar y, followed by a ° 

"Tear-Line" summary, approved by and ITOS 1, for the b 7 E 

use of ILU. 





(U) Outlined below, is an unclassified "Tear Line" 
summary for the use of ILU. bi 


b2 

b6 

b7C 

b7D 

b7E 

Unclassified 








To: ?? From: | | 

Re: (U) 66F-HQ-C1S64260 , 04/30/2004 


b2 

b7E 


~| v;as identified by a reliable 
among a group of Islamic extremists residing in 


asset as. 

the US. 'The Subject was an outspoken supporter of Osama Bin 
Laden and a self-proclaimed admirer of the September 11th 
terrorists. Early i.nau iries into the Subject's background 
disclosed the fact that [ 


b2 

b6 

b7C 

b7E 



As noted above, the subject v/as initially identified as 
a terrorist subject through asset reporting. Upon receipt of 
this asset information regarding his financial activities, a 
separate criminal investigation vjas opened. During the criminal 
investigation, asset reporting was continually passed to the 
criminal investigators to provide investigative lead information 
and important backg:round and behavioral assessment information. 
Additionally, timely asset information also assisted in the 
successful planning and execution of Subject's arrest, after it 


4 






Re: (U) 66F-HQ-C1364260, 04/30/2004 b7E 


was determined that Subject was planning on leaving the country 
on short notice. 


Tear Line 


Set Lead 1; (Info) 

, COUNTERTEF.RORI SM 

AT WASHINGTON , D . C . 


5 



s 


b2 


To : 
Re: 


? ? 

(U) 


From; | | 

66F-HQ-Ci::.642bU, 


04 / 30/2004 


b7E 


(U) For information. 


Set Lead 2: (Info) 


GFMERAL COUNSEL 

AT WASHINGTON, DC 
(U) For information. 



6 



^Message 


Page 1 of 1 




Sent: Tuesday, May 1 1 , 2004 5:23 PM b7C CA# 05-CV-0845 

To: (Div09) (FBI) 

Subject: Sunset Provisions 


RECORD 66F-HQ-C1 364260 ^ 

I- Attached are the two documents ! provided to 0PA | i The 1st document is the summary of 

the field survey that I'm currently putting together. I did leave in the classified portions for you. The 2nd 
document was a brief summary we provided to DOJ in March, 

The consistent comment from the field was that the information sharing provisions (203 and 218) were the most 
important provisions in the Patriot Act. As you know, they have significantly altered the way we conduct business 
on a daily basis. This was a consistent point made in the field responses. They pointed to the joint task forces, 
better communications with other agencies, better working relationships across the board because they are no 
longer stifled by fear that they may inadvertantly share information incorrectly, better use of resources, etc. 

While we know that 218 opened the door for more communications from the intell to the criminal side, does NSLB 
have any opinion on what effect the expiration of 218 would have on the FISC court opinion? Would this 
essentially then rebuild the wall? 


If I can help, please fee! free to contact me. 



6/7/2005 




* -Message 3E)E^;Er 


Page 1 of 2 


OGC) (FBI) 


CA# 05-CV-0845 


From; 

Sent: 

To: 

Cc: 


(Div09) (FBI) 


Tuesday, May 18, 2004 3:08 PM 
bivOO) (FBI) 


b6 

b7C 


kDivOO) (FBI) 

(Div09) (FBI); BOWMAN, MAHiQN h. (Uiv09) (FBI) 


(Div09) (FBI) 


Subject: RE: Statistics re USA PATRIOT Act provisions 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


AT,T, TNFOPMATTOM nONTATMFD 
HEREIN IS UNCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 


SE 


9^T 


DATE: 01-03-2006 
CLASSIFIED BY 65179 dmh/baw 
REA.SON; 1.4 (C) 

DECLASSIFY ON: 01-03-2031 


05-CV-0845 


b6 


[please be advised that the use of 215 mentioned below just refers to a field office having submitted 

requests. As of last week, we still had not received a business record order. There was a possibility that one 
went through this past Friday to the FISC, and we are still waiting to hear from OIPR as whether this in fact 
happened. We'll let you know no later than, tomorrow what the response is. 


□ 


O riginal Message- 

Froml 


piv09) (FBI) 


Se nt: Tuesday, May 18 , 2004 2:03 PM 

To! rPivOO'i fFBD: BOWMAN. MARION E. (Div09) (FBI); 


(Di y09) (FBI)1 

Cel 


JDivOO) (FBI) 


Div09) (FBI) 


b6 

b7C 


Subject: RE: Statistics re USA PATRIOT Act provisions 


UNCLASSIFIED 

NON-RECORD 

b6 

CZf I can provide you the reisults from the field survey that OGC conducted, however, I can also b7c 

guarantee that'these are not (jntirely accurate numbers. The field survey was voluntary, and the level of 
detail provided varied between the field offices. Furthermore, since then i have been advised that some 
HQ divisions have been utilizing various Patriot Act tools, and I did not receive any contributions from any 
HQ division on this survey, so their use is not included in any numbers that I have. 


!S) 


The field offices reported the following: 

Section 206 - RovimFISA nn-te rs [ imes 
Section 215 - Use time pdditional orders currentfy in approval process 


(S) 


bl 

b2 

b7E 


Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field 
input on this specific provision at this time. 


Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants 
executed). I believe that Finance Division maintains, compiles, and reports these statistics. They may 
have more accurate field wide: numbers. 


I hope this is helpful. 


Assistant Genera! Counsel 


SE^ET 


b6 

b7C 


6/7/2005 




Message 


sE:i^r 


Page 2 of 2 


Investigative Law Unit 

Office of the General Counsel b6 

b7C 


O riginal Message — 

From:| 


DivOO) (FBI) 
Sent: Tuesday, May 113, 2004 1:41 PM 


lfDiv091 fFED: 

|Div09) (FBI) 

1 

pivOO) (FBI) 


](Div09) (FBI); 


Cc^ 

Subject: Statistics re USA PATRIOT Act provisions 

Importance: High 


UNCLA^StflED 

NON-RgfcdBD 


In anticipation of the Director's scheduled appearance before the Senate Judiciary Committee this 
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice 
(so-called "Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for 
Tangible Things (i.e., so-called Section 215 Orders), since passage of the USA PATRIOT Act. 

I realize there are several potential complications with compiling such numbers (e.g., Delayed 
Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.). 
Nevertheless, if any of you could provide some input on this, it would be very helpful. We can 
almost guarantee the Director will be asked about the numbers when he testifies. 


Is DOJ compiling numt)ers? Is there anyone at OLP or OIPR who may know? 


Thanks, 



b6 

b7C 


6/7/2005 



Page 1 of 2 


^ Message 


(OGC) (FBI) 


From; 


IFBI) 


Sent: Friday, July 02, 2004 1 :57 PM 

To; 


|(OGC) (FBI) 

Subject: RE; Sunset Provisions - Roving FISA order 


b2 

b6 

b7C 

b7E 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-21-2005 BY 65179 DMH/CLS 


CA# 05-CV-0845 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


believe we used the roving FISA onj 

two separate cases , file num bers and FISA requests. 
As far as^ 


not! 


These are related cases, but 


believe the roving parti 


jso you 


can use as much of the press release information as you would like. 


b6 

b7A 

b7C 


I hope I did not confuse the matter. 


□ 


b6 

b7C 


b2 


Ori ginal Messaqe- 

From: I 


JOGC) (FBI) 


Sent: Tuesday, June 22, 2004 12:01 PM 
To^ |(l-BI) 

Subject: RE: Sunset Provisions - Roving FISA order 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b6 

b7C 

b7E 


b5 

b6 

b7A 

b7C 

b7E 


D I'm making final revisions to my summary of examples where we used the various Sunset provisions 
found in the Patriot Act. As you may recall, you had responded that the! 


JNow that there ha s been a~ 


1 1 

1 1 assume 

that it is |lis 

e with the specifics of this case that make it 

classified. Am 1 correct? 



Thanks for your input, -| 

l(>l 1 b2 . b6. 

b7C 

Original Message- 



From: 

(FBI) 

b2 

Sent: Monday, May 0. 

2004 1:20 PM 

b6 

To:| 

|(Div09) (FBI) 

Subject: RE: Sunset Provisions - Roving FISA order 

b7C 

SENSITIVE BUT UNCLASSIFIED 

b"E 


NON-RECORD 


Fli the case i was referring to was thr 



case and 

the SDin-oft cases aaainst| B15NI 

[71500 and I 

t315Nj \- 

M501. The 


□ 


b2 

b6 

b7A 


technique used was I teli^ 

I I These cases are still pending and are 

highly classified due to the FISA and other techniques being used. 

b7E 


b6 


6/7/2005 


b7C 






'5- Message 


Page 2 of 2 


Or iginal Message 

From: l r Div09) (FBI) 

Se nt; Friday, April 30, 2004 12:07 PM 
To: I l (FBI) 

Subject: FW: Sunset Provisions - Roving FISA order 

SENSITIVE BUT UNCLA SSIFI ED 
NON-RECORD 


b2 

b6 

b7C 

b7E 


Or iginal Message- 

From:[_ 


Se nt: Friday. April 30. 2004 12:03 PM 

Toj |fBI) 


JD!v09) (FBI) 


Subject: Sunset Provisions - Roving FISA order 


b2 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I j - Thanks for your response io our call to the field for examples using the s unset 

provision s. I'm compiling the results for the GO. In your EC, you noted tha t the j 
RA JTTF ( Can I get more 

info on this use? it seems like a good case to include as an example. Also let me know how 
you want it classified. You noted it was still an ongoing case, so should we classify it? or just 
label it law enforcement sensitive? 


b2 


b6 


b7A 


b7C 


b7S 


Thanks. 


b6 


b7C 

SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIE D 


SENSITIVE BUT UNCLASSIFIED 


6/7/2005 



DAT 2 0 0 5 

CLASSI^^^^^®5179 DMH/CLS 
RE A.S ON;/'iNs^(C ) 

DECLASSIFY ON; 09-26-2030 

CA# 05-CV-0845 


Page 1 of 


(OGC) (FBI) 


(OGC) (FBI) 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


From: 

Sent: Tuesday, July 06, 2004 11:28 AM 

To: I [ CTD) (FBI) 

Subject: Additional case information - Patriot Act Examples 


b6 

b7C 


iiCRg?TORgeffSO£DRN 
RECORD 66F-HQ-C1 364260 


be 

b7C 


In finalizing my summary of Patriot Act examples, I've come across some great cases out of| [however, I 

need some additional information in order to make the connection to how the Patriot Act provisions were indeed 
helpful. Is there someone in your office that might be familiar with these cases that I could speak to briefly? 


b2 

b7E 


bl 

S) 

b6 

b7A 

b7C 


Assistant (Jeneral Counsel 
Investigative Law Unit 
Office of the General Counsel 



b7E 

b2 

b6 

b7C 


The cases are as follows: 


Thank you. 


SE 


Me 




6/7/2005 





. Message 


Page 1 of 1 


ALL INFORMATION CONTA.INED 

HEREIN IS UNCLASSIFIED 

DATE 09-26-2005 BY 65179 UMH/CLS 


(OGC) (FBI) 


CA# 05-CV-0845 


From: 

Sent: 

To: 

Cc: 



Subject: Case examples for Sunset Provisions of the Patriot Act 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


1 - As per our conversation earlier today, attached please find a WP document which lists many cases 
the field offices provided to me as e>amples of our use of the Patriot Act. t have organized this list based upon 
the section of the Act that was utilized. For most of these cases, I have very limited information regarding the 
case, so the case summaries you mentioned would be very helpful. Where I had additional information, I included 
a brief statement that may assist CTD in determining how the Patriot Act was useful to that case. I hope this is 
helpful to CTD as they collect examples. 

If I can be of further assistance, please feel free to contact me or the National Security Law Branch. 


1 1 

Assistant General Counsel 

b2 

Investigative Law Unit 

b6 

Office of the General Counsel 



b7C 


SENSITIVE BUT UNCLASSIFIED 


b6 

b7C 


6/7/2005 




Message 


From: | |OGC) (FB!) 

Sent: Tuesday, July 06, 2004 ;i:49 PM 

To: I | OGiC) (FBI); | | (OGC) (FBI) 

Subject; Synopsis of Field Response for use of Patriot Act Sunset Provisions 


Page 1 of 1 


DECLASSIFIED BY 65179 DMH/CLS 
ON 09 2 5- 2 DOS 


;OGC) (FBI) 


CA# 05-CV-0845 


RECORD 66F-HQ-C1 364260 


|- Attached is my draft synopsis of the field response to our survey this spring on the use of the 

sunset provisions to the Patriot Act. As you will see, it includes a brief paragraph describing the provision, 
general comments from the field anc the number of tim.es the field reported using a provision, along with more 
specific examples. 

I plan to do my final review of this document on Friday morning, however, wanted to provide you an opportunity to 
review it over the next several days if you desire. I plan to seek OGC approval to release this document to CAO 
on Friday so that they may respond to the DCI's request for examples. 

If you have any questions, I'll be happy to ansv\/er them on Friday. 



6/7/2005 





Message 


Page 1 of 6 


From: 

Sent: 

To: 

Cc: 


DECLASSIFIED BY 65179 DMH/CLS 
OM 09 26-2005 

CA# 05-CV-0845 


fOGC) (FBI) 


CTD) (FBI 


Friday. July 09, 200 4 1 :39 PM 

loCAi (FBh: BOW MAN. MARI ON E. fOGC) (FBI): 
(OGC) (FB nr t OGC) (FBi):| 


(CD) (FBI) 


] (OGC) (FBI 


VAN 

(FBI) 


pUYN DONALD N. fCTD \ (FBI); 


J(OCA) (FBI); 




Hi); KtL 
J(OGC) 


rOCA) (FBI) 

KtLLbV. HA I HICK W. (OG OJ (FBI); 


(FBI) 


Subject: RE; Tasking from DCI - f^enewed Request for PATRIOT Act Examples 


RECORD 66F-HQ-A1413614-G 

I 1 


b6 

b7C 


b6 

b7C 


IpCA) 


b6 

b7C 


Attached are the case write ups from CTD (ITOS i) that 


we discussed previcusiy. 


bo 

b7C 


Or iginal 

From:! 


Messaqe- 


(OCA) (FBI) 
Sent: Friday, July 09, 2004 1:04 PM 
To: BOWMA N. MARION E. (OGG (FBI); 


(OGC)(FBI);| |(OGC)(FBI); 

(FBI) 

Cc: V AN PUYN, DONALD N. (C TD) (FBI); 
(FBI);| 

(FBI); 


loGC) (FBI)i 


(CTD) (FBI) 




loCA) (FBI);r 


JOCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI); 

I ^GC) (FBI) • 

Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples 


loCA) 

□(OCA) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


I agree that we should not try to meet during Director Tenet's visit.. Will 1 
me know via email. 


:00 work for others? Please let 


Thanks, 


b6 

b7C 


Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 
Se nt: Friday, July 09, 2 004 11:04 AM 


To:| ^ 

(OGC) (FBI);L 


OCA) (FBI); 

l OGC) (FBI); 


(CD) (FBI) 

Cc: VAN DUYN, DONALD N, (CTD) (FBI); 
(OCA) ( FBI): 


TdGC) (FBI)l 


CTD) (FBI); 


b6 

b7C 


(OCA) (FBI)[ 


OCA)^TFHUt; 


lOCA ) (FBI); KELLEY, PATRICK W. (OGC) (FBI);[ 
\OGC) (FBI) 


Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples 


6/7/2005 





' Message 


Page 2 of 6 


UNCLASSIFIED 

NON-RECORD 


This turns out to be a bad time as Director 
perhaps we couid make it 1 1 00? 


Tenet is being presented with an award at that time - 


Or lQinai Mes.saae- 

From:| 


JOCA) (FBI) 


r; initrsnav iniv n.s yung- p|v| 

To: OGC) (FBI) 

. nnrwFRTvl 

OGC) (FBI); 1 

[CTD)(FBI);| ^ 

l(CD) (FBI) 

Cc: VAN (3UYN, DONALD N. (CTD) (FBlJ 

(OCA 

TTFBTTil 

1 lOCA) (FBI); BOWMAN, MARION E. (OGC) (FBI);| 

bCAUFBljT 

KELLEY, PATRICK W. (OGC) (FBI); 

loCA) (Fbl);| 



(OGC) (FBI) 

Subject: RE; Tasking from DCI - Renewed Request for PATRIOT Act Examples 

Importance: High 


UN CLASSIFIE D 

NON-RECORD 


The Community Management staff has inquired about our progress in collecting examples of 
the FBI’s utilizat on of the USA PATRiOT Ac! provisions that are due to sunset. 


I am aware that ILU is preparing a report on the topic 
tomorrow, I am also aware that CTD has solicited so 


that should be largely completed by 
me additional examples from field 


offices, with a drjadiine of COi3 


tomorrow. I'm unsu 


re whether NSLU has been able to gather 


any further examples, particularly FlSA-related examples. Have 
the EOUSA canvass proven helpful in tracking down any related 


the materials I provided from 
FBI examples? 


Please try to collect your best examples for inclusion in the classified report being prepared 
by the Community Management staff as soon as possible. 


Also, please adx'ise whether you would be available to meet with the Community 
Management reps next Tu e sday. July 13 at 1 0 :00 am, to discuss the examples gathered so 
far, and to agree; upon a deadline for the completion of this tasking. 


Thank you for your continued assistance on this matter, 


] 


nr.A 


Or iginal iMessage- 

From: 


b2 

b€ 

b7C 


(OCA) (FBI) 

Se nt: Thursday, lulv 01 . ?00ri_ 9:?9 AM 

To:| 


JOGC) (FBI); 


OGO fFBO: 


(CTD) (FBI) 


(CD) (FBI) ^ 

Cc: VAN DU YN. DONALD N. (CTD) (FBI); j 

^ OCAl (FBI); BOWMAN, MARION E. fOGG fFBOl 


fOGO fFBTV. 


loCA) fFBD;l I 


(OCA) (FBI); KELLEY PATRICK W. (OGC) (FBI);; 
(OGC) (FBI) 


(OCA) (FBI); 


Subject; RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples 

Importance: High 


b6 

b7C 


b6 

b7C 
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UNCLASSIFIED 

NON- RE CORD 


Today's meeting has been postponed to allow us more time to firm up the FBI's 
examples. The meeting wi-il be rescheduled for next week, in the meantime, please 
continue to review the materials previously provided, and contact the necesary 
personnel within your respective divisions, 'units to solicit additional examples of the 
FBI's utilization of the USA P.ATRIOT Act. 


Thank you, 


OCA 


b2 

b6 

b7C 


Or iginal Messaqe- 

Fram: 


OCA) (FBI) 


Se nt: Tuesday, June 29, 2004 8 :37 AM 
To:| | : OGC) (FBI);! 


JCD) (FBI 


J(CGC)(FBI);[ 


CTD) (FBI); 


1060 (FB I): 


b7C 


Cc: VAN DUYN, DONALD N. (CTD) (FBI); 


JOCA) (FBI); BOWMAN MAkiUM b. jUOL WFBIT 


lOCA) (FBI): 


l(OCA) (FBI); KELLEY, PATRICK W. (OGC).(FBI); 


(OCA) (FBI) 

Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples 
Importance: High 


U NCL ASSIFIED 

NON-RECORD 


Due to today's planned evacuation drill, the meets 
postponed untij Thursday at 11;00 arn. 


no with 


[reps has been 


b2 


P!<}ase advise if you will be abie to attend. 


Thank vou. 



b2 

b6 


b7C 


Ori ginal Messaqe-- 

From: l 

Se nt: Friday, June 25, 

To:[ 


□;OCA) (FBI) 
2004 .11:10 AM 
UCTD) fF RIT 


r](OGcT tfbtt: 


1 


(OGC) (FBI)J 

(OGC) (FBI);| |(CD) (FBD 

Cc; VAN DUYN, DONALD N. (CTD) fFBTT l ~b CA1 

(FBIT I I'OCA l (FBI); BOWMAN, MARION E. (OGC) 

(FBTT j ^^ fOCAt (F BI); KELLEY, PATRIC K W. (OGC) 


(FBI);[ 


(CTD) (FBI); I 


](OCA) (FBI) 


Subject; Tasking from DCI 
Examples 

Importance: High 


Renewed Request for PATRIOT Act 


b6 

b7C 


6/7/2005 
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UNCLASS IFIED 

NON-RECORD 


Your assistance is needed on the following tasking: 

In letters dated March 23, April 28, and June 14, 2004, Sen. Dianne 
Feinstein has requested the Attorney General (AG) and the Director of 
Central intelligence (DCi) to undertake a comprehensive review of the 
implementation of the USA PATRIOT Act, Sen. Feinstein's most recent 
letter, which includes her earlier letters as enclosures, is attached (see 
email from ExecSec). 

Sen. Feinstein's letters coincide with DOJ's own efforts to compile 
examples of PATRIOT Act successes for congressional testimony, 
required reports, and related purposes. As most of you know, the FBI 
has frequently been tasked with collecting such examples. 

In an effort to respond to Sen. Feinstein and to create a comprehensive 
report on the PATRIOT Act that can be used for different purposes, the 
AG and DCI agreed to the following division of labor: DOJ agreed to 
prepare a section-by-seciion legal analysis of the Act and an unclassified 
report on the Act's implementation. Meanwhile, the DCI (through the 
Legal Counsel for the Deputy DCI for Community Management) agreed 
to draft a classified report containing examples of different PATRIOT Act 
provisions, particularly the sixteen provisions due to expire in 2005. 

Drafts of DOJ's section-by-section analysis and the unclassified report 
are attached. Both of these are in draft form, so they should not 
be distributed as finished products. Nevertheless, I'm told that both are 
dose to completion. 

Earlier this week, the FBI was tasked with providing input for the 
classified report on the sixteen provisions due to sunset. Specifically, 
we have been asked to compile ten to fifteen "examples that reflect the 
FBI's use of these provisions and how they have enhanced the 
accomiplishment of the FBI's mission." 

I had hoped that we might already have sufficient examples from prior 
taskings to satisfy this request, but it appears that we may have 
purposely avoided compiling classified examples, and many of our 
unclassified examples have apparently been included in DOJ's draft 
report. Accordingly, I am seeking your assistance in compiling additional 
PATRIOT Act examples. 

There is some good news here: In the process of preparing the 
attached unclassified report, DOJ canvassed all of the US Attorneys 
across the country for examples. While most provided unclassified 
examples, many also provided classified examples. I met with Matthew 
Berry in DOJ's Office of Legal Policy and obtained copies of these 
classified examples. This morning, I will deliver copies of this material, 
as well as the tasking from the DCI and related materials prepared by the 
FBI in March, to each of the recipients in the "to" line above. 

My preliminary review of the classified msateriais supplied by US 
Attorneys suggests we will need to do some follow-up to come up with 
good examples. Presumably, however, most of the examples are 
derived from FBI cases, so we should have a good head start. 

Ideally, the DCI would like to receive our examples by next Friday, July 


6/7/2005 
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b6 

b7C 


2004. [ 


and FBI Detailed 


are coordinating this effort for the Intelligence Community (1C). They 
would like to meet with us next Tuesday, June 29; 2004 to talk about the 
project. I'm hoping that, by Tuesday morning, v^je can review the 
materials from DOJ and reexamine any PATRIOT Act examples 
compil ed in res po nse tn n revioiis taskings, so they we can 
provid^ land with a realistic estimate of the examples already 
collected, and the time needed to put them into final form. It is my hope 
that we may have enough raw material to develop the requested 
examples, but I will need your input in making this assessment and 
collecting any additional facts. 


Please respond by email or phone regarding your availability for a 
meeting on Tuesday morning, June 29, at 10:00 am (here at FBIHQ) to 
discuss this matter further with our colleagues from the 1C. (Those 
copied on this email are also welcome to attend.) 


Thank you very much, 


Offi ce of Cong ressional Affairs 

ext. | T b6 

b7C 


UNCLASSIFJED 


UT [CLASSIFIED 


UNCLASSIFIE D 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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Subject: FW: 

Follow Up Flag: Follow up 
Flag Status: Flagged 



ET 


b2 






;■ 09-26-200^^^ 


b7C 

CLAS! 


DMH/CLS 

REASC 



b7E 

deci5 


;-2030 

CA# 

05-CV-0845 



DATE: 12-07-2005 
CLASSIFIED BY 65179 
REASON; 1.4 (C) 

DECLASSIFY ON: 12-07-2030 


DHM LP GHtC 


' RECORDl 


b2 , b7A, b7E 


AT, I. TNFORMATTDM CONTATNED 
HEREIN IS UNCIA.SSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


heard back from. 

FISA trap & pen section of 


the Cc 


se Ag ent, 
^ 03 /- 


M0 S p 

9/2004 


vided the file number of tf 
C re the use of PATRIOT 


le three cases alluded to in the 
Act authoritiss. 


O riginal Messaae- 

Fromj 
Senli 
To: 

SuDj^crr 


Friday. July 097 


;fbi) 


7004 3:47 PM 
(FBi) 


, b6, b7C, b7E 


b2 , b6, b7C, b7E 


bl 


b2 

b7A 


b2 

b6 

b7C 

b7E 


RECORD[ 


b2 , b7A, b7E 


b7E 


DE RIVED FROMrO^TFB T 
DECLASSIFICATION EXE 
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(U) Background Iiifoiinalion : 


b7E 


X 



bl 

b2 

b6 

b7A 

b7C 

b7E 


Section 203 - Informarion Sharing ; 


(U) The 


has been utilizing Federal Grand Jury Subpoenas to 


obtain financial records, teh^phone records, Internet usage and liaison with local law 


enforcement intelligence branches. 


b2 

b7E 


( 

SEC)^^Er 


SEC WyOli CON7N OFORN 




Message 


Page 1 of 1 


4 


(OGC) (FB!) 


From: (OGC) (FBI 

Sent: Tuesday, July 13, 2004 7:03 PM 

To: |(OGC) (FB!) 


Subject: Sunset Examples 


l ieC^E^/QRCON ,N O FO R N 
RECORD 66F-HQ-C1 364260 


DECLASSIFIED BY 65179 DMH/CLS 
OH 09 26 2005 


hS 

hlC 


I- Attached is my final version of the sunset examples. I've incorporated some of the CTD examples. 

I NSLB) should be in touch with you tomorrov^' with additional information on the remainder of the 
CTD examples. (The SA she needed to speak with was out of the office today.) \Ne found that some of the case 
examples provided by CTD did not in fact rely upon any of the sunset provisions at all, so they fell out of the 
analysis, (not unexpectedly) 


You will also see that I added two pcragraphs addressing the 


;ase as 1 mentioned. 1 do think this 


bolsters the argument that we need vo ensure that 209 does not sunset, especially since we do not have many 
examples of using this provision. 


I also added a comouter tre spasse r exception example that involves a hack into the 


sys tems 
the 


pomputer 
heck with 

po ensure that they will not be upset if this is usea. I told him that we vi/ill assume my current 


]is my source for almost ail the 21 7 examples). | j v^as going to 


summary is OK unless he contacts you tomorrow. 


I think this should be sufficient. Ho vveyer 

either at home or via my cell phone 

still hanging on by then. 




free to contact me if you need anything further. You can reach me 
[over [he next two days. I plan to be here on Friday if this is 


Thanks -- 


b6 

b7C 


DfcHIVCD rnOPiT G-3 FRI Classification Guide G-3. dated 1/97, Foreiqn rnuntcrlntrllin^ni i liii i htinntinnY 
DECLASSIFICATION EXEM Pt IonI E II=- — 

- SECRETW ORC aNTJOFO^ ' 


b2 

b6 

b7A 

b7C 
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Message 


S^I^T 

l(OGC) (FBI) 


From; 


Sent: Wednesday, July 14. 2004 1:05 PM 


|(OGC) (FBI)j 

](C)GC) (FBI) 


Subject: Sunset Provisions 


Pace 1 of 1 


DATP>v 40 ~ 2 

CLASS 65179 DMH/CLS 

Dfr^L^EIEY ON?^'1 l5^^S4;^03 0 
CA# 05-CV-0845 


ALT, TfJpORMATTON COKtTATNEn 
HEREIN IS UNCLASSIFIED E:-’CEPT 
WHERE SHOWN OTHERWISE 


(OGC) (FBI) 


DATE: 12-07-2005 

CLASSIFIED BY 65179 DHM LP CWC 

REASON: 1. 4 (C) 

DECLASSIFY ON; 12-07-2030 


RECORD xxxx 


reviewed the summaries for the foliowina cases: 



I added information to each one of tfiese sum maries fmost often at th e e nd) to refle ct why the provision was 
important to the investigation. With respect lo | ^ SA | believes that this summary 

should be del eted as it does no im p icale any PA l RIOl Ac* oi pvisions. I have also noted within the document 
two instances and in which SSA relieved that the summaries actually 

refer to other provisions, vve nave marked those and noted the more-applicable provisions. 

If you have any questions, please let me know. Thanks. 


DERIVED FR 
DECLASSIFI 
SECBgr^ 


LEMPTION 1 


SEcetr 
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Message 


;S179 DMH/CLS 


LASEIFY ON; 


(OGC) (FBI) 


S|»^ET 


From: | |OCiC) (FBI) 

Sent: Thursday, July 15, 2004 12:47 PM b7C 

To: I | OGC) (FBI) 

Subject: RE: Patriot Act Sunset Provisions: Summary of Fieki Survey 


SECRET//OR CO N,N O F_OR N 
RECORD 66F-HQ-C13G 426Q 


DATE; 12-07-2005 

CLASSIFIED BY 65179 DHM LP CWC 

REASON: 1. 4 (C) 

DECLASSIFY ON; 12-07-2030 


I Met wit j p nc and vvg Hnaiiy nailed down whfch of the CTD examples should 

be included and which should not. I've listea them beiow-but i do not know for sure whether you have already 
included them (since you deleted names, etc, 1 arn not sure in m any casesf so . please review and if you have not 

included them, lo tT fold i hem in and we are then ready to send to Send to me first and I will comment 

as I pass them i d I 


Section 201 -■ nothing \ j was a i3ust) 


Section 203: 



Section 20 6 - Roving FISA - nothing more than you aready have - the I base is out because they never got 


Section 214 


Section 218 


Section 220 


:hink you already nave this one in) 


.s our because they got 
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S^ET 

b6 


b7A 


Or iginal Message 

From: | | OGC) (FBI) 

Se nt; Friday, July 09, 20 04 4:34 PM 
To i I fOGC) (FBI) 

Subject: Patriot Act Sunset Provisions: Summary of Field Survey 


b7C 

bS 

b7C 


' Message 


&ge ffET//ORCON.NOFORN 
RECORD 66 F-HQ -_Q 1 3 64 260 

I - Attached is the draft summary of the field survey we conducted seeking input on the sunset 
provisions. As you are aware, I am continuino to update this with additional examples provided by CTD. 

I b7C 


Please feel free to contact me if you have any additional questions. 
Thanks - 




SE 
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Page 258 ~ bb b2. b6, b7A, b7C, b7D, b7E 

Page 259 — bb b2. b6, b7A, b7C, b7E>, b7E 

Page 260 ~bl, b2, b5. b6, b77b b7C, b7E>. b7E 

Page 261 ~ bl. b2. b6, b7C, b7D, b7E 

Page 262 ~ bl. b2. bd, b7A, b7C. b7D. b7E 

Page 263 ~bl, b2. b6. b7A, b7C. b7D, b7E 

Page 264 ~ bb b2. bd, b7A, b7C, b7D, b7E 

Page 265 ~ bl. b2. bd, b7A, b7C, b7D, b7E 

Page 266 ~ bl. b2, b6. b7A, b7C, b7I>, b7E 

Page 267 ~ bl. b2. bd. b7C, b7D, b7E 

Page 268 ~ bl. b2. bd. b7C. b7D. b7E 

Page 269 ~ bl, b2. b6. b7C.. b7D, b7E 

Page 270 — bl. b2. bd, b7A, b7C, b7E 

Page 271 ~ bl. b2. bd, b7A, b7C. b7E 

Page 272 ~bl. b2. b6, b7A, bTC, b7E 

Page 273 ~ bl. b2. bd, b7A, b7C. b7D, b7E 

Page 274 ~ bl. b2. bd, b7A, b7C, b7E>, b7E 

Page 275 ~bl, b2. b6. b7A, b7C„ b7E 

Page 276 ~ bl. b2, bd, b7A, b7C, b7D. b7E 

Page 277 ~ bl. b2. bd, b7A, b7C, b7D. b7E 
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Patriot Act Overview 


I. Substantive Criminal Offense: 


CA # 05-CV-0845 


A. Deterrence and Prevention of Cyberterrorism. 18 U.S.C. § 1030, Computer Fraud and Abuse Act, 

1 . makes explicit that a hacker need only intend damage, not a particular type of consequence or degree of 
damage; 

2. adds a new offense for damaging computers used for national security or criminal justice (a)(5)(B); 

3. makes explicit that the definition of “protected computer” includes computers in foreign countries so 
long as there is an effect on U.S. interstate or foreign commerce--so foreigner hacking through a U.S. 
computer violates 1030—allows US to assist in international hacker investigation or gives US option of 
prosecuting such criminals int he U.S. ; 

4. allows losses to several computers from a hacker’s course of conduct to be aggregated for purposes of 
meeting the $5,000 jurisdictional threshold under (a)(5)(B). 

5. Adds definition of “loss” as including “any reasonable cost to any victim...” 

6. increases penalties for hackers who damage protected computers (from a maximum of 10 years for 
first offenders & a maximum of 20 years for repeat offenders) also eliminated mandator\' minimum, 

7. counts state convictions as “prior offenses” for purpose of recidivist sentencing enhancements 


II. Investigative Tools: Most provisions will sunset December 31, 2005. 

A. Predicate Offenses: Amends 18 U.S.C. § 25 16(1): adding felony violations of 18 U.S.C. § 1030 to the list of 
predicate offenses,* authorizing wiretap order to intercept wire communications (those involving the human 
voice). Also adds Terrorism offenses as predicate offenses. 

B. Obtaining Voice-mail and Other Stored Voice Communications: stored wire communications are covered 
under the same rules as stored electronic communications. Thus, law enforcement can now obtain such 
communications using the procedures set out in section 2703 (such as a search warrant), rather than those in 
the wiretap statute (such as a wiretap order). 

C. Scope of Subpoenas for Electronic Evidence: expands list of “basic subscriber” records that law 
enforcement authorities may obtain with a subpoena. The new subsection 2703(c)(2) includes “records of 
session times and durations,” as well as “any temporarily assigned network address.” In the Internet context, 
such records include the Internet Protocol (IP) address assigned by the provider to the customer or subscriber 
for a particular session, as well as the remote IP address from which a customer connects to the provider. 
Moreover, the amendments clarify that investigators may use a subpoena to obtain the “means and source of 
payment” that a customer uses to pay for his or her account with a communications provider, “including any 
credit card or bank account number. 

D. Emergency Disclosures by Communications Providers: 

1 . amends subsection 2702(b)(6) to permit, but not require, a service provider to disclose to law 

enforcement either content or non-content customer records in ernergencies involving an immediate 
risk of death or serious physical injury to any person. This voluntary disclosure, however, does not 


^ This amendment does not affect applications to intercept electronic communications in hacking 
investigations. As before, investigators may base an application to intercept electronic communications on any federal 
felony criminal violation. 1 8 U.S.C. § 25 16(3). 
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create an affirmative obligation to review customer communications in search of such imminent 
dangers. 

clarifies that service providers do have the statutory authority to disclose non-content records to 
protect their rights and property, (subsection 2702(c)(3)). 

E. Intercepting the Communications of Computer Trespassers 

1 . allows victims of computer attacks; to authorize persons “acting under color of law” to intercept the 
communications of a computer trespasser transmitted to, through, or from a protected computer.^ 

Both criminal and intelligence investigations qualify, but the authority to intercept ceases at the 
conclusion of the investigation. 

2. Four requirements must be met before monitoring can occur: 

a. the owner or operator of the protected computer must authorize the interception of the 
trespasser’s communications. 

b. the person who intercepts the communication must be lawfully engaged in an ongoing 
investigation. 

c. the person acting under color of law must have reasonable grounds to believe that the contents 
of the communication to be intercepted will be relevant to the ongoing investigation, 

d. investigators are permitted to intercept only the communications sent or received by 
trespassers. Thus, this section would only apply where the configuration of the computer 
system allows the interception of communications to and from the trespasser, and not the 
interception of non-consenting users authorized to use the computer. 

3. Anticipate further DOJ/FBI guidance on procedures to document “consent” 

F. Nationwide Search Warrants for Stored Communications: 

1 . allows investigators to use section 2703(a) warrants to compel records outside of the district in which 
the court is located, just as they use federal grand jury subpoenas and orders under section 2703(d). 

2. This change enables courts with jurisdiction over investigations to compel evidence directly, without 
requiring the intervention of agents, prosecutors, and judges in the districts where major ISPs are 
located. 

G. Authority for Delaying Notice of the Execution of a Warrant 

1. amending 18 U.S.C. § 3103a to create a uniform statutory standard authorizing courts to delay the 
provision of required notice if the court finds “reasonable cause” to believe that providing immediate 
notification of the execution of the warrant may have an adverse result as defined by 18 U.S.C. § 2705 
(including endangering the life or physical safety of an individual, flight from prosecution, evidence 
tampering, Avitness intimidation, or otherwise seriously jeopardizing an investigation or unduly 
delaying a trial). The section provides for the giving of notice within a “reasonable period” of a 
warrant’s execution, which period can be further extended by a court for good cause. 

2. the Department may be providing additional guidance with respect to the use of this delayed notice 
provision. The Department expects that delayed notice will continue to be an infi-equent exception to 
the general rule that notice of the execution of a warrant will be provided promptly. 

H. Clarifying the Scope of the Cable Act: amends title 47, section 55 1(c)(2)(D), to clarify that ECPA, the 
wiretap statute, and the trap and trace statute govern disclosures by cable companies that relate to the provision 
of communication services - such as telephone and Internet services. The amendment preserves, however, the 
Cable Act’s primacy with respect to records revealing what ordinary^ cable television programing a customer 
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“computer trespasser” is defined to include any person who accesses a protected computer (as 

defined in section 1030 of title 18) without authorization. In addition, the definition explicitly excludes any 

person “knovm by the owner or operator of the protected computer to have an existing contractual 

relationship with the owner or operator for access to all or part of the computer.” 18 U.S.C. § 25 10(21). 



J. 


National Security: all provisions below will sunset in December 2005 


1. Foreign Intelligence Information : amends 50 U.S.C. 1804(a)(7)(B) and 1823(a)(7)(B) to permit FISA 
surveillance and search requests if they are for a “significant” intelligent gathering purpose, rather than 
“the” purpose. Suggests a recognition that parallel intelligence and criminal investigations may occur 
on the same target. 

2. Roving Surveillance : expands FISA court orders to allow “roving” surveillance similar to Title III. 

3. Duration of FISA surveillance: for electronic surveillance, the initial period authorized for 1 20 days 
(from 90 days) and extensions from 90 days to one year. For physical searches, the initial period 
authorized for 90 days (firom 45). 

4. Pen Register and Trap and Trade Authority under FISA : allows order based only on certification that 
the information obtained would be relevant to an on-going intelligence investigation when it is for the 
protection against international terrorism or clandestine intelligence activities, provided that 
investigations of U.S. persons is not based solely on First Amendment activities. 

5. Access to Records and Other Items under FISA : Requires a FISA court order to obtain business 
records; allows any FBI designee no lower than Assistant Special Agent in Charge to apply to FISA 
court for ex parte order; limits the use of this authority to investigations to protect against international 
terrorism or clandestine intelligence activities; investigations of U.S. persons may not be based solely 
on First Amendment activities. 

III. Information Sharing and Other Provisions 

A. Authority to share criminal investigative information. 

1 . Grand Jury Information : Allows intelligence or counterintelligence or foreign intelligence information 
obtained in grand jury proceedings or otherwise as part of a criminal investigation to be shared with 
any Federal law enforcement, intelligence, protective, immigration, national defense, or national 
security official in order to assist the official receiving that information in the performance of his 
official duties. 

a. Requires 6(e) notification to court after disclosure stating the fact that such information was 
disclosed and the departments, agencies, or entities to which disclosure was made. 

2. Title III Information : Any investigative or law enforcement officer, or attorney for the Government, 
who by any means authorized by this chapter, has obtained knowledge of the contents of any wire, 
oral, or electronic communication, or evidence derived therefrom, may disclose such contents to any 
other Federal law enforcement, intelligence, protective, immigration, national defense, or national 
security official to the extent that such contents include foreign intelligence or counterintelligence (as 
defined in section 3 of theNational Security Act of 1947 (50 U.S.C. 401a)), or foreign intelligence 
information (as defined in subsection (19) of section 25 10 of this title), to assist the official who is to 
receive that information in the performance of his official duties. 

3. Foreign Intelligence Information : Notwithstanding any other provision of law, it shall be lawful for 
foreign intelligence or counterintelligence (as defined in section 3 of the National Security’ Act of 1947 
(50 U.S.C. 401a)) or foreign intelligence information obtained as part of a criminal investigation to be 
disclosed to any Federal law enforcement, intelligence, protective, immigration, national defense, or 
national security official in order to assist the official receiving that information in the performance of 
his official duties. 
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Recipient may use the information only as necessary in the conduct of that person’s official duties 
subject to any limitations on the unauthorized disclosure of such information. 


5. Attorney General must establish procedures for the disclosure of information pursuant to Title III 
and Rule (6)(e) that identifies a U.S. person. 

6. Requires the Attorney General to disclose to the CIA Director foreign intelligence acquired by the 
Justice Department in the course of a criminal investigation, except when disclosing such information 
would jeopardize an ongoing investigation. 

B. Secret Service Jurisdiction: Amends 18 U.S. C. 1030(d)(1): 

1. The United States Secret Service shall, in addition to any other agency having such authority, have the 
authority to investigate offenses under the Computer Fraud and Abuse Act. 

2. The Federal Bureau of Investigation shall have primary authority to investigate offenses under 
subsection (a)(1) for any cases involving espionage, foreign counterintelligence, information protected 
against unauthorized disclosure for reasons of national defense or foreign relations, or Restricted Data 
(as that term is defined in section 1 ly of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y)), except 
for offenses affecting the duties of the United States Secret Service pursuant to section 3056(a) of this 
title. 

3. Such authority shall be exercised in accordance with an agreement which shall be entered into by the 
Secretary of the Treasury and the Attorney General. 

C. Expansion of National Electronic Crime Task Force Initiative. 

1. Directs the Secret Service to develop a national network of electronic crime task forces, based on the 
New York Electronic Crimes Task Force model, for the purpose of preventing, detecting, and 
investigating various forms of electronic crimes, including potential terrorist attacks against critical 
infrastructure and financial payment systems. 

D. Development & Support of Cybersecurity Forensic Capabilities: Requires the Attorney General to establish 

regional computer forensic laboratories. 


December 28, 2001 
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The Honorable John D. Ashcroft 
Attorney General of the United States 
U.S. Department of Justice 
950 Pennsylvania Avenue, N.W. 

Washington, DC 20530 

Dear Attorney General Ashcroft: 

As the Chairman and Ranking Member of the House Committee on the Judiciary, it is our responsibility to conduct 
oversight of the Department of Justice’s efforts to combat terrorism, which includes implementation of the USA 
PATRIOT Act (“Act”) signed into law by President Bush on October 26, 2001 . In response to our letter of June 13, 2002, 
you provided us with information regarding the use of these new tools, which helped us to understand the complexity and 
extensive scope of the effort to implement the law. 

The Department of Justice has also been faced with significant new challenges to which it has responded using existing 
authorities as well as those contained in the Act. This letter seeks information regarding the use of preexisting authorities 
and the new authorities conferred by the Act. 

Unless otherwise indicated, please provide your responses to the Committee current through March 31, 2003. In addition, 
if any answer requires the disclosure of classified material, please provide those answers under separate cover to the 
Committee or to the House Permanent Select Committee on Intelligence (“HPSCI”) in accordance with appropriate 
security procedures. We will review those responses under appropriate procedures that HPSCI and this Committee 
establish pursuant to the rules of the House. 

To the extent that a question relates to the authority or operations of the Immigration and Naturalization Service, all of 
which have been transferred to the Department of Homeland Security (“DHS”), you may either answer the question or 
refer the questions to the appropriate official at DHS. If you refer the question to DHS, please notify us of the identity of 
the official to whom the question has been referred. 

Please respond to the following questions: 

USA PATRIOT Act 

1. Section 215 of the Act amended 50 U.S.C. § 1861 to allow the FBI Director or his designee (who must hold the 
rank of Assistant Special Agent in Charge or higher) to apply for an order from the Foreign Intelligence 
Surveillance Court for “the production of tangible things (including books, records, papers, documents, and other 
items) for an investigation to protect against international terrorism or clandestine intelligence activities . . . .” 
Such an investigation may only be conducted under guidelines approved by the Attorney General under Executive 
Order 12333 (or a successor order ). 50 U.S.C. § 1861(a)(2)(A). 

A. What guidelines has the Attorney General approved under Executive Order 12333 or a successor order for 
the conduct of such investigations? 

B. Before such an order can be sought, do the guidelines require that the FBI have already established 
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probable cause that a person under investigation is an agent of a foreign power? What is the Department’s definition of 
“probable cause” and how has it changed since September 11, 2001? 

C. Please produce all guidelines approved under Executive Order 12333 or a successor order for the conduct 
of such investigations. 

2. Such investigations also may not be conducted of a United States person solely on the basis of activities protected 
by the First Amendment to the Constitution of the United States. 50 U.S.C. § 1861(a)(2)(B). Other authorities 
under the Foreign Intelligence Surveillance Act (“FISA”) are also subject to the limitation that an investigation of 
a United States person in which those authorities are used may not be conducted solely on the basis of activities 
protested by the First Amendment to the U.S. Constitution. See, e.g.. 50 U.S.C. § 1 842 (regarding pen register and 
trap and trace orders under FISA). 

A. In seeking such orders, does the government make an explicit certification that an investigation of a United 
States person is not being conducted solely on the basis of activities protected by the First Amendment to 
the Constitution of the United States? 

B. In issuing such orders, does the court make an express finding that an investigation of a United States 
person is not being conducted solely on the basis of activities protected by the First Amendment to the 
Constitution of the United States? 

3. The Department has increased the use of “national security letters” that require businesses to turn over electronic 
records about finances, telephone calls, e-mail and other personal information. 

A. Please identify the specific authority relied on for issuing these letters. 

B. Has any litigation resulted from the issuance of these letters (i.e. challenging the propriety of legality of 
their use)? If so, please describe. 

4. Has any administrative disciplinary proceeding or civil action been initiated under section 223 of the Act for any 
unauthorized disclosure of certain intercepts? If so, please describe each case, the nature of the allegations, and the 
current status of each case. 

5. In the Administration’s 2004 Budget Request, DOJ is requesting $22 million to establish an automated cross-case 
analytical system to facilitate sharing case specific information through the agencies that belong to the Organized 
Crime Drug Enforcement Task Force Program. These include law enforcement agencies in DOJ, the Department 
of Homeland Security, and the Department of Treasury. Is this system also intended to facilitate implementation of 
the authority to share criminal investigative information with intelligence officials under Section 203 of the Act? 
Will it be used for that purpose? 

6. What has been the role of the Department in establishing standards or procedures regarding implementation of the 
authorities provided in Section 358 (Bank Secrecy Provisions and Activities of United States Intelligence 
Agencies to Fight International Terrorism)? Please provide any written guidance regarding the requirements of 
that section that the Department has either issued or approved. 

7. What are the dollar amounts that have been paid under the reward authorities provided in Section 501 of the Act or 
the terrorism related awards under the newly enacted 28 U.S.C. § 530(C)(b)(l)(J)? How many non-U.S. citizens 
have received rewards under these authorities? 

8. The Administration’s Office of Justice Programs 2004 Budget request includes a $ 12 million increase for Regional 
Information Sharing System (RISS) improvements. The request refers to Section 701 of the USA PATRIOT Act 
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and states that the requested increase will be used to expand RISS’s accessibility to state and local public safety agencies 
to share terrorism alerts and related information. Please provide the Committee with a description of the 
management oversight process by which DOJ will ensure that the proposed expenditures will accomplish 
improvements in the U.S. information infrastructure and the specific improvements that are envisioned. Please 
provide copies of any guidance issued to state and local agencies with respect to the further dissemination of such 
materials. 

9. Under section 213 of the USA PATRIOT Act, a court may order a delay in any notice of the execution of a search 
warrant if “the court finds reasonable cause to believe that providing immediate notification of the execution of the 
warrant may have an adverse result,” which is defined as (1) endangering the life or physical safety of an 
individual; (2) flight from prosecution; destruction or tampering with evidence; (3) intimidation of potential 
witnesses; or (4) otherwise seriously jeopardizing an investigation or unduly delaying trial. Please respond to the 
following questions regarding the use of this authority: 

A. How many times has the Department of Justice sought an order delaying notice of the execution of a 
warrant under this section? 

B. How many times has a court ordered the delay in such notification? 

10. That same section allows the notice to be delayed when the warrant prohibits the seizure of among other things, 
any tangible property, unless “the court finds reasonable necessity for the seizure.” 18 U.S.C. § 3103a (b)(2). 

A. Since the enactment of that section, how many times has the government asked a court to find reasonable 
necessity for a seizure in connection with delayed notification under this section? 

B. On what grounds has the government argued that seizure was reasonably necessary under a warrant for 
which the government also asked for delayed notification? 

C. How often has a court found “reasonable necessity for the seizure” in connection with a warrant for which 
it also permitted delayed notification? 

D. How often has a court rejected the government’s argument that a seizure was reasonably necessary in 
connection with a warrant for which the government sought delayed notification? 

E. On what grounds have the courts found that the seizures were reasonably necessary in coimection with 
warrants for which delays in notification were granted? 


F. What grounds have the courts rejected as establishing reasonable necessity for a seizure in connection with 
a warrant for which the government sought delayed notification? 

1 1 . That same section allows a court to order delayed notice when “the warrant provides for the giving of such notice 
within a reasonable period of its execution, which may be extended for by the court for good cause show.” 1 8 
U.S.C. §3103a(b)(3). 

A. Wbat are the shortest and longest periods of time for which the government has requested initial delayed 

notice? 
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B. On what grounds has the government argued that the period of delayed notification was reasonable? 

C. How often has the government sought an extension of the period of delayed notice? 

D. On what grounds has the government asked for an extension of the period of delayed notice? 

E. How often has a court rejected the government’s request for delayed notification on the ground that the 
period for giving delayed notice was unreasonable? 

F. On what grounds have the courts rejected the government’s position that the period for giving delayed 
notice was reasonable? 

G. How often has a court rejected the government’s request for an extension of the period of delayed 
notification? 

H. On what grounds have the courts rejected the government’s argument that an extension of the period for 
delayed notice was reasonable? 

12. On January 21, 2003, the Wall Street Journal published an article entitled “New Powers Fuel Legal Assault on 
Suspected Terrorists.” That article claims that the Department of Justice is using information that was “previously 
largely unavailable” and that had been obtained fi'om FISA surveillance to support criminal prosecutions. 
According to the article, this information is now available to prosecutors as a result of the FISA Review Court’s 
decision regarding the meaning of the Act’s amendment to FISA permitting the government to obtain a 
surveillance order when “a significant purpose,” (rather than “the purpose”) of the surveillance is to collect foreign 
intelligence. 

A. Prior to the FISA Review Court’s decision, as long as surveillance was properly ordered for “the purpose” 
of collecting foreign intelligence, was there any legal impediment to prosecution of a crime using evidence 
obtained under FISA? 

B. Please identify all cases brought since the FISA Review Court’s decision that use information that was 
previously unavailable under FISA procedures. 

C. Please explain why such information was unavailable and why it became available following the FISA 
Review Court’s decision. 

13. The FISA Review Court’s decision permits enhanced coordination between law enforcement and intelligence 
officials. 

A. What FISA-related training is currently being planned or conducted? 

B. What topics will it address? 

C. Who will give the training? 

D. Who will receive the training? 

E. Is the training going to be coordinated with the Intelligence Community in general and/or the Director of 
Central Intelligence? 
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14. How many emergency FISA surveillance orders did the Department of Justice process between FISA’s enactment 
and September 11, 2001? How many has it processed since September 11, 2001? Has the change from 24 to 72 
hours in 50 U.S.C. 1805(f) and 1824(e) facilitated the use of FISA emergency searches and surveillance, and if so, 
how? 

15. Since enactment of the USA Patriot Act, what procedures have been implemented to improve the efficiency of 
processing FISA applications? 

16. In testimony presented to the Senate Judiciary on March 4, 2003, FBI Director Robert Mueller stated that: 

The FBI’s efforts to identify and dismantle terrorist networks have yielded major successes 
over the past 18 months. We have charged over 200 suspected terrorists with crimes - half 
of whom have been convicted to date. The rest are awaiting trial. Moreover, our efforts have 
damaged terrorist networks and disrupted terrorist plots across the country. In the past 
month alone, the FBI has arrested 36 international and 14 domestic suspected terrorists. 

A. What authorities under the USA PATRIOT Act were used in identifying and dismantling terror networks 
and were relied upon to prevent terrorist plots? 

B. In your judgment, how many of those investigations would have been much more difficult or impossible 
without the authorities available under the Act? 

1 7. The Act supplemented the government’s authority to freeze and forfeit assets of suspected terrorists and terrorist 
organizations. Please provide the Committee with information related to the freezing or confiscation of such assets 
since the enactment of the Act. 

A. Please identify all suspected terrorists or terrorist organizations whose assets the federal government has 
frozen or forfeited? 

B. Please identify the specific authority, whether or not under the Act, that the federal government has 
asserted in freezing or forfeiting the assets of suspected terrorists or terrorist organizations. 

C. Have any seizures or forfeitures been challenged in court? 

D. What have been the results of any such challenges? 

E. Has any court, pursuant to section 316 of the Act (codified at 18 U.S.C. § 983 note), admitted evidence that 
would otherwise be inadmissible in a forfeiture proceeding? If so, on what circumstances justified 
admitting such evidence in such cases? 

1 8. Section 402 authorizes appropriations to triple the number of INS Border Patrol Agents and Inspectors in each 
state along the Northern Border, and also authorizes appropriations to provide necessary personnel and facilities to 
support such personnel. 

A. How many additional Inspectors has the INS hired at the Ports of Entry along the Northern Border? 

B. How many of those hires are working as Inspectors along the Northern Border at this time? 
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C. By how many Inspectors has the total staffing at the ports along the Northern Border increased since 
September 11, 2001? 

1 9. What technology improvements have been completed and what additional technology improvements are planned 
for FY2003 expenditures to improve Northern Border security? 

20. Subtitle B of Title IV of the USA PATRIOT Act gives the Attorney General additional authority to detain certain 
suspected alien terrorists, and improves systems for tracking aliens entering and leaving the United States and for 
inspecting aliens seeking to enter the United States. Section 41 1 amends the Immigration and Nationality Act 
(INA) to broaden the scope of aliens ineligible for admission or deportable due to terrorist activities, and defines 
the terms “terrorist organization” and “engage in terrorist activity.” 

A. Has the INS relied upon the definitions in section 41 1 of the Act to file any new charges against aliens in 
removal proceedings? If so, how many times has it used each provision? 

B. In your July 26, 2002 response, you stated that one alien had been denied admission under these new 
provisions. Have any aliens been denied admission under these grounds since that response? 

C. What effect have the amendments to the INA in section 41 1 of the Act had on ongoing investigations in the 
United States? 

D. Section 212(a)(3)(F) of the INA, as amended by section 41 1 of the Act, renders inadmissible any alien who 
the Attorney General determines has been associated with a terrorist organization and intends while in the 
United States to engage solely, principally, or incidentally in activities endangering the United States. Has 
the Attorney General made such a determination with respect to any alien thus far? 

E. Have there been any challenges to the constitutionality of the charges added to the INA by section 41 1 of 
the Act? If so, please identify the case(s) and the status of the proceedings. 

2 1 . Section 412 of the Act provides for mandatory detention until removal from the United States (regardless of relief 
from removal) of an alien certified by the Attorney General as a suspected terrorist or threat to national security. It 
also requires release of such alien after seven days if removal proceedings have not commenced, or if the alien has 
not been charged with a criminal offense. In addition, this section of the Act authorizes detention for additional 
periods of up to six months of an alien not likely to be deported in the reasonably foreseeable future if release will 
threaten our national security or the safety of the community or any person. It also limits judicial review to habeas 
corpus proceedings in the U.S. Supreme Court, the U.S. Court of Appeals for the District of Columbia, or any 
district court with jurisdiction to entertain a habeas corpus petition, and limits the venue of appeal of any final 
order by a circuit or district judge under section 236A of the INA to the U.S. Court of Appeals for the District of 
Columbia. 

A. At the time of your July 26, 2002 response, you had not used the authority in Section 412. Have you used 

the authority since that response? If so, please state: 

i. How many of the aliens for whom certifications have been issued have been removed? 

ii. How many aliens for whom the Attorney General issued certifications are still detained? At what 
stage of the criminal or immigration proceedings are each of those cases? 

iii. How many of the aliens who were certified have been granted relief? How many of those aliens are 
still detained? 
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iv. Have any challenges to certifications under section 236A(a)(3) of the INA been brought in habeas 
corpus proceedings in accordance with section 236A(b)? If so, please identify the case(s) and the 
status of each proceeding. 

V. Has the Attorney General released any aliens detained under section 236A because the alien was 
not charged with a criminal offense or placed into removal proceedings within seven days? 

vi. How many non-certified aliens have received relief from removal and remain detained longer than 6 
months since such relief was ordered? 

22. On September 20, 2001, the INS issued an interim rule amending the period of time that an alien may be detained 
while the agency assesses whether to issue a Notice to Appear (NT A), placing the alien in immigration 
proceedings. Prior to amendment, the INS was required to issue an NTA within 24 hours of the alien’s arrest. As 
amended, the INS has 48 hours after an alien is arrested to decide whether to issue an NTA, “except in the event of 
an emergency or other extraordinary circumstance in which case a determination will be made within an additional 
reasonable period of time.” 

A. What is the authority for the INS to detain an alien for longer than 48 hours without filing charges? 

B. How many aliens have been detained for more than 48 hours without being charged under the authority in 
this regulation? 

C. What is the longest period that an alien has been detained without being charged under the authority in this 
■ regulation? 

D. Have any challenges to this regulation been brought injudicial proceedings? If so, please identify the case 
(s) and the status of each proceeding. 

23. Since September 11, 2001, the government has required that certain non-citizens from certain Middle Eastern 
countries register with the INS (or its successor agency). 

A. How many terrorists or suspected terrorists have been investigated and/or detained as a result of the 
requirement that non-citizens register with the federal government? 

B. What is the government’s policy regarding whether non-citizens are able to have counsel present during the 
registration process, specifically during the interview? 

C. If counsel are not permitted at any point, what is the government’s authority for denying such right to 
counsel? 

24. Since September 11, 2001, how many individuals have been deported from the United States? To what countries 
were those individuals deported? What was the racial and ethnic background of such individuals? For what reason 
were these individuals deported? 

Attorney General’s Investigative Guidelines 

25. On May 14, 2002, the Department issued revised investigative guidelines that established procedures for the 
initiation of investigations by the Federal Bureau of Investigation (“Bureau”). 
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A. Why were the guidelines for General Crimes and Domestic Security Investigations revised when the 

apparent threat against the United States is a threat from foreign terrorist groups? Do these guidelines apply 
only to investigations of U.S. citizens? Are U.S. citizens not subject to the foreign intelligence 
investigative guidelines? 


B. The new guidelines allow FBI agents to attend a public event, such as a political demonstration or a 
religious service, and to use data mining services, provided doing so is for the purpose of preventing or 
detecting terrorism. How will it be determined that the purpose of attending the event or using the service 
is to prevent or detect terrorism? How does the amount of evidence establishing that predicate differ from 
the amount of evidence that would be sufficient to check out leads or open a preliminary inquiry? What 
level of predication is required to permit FBI agents to attend public events or to use data mining services? 

C. Since the issuance of these guidelines, how many religious sites (mosques, churches, temples, synagogues, 
etc.) have federal authorities entered in an official capacity without disclosing their identities? Please 
provide the total number of such sites and a breakdown of how many were affiliated with each particular 
type of site (mosque, church, temple, synagogue, etc.). 

When agents visit religious sites pursuant to AG guidelines, what investigative tools are they permitted to 
use (i.e., wearing a wire, placing a listening device in the site)? If the information obtained from such visits 
is foimd unrelated to any criminal or terrorist investigation, when is such information destroyed and in 
what manner? Have, and if so provide details, any terrorism-related investigations or prosecutions resulted 
from such visits? 

D. Since the issuance of these guidelines, how many public meetings, and what types of such meetings 
(rallies, town halls), have federal authorities entered in an official capacity without disclosing their 
identities? 

When agents visit public meetings pursuant to FBI guidelines, what investigative tools are they permitted 
to use (e.g., wearing a wire, placing a listening device in the meeting area)? If the information obtained 
from such visits is found unrelated to any criminal or terrorist investigation, when is such information 
destroyed and in what manner? Have, and if so provide details, any terrorism-related investigations of 
prosecutions resulted from such visits? 

E. Are FBI agents required to record in writing — before they use data mining techniques or attend a public 
event under the guidelines — how such activity is for the purpose of detecting or preventing terrorism? 


F. The changes to the preliminary inquiry procedures extended the period that such an inquiry can remain 
open and allowed extensions for up to a year without notice to FBI Headquarters. In considering this 
change, did you find that your field agents had been reluctant to conduct preliminary inquiries because they 
could not keep them open long enough without burdensome approval requirements? What other problems 
did the 90-day limit present to agents? What other problems did requiring approval from Headquarters to 
continue a preliminary inquiry present to agents? How does Headquarters conduct important analysis of 
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information generated by a preliminary inquiry if Headquarters is unaware of the inquiry for a year? 

G. The Guidelines now permit a Special Agent in Charge to open a terrorism enterprise investigation without 
obtaining approval from FBI Headquarters. Instead, Headquarters must only be notified. What is contained 
in the required notice? Does the notice provide enough of a description of the evidence to permit FBI 
Headquarters to make an evaluation of the evidence and determine whether the investigation should 
continue or is it simply a formal notification that such an investigation has been opened and/or is 
continuing? Will the information in the notification be sufficient to use it to coordinate that investigation 
with others? 

H. Who at the Bureau is responsible for making and approving the decision for a field agent to enter a public 
place, and must such approval be in writing prior to entering the public place? 

I. After a field agent visits a public place or event, are any notes or other records of what he or she observed 
retained? If so, under what circumstances, for what reasons, and for how long are they retained? Under 
what circumstances is information related to protected U* Amendment activity retained in FBI or DOJ 
files? Are any records retained if a preliminary inquiry is never opened? 

J. Who has access to any records and how does the FBI keep them secure? 

K. Given the transfer of a substantial number of agents into terrorism investigations, what training did those 
agents receive on the use of the Guidelines? 

L. With the FBI’s authority to “data mine” under the Guidelines, many fear that the FBI will have too much 
information and that the Bureau does not currently have the tools necessary to make good use of 
intelligence or to keep vast amounts of information secure. What has been done and is being done to 
improve the Bureau’s ability to interpret all of this new data? What security measures have been 
implemented to prevent unauthorized access to such data? 

M. Since the Guidelines permit the use of “publicly available” information, what efforts are going to be made 
to verify the accuracy of the data retrieved? Will agents be required to attempt to independently verify 
retrieved information for accuracy? 

N. What type of supervision will be required when agents use data mining? Will field agents be able to initiate 
data mining on their own or will they be required to obtain approval from a supervisor? 

O. What data mining services has the FBI used? How long will data obtained through data mining be retained 
and how will it be indexed? 

P. In its May 2002 Report on Financial Privacy, Law Enforcement, and Terrorism, the Prosperity Task Force 
on Information Exchange and Financial Privacy outlined many problems with sharing too much 
information with too many countries and without proper controls. How has the FBI protected against the 
wide distribution of information to too many countries without proper controls? 

Q. Since Syria, Cuba, Libya, Iran, Iraq, China, and others are members of Interpol and share in the 
international information exchange system, what procedures prevent these countries from receiving 
information on terrorist suspects who may be supported by participating countries? 

R. The Guidelines permit acceptance and retention of information “voluntarily provided by private entities.” 
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What will the FBI do to ensure the accuracy of the information received from such sources? To what extent have such 
“private entities” been third parties as opposed to the specific individuals to whom the information 
pertained? How does the Department interpret “voluntarily” (e.g., does it mean the information was 
unsolicited, was provided pursuant to a government request, or was provided pursuant to a government 
subpoena?)? 

S. Where and how is information obtained through data mining stored? Is access to data obtained through data 
mining limited to those involved in a particular investigation? How is erroneous information corrected or 
purged, if at all? Has the Department issued written policies to provide guidance in this area? Does it plan 
to issue such policies? 

Has, and from what companies, the Department purchased information or entered into contracts with data 
mining companies? To what extent and how will persons listed in such information be able to correct 
errors or inaccuracies? 

T. Is retained information reviewed at reasonable intervals to determine its continuing relevance to 
antiterrorism efforts? If so, who is responsible for performing such reviews? 

Miscellaneous Authorities 


26. There have been numerous reports that the Department of Justice has detained individuals as material witnesses, 
presumably pursuant to judicial orders under 18 U.S.C. § 3144, in connection with terrorism investigations. Please 
provide the Committee with the following information with respect to each such detainee since September 11, 

2001 : (1) the length of detention of each detainee; (2) the number of such detainees who either sought review of or 
filed an appeal from a detention order under 18 U.S.C. § 3145; and (3) the results of such review or appeal. 

A. Were these individuals given access to legal counsel? If not, why not? 

B. What is the percentage breakdown for the detainees in terms of national origin, race, and ethnicity? 

C. Please list the charges that the Department has brought against each such detainee. 

D. Please provide the legal basis for detaining those individuals who have been cleared of any connection with 
terrorism beyond the date of such clearance. 

E. Please provide a list of all requests by the government to seal proceedings in connection with any of the 
detainees and copies of any orders issued pursuant thereto. 

27. On October 3 1 , 2001 , the Department of Justice promulgated an interim rule, with provision for post promulgation 
public comment, that requires the director of the Bureau of Prisons to monitor or review the communications 
between certain inmates and their lawyers for the purpose of deterring future acts that could result in death or 
serious bodily injury to persons or substantial damage to property that would entail the risk of death or serious 
bodily injury to persons. 66 Fed. Reg. 55062, 55066 (2001). 

A. How many inmates have been subject to the interim rule? 

B. The interim rule required prior written notification to an inmate and any attorneys involved “[ejxcept in the 
case of prior court authorization. 66 Fed. Reg. at 55066. Under this exception to the required notification, 
how many cases were there/are there where inmates and their attorneys were not notified that their 
communications were monitored? 
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C. The interim rule prohibited disclosure of information prior to approval of disclosure by a federal judge, 
except where the person in charge of the monitoring determines that acts of violence or terrorism are 
imminent. How many times did the person in charge of the monitoring disclose information after approval 
by a federal judge? After a determination that acts of violence or terrorism are imminent? 

D. How many post-promulgation comments were received by the Department of Justice? 

E. Is the Department of Justice considering any revisions to the interim rule? 

28. The Department of Defense has detained two United States citizens in military prisons in the United States as 
enemy combatants. These detentions have been challenged in court, where the Department of Justice has 
represented the Department of Defense. Has the Department of Justice received any information regarding the 
detention by the Department of Defense within the United States or abroad of any other United States citizens? 
Does the Department of Justice have any agreement, arrangement, or understanding, formal or informal, with the 
Department of Defense regarding the detention of United States citizens as enemy combatants? 

29. FBI Director Robert Mueller announced the formation of “flying squads” that would be prepared to be deployed 
on short notice into terrorism investigations. 

A. Have these “flying squads” been formed? 

B. How many agents are assigned to a flying squad? 

C. What kind of training have the flying squad agents received? 

D. Have they been deployed into investigations? 

E. If so, how many times? 

F. Did they prove to be a useful addition to the investigation to which they were deployed? 


30. Does the FBI use, as one of its terrorism investigative tools, aircraft to conduct surveillance of various persons or 
locations? What type of information is sought using such surveillance? 

3 1 . Has the DO J through any of its agencies formulated a policy position regarding criteria for establishing the 
authenticity of foreign government-issued identity cards since the passage of the USA PATRIOT Act? If so, 
please produce a copy of that position. 

32. Has the DOJ through any of its agencies, including especially the INS, prepared or issued a policy with regard to 
security standards and acceptance of “Matricula Consulars” identity cards issued by foreign governments to 
persons who are residing in the United States but who may not be lawfully present in the United States.? If so, has 
that policy been provided in writing to the Office of Management and Budget, the Secretary of State, or the 
Secretary of the Treasury? If such a policy has been prepared, please provide a copy to the Committee. 

33. Regarding the FBI’s National Crime Information Database, has the Department lifted a requirement that the FBI 
ensure the accuracy and timeliness of information about criminals and crime victims before adding it to the 
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database? Please provide a copy of any memoranda pertaining to the requirement that was lifted. 

34. Is the FBI is ordering its field offices to ascertain the number of mosques and Muslims in their areas? Is the 
government seeking membership lists from mosques? If so, why? From how many mosques is the government 
seeking such lists? How, if at all, has the agency reassigned its agents as a result? How many investigations of or 
prosecutions for terrorism as a result of these activities? 

35. Is the Department assisting in the implementation of the Computer Assisted Passenger Prescreening System 
(CAPPS I or II), which would be used to screen airline passengers? 

A. To what extent is the Department, or any of its components, providing information about specific persons 
for inclusion in CAPPS? 

B. From what databases or other sources, including companies, does such information come from? 

C. What checks are in place to ensure that the information is accurate and does not constitute inappropriate 
profiling? 

D. In what manner are individuals afforded an opportunity to correct erroneous or inaccurate information? 

36. “Operation Liberty Shield” involves stopping cars at airports, checking the identification of truckers who transport 
hazardous material on the highway, and monitoring Internet and financial transactions. 

A. Please identify the specific authority on which “Operation Liberty Shield” was created and implemented. 

B. What level of predication is required before an agent may monitor the Internet and financial transactions? 

C. What terrorism-related investigations and/or prosecutions have resulted from Operation Liberty Shield? 

37. There have been three successive FBI sweeps since September 11, 2001, to monitor, question, arrest, detain, or 
deport various immigrants. The first sweep focused on young Arab and Muslim males and occurred in the months 
following September 11, 2001. The second sweep occurred in March 2002 and centered on thousands of 
individuals of Middle Eastern and South Asian heritage. The third sweep occurred in March 2003 as part of 
“Operation Liberty Shield.” Please provide information on each of these operations. 

A. When were the plans for such operations first considered by the Department? 

B. What guidance was provided to U.S. Attorney’s Offices and/or FBI offices with respect to questions that 
should be asked of such immigrants? 

C. What has been the outcome of each of these plans? Please provide details such as how many were 
monitored, questioned, arrested, detained, or deported for each operation. Please provide details as to the 
number and types of terrorism-related investigations and prosecutions that have resulted from these 
sweeps. 

D. Please identify the specific authority relied on to create and implement these plans, including the 
monitoring, questioning, arrests, detentions, and deportations. 

38. In August 2002, a Justice Department rule went into effect giving authority to state and local police to enforce 
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immigration laws. 

A. Which state and local governments are using this new authority and to what extent? 


B. How many immigration violations were found as a result of state and local law enforcement participation 
under this new authority? 

C. Have any persons or groups affected by this new authority (e.g. immigrants, civil rights organizations) 
submitted any formal complaints to the Department (including the Inspector General) regarding this 
authority. If so, please provide details. 

Please forward your responses to these questions to the Committee at the address on this letter not later than Tuesday, 
May 13, 2003. Please contact Committee Chief of Staff and General Counsel Phil Kiko at 202-225-3951 or Minority 
Counsel Sampak Garg at 202-225-6906 if you have any questions about this request. 

Sincerely, 


F. JAMES SENSENBRENNER, JR. JOHN CONYERS, JR. 

Chairman Ranking Member 


FJS/pgk 
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Title: TECHNICALLY TRAINED AGENT (TTA) PROGRAM; 

"USA PATRIOT ACT" 


Synopsis: This communication advises FBI Technically Trained Agents (TTAs) about relevant 

provisions in the USA Patriot Act. 


Details: This communication is directed to FBI Technically Trained Agents (TTAs) and is 

intended to inform them about certain provisions in the recently-enacted antiterrorism USA 
Patriot Act ("Patriot Act" or "Act") (H.R. 3162), Public Law 107-56. The Patriot Act is a lengthy 
piece of legislation containing ten titles and numerous sections dealing with a broad array of 
antiterrorism provisions. Since many sections of the Act are not thought to be of interest to FBI 
TTAs, the information in this communication has bee n selected based on its perceived interes t and 
value to TTAs. Full text of the Act can be obtained at] 

| w^^.a£eess.gpo.gov/aara/iiidex.html (then 
go to "Catalogue of Public Law, 107th Congress, Public Law-107-056"). 

Prior analyses regarding the Act have been provided and/or made available by the 
FBI Office of the General Counsel's National Security Law Unit (NSLU)(regarding FISA 
amendments and changes regarding the use of National Security Letters) and by the Department 
of Justice's Computer Crimes and Intellectual Property Section (CCIPS), (regarding certain 
amendments to Title III; the Electronic Communications Privacy Act of 1986 (ECPA), Rule 41, 
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Fedpral Rules of Criminal Procedure (Fed. R. Grim, P.L and to the substantive criminaHaw DOJ. 

I For those interested, review of the foregoing analyses is recommen(Jea since 
they afford greater elaboration upon many of the more important provisions in the Patriot Act. 


The material set forth in the instant pnmmi miration nfferefl only to nre.sent a 
brief synopsis of certain relevant provisions of the Act for TTAs. 


b5 


Notwithstanding the Act's organization of the material, for ease of discussion, the 
information set forth is grouped topically with reference to investigative, legal, and/or technical 
categories familiar to TTAs. In some cases, the material included draws substantially (and often 
verbatim) from analysis previously made available by the CCIPS, especially with regard to 
Sections 216 and 217 of the Act. 


At the end of this EC, in topic area 9, in-depth guidance is provided to TTAs 
regarding the new "reporting" requirements under Section 216 with respect to a law enforcement 
agency's installation and use of a pen register/trap and trace using its own device on a packet- 
switched data network of a provider of electronic communication service to the public. 

The topic areas drawn from in the Act and dealt with in this communication are: 

1. Foreign Intelligence Surveillance Act (FISA) 

Roving Authority 

Greater Duration of FISA Electronic Surveillance 

Change in FISA Pen Register/Trap Trace Showing 

Greater Disclosure of FISA Electronic Surveillance Authorized 

Change in Certification for Issuance of National Security Letters; Reduction in Approval Level 
Computer Trespass Exception to FISA 
Immunity for Compliance with a FISA Wiretap 

1. Title m 

Changes in Disclosure of Title III Interception Information 

Obtaining Voice Mail/Stored Voice Communications Via a Search Warrant Rather than Title III 
Harmonization of Procedures for Obtaining Communications, etc. with Respect to the Cable Act 
Computer Trespass Exception to Title III 

3. Stored -Wire and Electronic Communications and Transactional Record Access 

Information Available Pursuant to Subpoena 

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S.C. 2703 
Emergency Disclosures by Communications Providers 

4. Pen Reeister and Trap and Trace 

Using Pen/Trap Orders to Acquire Communications Traffic Information on Computer Networks 
Nationwide Effect of Pen/Trap Orders 

Reports for Installation and Use of Law Enforcement Pen/Trap Devices on Computer Networks 
No Imposition of Additional Technical Obligations on Service Providers or Others 
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5. Rule 41 Search Warrants 

Single-Jurisdiction Search Warrants for Terrorism 
Authority for Delaying Notice of the Execution of a Warrant 

6. Civil Liability and Administrative Discipline for Certain Unauthorized Disclosures 

7. Review of the Department of Justice 

8. Congressional Support for Technology Centers; Task Forces; Role of Secret Service 

Development and Support of Cyber security Forensic Capabilities 
Expansion of the National Electronic Crime Force Initiative 
Extension of Secret Service Jurisdiction 

9. Section 216 Pen Re£ister/Trap Trace Reporting Requirement 

% * J|C 

1. Foreign Intelligence Surveillance Act (FISA) 

Roving A uthority 

Section 206 of the Act amends FISA to afford "roving" electronic surveillance b7E 
authority and service provider assistance under certain circumstances. The chang e is intend ed to 
be of assistance in coping with situations which arise when a FISA subject may bd I 


| l he change brought about by this section indicates 
that a generic assistance order may be issued to address such situations. This approach is 
authorized when the FISA Court finds that the actions of the FISA subject may have the effect of 
thwarting the identification of such person/service provider. Although somewhat different, the 
concept here of roving interception technical "assistance" has some analogy to the assistance 
provision in Title III at 18 U.S.C. 2518(1 l)(b) and (12). This provision will sunset December 31, 
2005. 

Greater Duration of FISA Electronic Surveillance 

Under Section 207 of the Act, the duration of a FISA electronic surveillance order 
is extended for non-U. S. persons who are agents of a foreign power (e.g., an officer or employee 
of foreign powers or a member of international terrorist organizations). Initial FISA electronic 
surveillance orders for such persons are now authorized for 120 days rather than the current 90 
days, and extensions are now authorized for one year rather than the current 90 days. This 
provision will sunset December 31, 2005. This provision will suns et December 31, 2005. 


Change in FISA Pen Register/Trap Trace Showing 
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Section 214 of the Act simplifies the legal showing required to obtain a FISA pen 
register/trap trace order and expands the authority with respect to those subject to coverage. 

Now FISA pen register/trap trace orders can be obtained based upon a certification that the 
information likely to be obtained is foreign intelligence information not concerning a U.S. person 
or is relevant to an ongoing investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such investigation of a U.S. person is not conducted solely on 
the basis of activities protected by the 1st Amendment. A key aspect of the change is that the 
investigative effort need not be limited to a FISA subject per se or to the communication service 
used by such subject. Rather, under Section 214, the focus shifts to the likely relevance of the 
targeted communications to the types of investigations noted above. Thus, pen registers/trap 
traces with respect to persons in contact with a subject of such investigation can be authorized. 
This provision will sunset December 31, 2005. 

Greater Disclosure of FISA Electronic Surveillance Authorized 

Section 504 amends FISA, easing FISA electronic surveillance disclosure 
constraints, so as to permit those Federal officers conducting FISA electronic surveillance to 
acquire foreign intelligence information to consult with Federal law enforcement officers to 
coordinate efforts to investigate or protect against actual or potential attack or other grave hostile 
acts of a foreign power or an agent of a foreign power; sabotage or international terrorism of a 
foreign power or an agent of a foreign power; or clandestine intelligence activities by an 
intelligence service or network of a foreign power or by an agent of a foreign power. This 
change, along with others in the Act, removes barriers that heretofore had impeded appropriate 
sharing of such information with others with a clear need to know in the Government. Section 
504, in concert with Section 218, also makes a change with respect to FIS As former requirement 
that foreign intelligence be "the" purpose (primary purpose) of the FISA surveillance. Now, the 
requirement is that foreign intelligence be a "significant purpose." 

Change in Certification for Issuance of National Security Letters; Reduction in Approval Level 

Section 505 of the Act changes the nature of the certification required for the 
issuance of National Security Letters (NSLs) under 18 U.S.C, 2709(b) and reduces the FBI 
approval level required for issuing such NSLs. NSLs are commonly used to obtain telephone toll 
and transactional records and subscriber information. Formerly, the issuance of NSLs was limited 
to investigations with respect to foreign counterintelligence. Now the nature of the certification 
required for issuing NSLs is that the information sought is relevant to an authorized investigation 
to protect against international terrorism or clandestine intelligence activities, provided that such 
investigation of a U.S. person is not conducted solely on the basis of activities protected by the 
1 St Amendment. An authorized investigation means an investigation authorized under the 
Attorney General Guidelines for FCI investigations. 
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Formerly, under 18 U.S.C. 2709, the Director of the FBI was authorized to 
delegate the issuance of NSLs to a level "not lower than Deputy Assistant Director" (meaning, 
effectively, to the Assistant Director/Deputy Assistant Director in the NSD and CTD at FBIHQ, 
and to the Assistant Director-in-Charge level in New York, Los Angeles, and WFO). The Act 
now permits the Director to also delegate such authority to specifically designated Special 
Agents-in-Charge in various FBI field offices. 

Computer Trespass Exception to FISA 

Section 1003 exempts from the requirement of obtaining a FISA court order the 
act of governmental interception of a computer trespasser's (e.g., "hacker's") unlawful 
communications transmitted to, through, or from a protected computer, when the interception is 
pursuant to valid computer owner consent, as now specified under 18 U.S.C. 251 l(2)(i). This 
provision applies where a hacker or similar person accesses the "protected computer" (as that 
term is defined inl8 U.S.C. 1030) of another in certain situations without authorization and thus 
without a reasonable expectation of privacy. The section mirrors a comparable amendment made 
to Title III in Section 217 of the Act. {See Section 217 below for greater explanation.) 

Immunity for Compliance with a FISA Wiretap 

Section 225 of the Act amends FISA to specify that no cause of action shall lie in 
any court against a provider of wire or electronic communication service, landlord, custodian, or 
other person that furnishes any information, facilities, or technical assistance in accordance with a 
court order or request for emergency assistance under FISA. This provision mirrors a similar 
provision in Title III under 18 U.S.C. 25 1 l(a)(ii), and is intended to remove any reticence that 
service providers and others might have in affording necessary FISA assistance to the 
Government owing to fears about potential civil causes of action being filed against them. This 
provision will sunset December 31, 2005. 

2. Title III 


Changes in Disclosure of Title III Interception Information 

Section 203(b) of the Act amends Title Ill's disclosure provisions under 18 
U.S.C.§ 2517. This section now permits an investigative or law enforcement officer or attorney 
for the Government who has lawfully intercepted communications or obtained evidence derived 
therefrom to disclose such contents to any other Federal law enforcement, intelligence, protective, 
immigration, national defense, or national security official to the extent that such contents include 
foreign intelligence or counterintelligence (as defined in Section 3 of the National Security Act of 
1947 (50 U.S.C. 401a)) or foreign intelligence information (as defined in subsection (19) of 
section 2510 of Title 18) to assist the official who receives that information in the performance of 
his official duties. Any Federal official receiving information pursuant to this provision may use 
the information only as necessary in the conduct of that person's official duties, subject to 
limitations on the unauthorized disclosure of such information. Under Section 203, the Attorney 
General is required to establish procedures for disclosure of such information that identifies a 
United States person, as defined in section 101 of FISA (50 U.S.C. 1801). Section 203(a) makes 
similar changes with respect to disclosure of grand jury information protected under Rule 6(e), 
Fed. R. Crim. P. This provision will sunset on December 31, 2005. 

Obtaining Voice Mail/Stored Voice Communications via a Search Warrant Rather than Title III 
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Section 209 of the Act amends 18 U.S.C. §§ 2510 and 2703 to specify that stored 
wire communications are to be treated under the same rules applicable to stored electronic 
communications. Such stored wire communications can now be obtained from an electronic 
communications service provider using procedures set out in section 2703 (such as a search 
warrant), rather than arguably having to resort to a Title III court order. The Section 209 
amendment does not apply to stored voice messages in the possession of an end-user person, such 
as those stored on an answering machine in a subject's home. Such non-service provider stored 
wire communications also remain outside the reach of Title III. This provision enacted in Section 
209 will sunset on December 3 1 , 2005. 

Harmonization of Procedures for Obtaining Subscriber Communications, Records, and 
Information with Respect to the Cable Act 

Section 21 1 amends the Communications Act of 1934 and the Cable 
Communications Policy Act of 1984 ("Cable Act")(47 U.S.C. § 551) to remove an apparent 
statutory conflict between provisions in the Cable Act and those set forth under Title III and the 
ECPA with respect to law enforcement obtaining a cable subscriber's communications, records, 
and information pertaining to such subscriber's telecommunications and/or Internet services. Prior 
to the Act's amendment, the Cable Act contained unworkable (and arguably unintended) 
provisions regarding law enforcement's obtaining a cable subscriber's communications, records, 
and information from the cable company as to telecommunications and/or Internet services 
offered by the cable company. Procedures under the Cable Act had most clearly been intended to 
protect subscriber privacy and information concerning cable video programming viewed by the 
subscriber. Section 211 makes it clear that, when a cable company offers services comparable to 
those offered by a telephone company or an ISP, the existing statutory provisions in Title III and 
the ECPA exclusively apply with respect to law enforcement's obtaining subscriber 
communications, records, and information in the cable company's control. 

Computer Trespass Exception to Title III 

Section 217 exempts from the requirement of obtaining a Title III court order the 
act of governmental interception of a computer trespasser's (e.g,, "hacker's") communications 
transmitted to, through, or from a protected computer, when the interception is pursuant to valid 
computer owner consent, as now specified under 18 U.S.C. 25 1 l(2)(i). This provision applies 
where a hacker or similar person accesses the "protected computer" (as that term is defined in 1 8 
U.S.C. 1030) of another in certain situations without authorization and thus without a reasonable 
expectation of privacy. Because network service providers often lack the expertise, equipment, or 
financial resources required to monitor computer attacks themselves, in the past they commonly 
have had no effective way to exercise their rights to protect themselves from unauthorized 
attackers. Although the wiretap statute allows computer owners to monitor the activity on their 
machines to protect their rights and property, until Section 217 of the Act was enacted it was 
unclear whether computer owners could obtain the assistance of law enforcement in conducting 
such monitoring. This lack of clarity prevented law enforcement from assisting victims in taking 
natural and reasonable steps in their own defense that would be entirely legal in the physical 
world. 


To correct this problem, the amendments in Section 217 of the Act allow victims 
of computer attacks to authorize persons “acting under color of law” to monitor trespassers on 
their computer systems. Before monitoring can occur, however, four requirements must be met 
under revised Section 2511(2). First, the owner or operator of the protected computer must 
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authorize the interception of the trespasser’s communications on the protected computer. 

Second, the person acting under color of law who intercepts the communication must be lawfully 
engaged in an investigation applicable to such violation. Both criminal and intelligence 
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation. 
Third, the person acting under color of law must have reasonable grounds to believe that the 
contents of the computer trespasser's communication to be intercepted will be relevant to the 
investigation. Fourth, the interception must be such that it does not acquire communications 
other than those transmitted to or from the computer trespasser. Thus, this section would only 
apply where the interception was effected such as to prevent the interception of communications 
of non-consenting users who are authorized to use the computer. The definition of computer 
trespasser explicitly excludes any person “known by the owner or operator of the protected 
computer to have an existing contractual relationship with the owner or operator for access to all 
or part of the computer.” 18 U.S.C. § 25 10(21). This provision will sunset December 31, 2005. 

3. Stored Wire and Electronic Communications and Transactional Record Access 


Information Available Pursuant to Subpoena 

Section 210 of the Act amends title II of the ECPA, at 18 U.S.C. 2703(c), by 
updating and expanding the list and types of subscriber information and records law enforcement 
may obtain with a subpoena. Revised subsection 2703(c)(2) now includes “records of [Internet 
service] session times and durations,” as well as “any temporarily assigned network address.” In 
the Internet context, such records include the Internet Protocol (IP) address assigned by the 
service provider to the customer for a particular session, as well as the remote IP address from 
which a customer connects to the service provider. Obtaining such records will make the process 
of identifying computer criminals and tracing their Internet communications faster and easier. In 
addition, the amendment specifies that a subpoena may be used to obtain the “means and source 
of payment” that a customer uses to pay for service with a service provider, “including any credit 
card or bank account number.” Such information will prove particularly valuable in identifying 
the users of Internet services where a service provider does not verify its users’ biographical 
information. The amendment adds to the subscriber information and records currently available 
pursuant to service of a subpoena (subscriber name, address, local and long distance telephone 
toll billing records, telephone number or other subscriber number or identity, length of service, 
and types of services utilized). 

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S.C. 2703 

Section 220 of the Act amends 18 U.S.C. 2703 and 271 1 so as to permit 
investigators to obtain and use search warrants authorized under section 2703(a) to acquire stored 
electronic communications (and, under Section 209 of the Act, stored wire communications) and 
records located outside of the district in which the court is located. This important change in the 
court's jurisdictional reach, giving search warrants authorized by the court under section 2703(a) 
national reach, puts search warrants on a comparable footing with the nationwide reach of federal 
grand jury subpoenas and court orders authorized under section 2703(d). This change enables 
courts with jurisdiction over investigations to authorize directly the search and seizure of stored 
wire and electronic communications and records located outside of the district in which the court 
is located; and it eliminates the necessity of having to obtain the additional involvement of agents, 
prosecutors, and judges in outside judicial districts, especially those in districts where major ISPs 
are located. This provision will sunset December 31, 2005. 
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Emergency Disclosures by Communications Providers 

Section 212 of the Act amends 18 U.S.C. 2702(b)(6) to permit, but not require, a 
service provider to disclose to law enforcement either content or non-content customer records in 
emergencies involving an immediate risk of death or serious physical injury to any person. This 
voluntary disclosure does not create any affirmative obligation on the service provider to review 
customer communications in search of such imminent dangers. 

Section 212 of the Act also amends the ECPA by allowing service providers to 
disclose information to protect their rights and property. It accomplishes this change by two 
related sets of amendments. First, amendments to 18 U.S.C. 2702 and 2703 simplify statutory 
treatment of voluntary disclosures by service providers by moving all such provisions to 2702. 
Thus, section 2702 now regulates all permissive disclosures (of content and non-content records 
alike), while section 2703 covers only compulsory disclosures by service providers. Second, an 
amendment to new subsection 2702(c)(3) clarifies that service providers do have the statutory 
authority to disclose non-content records to protect their rights and property. Prior to the Act, 
2703 did not expressly permit a provider to voluntarily disclose non-content records (such as a 
subscriber’s login records) to law enforcement for purposes of self-protection even though they 
could disclose the content of communications for this reason. These changes will sunset 
December 31, 2005. 

4. Pen Register and Trap and Trace 

Section 216 of the Act updates the pen register/trap trace ("pen/trap") statute in 
three important ways; (1) the amendments clarify that law enforcement may use pen/trap orders to 
acquire non-content communications traffic information transmitted over the Internet and other 
computer networks; (2) pen/trap orders issued by federal courts now have nationwide effect; and 
(3) law enforcement authorities must file a specia l report with the court wh enever they use a 
pen/trap order to install their own pen/trap device! Ion a packet-switched 

data network of a provider of electronic communication service to the public. 

Using Pen/Trap Orders to Acquire Communications Traffic Information on Computer Networks 

Section 216 of the Act amends 18 U.S.C. 3121, 3123, 3124, and 3127 to clarify 
that the pen/trap statute applies to a variety of communications technologies. References to the 
target “line,” for example, are revised to encompass a “line or other facility.” Such a facility 
might include, for example, a cellular telephone number/service; a specific cellular telephone 
identified by its electronic serial number (ESN); an Internet user account or e-mail address; or an 
Internet Protocol address, port number, or similar computer network address or range of 
addresses. In addition, because the law now clearly takes into account a wide variety of facilities, 
amendments to section 3123(b)(1)(C) allow applicants for pen/trap orders to submit a description 
of the communications traffic information to be acquired based upon any of these or other 
identifiers. 


Moreover, the amendments clarify that pursuant to orders for the i nstallation an^ 
use of pen/trap devices law enforcement may obtain any non-content information - 

I 1 * .1 1 . 


~|- utilized in the processing and transmitting ot 


wire and electronic communications. 


Pen /trap orders 

cannot, however, authorize the interception of the content of a communication, I 


b2 

b7E 


b2 

b7E 
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b5 


example) non-content addressing ("to" and "from" or just "to") information over 
or through (what type nf servir.eV /F.mail/wj Rh etc.) ports, and whatever else the 


agency 

technically in the "settings" or "fil 



ters. 


^as a record of what had been done 

In addition, when any changes to the 


settings, etc. are made, the record must include what the changes were (of course, 
along with the date/time and the name of the person(s) involved). 


As to subsection (iv), the record must identify: 


The information which has been collected by the device. This information would 


reflect ] [ the original (intelligible) evidentiary CD product that was 
obtainea(e.g., the depiction of the "to" "from" information, "time." "duration 
"port number. "any data acquired, etc.). I 


b5 


Section 216 requires that "[t]o the extent that the pen register or trap and trace 
device can be set automatically to record this information electronically, the record shall be 
maintained electronically throughout the installation and use of such device." In short, if the law 
enforcement device can be configured electronically to automatically record the information noted 
above it must be done. 


Once recorded, and maintained, the information must (shall) be provided (a) ex 
parte and (b) under seal to the court, (c) within 30 days after the termination of the 


order (including any extension thereof). Th e LAB - beUeves tha t i ^ khould be 


the responsibility of the case agent, 
submit the recorded information to 

>,««« -- 1 - - *— X _^111 

^C| 

the AUSA handling the 

iuilstc. WIIU9 111 lu 

1 II9 W 111 SUUlllll It 

to the magistrate iudge’^ho'granted the 

1 1 



A sample reporting format (below) is attached to aid in the reporting requirement 
as to subsections (i)-(iii). (Obviously, as to subsection (iv), the information collected by the pen 
register or trap and trace device must be recorded (typically on a CD) and submitted to the court 
along with the foregoing information. 

LEAD(s): 

Set Lead 1: 


ALL RECEIVING OFFICES 


CC: 


None. For information only. 
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CA# 05-CV-0845 


TECHNICALLY TRAINED AGENT (TTA) PROGRAM; 
"USA PATRIOT ACT" 


Synopsis: This communication advises FBI Technically Trained Agents (TTAs) about relevant 

provisions in the USA Patriot Act. 

Details: This communication is directed to FBI Technically Trained Agents (TTAs) and is 

intended to inform them about certain provisions in the recently-enacted antiterrorism USA 
Patriot Act ("Patriot Act" or "Act") (H.R. 3162), Public Law 107-56. The Patriot Act is a lengthy 
piece of legislation containing ten titles and numerous sections dealing with a broad array of 
antiterrorism provisions. Since many sections of the Act are not thought to be of interest to FBI 
TTAs, the information in this communication has been selected based on its perceived interest and 
value to TTAs. Full text of the Act can be obtained at www.aems.gpo.gov/siara/mdes.htmL. 
Then go to "Catalogue of Public Law, 107th Congress, Public Law-107-056." 

Prior analyses regarding the Act have been provided and/or made available by the 
FBI Office of the General Counsel's National Security Law Unit (regarding FISA amendments 
and changes regarding the use of National Security Letters) and by the Department of Justice's ' 
Computer Crimes and Intellectual Property Section (CCIPS), (regarding certain amendments to 
Title III; the Electronic Communications Privacy Act of 1986 (ECPA); Rule 41, Federal Rules of 
Criminal Procedure (Fed. R. Crim. P.); and to the substantive criminal law). For those interested, 
review of the foregoing analyses is recommended since they afford greater elaboration upon many 
of the more important provisions in the Patriot Act. 

The material set forth in the instant communication is offered only to present a 
brief synopsis of certain relevant provisions of the Act for TTAs. Notwithstanding the Act's 
organization of the material, for ease of discussion, the information set forth is grouped topically 
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with reference to investigative, legal, and/or technical categories familiar to TTAs. In some cases, 
the material included draws substantially (and often verbatim) from analysis previously made 
available by the CCIPS, especially with regard to Sections 216 and 217 of the Act. 

At the end of this EC, in topic area 9, in-depth guidance is provided to TTAs 
regarding the new "reporting" requirements under Section 216 with respect to a law enforcement 
agency's installation and use of a pen register/trap and trace using its own device on a packet- 
switched data network of a provider of electronic communication service to the public. 

The topic areas drawn from in the Act and dealt with in this communication are: 


1. Foreign Intelligence Surveillance Act (FISA) 

Roving Authority 

Greater Duration of FISA Electronic Surveillance 

Change in FISA Pen Register/Trap Trace Showing 

Greater Disclosure of FISA Electronic Surveillance Authorized 

Change in Certification for Issuance of National Security Letters; Reduction in Approval Level 
Computer Trespass Exception to FISA 
Immunity for Compliance with a FISA Wiretap 

2. Title m 

Changes in Disclosure of Title III Interception Information 

Obtaining Voice Mail/Stored Voice Communications Via a Search Warrant Rather than Title III 
Harmonization of Procedures for Obtaining Communications, etc. with Respect to the Cable Act 
Computer Trespass Exception to Title III 

3. Stored Wire and Electronic Communications and Transactional Record Access 

Information Available Pursuant to Subpoena 

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S.C. 2703 
Emergency Disclosures by Communications Providers 

4. Pen Register and Trap and Trace 

Using Pen/Trap Orders to Acquire Communications Traffic Information on Computer Networks 
Nationwide Effect of Pen/Trap Orders 

Reports for Installation and Use of Law Enforcement Pen/Trap Devices on Computer Networks 
No Imposition of Additional Technical Obligations on Service Providers or Others 

5. Rule 41 Search Warrants 

Single-Jurisdiction Search Warrants for Terrorism 
Authority for Delaying Notice of the Execution of a Warrant 

6. Civil Liability and Administrative Discipline for Certain Unauthorized Disclosures 

7. Review of the Department of Justice 

8. Coneressional Support for Technology Centers; Task Forces; Role of Secret Service 

Development and Support of Cybersecurity Forensic Capabilities 
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Expansion of the National Electronic Crime Force Initiative 
Extension of Secret Service Jurisdiction 

9. Section 216 Pen Register/Trap Traee Reporting Requirement 



Roving Authority 


/A 


Section 206 of the Act amends FISA to afford "roving" electronic surveillance 
authority and service provider assistance under certain circumstances. The chang e is inten ded to 
be of assistance in cooing with situations which arise when a FISA subject mav bel I 



[ The change brought about by this section indicates 
that a generic assistance order may be issued to address such situations. This approach is 
authorized when the FISA Court finds that the actions of the FISA subject may have the effect of 
thwarting the identification of such person/service provider. Although somewhat different, the 
concept here of roving interception technical "assistance" has some analogy to the assistance 
.provision in Title III at 18 U.S.C. 2518(1 l)(b) and (12). This provision will sunset December 31. 
2005. 

Greater Duration of FISA Electronic Surveillance 

\ Under Section 207 of the Act, the duration of a FISA electronic surveillance order 

B extended for non-U. S. persons who are agents of a foreign power (e.g., an officer or employee 
y foreign powers or a member of international terrorist organizations). Initial FISA electronic 
Weillance orders for such persons are now authorized for 120 days rather than the current 90 
Ws, and extensions are now authorized for one year rather than the current 90 days. This 
^/rovision will sunset December 3 1, 2005. This provision will sunset December 31, 2005. 

Change in FISA Pen Register/T mp Trace Showing 

r Section 214 of the Act simplifies the legal showing required to obtain a FISA pen 

register/trap trace order and expands the authority with respect to those subject to coverage 
Now FISA pen register/trap trace orders can be obtained based upon a certification that the 
information likely to be obtained is foreign intelligence information not concerning a U.S. person 
or is relevant to an ongoing investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such investigation of a U.S. person is not conducted solely on 
the basis of activities protected by the 1st Amendment. A key aspect of the change is that the 
investigative effort need not be limited to a FISA subject per se or to the communication service 
used by such subject. Rather, under Section 214, the focus shifts to the likely relevance of the 
targeted communications to the types of investigations noted above. Thus, pen registers/trap 
traces with respect to persons in contact with a subject of such investigation can be authorized 
This provision will sunset December 31, 2005. 
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term is defined inl8 U.S.C. 1030) of another in certain situations without authorization and thus 
without a reasonable expectation of privacy. The section mirrors a comparable amendment made 
to Title III in Section 217 of the Act. {See Section 217 below for greater explanation.) 

Immunity for Compliance with a FISA Wiretap 

Section 225 of the Act amends FISA to specify that no cause of action shall lie in 
any court against a provider of wire or electronic communication service, landlord, custodian, or 
other person that furnishes any information, facilities, or technical assistance in accordance with a 
court order or request for emergency assistance under FISA. This provision mirrors a similar 
provision in Title III under 18 U.S.C. 2511(a)(ii), and is intended to remove any reticence that 
service providers and others might have in affording necessary FISA assistance to the 
Government owing to fears about potential civil causes of action being filed against them. This 
provision will sunset December 31, 2005. 

2. Title in 


Changes in Disclosure of Title III Interception Information 

Section 203(b) of the Act amends Title Ill's disclosure provisions under 18 
U.S.C.§ 2517. This section now permits an investigative or law enforcement officer or attorney 
for the Government who has lawfully intercepted communications or obtained evidence derived 
therefrom to disclose such contents to any other Federal law enforcement, intelligence, protective, 
immigration, national defense, or national security official to the extent that such contents include 
foreign intelligence or counterintelligence (as defined in Section 3 of the National Security Act of 
1947 (50 U.S.C. 401a)) or foreign intelligence information (as defined in subsection (19) of 
section 2510 of Title 18) to assist the official who receives that information in the performance of 
his official duties. Any Federal official receiving information pursuant to this provision may use 
the information only as necessary in the conduct of that person's official duties, subject to 
limitations on the unauthorized disclosure of such information. Under Section 203, the Attorney 
General is required to establish procedures for disclosure of such information that identifies a 
United States person, as defined in section 101 of FISA (50 U.S.C. 1801), Section 203(a) makes 
similar changes with respect to disclosure of grand jury information protected under Rule 6(e), 
Fed. R. Crim. P. This provision will sunset on December 31, 2005. 

Obtaining Voice Mail/Stored Voice Communications via a Search Warrant Rather than Title III 

Section 209 of the Act amends 18 U.S.C. §§ 2510 and 2703 to specify that stored 
wire communications are to be treated under the same rules applicable to stored electronic 
communications. Such stored wire communications can now be obtained from an electronic 
communications service provider using procedures set out in section 2703 (such as a search 
warrant), rather than arguably having to resort to a Title III court order. The Section 209 
amendment does not apply to stored voice messages in the possession of an end-user person, such 
as those stored on an answering machine in a subject's home. Such non-service provider stored 
wire communications also remain outside the reach of Title III. This provision enacted in Section 
209 will sunset on December 31, 2005. 

Harmonization of Procedures for Obtaining Subscriber Communications, Records, and 
Information with Respect to the Cable Act 


5 



To, Laboratory From: Laboratory 
Re; 66-HQ-19490, 12/19/2001 


Section 211 amends the Communications Act of 1934 and the Cable 
Communications Policy Act of 1984 ("Cable Act")(47 U.S.C. § 551) to remove an apparent 
statutory conflict between provisions in the Cable Act and those set forth under Title III and the 
ECPA with respect to law enforcement obtaining a cable subscriber's communications, records, 
and information pertaining to such subscriber's telecommunications and/or Internet services. Prior 
to the Act's amendment, the Cable Act contained unworkable (and arguably unintended) 
provisions regarding law enforcement's obtaining a cable subscriber's communications, records, 
and information from the cable company as to telecommunications and/or Internet services 
offered by the cable company. Procedures under the Cable Act had most clearly been intended to 
protect subscriber privacy and information concerning cable video programming viewed by the 
subscriber. Section 211 makes it clear that, when a cable company offers services comparable to 
those offered by a telephone company or an ISP, the existing statutory provisions in Title III and 
the ECPA exclusively apply with respect to law enforcement's obtaining subscriber 
communications, records, and information in the cable company's control. 

Computer Trespass Exception to Title III 

Section 217 exempts from the requirement of obtaining a Title III court order the 
act of governmental interception of a computer trespasser's (e.g,, "hacker's") communications 
transmitted to, through, or from a protected computer, when the interception is pursuant to valid 
computer owner consent, as now specified under 18 U.S.C. 251 l(2)(i). This provision applies 
where a hacker or similar person accesses the "protected computer" (as that term is defined in 1 8 
U.S.C. 1030) of another in certain situations without authorization and thus without a reasonable 
expectation of privacy. Because network service providers often lack the expertise, equipment, or 
financial resources required to monitor computer attacks themselves, in the past they commonly 
have had no effective way to exercise their rights to protect themselves from unauthorized 
attackers. Although the wiretap statute allows computer owners to monitor the activity on their 
machines to protect their rights and property, until Section 217 of the Act was enacted it was 
unclear whether computer owners could obtain the assistance of law enforcement in conducting 
such monitoring. This lack of clarity prevented law enforcement from assisting victims in taking 
natural and reasonable steps in their own defense that would be entirely legal in the physical 
world. 


To correct this problem, the amendments in Section 217 of the Act allow victims 
of computer attacks to authorize persons “acting under color of law” to monitor trespassers on 
their computer systems. Before monitoring can occur, however, four requirements must be met 
under revised Section 25 11(2). First, the owner or operator of the protected computer must 
authorize the interception of the trespasser’s communications on the protected computer. 

Second, the person acting under color of law who intercepts the communication must be lawfully 
engaged in an investigation applicable to such violation. Both criminal and intelligence 
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation. 
Third, the person acting under color of law must have reasonable grounds to believe that the 
contents of the computer trespasser's communication to be intercepted will be relevant to the 
investigation. Fourth, the interception must be such that it does not acquire communications 
other than those transmitted to or from the computer trespasser. Thus, this section would only 
apply where the interception was effected such as to prevent the interception of communications 
of non-consenting users who are authorized to use the computer. The definition of computer 
trespasser explicitly excludes any person “known by the owner or operator of the protected 
computer to have an existing contractual relationship with the owner or operator for access to all 
or part of the computer.” 18 U.S.C. § 2510(21). This provision will sunset December 31, 2005, 
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3. Stored Wire and Electronic Communications and Transactional Record Access 


Information Available Pursuant to Subpoena 

Section 210 of the Act amends title II of the ECPA, at 18 U.S.C, 2703(c), by 
updating and expanding the list and types of subscriber information and records law eirforcement 
may obtain with a subpoena. Revised subsection 2703(c)(2) now includes “records of [Internet 
service] session times and durations,” as well as “any temporarily assigned network address,” In 
the Internet context, such records include the Internet Protocol (IP) address assigned by the 
service provider to the customer for a particular session, as well as the remote IP address from 
which a customer connects to the service provider. Obtaining such records will make the process 
of identifying computer criminals and tracing their Internet communications faster and easier. In 
addition, the amendment specifies that a subpoena may be used to obtain the “means and source 
of payment” that a customer uses to pay for service with a service provider, “including any credit 
card or bank account number.” Such information will prove particularly valuable in identifying 
the users of Internet services where a service provider does not verify its users’ biographical 
information. The amendment adds to the subscriber information and records currently available 
pursuant to service of a subpoena (subscriber name, address, local and long distance telephone 
toll billing records, telephone number or other subscriber number or identity, length of service, 
and types of services utilized). 

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S.C. 2703 

Section 220 of the Act amends 18 U.S.C, 2703 and 2711 so as to permit 
investigators to obtain and use search warrants authorized under section 2703(a) to acquire stored 
electronic communications (and, under Section 209 of the Act, stored wire communications) and 
records located outside of the district in which the court is located. This important change in the 
court's jurisdictional reach, giving search warrants authorized by the court under section 2703(a) 
national reach, puts search warrants on a comparable footing with the nationwide reach of federal 
grand juiy subpoenas and court orders authorized under section 2703(d), This change enables 
courts with jurisdiction over investigations to authorize directly the search and seizure of stored 
wire and electronic communications and records located outside of the district in which the court 
is located; and it eliminates the necessity of having to obtain the additional involvement of agents, 
prosecutors, and judges in outside judicial districts, especially those in districts where major ISPs 
are located. This provision will sunset December 31, 2005. 

Emergency Disclosures by Communications Providers 

Section 212 of the Act amends 18 U.S.C. 2702(b)(6) to permit, but not require, a 
service provider to disclose to law enforcement either content or non-content customer records in 
emergencies involving an immediate risk of death or serious physical injury to any person. This 
voluntary disclosure does not create any affirmative obligation on the service provider to review 
customer communications in search of such imminent dangers. 

Section 212 of the Act also amends the ECPA by allowing service providers to 
disclose information to protect their rights and property. It accomplishes this change by two 
related sets of amendments. First, amendments to 18 U.S.C. 2702 and 2703 simplify statutory 
treatment of voluntary disclosures by service providers by moving all such provisions to 2702. 
Thus, section 2702 now regulates all permissive disclosures (of content and non-content records 
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alike), while section 2703 covers only compulsory disclosures by service providers. Second, an 
amendment to new subsection 2702(c)(3) clarifies that service providers do have the statutory 
authority to disclose non-content records to protect their rights and property. Prior to the Act, 
2703 did not expressly permit a provider to voluntarily disclose non-content records (such as a 
subscriber’s login records) to law enforcement for purposes of self-protection even though they 
could disclose the content of communications for this reason. These changes will sunset 
December 31, 2005. 


4. Pen Register and Trap and Trace 

Section 216 of the Act updates the pen register/trap trace ("pen/trap") statute in 
three important ways: (1) the amendments clarify that law enforcement may use pen/trap orders to 
acquire non-content communications traffic information transmitted over the Internet and other 
computer networks; (2) pen/trap orders issued by federal courts now have nationwide effect; and 
(3) law enforcement authorities must file a special report with the court wh enever they use a ^^2 

pen/trap order to install their own pen/trap device Ion a packet-switched 

data network of a provider of electronic communication service to the public. b?E 


Using Pen/Trap Orders to Acquire Communications Traffic Information on Computer Networks 

Section 216 of the Act amends 18 U.S.C. 3121, 3123, 3124, and 3127 to clarify 
that the pen/trap statute applies to a variety of communications technologies. References to t he 
target “line,” for example, are revised to encompass a “line or other facility.” | I 

b2 

1 In addition, because the law now clearly takes into account a wide variety of facilities, i ,7 
amendments to section 3123(b)(1)(C) allow applicants for pen/trap orders to submit a description 
of the communications traffic information to be acquired based upon any of these or other 
identifiers. 


Moreover, the amendments clarify that pursuant to orders for the i nstallation and 


use of pen/trap devices law enforcement may ob tain any non-content information - 

I- utilized in the processing and traiismittmg ot 


wire and electronic communications f 


^ j^e n/tran orders 

carmot. however, authorize the interception of the content of a communication. 


Agents and prosecutors with questions about whether 


a particular type nt intnrmatinn con stitutes content s 
Operations in the telephone context 


Property Section in the computer context 


lould contact the Office of Enforcement 
lor the Computer Crime and Intellectual 


Further, because a pen/trap device! 

Section 216 makes two other related changes. First, in recogmtion of the fact that 
pen/trap functions are commonly performed today by software instead of physical mechanisms, 
the amended statute allows the pen/trap device to be “attached or applied” to the target facility. 
Likewise, Section 216 revises the definitions of “pen register” and “trap and trace device” in 
section 3127 to include an intangible “process” (such as a software routine) which collects the 
same information as a physical device. 


b2 

b7E 


b2 

b7E 


8 



To. Laboratory From; Laboratory 
Re: 66-HQ- 19490, 12/19/2001 


LEAD(s): 

Set Lead 1: 

ALL RECEIVING OFFICES 

None. For information only. 

CC: I 


b6 

b7C 


17 
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, Message 


Page 1 of 1 


(OGC) (FBI) 


From: |(OGC) (FBI) 

Sent: Thursday, February 17, 2005 5:55 PM 

i 

To; 


Cc: 


|0CA) (FBI) 
loGC) (FBI); 


(OCA) (FBI 


Subject: Comments on Feinstein Report 


UNCLASSIFIED 

NON-RECORD 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-23-2005 BY 65179/DMH/JW/05-GV-0845 


b6 

b7C 


□ As per your request, attached are my comments on the Feinstein report drafted by DOJ. I put my 
comments right into the Word document. I ended up commenting on Sections 201 , 203(d), and 209. I'll be out 
tomorrow, but will be here on Tuesday if you have any further questions. 



b2 

b6 

b7C 


UNCLASSIFIED 


b6 

b7C 


6/9/2005 





Sunset Provisions 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-23-2005 B’l 65 17 9/ UMH/ JN/ 05-CV- 0 845 






Please feel free to call me so we can discuss this further. I look forward to your response. 
Thanks. 


b2 
b6 
b7C 

UNCLASSIFIED 


6/9/2005 







.^Message 


Page 1 of 2 


(OGC) (FBI) 


From; 

Sent: 

To: 

Cc: 


(OGC) (FBI) 


Thursday, March 24, 2005 1 :30 PM 

(OGC) (FBI) 
(OCA) (FBI); 


(UGU) (FBI) 


OGC) (FBI) 


Subject: RE: FISA - change in primary purpose standard - sunset provision - Homeland Security Act 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


b2 

b5 

b6 

b7C 


Thanks for clearing this up for me. 


b6 

b7C 


ALL TIsTFORMATTOM COMTATMED 
HEREIN IS UNCLASSIFIED 

DATE 08-23-2005 BY 65 17 9/ DP^H/ JW/ 05-CV- 0 8 45 


Orjainal Message 

From: 


(OGC) (FBI) 
riHav, March fTTThnq R:40 AM 


Sen 
To: 

Cc: 

(FBI) 

Subject: RE: RSA - change in primary purpose standard - sunset provision - Homeland Security Act 


b6 

b7C 


J(OGC) (F^ 
(OCA) (FBI) 


JOGC) (FBI); 


(OGC) 


UNCLASSIFIED 

NON-RECORD 


Thank voiT 


I am assigning this to 


to research and answer your questions. 


National Security Law Policy and Training Unit 
FBI HO Room 7975 


Unclassifie d Faxf 
Secure Fax: 


b2 

b6 

b7C 


b6 

b7C 


ba 

b6 

b7C 


O riginal Message 

Fromf 


](OGC) (FBI) 


Sent: Thursday, March 17, 2005 1:41 PM 


b6 


6/9/2005 


b7C 







Page 2 of 2 


b6 


To; 

Cc 


1rOGC) (FBI) 


]OCA) (FBI); 


JOGC) (FBI) 


b7C 


Subject: FISA - change in primary purpose standard - sunset provision - Homeland Security Act 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


I've been working with OCA | 
nf the Patriot Act sunset DrovisiQns 


let ah to support the efforts on the Hill to seek renewal 



b5 


b5 


Please feel free to call me so we can discuss this further. I look forward to your response. 
Thanks. 


TED 

CD 

UNCLASSIFIED 


b2 

b€ 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


6/9/2005 






^Message 


Page 1 of 2 


(OGC) (FBI) 


From: | l (OGC) (FBI) 

Sent: Thursday, March 24, 2005 6:34 PM 

To: 


OCA) (FBI) 

Subject: Comments on Feinstein Sunset Report 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

b6 

I I - Attached is the draft report including my comments. I had more time to review the document than the 
previous time, so I have a few more comments. I put the comments right into the document. Should you have 
any questions, please feel free to contact me. I will be out of the office until 4/5. 


Thanks. 

a 


b2 

b6 

b7C 


AI,I. TNFORMATTON CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-23-2005 BY 65179/DMH/ JKI/' 05-CV-0845 


Original Messane- 


From 


T 


OCA) (FBI) 


Se nt: Tuesday, March 15. 2005 6:34 PM 


To 

Cg 

Su 


VOGC) (FBI) 


(OGC) (FBI) 

bject: RE: Delayed Notice Search Warrants AND SUNSET GENERALLY 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

b6 

I - whew - it's been a busy day. The best DOJ poc for guidance on Patriot Act issues is Rachel b 7 c 
Brand or Matthew Berry or Beth LNU of DOJ OLP. Beth LNU just came on board this week and is in the 
process of getting up to speed on Patriot Act issues. 

Re §213 specifically, DOJ is in the process of finalizing a letter re this provision. I think a draft was 
circulated over the weekend, but since the Internet Cafe has been up and down, I didn't receive it. When 
it's done. I think it will be the DOJ official position / guidance on the provision. I'll circulate a copy to you 
and [ as soon as I see it in draft or final. 

Re sunsets generally, I've attached the final draft report on Sunset provisions. This is the same document 
that you reviewed last month - we just get a final stab. If you have time and can take a look, I'd appreciate 
it. I'll also route to Julie Thomas in NSLB. 


Thanks, 


b2 


Office of Cong ressional Affairs 

I b7C 


O riginal Messaqe- 

Froml 


OGC) (FBI) 


Sent: Tuesday, March 15, 2005 1:11 PM 
To: l 1 (OCA) (FBI) 


b6 

b7C 


6/9/2005 



^ ^Message 


Page 2 of 2 


Cc:| 

Subject: Delayed Notice Search Warrants. 


b6 

b7C 


UNCLASSIFIED j^g 

NON-RECORD 

b7C 

\- When DOJ issued guidance initially after the Patriot Act was passed, they noted that they 
would issue additional guidance on this provision. I checked with the DOJ Crim Div. about a year 
later to locate this guidance and to no avail. In all your various discussions with DOJ on this 
provision, have you come across any guidance? Do you have a POC at DOJ on this provision? 
(Section 21 3) 


We don't have a pressing issue, just want to ensure that we have complete copies of all guidance 
issued on this provision. 

Thanks. 


UNCLASSIFIED 


b2 

b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


6/9/2005 



Message 


Page 1 of 1 



Subject: Patriot Act Sunset Provisions 

UNCLASSIFIED 

NON-RECORD 

fyi - attached is a report that DOJ sent to the Hill on Friday re Patriot Act sunset provisions. 

b2 
b6 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLA.SSIFIED 

DATE 08-23-2005 BY 65 17 9/ DMH/ J Ml/ 05-CV- 0 8 45 


UNCLASSIFIED 



6/9/2005 




USA Patriot Act 
Sunset Provisions 


b5 








ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-24-2003 BY 65 17 9/ DMH/ JW/ 05-GV- 0 8 45 


Section 


203(a) 


203(b) 


203(d) 


Includes Non-terrorism 


Investigations’ 


Only Terrorism Investigations 










Information Sharing (grand jury) 


Information Sharing (Title El) 


Information Sharing (intelligence info 
obtained in the course of a criminal 
invesgation) 


Roving FISA Authority 


Extended duration of FISA authority 


Voice mail - can be obtained with a 
search warrant 


Expanded subscriber information that 
can be obtained with a subpoena 


Voluntary disclosures by Internet 
Service Providers for emergencies 


Delayed notice for search warrants 
(sneek and peak warrants) 


FISA - change to pen/trap standard 


FISA - Business Records 


Nationwide effect of pen/trap orders 


Computer tresspasser exception to the 
wiretap statute 


FISA - changes "primary purpose" 
standard to "significant purpose" 


Nationwide search warrants for e-mail 


Grants immunity from civil liability for 
persons providing information in 
response to FISA order. 



Nationwide search warrants 




1 







































Increased penalities for counterfeiting 
foreign currency 


Requires AG to detain aliens that he 
certifies as threats to national security. 


Provides ability to share visa-records 
information with foreign governments 


Requires AG to expand foreign student 
visa monitoring program. 


Expanded money laundering 
predicates to include providing 
material support to foreign 
terrorists organizations. 


Creates extra-territorial jurisdiction for 
fraud related to access devices (18 
U.S.C, § 1029 - often used in computer 
related crimes involving stolen credit 
card numbers.) 


Expands terrorism related 
definitions for immigration 
statutes.Grants to state/locals to 
enhance abili ty to respond to 
terrorist acts. 


Expands predicates for collection of 
DNA samples. 


Authorized sharing of FISA 
information with federal law 
enforcement officers 


Changed standards for obtaining NSLs 


Access to educational records 




















AT.L TNFORMATTON CONTATMEr* 

HEREIN IS UNCLASSIFIED 

DATE 08-24-2Q05 BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 45 


Section 


Includes Criminal and 

Terrorism and Cl 

Onlv Terrorism 

Terrorism Investigations 

Investigations 

Investigations 







Voice mail - can be 
obtained with a search 
warrant 


Expanded subscriber 
information that can be 
obtained with a subpoena 


Voluntary disclosures by 
Internet Service Providers 
for emergencies 


Delayed notice for search 
warrants (sneak and peak 
warrants) 





Nationwide effect of 
pen/trap orders 


Computer trespasser 


Information Sharing 
(Grand lury) 


Information Sharing 
(Title ID) 


Information Sharing 
(intelligence info 
obtained in the course 
of a criminal 
investigation) 


Roving FISA Authority 


Extended duration of 
FISA authority - also 
expanded FISC 












FISA - change to 
pen/trap standard 


FISA - changed 
standard for business 
records authority 






1 
































223 

OPR inquiry for improper 

Established civil 

1 


disclosure of information 

liability for 



pursuant to Tm, ECPA, 

unauthorized 



pen/trap and trace, NSLs 

disclosure of FISA 
information 



225 Grants immunity from 

civil liability for 
persons providing 
information in response 
to FISA order. 



314 

Cooperative efforts 
between government and 
financial institutions to 
deter money laundering 
(aimed at, but not limited 
to, terrorist financing) 


315 

Expanded money 



laundering predicates 


317&318 

Long-arm jurisdiction over 



foreign money launderers 




2 


















ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DAT E 0 8-24-2005 S Y 65 1 7 9 / DM H / J W /' 0 5 - C V- 0345 


Section 


203(a) 


203(b) 


203(d) 


Includes Non-terrorism 


Investisations* 


Only Terrorism Investigations 



Information Sharing (grand jury) 


Information Sharing (Title HI) 


Information Sharing (intelligence info 
obtained in the course of a criminal 
invesgation) 









Roving FISA Authority 


Extended duration of FISA authority 


Voice mail - can be obtained with a 
search warrant 


Expanded subscriber information that 
can be obtained with a subpoena 


Clarified that the cable providers that 
also provide Internet service are 
governed by the same laws regarding 
disclosure of records to the 
government. 


Voluntary disclosures by Internet 
Service Providers for emergencies 


Delayed notice for search warrants 
(sneek and peak warrants) 


FISA - change to pen/trap standard 


FISA - Business Records 


Nationwide effect of pen/trap orders 


Computer tresspasser exception to the 
wiretap statute 


FISA - changes "primary purpose" 
standard to "significant purpose" 




Employment of Translators 



Nationwide search warrants 


Nationwide search warrants for e-mail 


1 










































bl ,b2 , b6, b7C, b7D, b7E 


U.S. Department of Justice 


Federal Bureau of Investigation 


DATE: 08-25-2005 

CLASSIFIED BY 65 17 9/ DMH/ JW/ 05- CV- 0 8 45 
REASON: 1. 4 (C) (D) 

DECLASSIFY ON: 08-25-2030 


Washington, D. C. 20535-0001 

April 19, 2004 


AI,L TKFPOHMATTOM CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 










(Rev. 01-31-2003) 
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(Rev. 01-31-2003) 
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U.S. Department of Justice 




Federal Bureau of Investigation 


In Reply, Please Refer to 
File No. 

b6 


b6 

b7C 

b7D 


b2 

b7E 



b7C 

AI,T, TNFORMATTON nONTATNRD 

HEREIN IS UNCLASSIFIED EXCEPT DATE; 08-24-2005 b7D 

WHERE SHOWN OTHERWISE CLASSIFIED BY 65 17 9/ DMH/ JW/ 05-CV- 0 8 4.5 

REASON: 1.4 (C) 

DECLASSIFY ON: 08-24-2030 


DATE 

RE; Request for Emergency Access to Information 


bl 


Pursuant to TitL 
Tnve.stigatinn rERFl remie.sts th 


Xg TT C R'-nnnrU\fQ\^r.A _ 


,(S) 


b2 

b6 

b7C 


I I (S) 

This informatinn should inr.liidei 


b7D 

b7E 


By way of background, [provide some information to the service provider that 
would enable them to reach the conclusion that this involves an emergency to human life or 
serious physical injury]. 


In an effort to respond to this emery, nr, v r.nnditinn 


provide the above listed information. Authority foj 
the FBI under the current circumstances rests in 18 


bfflafested to 


p aisciose mis mfOTmation to 
U.S.C. § 2702(b)®A hich permits a service 
provider to voluntarily disclose the content of communications to the FBI "if the provider, in 
good faith, believes that an emergency involving danger of death or serious physical injury to any 
person requires disclosure without delay of communications relating to the emergency." See also 
18 U.S.C. § 2702(c)(4) which addresses a similar standard for the disclosure of records. 


bl 

b2 

b7D 

b7E 


Due to the emergency circumstances surrounding this request, please provide the 
requested information to Specid Agent [Name], [Field Office], [address], [telephone], [facsimile 
and/or e-mail address] as soon as possible. Any questions can be directed to [name] at [phone #]. 


Sincerely, 

S^ET 




(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

Date: 08/12/03 


To: All Divisions 

Attn; 

SAC 

CDC 

FBIHQ, Manuals Desk 

All Legats 

Attn: 

Legat 

Counterterrorism 

Attn: 

Acting AD John S. Pistole 

Criminal Investigative 

Attn: 

AD Grant D. Ashley 

Cyber 

Attn: 

AD Jana D. Monroe 
DAD James E. Faman 


From: Office of the General Counsel 

Tnve.stigative l^w IJnit/Room 7326 

Contact: 


Approved By: Kelley Patrick W. 


Drafted By: 


Case ID #: 66F-HQ- 1085 1 60 (Pending) 
66F-HQ-C1384970 

Title: Emergency Disclosures under 

18U.S.C. §2702 
Reporting Requirement 


b2 

b6 

b7C 

ALT. TMFORMATTON fiONTATMRD 
HEREIN IS UNCLASSIFIED 

DATE 08-24-2005 BY 65179/DMH/ JW/ 05-CV-0845 


Synopsis: This EC reminds investigative offices of their duty to report all disclosures of a 
communications content received from service providers (including Internet service providers) 
between June 1 1 and August 15, 2003 under the emergency disclosure provision by August 28, 


2003. 


Reference: 66F-HQ- 1085 160 Serial 60 

Details; Under the emergency disclosure provision, codified at 18 U.S.C. § 2702(b)(7), a service 
provider can voluntarily provide law enforcement with the content of e-mail or other electronic 
communications if the service provider reasonably believes that there is an emergency involving 
death or serious physical injury which requires immediate action. Congress created a reporting 
requirement in the Homeland Security Act which requires the government to report to the DOJ 
within 90 days of receipt of a disclosure of a communication's content. The above referenced EC 
discusses the reporting requirement in detail. 

In order to comply with this statutory reporting requirement, all disclosures of a 
communication’s content received from a service provider under this provision during the period 



To; All Divisions From: Office of the General Counsel 
Re; 66F-HQ-1085 160, 08/12/03 

b2 


b7E 

between June 1 1 and August 15, 2003, should be re ported to the Investigative Law Unit fILU). 

Office of the General Counsel by August 28, 2003. 1 


This reporting should be done by: 1) eithe r sending an e-mail me ssage or 
telephonicallv notifying Assistant General Coun sel TAGOi |LU, OGC at 


f 


3 ^; 


,U, OGC 


1 ^ soon as posSble that an 


ottice will be submitting a report; and 2) submitting the information detailed in the above 
referenced EC (the date of disclosure and the number of messages where the content of the 
message was received with a separate line item for each subscriber identity) to ILU by August 28, 
2003 so that any necessary reporting can be made to the DOJ within the statutory deadlines. 
Negative reporting is not required. 


An y questions should be d irected to AGCf 
^or at 


]at telephone number 


b2 

b6 

b7C 


b2 

b6 

b7C 


2 



To: All Divisions From: Office of the General Counsel 
Re: 66F-HQ- 1085 160, 08/12/03 


LEAD(s): 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 


Any office that has received the content of an electronic communication from a 
service provider under the emergency disclosure provision in 18 U.S.C. § 2702(b)(7) between 
June 1 1 and August 15, 2003 should immediately notify the Investigative Law Unit either 
telephonically or via e-mail and provide the necessary reporting by August 28, 2003. 


CC: 1 -■ Kelley 

1 - 
1 - 

2 -TED — 


♦♦ 


b6 

b7C 


3 



(Rev. 01-31-2003) 


FEDERAL. BUREAU OF INVESTIGATION 


Precedence: IMMEDIATE 


To: All Field Offices 


Date: 04/15/2003 

Attn: ADIC 

SAC 
CDC 



From: Office of the General Counsel 
Investiga tive Law Unit/Room 

Contact: I IxT 


Approved By: 


Kellev Patrick W 


Drafted By: 

Case ID #: 66F-HQ- 1085 160 (Pending) AT.T. INFORMATION CONTAINED 

66F-HQ-C 1382989 (Pending) 

66F-HQ-C 1384970 

Title: Emergency Disclosures under ECPA 

18 U.S.C. § 2702 
Reporting Requirement 

Synopsis: This EC advises receiving field offices of the reporting requirement under 18 U.S.C. 
Section 2702(b)(7) regarding any voluntary disclosures made by a service provider to the FBI 
under this emergency disclosure provision. Field offices must immediately report if they 
received any voluntary disclosures of content or records from service providers under this 
provision between January 24, 2003 and March 31, 2003. Negative reports are not required. 
Additional reports will be required at later dates. 

Enclosure(s): Sample report 

Details: The Electronic Communications Privacy Act (ECPA), codified in 18 U.S.C. § 2701, et. 
seq., provides privacy protection for electronic communications, such as e-mail, and associated 
records. It also outlines the compulsory process that law enforcement can use to obtain both the 
content of communications and records held bv an electronic communication s service provider or 
a remote computing service. I [ The USA Patriot Act 

created a voluntary disclosure provision which explicitly permits, but does not require, a service 
provider to disclose to law enforcement either content or non-content customer records in 
emergencies involving an immediate risk of death or serious physical injury to any person. 18 
U.S.C. § 2702(b)(7); 18 U.S.C. § 2702(c)(4). The Homeland Security Act modified this 
provision and created a reporting requirement for every disclosure made under this provision. 

This EC provides guidance on the reporting requirement and notifies the field of 
urgent deadlines in order to ensure fiill compliance with the statutory deadlines. Further 
guidance will be issued in the near future on the use of the provision. 


To: All Field Offices From: Office of the General Counsel 
Re: 66F-HQ- 10851 60, 04/15/2003 


follows: 


The reporting requirement as enacted in the Homeland Security Act reads as 


"A government entity that receives a disclosure under section 
2702(b) of title 18, United States Code, shall file, not later than 90 
days after such disclosure, a report to the Attorney General stating 
the paragraph of that section under which the disclosure was made, 
the date of the disclosure, the entity to which the disclosure was 
made, the number of customers or subscribers to whom the 
information disclosed pertained, and the number of 
communications, if any, that were disclosed. The Attorney General 
shall publish all such reports into a single report to be submitted to 
Congress 1 year after the date of enactment of this Act."* 

While the language of the reporting requirement states that any disclosure to the government 
under 18 U.S.C. § 2702(b) must be reported, a reasonable interpretation of the legislative history 
narrows this reporting requirement to 2702(b)(7), the emergency disclosure provision.^ This is a 
one-time reporting requirement, meaning that after the Attorney General files the report in 
November 2003, the reporting requirement ceases. 


b2 

b7E 


in tne cover letter to me report we will explain what the data means ana wny we 


'Homeland Security Act of 2002, P.L. 1 07-296, § 225(d)(2). 

2702(b) authorizes the ISP to make disclosures to the intended recipient of the e-mail, 
consistent with the consent of the originator or recipient, and to another service used to forward 
the mail to the intended recipient. Congress did not intend for the Attorney General to report to 
Congress every time that a government employee receives an e-mail that was forwarded through 
an ISP. The legislative history demonstrates that Congress' concern was that law enforcement 
might abuse the ability to approach an ISP and present emergency circumstances to the ISP, 
causing the ISP to voluntarily provide e-mail content and records to the law enforcement agency. 
It is only in this context that the reporting requirement is discussed in the legislative history. See 
H.R. Rep. 107-497, pg. 14; 148 Cong. Rec. H4580-05, pg. H4583 (Congressional debate on the 
Cyber Security Enhancement Act of 2002, dated July 15, 2002)(statement of Ms. Jackson-Lee). 
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To: All Field Offices From: Office of the General Counsel 
Re: 66F-HQ- 1 085 1 60, 04/1 5/2003 


cannot report the exact information requested. By reporting and explaining this information, the 
FBI will be complying with the intent of the law. 


To facilitate the reporting process, the Investigative Law Unit (ILU), Office of the 
General Counsel (OGC) will act as the central point for all FBI reports' of disclosures under the 
emergency disclosure provision. Field offices should provide ILU with a list of the disclosures 
they have received under this provision. Information should be submitted in the form of an Excel 
spreadsheet with one column each for the following information: 1) the date of receipt of the 
disclosure; 2) whether content (i.e., e-mail) or records were received; and 3) the number of e-mail 
messages or communications disclosed. A separate record or line item should be listed for each 
account or identity about which the disclosure was made. A sample spreadsheet is attached. 


The statute requires that disclosures made under this emergency disclosure 
provision are to be reported to the Attorney General within 90 days of the disclosure. As a part 
of the Homeland Security Act, the reporting requirement became effective on January 24, 2003. 
Therefore, any disclosures received prior to January 24, 2003, need not be reported. Any 
disclosures made under § 2702(b)(7) and received on January 24, 2003, must be reported to the 
Department of Justice (DOJ) by April 24, 2003. In order to provide this information to the DOJ 
within the deadline, any office which received disclosures under this emergency disclosure 
provision between Janu ary 24 and March 3 1 , 2003 are to: 1 1 telenhonically n otify Assistant 


General CqmiscLIAOC£ 
ILU, OGC 


ILU, OGC at 


K)r 


as soon as possible; and 2) submit the above detailed intormation to 


ILU by April 21, 2003 so that any necessary reporting can be made to the DOJ within the 
statutory deadlines. Negative reporting is not required. 


Thereafter, reports should be submitted quarterly (via EC with an electronic copy 
also sent via e-mail) under the following schedule: all disclosures received between April 1 and 
June 10, 2003 are to be reported to ILU by June 20, 2003; all disclosures received between June 
1 1 and August 15, 2003 are to be submitted to ILU by August 31, 2003; all disclosures received 
between August 16 and October 15, 2003 are to be submitted to ILU by November 1, 2003. 


Any questions should be directed to AGC 



or 


at 


at telephone number 
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To: All Field Offices From: Office of the General Counsel 
Re: 66F-HQ- 1 085 1 60, 04/1 5/2003 


LEAD(s): 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 


Any office which has received a disclosure of electronic 
communications or records from a service provider under 18 U.S.C. § 2702 since January 24, 
2003 are to telephonically notify the above contact person immediately and provide a written 
report of such disclosures in accordance with the dates specified above. Negative reports are not 
required. 


♦♦ 
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To: All Field Offices From: Office of the General Counsel 
Re: 66F-HQ- 1 085 1 60, 04/15/2003 


cc: 


1 - Mr. Kelley 
1 - Mr. Steele 
1 -^ 



ILU Files 


b6 

b7C 
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(Rev. 01-31-2003) 


FEDERAL. BUREAU OF INVESTICATION 


Precedence: ROUTINE 

Date: 05/30/2003 

‘Wft 

To: All Divisions 

Attn: 

SAC 

CDC 

FBIHQ, Manuals Desk 

All Legats 

Attn: 

Legat 

Counterterrorism 

Attn: 

AD Larry A. Mefford 

Criminal Investigative 

Attn: 

AD Grant D. Ashley 

Cyber 

Attn: 

AD Jana D. Monroe 
DAD James E. Faman 


From; Office of the General Counsel 

Investigat ive Law Unit/Room 7326 

Contact: 


b2 

b6 

b7C 


Approved By: Rowan J Patrick 


Drafted By: 

Case ID #: 66F-HQ- 1085160 (Pending) 
66F-HQ-C 1384970 


A.T.J., INFORMATTOM COMTATMED 
HEREIN IS UNCLASSIFIED 

DATE 08-24-2005 BY 65 17 9/ DMH/' JW/ 05-CV-0845 


Title: Emergency Disclosures under 

18 U.S.C. § 2702 
Reporting Requirement 


Synopsis: This EC reminds investigative offices of their duty to report all disclosures of a 
communications content received from service providers,, including Internet service providers, 
under the emergency disclosure provision codified at 18 U.S.C, § 2702(b)(7) by June 20, 2003. 


Reference: 66F-HQ- 1085 1 60 Serial 60 

Enclosure(s): Sample Report Format 


Details: Under the emergency disclosure provision, codified at 18 U.S.C. § 2702(b)(7), a service 
provider can voluntarily provide law enforcement with the content of e-mail or other electronic 
communications if the service provider reasonably believes that there is an emergency involving 
death or serious physical injury which requires immediate action. Congress created a reporting 
requirement in the Homeland Security Act which requires the government to report to the DOJ 
within 90 days of receipt of a disclosure of a communication's content. The above referenced EC 
discusses the reporting requirement in detail. 



To; All Divisions From: Office of the General Counsel 
Re: 66F-HQ- 10851 60, 05/30/2003 

b7E 


In order to comply vi?ith this statutory reporting requirement, all disclosures of a 
communication’s content received from a service provider under this provision during the period 
between April 1 and June 10, 2003, should be rffnnrtpH m fhe Tnvectigativp T aw TTnit /TT ,TT^ ^ 

r>f frmncAl Tnnp OCi I 


This reporting should be done by: 1) either sending an e-mail m essage or 
teleohonicallv no t ifying Assistant Gen eral Coun ?|el (AGO I ILU, OGC at 

r l I dLU. OGC I b s soon as possible that an 


office will be submitting a report; and 2) submitting the information detailed in the above 
referenced EC (the date of disclosure and the number of messages where the content of the 
message was received with a separate line item for each subscriber identity) to ILU by June 20, 
2003 so that any necessary reporting can be made to the DOJ within the statutory deadlines. 
Negative reporting is not required. 


b2 

b€ 

b7C 


£ 

■ur 

or 

/ UUC:)L1U1I5 bilUUiU UC 

u. 

at 

m .1 


at telephone number 
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To: All Divisions From: Office of the General Counsel 
Re: 66F-HQ- 1085 160, 05/30/2003 


LEAD(s); 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 


Any office that has received the content of an electronic communication from a 
service provider under the emergency disclosure provision in 18 U.S.C. § 2702(b)(7) between 
April 1 and June 10, 2003 should immediately notify the Investigative Law Unit either 
telephonically or via e-mail and provide the necessary reporting by June 20, 2003. 


CC: 


1 - Rowan 
1 - 
1 - 

2 -TED — 


b6 

b7C 


♦♦ 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

Date: 10/7/03 


To: All Divisions 

Attn: 

SAC 

CDC 

FBIHQ, Manuals Desk 

All Legats 

Attn: 

Legal 

Counterterrorism 

Attn: 

AD John S. Pistole 

Criminal Investigative 

Attn: 

AD GrMt D. Ashley 

Cyber 

Attn: 

AD Jana D. Monroe 
DAD James E. Faman 



From: Office of the General Counsel 

Investiga tive Law Unit/Room 7326 

Contact: 


Approved By: 


Drafted By: 


Kelley Patrick W. 


Case ID #: 66F-HQ- 1085 160 (Pending) 
66F-HQ-C 1384970 

Title: Emergency Disclosures under 

18 U.S.C. § 2702 
Reporting Requirement 


b2 

b6 

b7C 


ALT. TMFORMATTON HONTATNED 
HEREIN IS UNCLA.SSIFIED 

DAT E 0 8-24-2005 BY 65 17 9/ DMH,/ JW/ 0 5- CV- 0345 


Synopsis: This EC reminds investigative offices of their duty to report all disclosures of a 
communication’s content received from service providers (including Internet service providers) 
between August 16 and October 15, 2003 under the emergency disclosure provision by October 
24, 2003. 

Reference: 66F-HQ- 1085 1 60 Serial 60 


Details: Under the emergency disclosure provision, codified at 18 U.S.C. § 2702(b)(7), a service 
provider can voluntarily provide law enforcement with the content of e-mail or other electronic 
communications if the service provider reasonably believes that there is an emergency involving 
death or serious physical injury which requires immediate action. Congress created a reporting 
requirement in the Homeland Security Act which requires the government to report to the DOJ 
within 90 days of receipt of a disclosure of a communication's content. The above referenced EC 
discusses the reporting requirement in detail. 

In order to comply with this statutory reporting requirement, all disclosures of a 
communication's content received from a service provider under this provision during the period 



To: All Divisions From: Office of the General Counsel 
Re: 66F-HQ- 1085 160, 10/7/03 

b7E 


between August 16 and October 15, 2003, should be reported to the. Tnvestipative T , aw Unit 
(ILU). Office of the General Counsel bv October 24. 2003. 


This reporting should be done by: 1) either sending an e-mail m essage or 
telephonicallv i\o t jfving Assistant Gen eral Coun sel (AGCI I ILU. OGC at 

JiLU, OG q l as soon as possible that an 


or 


office will be submitting a report; and 2) submitting the information detailed in the above 
referenced EC (the date of disclosure and the number of messages where the content of the 
message was received with a separate line item for each subscriber identity) to ILU by October 
24, 2003 so that any necessary reporting can be made to the DOJ within the statutory deadlines. 
Negative reporting is not required. 
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questions should be d irected to AGCf 
|at| 


at telephone number 
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To: All Divisions From: Office of the General Counsel 
Re: 66F-HQ- 1085 160, 10/7/03 


LEAD(s): 

Set Lead 1; (Action) 

ALL RECEIVING OPHCES 


Any office that has received the content of an electronic communication from a 
service provider under the emergency disclosure provision in 18 U.S.C. § 2702(b)(7) between 
August 16 and October 15, 2003 should immediately notify the Investigative Law Unit either 
telephonically or via e-mail and provide the necessary reporting by October 24, 2003. 


CC: 


1 - Kollev 
1 - 
1 - 

2-ILU 


b6 

b7C 


♦♦ 
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(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: IMMEDIATE 

Date: 05/27/2003 

To: All Legats 

Attn: 

Legat 

Criminal Investigative 

Attn: 

AD Grant D. Ashley 

Cyber 

Attn: 

AD Jana D. Monroe 
DAD James E. Faman 

Counterterrorism 

Attn: 

AD Larry A. Mefford 



b2 


From: Office of the General Counsel 


Investiga tive Law Unit/Room 7326 
Contact: 


b6 

b7C 


Approved By: Rowan J. Patrick 


ALL xiMFORMATxON CONTAIWEiJ 

herein is unclassified 

DATE 00-24-2005 BY 65 17 9/ DMH/ J W/ 05-CV- 0 8 45 

Case ID #: 66F-HQ- 1085 160 


Drafted By: 



Title: Emergency Disclosures under ECPA 

18 U.S.C. 2702 
Reporting Requirement 


Synopsis: To advise the Legats and several HQ divisions of the requirement to immediately report to 
the Office of the General Counsel any disclosures of e-mail content made by a service provider to the 
FBI between the dates of January 24 and March 31, 2003 in accordance with the emergency disclosure 
provision of the Electronic Communication Privacy Act (ECPA), 18 U.S.C. § 2702(b)(7). 

Reference: 66F-HQ- 1085 160 Serial 60 

Details: The above referenced EC was sent to all field offices to advise on a new reporting requirement 
established in the Homeland Securit y Act for any emergency disclosures of the c ontent of an electronic 
communication by a service provide r! . U.S.C. 

2702(b)(7). It further notified the field ot urgent dearilines in orrier to en.snre full cnmnliance. with the 
Statutory deadlines.! 


[ Further guidance will be 

issued in the near future on the use ot the provision. 


The Electronic Communications Privacy Act (ECPA), codified in 18 U.S.C. § 2701, et. 
seq., provides privacy protection for electronic communications, such as e-mail and associated records. 
It also outlines the compulsory process that law enforcement can use to obtain both the content of 
communications and records held by an electronic communications service provider or a remote 


b7E 






To: All Legats From: Office of the General Counsel b 2 

Re: 66F-HQ- 1085 160, 05/27/2003 

b7E 


computing service] |The USA Patriot Act created a 

voluntary disclosure provision which explicitly permits, but does not require, a service provider to 
disclose to law enforcement either content or non-content customer records in emergencies involving an 
immediate risk of death or serious physical injury to any person. 18 U.S.C. § 2702(b)(7); 18 U.S.C. § 
2702(c)(4). The Homeland Security Act modified this provision and created a reporting requirement for 
every disclosure of a communication's content made under this provision. The reporting requirement as 
enacted in the Homeland Security Act reads as follows: 

"A government entity that receives a disclosure under section 2702(b) of 
title 18, United States Code, shall file, not later than 90 days after such 
disclosure, a report to the Attorney General stating the paragraph of that 
section under which the disclosure was made, the date of the disclosure, 
the entity to which the disclosure was made, the number of customers or 
subscribers to whom the information disclosed pertained, and the number 
of communications, if any, that were disclosed. The Attorney General 
shall publish all such reports into a single report to be submitted to 
Congress 1 year after the date of enactment of this Act."* 

While the language of the reporting requirement states that any disclosure to the government under 18 
U.S.C. § 2702(b) must be reported, a reasonable interpretation of the legislative history narrows this 
reporting requirement to 2702(b)(7), the emergency disclosure provision.^ This is a one-time reporting 
requirement, meaning that after the Attorney General files the report in November 2003, the reporting 
requirement ceases. 



‘Homeland Security Act of 2002, P.L. 107-296, § 225(d)(2). 

1 bis 





To: All Legats From: Office of the General Counsel 
Re: 66F-HQ- 1085 160, 05/27/2003 


b2 

b6 

b7C 

b7E 


In the cover letter to the report we will explain what the data means and why we cannot report 
the exact information requested. By reporting and explaining this information, the FBI will be 
complying with the intent of the law. 

To facilitate the reporting process, the Investigative Law Unit (ILU), Office of the 
General Counsel (OGC) will act as the central point for all FBI reports of disclosed content under the 
emergency disclosure provision. Offices in receipt of such disclosures should provide ILU with a list of 
the disclosures of content they have received under this provision. Information should be submitted in 
the form of an Excel spreadsheet with one column each for the following information: 1) the date of 
receipt of the disclosure, and 2) the number of e-mail messages or communications disclosed by the 
service provider (not the number of e-mail accounts, but the actual number of e-mail messages which 
were received for each account). A separate record or line item should be listed for each account or 
identity about which the disclosure was made. 


The statute requires that disclosures made under this emergency disclosure provision are 
to be reported to the Attorney General within 90 days of the disclosure. As a part of the Homeland 
Security Act, the reporting requirement became effective on January 24, 2003. Therefore, any 
disclosures received prior to January 24. 2003 need not be reported. The first renort to DOJ was 
submitted on April 25, 2003. Therefore, at 

this time, OGC seeks the imniediate reporting ot any disclosures made to any Legat or other FBI entity 
between January 24 and March 31 , 2003. This reportin g should be done by: 1) telep h onically no tifying 
Assistant General C ounsel tAGQI~ |ILU, OGC at | | or| | 

I | LU, OGC I ~l as soon as possible; and 2) submitting the above detailed 

information to ILU so that any necessary reporting can be made to the DOJ within the statutory 
deadlines. Negative reporting is not required. 

Thereafter, reports should be submitted quarterly (via EC with an electronic copy also 
sent via e-mail) under the following schedule: all disclosures received between April 1 and June 10, 
2003 are to be reported to ILU by June 20, 2003; all disclosures received between June 1 1 and August 
15, 2003 are to be submitted to E./U by August 31, 2003; all disclosures received between August 16 and 
October 15, 2003 are to be submitted to ILU by November 1 , 2003. 


Any Questions shoi 


1 he directed to AGCl 

it telephone numbed 

or 
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To: All Legats From; Office of the General Counsel 
Re: 66F-HQ-1085 160, 05/27/2003 


LEAD(s): 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 

Any office that has received a disclosure of the content of ah electronic communication 
from a service provider under the emergency disclosure provision in 18 U.S.C. § 2702(b)(7) between 
January 24 and March 31, 2003 should immediately notify the Investigative Law Unit telephonically and ' 
provide the necessary reporting as soon as possible. 

CC: 


b7C 

♦♦ 
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May 22, 2003 


Ms. Maureen Killion 
Director 

Office of Enforcement Operations " ^ tmpormattou cohtatnrd 

Department of Justice 00 - 24-2005 by 65179 /dmh/jw/o 5 -cv-o 045 

1301 New York Avenue, N.W. 

Washington, D.C. 20005 


RE: 18 U.S.C. § 2702 Reporting Requirement 


Dear Ms. Killion; 


This report supplements the initial report submitted to your office on April 25, 
2003 detailing disclosures received by the FBI from service providers under the emergency 
disclosure provision found in 18 U.S.C. § 2702(b)(7). 


Should there be anv questions in regard to this reoort. olease contact 


\ssistant General Counsel of my office at 



Sincerely, b7c 


J. Patrick Rowan 

Acting Deputy General Counsel 

Office of the General Counsel 


cc; 


1 - Mr. Kelley 
1 - Mr. Rowan 
1 - Mr. Steele 
1 



TED" 

1 - 66F-HQ-1085160 
1 - 66F-HQ-A 1085 154 - Admin 
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05-CV-0645 


DATE : 

class: 

RIASOI 

BECLAi 


12-13-2005 

lFIED by 65179 DMH/ L P/ cpb 

-I; 1.4 (c) 

3SIFY ON: 12-13-2030 



Amendment to Report of “l information contained 

f . -rm-r HEREIN IS UNCLASSIFIED EXCEPT 

Disclosures Received, by the FBI where shown otherwise 

Under the Emergency Disclosure Provision 
18 U.S.C. § 2702(b)(7) 

Between January 24 and March 31, 2003 


On April 25, 2003, the FBI submitted a report to the Office of Enforcement Operations at 
the Department of Justice listing the disclosures received by the FBI under the emergency 
disclosure provision of the Electronic Communications Privacy Act, codified at 18 U.S.C. § 
2702(b)(7), during the period of January 24 and March 31, 2003 in order to comply with the 
reporting requirement established in the Homeland Security Act (P.L. 107-296 § 225(d)(2)). 

This provision requires that the FBI report to the DOJ certain specified information for each 
occurrence where a service provider voluntarily discloses to the FBI the content of a 
communication (i.e., e-mail content) in order to respond to an emergency. Such reporting is to be 
done within 90 days of the FBI's receipt of the disclosure. 


This document supplements the report filed on April 25 with several additional 
disclosures that were recently identified. E^h line item listed in this report reflects the 
disclosures made on that date pertaining to a specific identity. One subscriber may have multiple 
on-line identities or accounts. The FBI may not be able to HisHngiii.sh armnnts and idp.ntiHp.s 
from customers and subscribers until well into the investigation 


bl 



The following attachment lists the date for each disclosure and the number of messages 
received that pertain to each separate identity. Each line item represents a separate identity as 
described above. The number of communications disclosed includes spam e-mail messages 
(unsolicited "junk" advertisements) and delivery notification messages (messages automatically 
generated by the system to notify the originator of the delivery status of a message, i.e., "e-mail 
not sent due to system failure.") 





ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DAT E 0 8-24-2005 BY 65179/ DMH/ JW/ 0 5 - CV~ 0845 



Disclosures Received 
by the FBI 

Under the Emergency Disclosure Provision 
18 U.S.C. § 2702 

Between April 1 and June 10, 2003 


The Homeland Security Act, P.L. 107-296, established a reporting requirement for 
disclosures received under the emergency disclosure provision codified at 18 U.S.C. § 2702(b). 
P.L. 107-296 § 225 (d)(2). In accordance with this provision, the FBI provides the following 
report of disclosures received under 18 U.S.C. § 2702(b)(7). 

The reporting requirement as enacted in the Homeland Security Act reads as follows: 

"A government entity that receives a disclosure under section 2702(b) of title 18, 

United States Code, shall file, not later than 90 days after such disclosure, a report 
to the Attorney General stating the paragraph of that section under which the 
disclosure was made, the date of the disclosure, the entity to which the disclosure 
was made, the number of customers or subscribers to whom the information 
disclosed pertained, and the number of communications, if any, that were 
disclosed. The Attorney General shall publish all such reports into a single report 
to be submitted to Congress 1 year after the date of enactment of this Act."* 

The FBI worked with the Computer Crime and Intellectual Property Section (CCIPS) of 
the Department of Justice to appropriately interpret this statutory language in order to provide the 
information sought by Congress to the Department of Justice. CCIPS arid the FBI concur that the 
Congressional intent of this provision was to establish a reporting requirement for emergency 
disclosures of content made under 18 U.S.C. § 2702(b)(7), as opposed to all disclosures made 
under 18 U.S.C. § 2702(b). 18 U.S.C. § 2702(b) authorizes a service provider to make 
disclosures under various circumstances including, among others, disclosures to the intended 
recipient of the e-mail, disclosures to another service provider in order to forward the mail to the 
intended recipient, and disclosures consistent with the consent of the originator or recipient. 
Congress did not intend for the Attorney General to report to Congress every time that a 
government employee receives an e-mail that was forwarded through the Internet. The 
legislative history demonstrates that Congress was concerned the government might abuse the 
ability to obtain information under the emergency disclosure provision found in 18 U.S.C. § 
2702(b)(7). It is only in this context that the reporting requirement is discussed in the legislative 
histoiy. See H.R. Rep. 107-497, pg. 14; 148 Cong. Rec. H4580-05, pg. H4583 (Congressional 
debate on the Cyber Security Enhancement Act of 2002, dated July 15, 2002)(statement of Ms. 
Jackson-Lee). Thus, all the disclosures reported in this document were emergency disclosures of 
content made under 18 U.S.C. § 2702(b)(7). 

Each line item listed in this report reflects the disclosures made on that date pertaining to 


'Homeland Security Act of 2002, P.L. 107-296, § 225(d)(2). 
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a specific identity. One subscriber may have multiple on-line identities or accounts. The FBI 




bl 

b2 

b7E 


The following attachment lists the date for each disclosure and the number of messages 
received that per tain to each separate identity. Each line item represents a separate identity as 
described above. T 

The number of communications disclosed includes spam e- b2 

mail messages (unsolicited "junk" advertisements) and delivery notification messages (messages 
automatically generated by the system to notify the originator of the delivery status of a message, 
i.e., "e-mail not sent due to system failure.") 


SECR^i^ 




ALL INFORMATION CONTATNEn 

HEREIN IS ONCLASSIFIED 

DATE Ofl-24-2005 BY 65179/DMH/JW/05-CV-OB45 
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Page 123 — DupEcate 
Page 124 — DupEcate 
Page 125 — DupEcate 
Page 126 — DupEcate 
Page 127 — DupEcate 
Page 128 — DupEcate 
Page 129 — DupEcate 
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Page 269 ~ Refei'ral/'Direct 
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Page 272 — Referral/Direct 
Page 273 — Referral/EHrect 



Page 27'4 ~ Referral/Oirect 
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Page 276 ~ Referral/E>irect: 
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Page 278 ~ Referral/E>irect 
Page 279 ~ ReferraL'Oirect. 
Page 280 ~ Referral/Oirect 
Page 281 ~ Referral/E>irect 
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Page 332 -- Duplicate 
Page 333 ~ Duplicate 
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FEDERAL BUREAU OF INVESTIGATION 


05-CV-0845 

Precedence; IMMEDIATE Date; 10/1^7/2003 

To; All Divisions Attn; ADIC, AD, DAD, SAC, CDC 

b2 
bS 

Approved By; Mueller Robert S III f*" b7c 

b6 


Title; BUSINESS RECORD APPLICATIONS 
DELEGATION OF AUTHORITY 

Synopsis; Delegates signature authority for Applications for 
Business Records to FBIHQ officials under 50 U.S.C. § 1861. 

Details; The Foreign Intelligence Surveillance Act of 1978 
(FISA), 50 U.S.C § 1861, provides for access to certain business 
records for foreign intelligence (FI) and international terrorism 
( IT) investigations through issuance of an order from the FISA 
Court (FISC) .' 'Section 1861(a) authorizes the "Director of the 
Federal Bureau of Investigation or a designee of the Director 
(whose rank shall be no lower than Assistant Special Agent in 
Charge)" to make an application for the order. 

Thus, as permitted by 50 U.S.C. § 1861(a), I hereby 
designate certification signature authority for applications for 
FISA business records to the following FBI Officials: 

1. The Deputy Director; 

2 . The Executive Assistant Director for 
Counter terror ism/ Counter intelligence ; 

3 . The Assistant Director and all Deputy 
Assistant Directors of the Counterterrorism, 
Counterintelligence, and Cyber Divisions; and 

4. The General Counsel, the Deputy General 
Counsel for National Security Affairs, and the 
Senior Counsel for National Security Affairs. 


Drafted By; 


Case ID #;66F-HQ-A1431182 


Office of the General Counsel 
National Security Law Branch 

Contact ; | 




To : 
Re: 


All Divisions From: Office of the General Counsel 

66F-HQ-A1431182, 10/10/2003 


The National Security Law Branch is hereby authorized 
to prepare business record applications and will issue guidance 
on the application process. 
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To; All Divisions From; Office of the General Counsel 
Re; 66F-HQ-A1431182, 10/10/2003 


s 


LEAD: 

Set Lead 1: (adm) 

ALL RECEIVING OFFICES 


Disseminate to personnel involved in Cl and IT 
operations and to other personnel ^as appropriate. 



SEeg^ET 
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(Rev. 08-28-2000) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : IMMEDIATE 

To: • All Field Offices 


AT.T, TI'JFORMATTON CONTAINRD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Counterterrorism 


Counterintelligence 


Date: 10/29/2003 


Attn: 


ADIC; 

SAC; 

CDC 


DA.TE: 11-25-2005 
CLASSIFIED BY 65179 dmh/jhf 
REASON: 1.4 (C) 

DECLASSIFY ON: 11-25-2030 


05-CV-084S 


CI/CT Supervisors 
AD Pistole; 

DADS ; 

Section Chiefs 
AD Szady; 

DADS ; 

Section Chiefs 05-CV-0845 


From: General Counsel 

National Security Law Unit, Room 7975 

Contact : 1 I 


Approved By: 


Caproni Valerie E 
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Drafted By: 


pik 
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Case ID #: 66F-HQ-A1431182 

Title: BUSINESS RECORDS ORDERS UNDER 50 U.S.C. § 1861 


b2 

b6 

b7C 


Synopsis: Provides guidance on the preparation, approval, and 

service of Business Record Orders, implementing 15 U.S.C. §1861 
of the Foreign Intelligence Surveillance Act (FISA) , as amended 
by the 2001 USA Patriot Act. 

Reference: 66F-HQ-A1431182 


Enclosure(s) : Model Business Records Order Form and Instruction 
Sheet 


Details: Public Law 107-56, the USA Patriot Act, contained 

several significant provisions with respect to expanding the 
scope of investigative techniques available in national security 
investigations. One of the provisions was the expansion of the 
scope of business records that may be obtained 
from an order issued by the FISA Court (FISC) . 

1. Introduction to Procuring Business Records 

Prior to 1998, there was no provision in FISA nor any 
other statutory provision that authorized the FBI to obtain 
business records for a national security investigation other than 
the telephone, financial, and credit inf ormation' available 





SEj^feET 

To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1431182 , 10/29/2003 


through national security letters. In 1998, FISA was amended to 
authorize an application to the FISC to procure certain limited 
types of business records, namely, those of a common carrier, 
public accommodation facility, physical storage facility, or 
vehicle rental facility. Further, the amendment provided that 
the applicant must establish "specific and articulable facts 
giving reason to believe that the person to whom the records 
pertain is a foreign power or an agent of a foreign power, " in 
addition to the requirement that the information is "sought for" 
a foreign intelligence or international terrorism investigation. 

The 2001 Patriot Act expanded the scope of business 
records that are available pursuant to a FISC order. Currently, 
we can obtain "any tangible things (including books, records, ' 
papers, dociiments, and other items) for an investigation to 
protect against international terrorism or clandestine 
intelligence activities, provided that such investigation of a 
United States person [USP] is not conducted solely upon the basis 
of activities protected by the first amendment to the 
Constitution." Further, the Patriot Act eliminated the 
requirement for a business record order that the person to whom 
the documents pertain is a foreign power or agent of a foreign 
power, just as it eliminated similar criteria for national 
security letters and pen registers. Thus, the requirements for a 
FISC business record order are very similar to those for a FISC 
pen register, order . Basically, the records must be sought for an 
investigation authorized under the Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG) . Consistent with that 
requirement, the investigation must be to obtain foreign 
intelligence information not concerning a USP or to protect 
against international terrorism or clandestine intelligence 
activities. The investigation, if of a USP, cannot be solely 
based upon First Amendment activities . 

The business records statute, 50 U.S.C. §1861, also 
provides that upon submission to the FISC of an application 
certifying that the request fits within the parameters of the 
statute, the FISC shall issue an ex parte order approving the 
release of the records if the court finds that the application 
meets the requirements of the statute. The ex parte order may 
not disclose that it was issued for purposes of an authorized 
investigation. Moreover, the person upon whom the order is 
served may not disclose to any other person, other than those 
persons necessary to produce the tangible things, that the FBI 
has sought or obtained the records. 








All Field Offices FromN General Counsel 
66F-HQ-A1431182, 10/29/2003 


to this EC. The form requests information required under the law 
as well as information needed for administrative purposes, 

A. General Information 

The form requires that the . r^^r-l-ir -rnrmrar-l-i nn 1-h a 

business records identify the target] 

for whioh the records are sought. the file number, and the date 


Other administrative provisions relate to the identity 
of the field of origin, the case agent, and the headquarters SSA. 
Information is also reques ted concerning the status of the target 


B. Basis of Request for Tangible Things 

Thereafter, the form provides for the requesting party 
to give a description of the business records or other tangible 
objects that are sought, why the requesting party believes the 
records are in the possession of the custodian to whom the 
request is directed, and whether the originals of the records are 
sought or whether copies will suffice. Note that if you request 
copies, the order served upon the custodian will mandate that 
he/she maintain the originals of the records for two years unless 
notified by the FBI that earlier destruction is permissible. 

In order to justify the request, the requesting party 
must then describe the investigation for which the business 
records are sought and the manner in which it is expected that 
the records will provide foreign intelligence info 2 nnation of 
value to the investigation. 

C. Service of the Order 

The requesting party must provide the name, address, 
title, and telephone number of the custodian of records upon whom 
to serve the order. 

D» Field Office Approval 





sE^r 

To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1431182, 10/29/2003 


The Business Records Form must be approved by the SSA, 
CDC, and SAC (or program ASAC) at the field level. 

E. Cover EC to Headquarters 

The Business Record Form should be transmitted to 
headquarters via a cover EC to NSLB requesting that it prepare 
the application and proposed FISC order and present the package 
to the FISC. A copy of the Business Record Form should also be 
sent to the substantive headquarters unit and to the FISA unit. 

3 . NSLB Preparation of Application and Order 

NSLB will review the business records request and, 
ass\iming it meets the requirements of the law, will prepare an 
application and proposed order^ to be transmitted to the FISC. 

We expect that such an application and proposed order can be 
prepared within a few days of NSLB's receipt of the business 
records request form. 

Approval authority for the application is housed at 
headquarters. On October 10, 2003, the authority to approve the 
application was delegated by the Director to the Deputy Director, 
the Executive Assistant Director for 

Counterterrorism/Counterintelligence, the Assistant Director and 
all Deputy Assistant Directors of the Counterterrorism, 
Counterintelligence, and Cyber Divisions, the General Counsel, 
the Deputy General Counsel for National Security Affairs, and the 
Senior Counsel for National Security Affairs. It is expected 
that, unless availability becomes a problem, the application will 
be signed by attorneys within the General Counsel's office.^ 


S) 


^Since this will mark the first time that the business 
record procedure has been used, it was determined that approval 
authority should remain at headquarters in the initial stages. 
Once a routine practice has been established and any problems or 
issues have been resolved, consideration will be given to 
delegating the approval authority to the field. However, the 
practical effects of such delegation may be minimal, inasmuch as 
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To : 
Re: 


All Field Offices From: General Counsel 

66F-HQ-A1431182, 10/29/2003 


Once the application and proposed order have been 
prepared, they will be presented to the FISC by an attorney 
either from OGC or from OIPR. Unless there is reason to do 
otherwise, the application and proposed order will be presented 
at the FISC'S regularly scheduled Friday hearings. 


Upon signature by the FISC judge, a conformed copy of 
the order (a copy with an official marking by the FISC Clerk 
attesting that it is a true and correct copy of the original 
document) will be forwarded to the FISA Unit at headquarters. 
Thereafter, FISA Unit will email a copy of the conformed copy of 
the order to the appropriate field office for service and to the 
case agent (i.e., the point of contact on the order) . The case 
agent and field office should receive the email within several 
days of the signing of the order. ^ 


CONCLUSION 


Any questions about the business records process should t >2 
be addr essed to Office of Ge ner al Counsel. As sistant General 

at I [ 

b7C 


Counsel 


b6 


the application must be made to the FISC and attorneys from OGC 
and/or OIPR, of necessity, will need to shepherd the paperwork 
through the process, regardless of who signs the application. 

Ve expect that the process currently used with regard to 
FISC orders will also apply in the future to business records 
orders. That is, per suggested Court procedures (although 
practice often differs) , the FISA Unit should receive the 
conformed copy of FISC orders within a day or two of their 
signing. Once received by the FISA Unit, the Unit scans the 
orders and emails them to the appropriate office within 24 hours. 
While recipients of FISC orders to date generally have not 
required the original of the signed document, it is possible that 
the recipient of the business record order, likely an entity that 
never heard of the FISC, much less a FISC order, will require the 
original of the signed order. In that event, arrangements will 
need to be made with the FISA Unit to procure the original of the 
order. Further, if it is necessary for the office serving the 
business record order to receive the document sooner than set 
forth above, i.e., if there is a need for a "walkaway" copy, 
arrangements will need to be made with the Clerk of the FISC well 
ahead of the signing. 
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SECRET 

To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1431182, 10/29/2003 


LEAD ( s ) : 

Set Lead 1: (Adm) 


ALL RECEIVING OFFICES 

Distribute to all supervisory personnel involved 
in the investigation of counterintelligence and counterterrorism 
cases. 


SEC^ 



ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-12-2005 BY 65179 UMH /JHF 

05-CV-0845 

(Revised?/ 11,2003) 

FBI FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA) 

BUSINESS RECORDS REQUEST FORM 

INSTRUCTIONS 

The FBI must use this form to request that the National Security Law Branch (NSLB) 
prepare an application to the Foreign Intelligence Surveillance Court (FISC) for a Business 
Records Order, pursuant to the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. §1861. 

o 

FBI field offices must adhere to the following procedures in using this form; 

(1) The FBI special agent (SA) in the relevant FBI field office/division with primary 
responsibility for the foreign counterintelligence or counterterrorism investigation to 
which the request relates should complete this form. 

(2) This form must be reviewed and approved by Supervisory Special Agent (SSA), the 
Chief Division Counsel (CDC), and the Special Agent in Charge (SAC) or the Program 
Assistant Special Agent-in-Charge(ASAC). 

(3) This form should be sent to the appropriate FBI Headquarters division 
(Counterintelligence or Coimterterrorism), the National Security Law Branch (NSLB), 
Room 7975, and the FISA Unit, Room 1B046. 

Based on the information provided on this form, NSLB will prepare a FISA Business 
Records Application, and Order and present it to the FISC. 

Direct any questions about how to complete this form to the FBI HQ SSA or NSLB (202) 
324-3951. 

Blank versions of this form are unclassified. Add classification markings to the form 
according to the classification of the information you provide. 



(Classification of completed form) 


ALT. TMFORMATTOM COKfTATNFD 
HEREIN IS UNCLASSIFIED 
DATE 08-12-2005 BY 65179 DMH / JHF 

05-CV-0845 

(Revised 7/11/03) 

FISA REQUEST FOR ACCESS TO BUSINESS RECORDS, 

I.E., ’’ANY TANGIBLE THING (INCLUDING BOOKS, RECORDS, 

PAPERS, DOCUMENTS AND OTHER ITEMS)” (50 USC Section 1861) 

1. General Information 


a. Name of Subject(s) of the investigation for which the tangible things are 
sought: 

b. FBI file number(s): 

c. Date full investigation(s) of such subject was authorized: 

[Note: If new FCI Guidelines are approved, it may allow for use of this 
technique in a preliminary investigation] 

d. Office of origin: 

e. Case Agent Point of Contact: 

i. Name: 

ii. Telephone: 

iii. Secure Fax: 

f. FBI Headquarters SSA: 

i. Name: 

ii. Telephone: 

iii. Secure Fax: 

g. Status of Subject of the Investigation 

i. USP 

ii. Non-USP or 

iii. Foreign power 

h. Status of Subject of the Request, if different from Subject of the Investigation 

i. USP 

ii. Non-USP 

iii. Foreign Power 

2. Basis of Request for Tangible Things 

a. Specifically describe the tangible things (e.g. books, records, papers, documents) 
you are requesting. If the tangible thing is not a written document (e.g., an 
apartment key), explain why you believe that it is being kept by a custodian in the 


(Classification of completed form) 
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(Classification of completed form) 


normal course of business. Note that the subject of the request does not have to 
be the subject of the investigation. 

b. If relevant, state whether you are requesting the original or copy of the tangible 
things. 

c. Provide a brief summary of the full investigation for which the requested tangible 
things are sought [or summarize relevant preliminary investigation, if new FCI 
Guidelines so allow] 

d. Explain the manner in which the requested tangible things are expected to 
provide foreign intelligence information for the full investigation [or 
preliminary investigation, if new FCI Guidelines so allow]. 

3. Service of the Business Records Order 


a. Identify the current custodian, owner, or person in possession of the 
requested tangible things. 

b. Identify the name, address, title, and telephone number of any custodian or person 
to whom an order needs to be directed to require the production of the requested 
tangible things. 

4. Field Office Approval 

I have reviewed this request and certify that the requested tangible things are sought 
for an authorized investigation, conducted in accordance with the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations, to obtain foreign intelligence not concerning a USPER or to protect against 
international terrorism or clandestine intelligence activities. I further certify that the 
authorized investigation is not being conducted solely upon the basis of activities protected 
by the First Amendment of the Constitution. 

Supervisory Special Agent (SSA) approving this form: 

Printed (or Typed) Name: 

Telephone Number: 

Signature: Date: 


(Classification of completed form) 
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(Classification of completed form) 


CPC approving this form: 

Printed (or Typed) Name: 

Telephone Number: 

Signature: Date: 


SAC or Program ASAC approving this form: 

Printed (or Typed) Name: 

Telephone Number: 

Signature: Date: 


(Classification of completed form) 
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Memorandum from| | to General Counsel 

Re: Response to OLP on Use of Patriot Act, 03/15/2004 


Section 212 - Emeraencv Disclosure of Electronic Communications 


to Protect Life and Limb 


I Due in part to the quick response allowed by 
Section 212 , agents were able to quickly close this 
case with the suspects arrest. (See attached press 
release dated 7/11/03.) 

Recent Kidnaping Case - Recently, a 14 year old girl 
was abducted. Her laptop was also missing. The case 
agents suspected that the nefarious character she ’ 


, s a result, 

tne suspect was quickly identified and interviewed. H 
admitted to picking up the girl and took agents to the 
truck stop where he had left her. Because of this 
provision, additional harm to the girl was prevented 
and she was returned to her family in a matter of 




Memorandum f r om | 
Re: Response to 


to General Counsel 
on use or Fatriot Act, 03/15/2004 


(LE SENSITIVE) In thij 
the hacker because he I 
leach time he 


lifficult to identify 


victxnrs 


each time . Due to tne cbanaes in se ction 
RA'rRIOT Act, the FBI was able to obtain 
for this hacker and then oresent it to 


This enabled the agents to identify the hacker. He was 
recently arrested and is awaiting trial. (LE SENSITIVE) 


Section 217 - Interception of Computer Trespasser Communications 



laenciry i: 
SENSITIVE) 


le suspeci 


The investigation is ongoing to 
and any additional victims. (LE 


SEC^, 




SUNSET PROVISIONS IN THE PATRIOT ACT 


> Many of the investigative tools provided in the Patriot Act are governed by sunset 
provisions 'which will expire on December 31, 2005, unless renewed by Congress. 

> There are approximately 14 sunset provisions which apply mainly to tools that have 
enhanced our surveillance procedures (Title II of the Patriot Act). See attached chart, 
pages 1 - 4.. 

> The Office of the General Counsel (OGC), through the Chief Division Counsels, is 
encouraging field offices to keep records of the effective use of these tools and to provide 
this information to OGC so that the FBI will be prepared to justify their renewal. 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLB 

CA# 05-CV-0845 


AI.L TNFORMATTON CONTATNED 

HEREIN IS UNCLASSIFIED 

DA.TE 10-03-2005 BY 65179 DMH/CLS 



TITLE NUMBER, SECTION 
NUMBER, 

(Statute amended or 
created) 

Sunset 

Provision 

12/31/05 

Title II, Enhanced 
Surveillance Procedures, 
Section 202, Authority to 
Intercept Voice 
Communications in Computer 
Hacking Investigations 
(18 U.S.C. 1030) 

yes 

Title II, Enhanced 
Surveillance Procedures, 
Section 203 (d) , Authority 
to share criminal 
investigative information 
(50 U.S.C. § 401a) 

yes 

Title II, Enhanced 
Surveillance Procedures, 
Section 206, Roving 
surveillance authority 
under FISA 

(50 U.S.C. 1805 (c) (2) (B) ) 

yes 

Title II, Enhanced 
Surveillance Procedures, 
Section 207, Duration of 
FISA Surv. of Non-US 
persons who are agents of 
a foreign power 
(50 U.S.C. 1805 (e) (1) ) 

yes 

Title II, Enhanced 
Surveillance Procedures, 
Section 209, Obtaining 
Voice-mail and Other 
Stored Voice 
Communications 
(18 U.S.C. 2703, 2510 (1) ) 

yes 

Title II, Enhanced 
Surveillance Procedures, 
Section 210, Scope of 
Subpoenas for Electronic 
Evidence 

(18 U.S.C. 2703 (c) (2) ) 

no 



CITING DOCUMENT 


DOJ Guidance, 
p.l 





NSLU EC dtd 
10/26/01 re: 
FISA, pg. 3 


NSLU EC dtd 
10/26/01 
re: FISA, pg. 3 


NSLU EC dtd 
10/26/01 re; 
FISA, Pg. 4 



DOJ Guidance, 
p.l 



DOJ Guidance, 

p.2 
























Title II, Enhanced 
Surveillance Procedures, 
Section 211, Clarifying 
the Scope of the Cable Act 
(47 U.S.C. 551, 18 U.S.C. 
2510, 18 U.S.C. 2701, and 
18 U.S.C. 3121) 

yes 


DOJ Guidance, 
P-3 

Title II, Enhanced 
Surveillance Procedures, 
Section 212, Emergency 
Disclosures by 
Communications Providers 
(18 U.S.C. 2702 (b) , 

2703 (c) (2) (F) ) 

yes 


DOJ Guidance, 
4 

Title II, Enhanced 
Surveillance Procedures, 
Section 213, Authority for 
Delaying Notice of the 
Execution of a Warrant 
(18 U.S.C. 3103a) 

no 

i 

DOJ Guidance, 
5 

Title II, Enhanced 
Surveillance Procedures, 
Section 214, Pen Registers 
and Trap and Trace 
Authority Under FISA 
(50 U.S.C. 1842) 

yes 


NSLU EC dtd 
10/26/01 re: 
FISA, pg. 4 

Title II, Enhanced 
Surveillance Procedures, 
Section 215, Access to 
Records and Other Items 
Under the FISA 
(50 U.S.C. 1861) 

yes 


NSLU EC dtd 
10/26/01 re: 
FISA, pg. 6 

Title II, Enhanced 
Surveillance Procedures, 
Section 216, Pen Register 
and Trap and Trace Statute 
(18 U.S.C. 3121, 3123, 
3124, and 3127) 

no 


DOJ Guidance, 
6 

Title II, Enhanced 
Surveillance Procedures, 
Section 217, Intercepting 
the Communications of 
Computer Trespassers 
(adds new section, 18 
U.S.C. 2511, and amends 18 
U.S.C. 2510)) 

yes 


DOJ Guidance, 
P-9 






















ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


Section 


Includes Criminal and 

Terrorism and Cl 

Onlv Terrorism 

Terrorism Investigations 

Investigations 

Investigations 







Voice mail - can be 
obtained with a search 
warrant 


Expanded subscriber 
information that can be 
obtained with a subpoena 


Voluntary disclosures by 
Internet Service Providers 
for emergencies 


Delayed notice for search 
warrants (sneak and peak 
warrants) 






Nationwide effect of 
pen/trap orders 


Computer trespasser 


Information Sharing 
(Grand Jury) 


Information Sharing 
(Title III) 


Information Sharing 
(intelligence info 
obtained in the course 
of a criminal 
investigation) 


Roving FISA Authority 


Extended duration of 
FISA authority - also 
expanded FISC 











FISA - change to 
pen/trap standard 


FISA - changed 
standard for business 
records authority 
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218 


219 


220 


223 


225 


exception to the wiretap 
statute 


FISA - changes 
"primary purpose" 
standard to "significant 
purpose" 

Nationwide search 
warrants 


Nationwide search 
warrants for e-mail 


OPR inquiry for improper 
disclosure of information 
pursuant to Till, ECPA, 
pen/trap and trace, NSLs 


Established civil 
liability for 
unauthorized 
disclosure of FISA 
information 


Grants immunity from 
civil liability for 
persons providing 
information in response 
to FISA order. 
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CA# 05-CV-0845 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date: 02/23/2004 


To: All Field Offices 


Attn: SAC/ADIC 

FBIHQ, Manuals Desk 


All Legats 
Counterterrorism 
Criminal Investigative 
Cyber 

Counterintelligence 


Attn: Legat 
Attn: AD Gary Bald 
Attn: AD Grant D. Ashley 
Attn: AD Jana D. Monroe 
Attn: AD David W. Szady 


From: Office of the General Counsel 

Tnvffstigativp t aw T Init/Rnnm 7^76 

Contact: 


Approved By: Caproni Valerie E 

Curran John 
Kpllev PatnV.k W 


Drafted By: 


Case ID #: 66F-HQ-C 1 34260 (Pending) 
66F-HQ-C 1384970 
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DATE: 12-13-2005 

CLASSIFIED BY 65179dmh/baw OS-cv-0845 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-13-2030 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTKEKWXSE 


Title: USA PATRIOT Act 

Sunset Provisions 


Synopsis: Many of the investigative tools created by the USA PATRIOT Act will sunset or 
expire on December 3 1 , 2005 unless Congress acts otherwise. Details on the use of these tools 
are necessary to assist in justifying the continued need for these investigative tools. Offices are 
to provide the Investigative Law Unit, Office of the General Counsel (OGC) with statistics, good 
examples or anecdotes, or at the very least, a brief narrative summarizing the benefits the office 
has received from these provisions by March 9, 2004. 

Reference: 66F-HQ- 1085 160- Serial 57 

Details: The USA Patriot Act contained numerous provisions which are scheduled to sunset on 
December 3 1 , 2005 unless Congress acts otherwise. The DOJ and the FBI are now beginning the 
process of demonstrating the continuing need for these investigative tools so that Congress will 
renew the viability of these tools. Specific cases where these provisions were of assistance will 
be instrumental in securing their renewal. For this reason, in June of 2002, when the OGC issued 
guidance on the provisions addressing investigative issues (see above referenced EC), it 
encouraged offices to keep records of the effective use of these tools. The EC also stated that 



To; All Field Offices From: Office of the General Counsel 
Re: 66F-HQ-C 134260, 02/23/2004 


"important information to be maintained includes both the number of times the investigative tool 
was effectively used and specific information on noteworthy cases." This type of information 
will be critical in defending the need for these tools. If we do not take the time to set forth a 
strong defense complete with real examples of the effectiveness of these tools. Congress will 
likely let these investigative tools expire, thus reducing our arsenal against terrorism and other 
serious crimes. 


In this regard, offices are requested to provide statistics, good examples and 
anecdotes, or at the very least, a brief narrative summarizing the benefits the office has received 
from these provisions. The information should be forwarded to the Investigative Law Unit, 
Office of the General Counsel (Room 7326) by March 9, 2004. Thereafter, offices are 
encouraged to continue providing the Investigative Law Unit new information on the use of these 
provisions as it becomes available. The following is a list of the sunset provisions and a brief 
description of the provision. Additional information is available on each provision as noted in 
the description below or in the above referenced EC. 


Voice Mail - Section 209 of the Act enabled law enforcement to obta in all voice 
mail which is stored by a communications provider! 


procedures set forth in 18 U.S.C. §2703 (such a s a searcn warrant T 
wire r.nmmiiniratinns defined bv the statute l~ 


using the 
1 ms also applies to other 


Previously the law was 


vague on the standard required to compel production ot a stored voice mail message, leaving the 
possibility for argument that a wiretap order was required. See 18 U.S.C. § 2510; 18 U.S.C. § 
2703. 


Nationwide Search Warrants for E-mail and Associated Records - Section 220 of 

the Act enabled courts with jurisdiction over an investigation to issue a search warrant with^ 

nationwide jurisdictio n to compel the production of information held by a service provider,! 


. Previously, the search warrant had to be issued by a court in the district 

where the service provider was located. See 18 U.S.C. § 2703. 


Voluntary Disclosures - Section 212 of the law explicitly permits, but does not 
require, a service provider to disclose to law enforcement either content or non-content customer 
records in emergencies involving an immediate risk of death or serious physical injury to any 
person. This voluntary disclosure, however, does not create an affirmative obligation to review 
customer communications in search of such imminent dangers. This provision also allows a 
communications service provider to disclose non-content records to protect their rights and 
property. This portion of the provision will most often be used when the communications service 
provider itself is a victim of computer hacking. See 18 U.S.C. § 2702(b) & (c)(3); 18 U.S.C. § 
2703(c)(2)(F). 


For about ten months (January 2003-November 2003) there was a mandatory 
reporting requirement for the receipt of content information (usually e-mail content) under this 
emergency disclosure provision. tSee the Homeland Security Act and EC 66F-HO-C1 384 970 
Serial 501 .) 


b2 

b7E 


b2 

b7E 


b2 







To: All Field Offices From: Office of the General Counsel 
Re: 66F-HQ-C 134260, 02/23/2004 


Information Sharing - Section 203(b) & (d) of the Act provided new information 
sharing capabilities between criminal and intelligence investigations for foreign intelligence 
information and information obtained via a Title III electronic surveillance. (See EC 66F-HQ- 
A1247863-71 dated 10/26/01 for additional information.) Recognizing that this tool has become 
a regular part of how the FBI operates, especially in terrorism cases, no statistics are necessary. 
However, any case examples that demonstrate the importance of this tool should be provided. 

Intercepting Communications of Computer Trespassers - Section 217 of the Act 
clarified an ambiguity in the law by explicitly providing victims of computer attacks the ability to 
invite law enforcement into a protected computer to monitor the computer trespasser’s 
communications. Before monitoring can occur, however, four requirements must be met. First, 
consent from the owner or operator of the protected computer must be obtained. Second, law 
enforcement must be acting pursuant to an ongoing investigation. Both criminal and intelligence 
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation. 
Third, law enforcement must have reasonable grounds to believe that the contents of the 
communication to be intercepted will be relevant to the ongoing investigation. And fourth, 
investigators must only intercept the communications sent or received by trespassers. Thus, this 
section would only apply where the configuration of the computer system allows the interception 
of communications to and from the trespasser, and not the interception of non-consenting users 
authorized to use the computer. Additionally, based on the definition of a “computer trespasser,” 
communications of users who have a contractual relationship with the computer owner may not 
be monitored, even if their use is in violation of their contract terms (i.e. spammers). See 18 
U.S.C. § 1030(e)(2); 18 U.S.C. § 2510 (20) & (21); 18 U.S.C. § 251 l(2)(i). 


Expanded Predicates for Title III - Sections 201 & 202 of the Act expanded the 
predicate offenses for Title III to include crimes relating to chemical weapons (1 8 U.S.C. § 229), 
terrorism (18 U.S.C. §§ 2332, 2332a, 2332b, 2332d, 2339A, and 2339B), and felony violations 
of computer fraud and abuse (18 U.S.C. § 1030). See 18 U.S.C. § 2516. 


( 3 ) 

!S) 


Rovins FISA Surveillance - Section 206 amends FISA to allow the Court to issue 

where the Court finds that the “actions of the target of the 
aPD lication may have the effect of thwarting the identification of a specified person.” This means 

thatj I 


For additional information see EC 66F-HQ-A1247863-71 dated 10/26/01. 



bl 

b2 

b5 

b7E 


New Standard for FISA Pen/Trap - Section 214 of the Act eliminated the 
requirement that the FISA pen/trap order include specific and articulable facts giving reason to 

believe that the targeted line was being used by an agent of a forei gn power, or was in 

communications with such an agent, under specified circumstances.! I 

b2 

b5 

b7E 
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spenlEr 

To: All Field Offices From: Office of the General Counsel 
Re: 66F-HQ-C 134260, 02/23/2004 


the basis of activities protected by the first amendment to the Constitution.” For additional 
information see EC 66F-HQ-A1247863-71 dated 10/26/01. 

New Standard for Business Records under FISA - Section 215 changed the 
business records authority found in Title V of FISA. The old language allowed the FISA Court 
to issue an order compelling the production of certain defined categories of business records (the 
records of common carriers, public accommodations, vehicle rentals, and storage facilities) upon 
a showing of relevance and “specific and articulable facts” giving reason to believe that the 
person to whom the records related was an agent of a foreign power. Section 215 changes this 
standard to simple relevance (just as in the FISA pen register standard described above) and 
gives the Court the authority to compel production of “any tangible things (including books, 
records, papers, documents, and other items) for an investigation to protect against international 
terrorism or clandestine intelligence activities, provided that such investigation of a United States 
person is not conducted solely upon the basis of activities protected by the first amendment to the 
Constitution.” This is the same standard described above for Section 214. For additional 
information see EC 66F-HQ-A 1247863 -71 dated 10/26/01. 


The Attorney General has stated that this provision has not be utilized, so no 
statistics are sought for this provision. Flowever, any information is sought on cases where this 
provision would have provided significant assistance. 


All submissions should be made via EC to the attention of 
Investigative Law Unit, Office of the General Counsel, FBIHf rRoorn / -izo nv iviarcfT 


V. ZUU4. Questio ns should be directed to either Assistant Gen eral Counse 
pr Unit Chiefl 


b2 

b6 

b7C 
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* To: All Field Offices From; Office of the General Counsel 
Re: 66F-HQ-C134260, 02/23/2004 


LEAD(s): 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 

Offices are to provide the Investigative Law Unit, Office of the General Counsel 
(OGC) with statistics, good examples or anecdotes, or at the very least, a brief narrative 
summarizing the benefits the office has received from these provisions by March 9, 2004. 


CC: Ms. Caproni 

Mr. Kelley 
Mr. Curran 

b6 

b7C 

ILU -2 


♦♦ 


5 



(Rev. 08-28-2000) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 02/11/2004 

To: Records Management Attn: Manuals Desk, 

Room 10471 


From: Office of the General Counsel 

Investiga tive Law Unit, Ro om 7326 

Contact : I I 


Approved By: KpI 1 e^v Patrink W 


Drafted By: 


Case ID #: 66F-HQ-A1085154-MISC 

66F-HQ-A1192083 (None) 
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(None) 


ALL INFORMATION CONTAINED 

HEREIN IS IJNCLASSIF.IED 

DATE 10-03-2005 BY 65179 DWH/CLS 

CA# 05-CV-0845 


Title: PROPOSED CHANGE IN THE MANUAL OF ADMINISTEU).TIVE 

OPERATIONS AND PROCEDURES, PART 2, SECTION 9 


Synopsis: To update information contained in the MAOP, P2 , 

Section 9. Upon approval of this communication, this EC should 
be forwarded to the Manuals Desk for handling. 

Reference: 66F-HQ-C1185915 Serial 63 


Details: 


REASON FOR CHANGE 


Changes to the MAOP, P2 , Section 9, are necessary to 
update citations to laws, regulations, and guidelines, and to 
clarify existing language. Obsolete existing language is deleted 
by strikeout and new language is redlined . Instructions are in 
bold type . 


CHANGED TEXT 


SECTION 9 . DISSEMINATION ANDvSHARING OF INFORMATION 

Since, the. events’ of Tue^d^i^)# September 11, 2010T1 the 
Department of JustfpeThas shifted its.;; priorities to- th0'* 
protect'i'pn' of t^e i^e-rican people and* to enhancing -the nat-fohVs' 
sequ*rit^. Thi^/inissi/dn' was f ull.-^ iri a 'Hemorandum, lor 
Heads .dl^/Departmen€t Components dat^?"^vember 8', 2001 , .:and^‘ /signed 
by Attoriiey General* Aghcrbft. 

Because , the prevention^ o-f terrorist aotiyity-is the 
overriding priority af., £he Departmeht "of ^JuS(tiee' and improveji 



To: Records Management From: Office of the General Counsel 

Re: 66F-HQ-A1085154-MISC, 02/11/2004 


descriptiohVof ""the facts *and ctecumstalriqes :gjiving^ rise ‘^tb, the 
need for an excepfe-r-qn >and why lesser measures suc^ as- -use^ 
restric|:i^s^3;d''n9'tf a^'f'c^atq^ '' A\|i:horit]i^, t^r.e^est exc’f^tiqns; 
has not' yet been delegated bei-ow the level' of component agency 
head (and«|.-|:^ is /^ot, clear whetheij^ it >wi!Cl h*ef'. :^r.no|?, 
there fbr^’"'"FBIj;requfe'st^ fdr ejtceptions^ can only be submitted by 
the -^Director ‘ 


Any F'BT requests for except'iqns should' be submitted for 
review' and^ppr ova I to^CID andxCTD.^ CID and/or CTD will then 
fo:mard th^;4-"equests^^to'^ the^Dlrecto#' s '^f #icet_^„,_0t3C .wi5ll b^^ 
availablfe^to pfoyide-^assist^ce with .regard to-’rany suc-h re$aests?:r^ 


*c,» 


^ ->- Cl6sed^. Investigation's 


OGC ^fias . ^"pcludeH-,^ "^i-n... cqnqultatibn witH' D©J,*\hat there 
is /no legal 'impediment ft" sharing'^^foreign inteOSMgencb' 
inf orTnation-^acquir-ed, ~i*n enim-inal*" investigations which ^-nave«-been 
closedV^ ^If thb^ iq ^abon bbli eve 'that 'a^ parti cfel^r c.f;bs^d 

fiTe'{s) 'cpntainsqtbreigh’^intelligence injormation!^; thej-'field 


o'f'f ice should^ corSluct, 


a review ot tberf'ile\{ls)i/ 


' ■ '" ^^clos-tge Gfa:^*’Jurv ,^d Title ill I InformataToh 

l^erei^a'nd,; iu-ry dr Ti;tle- 'III' inf.ormatibhlis shaned 
under t he* %.uide I'jn’e'st inbi-ice^f 'such discYo'sures must be -promptly 
providi^d*^o»]^cr:'^**^i4 ice*^i'"^Enf Qrcenventi Operbti^s fOEG^'.^ffriie'* 


guidelines r 


eMabli^h . appropriate record keeMiig 


procedures tot ensure -^compliance* with notice^ requirements; related 

'the-daS£|^ui:%TQ:S^:?^i^’3^3^nforifet!i3&ttfe 

j_x T il _ rr . a_ _ . 


Section 2 03 of " the- PATRIOT" Act authorizes, the -"sha»r ing 
of torei^^intellig^pe/ tgpun^.%'intel'ti#n¥e,* and^rei'gn _ “ 
intelligence^lnf b^atijDh obtained through gr and'*'j ury, proceedings-* 
and,Tixid III| in^e^'eptions with#rei?evant{KFe|ib2^1 bfficial^s 
(i.e., any Federali;'law‘enf dr'cemerit , -i'ntelligence'/’trotectiver 
immigration,- -natipnal- defense, .or nation'ai.' securityijef f-icia'ls t to 

rime, 


prqce^r^ ' fbr?tbe-^iselbsure.’’of ..grandl*juryiandp|?itie ill. 
information thatS i^ntif ies Uni tbd Stales persons. ^.^A'ti^United 
Stares*"per^s(TO'*. means a'"citizenx of 'the/U«S./; an al^en lawfully 
a^itted ^f^r'^'per^nerit' fbsidenqe; 'an 'iminVotPtt gfc%^t.as bdgj.ab i Sn 
with a subsranti3-i/n;umber- of U.S.^ citizens or// lawfully admitted 
aliens for peShahent residence; or aw.cbrp'Sration which is 
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To: Records Management From: Office of the General Counsel 

Re: 66F-HQ-A1085154-MISC, 02/11/2004 


incorporated xn^^the It does not“ include, a xcorporettibn or an 

assdciation.;j\7hic?§^ab C-Ifpreign, p;5we''r'. 

AGGS'' impi|ement'' section 2'04(c»)_Jby establrshing.^^^Ke 
r-dqtt®red pE^eduxes'S^rri’abeldrig grand^'ju-:^ a-nd’\Title 
inf6^fmatipn^whi|:1j id'e^till'eb' ‘*'Unit^e4. States'tpei^ons.. , Abcb 
information, musb^be marked-*',^ prior to ^disclosure, bo 'indicate that 
it dontains^ suchjidentifying information. ^ Information" dhoi|ld-^ be 
marked 4-£^ it identifies any Uni tedjsjtates -person (i.e. the '.person 
need not'.tSe^ a targ;%t o,r, ai^-bg e c 4' However , the ,Uniie4E States 
person "'-mu'lt^be ^''identified; i.e.,., thd grand ^bry /or Title III' 
information *must discuss.^pi^r^e£er - to; the U. S . person byr^name^ (or 
hicknam'ei.ob^.,alias) ,'irather^ than merelV xncl^adingw potenfe-iaily 
identifying xrifdrmatxoh Te .gT''' an'*addresp on tel ephone^^Txm|3er ) 
which requires additional investigation -to .fijiikito/ a^'particular 
person . 

Fbr Che" tSinfid'^^b^ing, particular. l^n^egbA\bd-»^niet]io4‘' of 
markingiis rewi.~red‘t' '^"'rhe -infoimafeiom must^'be‘*clearly marked,., 
however xn. a manner-jwnxch xilp-" ensure that the^recxpxent^wxdi' 
immediaCely'"""und^is^n'& "Ihat^ thq xnf ormat i^ent'Sies United 

States persons ',^One'^^„wayftoX~do'^this, toi^exam^l.^', ^^juldCbe. €p 
place' the'rinformatxoii in -a seaied envelope^fnarked ^with tlte^ 
f ollowxng^-ianguage xn -conspxcuous letterxng': "NOTE: THIS, 

package' CO^AINS^ IJJFOEIMA'IION WHICH TDENTIFTES-. UNITSDvSTi^TE^^^ 
PERSON.(S)^. /Agents, should also.«spe.cif ically direct Che rp.cipient, 
to the r.qf e*rences,.,“to iderttified y . S’.„ persons . 


Title 


identified “a United State's person'*; Agentd ’‘m'ay'''^i] 
context and circumstances of the information in 


-p. * ^ 

determxnatxons' 


use 7.tlf§ 
inq ihat 
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Message 


Page 1 of 1 


From; 

Sent: 

To: 


(OGC)(FBI) 

|(Div09) (FBI 


Friday, May 14. 2004 4:G;6 PM 


bivOO) (FBI 


b6 

b7C 


Subject; Patriot Act examples 


■AEE-'TKIT'OCTrKTT(m~r^^ 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


UNCLASSIFIED 

NON-RECORD ^6 b7A 


b7C 


|s checking on the status of 

reach me today, she will contact you on Monday morning with any information she obtains. 


If she does not 


In reviewing my files, I do not have any outstanding examples to provide at this time. Listed below is one case 
number with all the information that the field office provided to me on this case. 1 offer it in the hopes that it might 
provide you a good case example. 


31 5d 156983 - example sharing of intelligence information - a criminal case CW provided information 
regarding (he subject of a foriegn intelligence investigation who was suspected of planning a terrorist act. Sharing 
of the intelligence information developed regarding the subject led to the interception, arrest and anticipated 
deportation of the subject. 


I have also included my current draft summary of the results from my field survey on the use of the sunset 
provisions. As you will see, it is still dearly a draft document, but it might provide you some additional information. 

Should you have any further questio.ns, please feel free to contact me. I will be out of the office on Monday, but 
back on Tuesday morning. 

Best wishes in your efforts. 


Assistant General Counsel 
Investigative Law Unit 
Office of the Gene ral Counsel 

b7C 


UNCLASSIFIED 


b2 

b7E 


6/7/2005 




AT,L THFORMATTON QINTATNED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CL3 


CAI 05-CV-0845 


Sunset Provisions 
to Collect Cases of Interest 
for Renewal 



These provisions of the Patriot Act will sunset or expire on 
12/31/2005. Justification of these provisions will likely be 
required to obtain their renewal. Specific cases where 
these provisions were of assistance will be instrumental in 
securing their renewal. Please forward such examples to 
the Investigative Law Unit, Office of the General Counsel. 


Additional Sunset Provisions 
(Examples most likely 
to be collected by others) 

New Title in Predicates 

1030 and terrorism offenses (§§ 201 & 202) 

Roving FISA Surveillance 
-(§ 206) 

New Standard for FISA Pen/Trap 
-(§214) 

New Standard for Business Records under FISA 
-(§215) 

Changes to “Primary Purpose” Standard in FISA 

-allows urealer consultation with criminal investigators and 

c c- 

prosecutors without putting FISAs at risk. (§ 218) 

Disclosure of Records by Computer Hacking 
Victims 
-(§ 212 ) 

Monitoring Communications of Computer 
Trespassers 

-victims of computer hacking may allow law enforcement to 
monitor trespassers on their computers (§217) 

Permits Claims against US for Disclosure of 
Sensitive Information 

-(§ 223) 




From: 

Sent: 

To: 

Cc: 

Subject: 


'l'iiQoHa\> tchnion/ 1V OnCl/l in;nQ AM 


ALL TMFORMATTOM CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 


KbLLbY, PAIHICK W. 
FW: Sunset provisions 


b6 

b7C 


CA# 05-CV-0845 


please prepare an EC to follow your earlier one on the the PA-this one needs to seek help for DOJ's fight to 
reiain me sunseting provisions. They went any or all of the following: stats (if they have them), good 
examples/antecdotes, and, if nothing else, at least a narrative summary of the beneifits the FO has seen in the provision. 
Just list the provisions that sunset, remind folks we suggested up front that they track this information and make it for the 
GC's signature and set 2 weeks as the deadline. Thanks 


b6 


b7C 

Original Message 

From: Caproni, Valerie E. 

Sent: Friday, February 13 2004 1 : 1 :5 PM 

I I 

Subject: RE; Sunset provisions 


b6 

b7C 


Sorry: I do recall this. There is nothing attached. Let's send an EC out as you request. Tasking can come from me. 
I assume the personnel issue is your agent who is looking for different pastures? 


—-Original Mes.saoe- — 

From: | | 

Sent: Friday, February 13, 2004 12:49 PM 

To: Caproni, Valerie E. 

Subject: FW: Sunset provisions 


b6 

b7C 


Here is what I sent you on these sunset provisions 


Original 

From: 

Sent: 

To: 

Cc: 

Subject: 


pad a good thought about hov/ to get what CLP wants to prepare for the “sunset." Attached is a draft of an EC 

that we sent out in June 2002 about :he Patriot Act to all Fos. In it, we say that several provisions would sunset unless 
renewed and for that reason offices were "encouraged" to keep records of their use of these provisions. In addition, 
CDCs were advised to do that at the CDC Conference and given a handout of what provisions would sunset and again 
asked them to keep examples of their usefulness and to send them to ILU. We haven't received any. 


Mpq^aop- 


weanesaay, i-eoruatV 11, 2004 4:50 PM 
ranrnni. Valprip F 


b6 

b7C 


Sunset provisions 


in addition, DOJ (OEO) should have stats on the 203/905 dissemination of FGJ and T-3 info to the 1C and we could 
refer OLP to them. Also, we do have.* some stats about § 212 (voluntary emergency disclosure of e-maii content by an 
ISP) in my office. Perhaps, as well, OLP could be directed to OIPR for some of the FISA sunset provisions-214 
(pen/trap trace), 206 (roving FISAs). 


By the way, I need to discuss personnel issue with you when you have a moment. 


b5 


b6 


b7C 
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ALL I..FCFMATION CONTAINED 

HEREI . 1,. UNCLASSIFIED 

DATE _a-S3-20u5 BY 65179 UMH/CLS 

CA# 05-CV-0845 

PATRIOT ACT REPORTING REQUIREMENTS 


PATRIOT SECTION AND THE REPORTING REQUIREMENTS 

Requirement: Sec. 203 amends Fed. R. Crim. P. 6(e)(3)(C). New Rule 
6(e)(3)(C)(iii) requires that within a reasonable time after disclosure, an attorney 
for the government “file under seal a notice with the court stating the fact that 
6(e) information was disclosed and the departments, agencies, or entities to 
which the disclosure was made.” 



Requirement: .sec. 205(c)(1) requires the FBI to report to the Department the 
number of translators employed by the FBI; any legal or practical impediments 
to using translators employed by other Federal, State, or local government 
agencies; the need for specific translation services in certain languages, and the 
FBI’s recommsndation(s) for meeting those needs. No date specified. 



Requirement; Sec. 215 amends 50 U.S.C. 1861 by adding sections 501 - 503. 
The new section (Section 502) requires the AG to submit reports on a semi- 
annual basis IC' Congressional Committees the total number of applications 
made, and the number of orders granted, modified, or denied under section 402 
of the Foreign Intelligence Surveillance Act. 


Requirements; Sec. 403(b) states that the FBI shall provide access to NCIC to 
the State Dept, and INS via extracts, and give periodic NCIC extract updates. 
During the next 2 years , the AG shall report to Congress on the implementation 
of the amendments. The FBI will be required to give input for this report. 








ALL TNFORMAtTQM noMT atmed 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


! double checked (and triple checked) - Siection 218 (change to the primary purpose standard) is a sunset provision. . . So 
unless Congress has acted otherwise already, or unless Congress acts, it will expire on 12/31/2005. 

I confirmed all other sunset provisions I listed. There are two additional sunset provisions I did not address. 1 - (Section 
204) assures that foreign intelligence gathering authorities are not disrupted by changes to the pen/trap statute. 2 - 
(Section 207) extends the initial authorization periods for certain FISA surveillance and search capabilities. I didn't see a 
need to address these originally, but can if you think otherwise. 
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From: 

Sent: 

To; 

Subject: 


Friday. Fehr larv 20 2004 2:21 PM 


Sunset Provisions 


b7C 
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Message 


ALL xNFORMATION CUNTAxNED 

HEREIM IS UNCLASSIFIED 

DATE iO-03-2005 BY 65179 DMH/CLS 


Page 1 of 1 



Cc: CHANDLER, CASSANDRA M. (DivOO) (FBI) 

Subject: Sunset Provisions of the PATRIOT Act 


UNCLASSIFIED b7C 

NON-RECORD 


I thought you folks might be interested in the CRS report re the Sunset Provisions of the PATRIOT Act . 


UNCLASSIFIED 


6/7/2005 






From: 

Sent: 

To: 

Subject: 




R-nR PM 

,(Div09) (FBI) 


hwd: He iiuui ut?A Patriot Act 


CA# 05-CV-0845 


b6 

b7C 



10-18-2002 EC 10-16-2002 FD-302 10-16-02 2702bc 10-15-02 2702c To 10-15-02 2702c To 10-15-02 2702c To 
Assistance to SN... Investigatio... To Roar ng For... Qwest for IF... Rocky Mounta... hotmail for ^ 

this helps ! 


I 


hope 


Squad CR-18/NVRA 


b2 

b6 

b7C 


Original Message 

Date : 03/12/2004 1, 1:55 am -0500 (Friday) 

Prom 
To: 

Subject: Re 2Q01 USA. Patriot Act 


b6 


b7C 

b2 


b7A 


b7E 


Re 2001 USA Patriot Act and sunset provisions: 

1) I used the 18, US C , Sect. 2702(b) and (c) provisions of the 2001 USA Patriot Act 

during the | T investigat ion in 2002 | | Attached are copies of the EC 

documenting t he use. FD-202 , and letters to ISPs requesting information 

2) I hell eve 1 J now an SSA w/ STAS and formerly of.. ...CR-l-6--,----us©d the same 

provisiona ^ 

3) I bell 

the game er-eTri g 1 ei-io pYt ansjvely in 2003. 


,xn 200272003. ^ 

eve wi"u squad IT-7 cr whoever case number 2 65A- | | -225876 is/w'as assigned to used. 

^nsively in 2003. 

had q ^'rlr^ne^ r,a n - i i-ir t- i n n Y]FO foT the usage of the sunset 

: ; nee 2 0 02 and would be a good POC for this 


(S) 


4) SSA_ 

proviv'ions of the PATRIOT actj 
matter . 


(S) 


bl 


DATE; 12-04-2005 
CLASSIFIED BY 6517 9 DM H,.'' PVR 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-04-2030 


b2 

b6 

b7C 


b7E 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


lEefiCr 







(Rev. 08-28-2000) 


FEDERAL. BUREAU OF ii^VESTIOATION 


Precedence: ROUTINI] 

To: Washington Field 

From: Washington Fi.eld 

Squad CR-3.8 / WRA 

Contact; SA 


Date : 


10/18/2002 


Approved By : 
Drafted By: 


bmav 


Case ID #; 66-WF-C220745 SUB F300 
66-WF-C220745 SUB L30 


( Pending) 
{ Pending) 


Title ! 


FIELD OFFICE - 
LEGAL MATTEF.S - GENERAL 


b2 

b6 

b7C 


AT.T. TM?ORMATTni'I nONT.ATMI?r! 
HEREIN IS UNCLASSIFIED 
DATE 10-03-2005 BY 65179 DMH/Ci 

CA# 05-CV-0845 


b2 

b7E 


Synopsis; To doc ymp'nt 
in support of the 


files as-fj) qtanre ormr-j ded to| 

and 




Case ID 

document usage of the 18 U.S.C. 2702(b) and (c) provisions of the 
2001 USA Patriot Act. which are scheduled to be sunset. 


-n -i 7-a 

Ltive; Reiierence Rapid Start Number Case ID 






Enclosure { s ) : For €;ach file, one copy of FD-302 dated 

10/16/2002 . 


Details: The purpoHie of this EC is to U nnimeri t 

assistance provided by WF Squa d CR-]p2 — 

Rapid Start Lead Number 




file 

-ii^garding 
and to 


document for file u£;age or the 
Act which are scheduled to be sunset. 


Cas 0 

provisions of the 2001 USA Patriot 


b2 

b7A 

b7E 


See attach.ed FD-302 for details. 





Message 


From: 

Sent: 

To: 

Cc: 


(OGC) (FBI) 


Div09) (FBI) 


Monday, March 15, 2004 11:21 AM 

Caproni, Valerie E. (DivC9) (FBI) 

KELLEY, PATRICK W. (Div09) (FBi: 
(Div09) (OGA) 

Subject: OLP Request 


b6 

b7C 


Page 1 of 1 


AT,T. TNFORMATTOK CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 


CA# 05-CV-0845 


(Div09) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECOR D 

b5 

Valerie; Attached is a memo containing what I could gather together on short notice to answer OLP's request for 
Patriot Act provisio n examples, etc. Most of the FISA related on es really have to come from CTD, NLSB, OIPR-- 
and many of those l ~| as I understand it-e.g., Sections 206 (roving 

FISA); 214 (FISA pens); 215 (FISA court order to produce records). When we get some response to the sunsent 
EC, ri! forward those. 


uiiitie til me t:iHn e 


al Counsel 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


6/7/2005 



From: 

Sent: 

To: 

Subject: 


Friday Marrh 1Q 9004 11-07 AM 

_jDiv09) (FBI) 


Sunset provisions, Use of 


INFORMATION CONTAINED 
HFCIN IS UNCLASSIFIED 
10-03-2005 Bi 65179 UWH/CLS 


CA# 05-CV-0845 



b7C 


I've reached out to all of our squad supervisors 
where these provisions have been used. There's not much but they are 
in the attachment. I hope this helps. The electronic and hard copies 
follow. 


to confirm instances 

included 

will 


1 





Message 


Page 1 of 1 


OGC) (FBI) 


From: 

Sent: 

To: 


(ME) (FBI) 


Friday. March 19, 2004 12:57 PM 


b7C 


fDiv09) (FBI) 


CA# 05-CV-0845 


Subject: USA PATRIOT ACT SUNSET PROVISIONS 


UNCLASSIFIED 

NON-RECORD ALL INFORMATION CONTAINED 


HEREIN IS ONCLASSIFIED 
DATE 10-03-2005 BY 65170 


jMH/CLB 


[ttached to this communicadon is the Memphis field office response EC providing a narrative summary of 
U55 Dy me Memphis office. We have; just switched to Trilogy and are having some problems uploading. Since 
this is the Buded, I am sending the EC to you as an attachment. I am hopeful that we will be able to su ccessfully 
upload today so this will go into ACS now or as soon as possible. Call me if you have any questions at 

16F-HQ-C 




UNCLASSIFIED 


b6 

b7C 


6/7/2005 




From: | | 

Sent: Friday. Marrh 19. 2004 6:58 PM 

To; I | Div09) (FBI) 

Subject: USA Patriot Act Sunset Provisions 

b6 


b7C 


Please note that I am still waiting to hear from a couple supervisors 
regarding the OGC inquiries set forth in the 2/27/04 EC. I know the deadline 
was 3/19/04, but if you could give me a couple more days it would be 
appreciated . 


Thanks , 


b6 

Acting CDC - Cleveland Division , 

b/C 


AT, I, INFORMATION CONTATNED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


1 




Message 


Page I of 1 


From: 

Sent: 

To: 

Cc: 


(OGC) (FBI) 


Caproni, Valerie E. (DivC9) (FBI) 
Tuesday, March 23, 2004 1 1 :59 AM 
(Div09) (FBI) 


b6 

b7C 


Div09) (FBI) 


Subject: RE: Sunset provisions 


AT.L INPORMATTON CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


sounds good 


-—O riginal Message 

From| |(Dlv09) (FBI) 

Sent: Tuesday, March 23, 2034 11:48 AM 
To: Caproni. Valerie E. fPivOE) (FB!) 

Cc:| |(Div09) (FBI) 


Subject: Sunset provisions 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Valerie: We are starting to get responses to our Sunset provisions EC that OLP asked you to collect. 
Although the other imminent requirement to collect all Patriot Act info for congressional testimony 
preparation kind of took over, I assume the sunset collection requirement is still out there and will heat 
up more in time. 


So, I told 

OLP. Okayy 


:o collect for about two more weeks and then put it together for your signature to send to 



b2 

b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


6/7/2005 



DATE: 12-04-2005 

CLA.SSIFIED BY 12-04-2005 65 17 9/ DMH/ PVR 

REASON: 1.4 (C ) 


CA# 05-Cy-0845 


DECLASSIFY 


The following is provided in response to your request for input on the sunset 
provisions of the PATRIOT Act. The three sunset provisions that the Baltimore Division has 
utilized and benefitted from the most are the information sharing, changes to primary purpose 


standard for FISA, and the nationwide search warrants. 


Regarding the other sunset provisions of the PATRIOT Act, while we have not had many 
specific instan ces of implementing their use, it i.s certainly foreseeable that the need for their us e 
could come up 



ALL IT-J FORMAT TOM CONTATTIED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE .SHOWN OTHERWISE 








Message 


Page 1 of 1 



;OGC) (FBI) 

From: | 


(Div09) (FBI) 

Sent: 

Friday, April 30, 2004 12:50 PM 

To: 


(Div09) (FBI) 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 


b6 

b7C 


CA# 05-CV-0845 


Subject: RE; Sunset Provisions - Section 207 - Extended FISAs for non-US persons 


UNCLASSIFIED 

NON-RECORD 


I'll forward this to the units and get any info we have. Thanks. 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Ori ninal MpQS^^np— 

From: 

Sf>nr; Friday. Anril 70. 

To: 


(Div09) (FBI) 


2DD4 12:45 PM 
^(Div09) (FBI) 


Subject: Sunset Provisions - Section 207 - Extended FISAs for non-US persons 


[Somehow I missed S(5ction 207 when I sent out the EC seeking input from the field on the sunset 
provisions. This provision amended the time lines for FISA orders for agents of a foreign power, 
(extending the initial ELSUR rirHprc^tn 1 ?n rla\/c: ^A,■ith 1 vpar rpnpwak and \/anniic: timplinog fnr nh'^giral 
searohns dnnnnrfinn on the target) 


b5 


thanks in advance for your help. 


b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


6/7/2005 





•.•=->Message 


Page 1 of 2 


OGC) (FBI) 


From; 

Sent: 

To: 



Subject; RE: Sunset Provisions - Roving FISA order 


b6 

b7C 


DATE: 10-26-2005 

CLASSIFIED BY 65179 DMH/CLS 
REASON: 1.4 (C) 

DEC L AS SIEX._..QH : lD-2 6-2 .03.0 

CA# 05-CV-0845 


AI.L INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOTyN'-J OTHERWISE 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


S) 


O riginal Messaqe- 

From| 

Ser 
Tof 


hriaav. Aorii H 


(Cl) 


Div09) (FBI) 
PM 


b7C 


b7D 


Subject: FW: Sunset Provisions - Roving FISA order 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bl 

b6 

b7C 


O riginal Messaae- 

Fromj 

S yt: 


hridav. AnrilH 


Sin? 

Cl) (FBI) 


(Div09) (FBI) 
7H5 PM 


Subject; Sunset Provisions - Roving FISA order 


b6 

b7C 


b2 

b6 

b7A 

b7C 


b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


uumui 


Lm_ 


[Thanks for your response to our call to the field for exam nles usinn the sunset provisions 
ino the results for the GO. In vour EQ . you noted that the 

Can 1 get more info on this use r it seems like a good case to 


inciuae as an example. Also .et me Know now you want it classified. You noted it was still an ongoing 
case, so should we classify it'* or just label it law enforcement sensitive? 


Thanks. 


b6 

b7C 

SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



6/7/2005 






-■•^-Message 


Page 2 of 2 


SENSITIVE BUT UNCLASSIFIED 




6/7/2005 


Message 


Page 1 of 2 


(OGC) (FBI) 


From: 


(Div09) (FBI) 


b6 

b7C 


ALL INPORMATTON CONTAINED 

HEREIN IS DNCLA.SSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 

"~C A# 0 5 - CV- 08 4 5“ " 


Sent: Tuesday, May 11 , 2004 12:00 PM 


To: 


(Div09) (FBI)J 

:Div09) (FBI) 

Cc: 

rDiv09) (FBI) 

iuivuy) (FBI) 


3iv09) (FBI; 



Subject: RE; Patriot Act Section 215 - after sunset 


UNCLASSIFIED 

NON-RECORD 


Qfiaina 

From 


Sent: 
Toi 


Messaoe- 


(Div09) (FBI) 
Friday, May 07, 2004 6:0 5 PM 

(Div09) (FBI) 


Subject: FW: Patriot Act Section 215 - after sunset 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


FYI 

O riginal Message 

From (Div09) (FBI) 

Se nt: iuesaav. mav u^. 2U U4 4:b4 PM 


To: I KDi\/09) (FBI); 

(FBD 

Cc: (Div09) (FBI) 

Subject: Patriot Act Section ,215 - after sunset 


Div09) (FBI) 

b6 

b7C 


KDiy09) 


UNCLASSIFIED 

NON-RECORD 

b6 

b7C 


In compiling the information rcsceived from our recent field survey on the various sunset provisions, I'm also 
reading a report recently prepared by the Congressional Research Service for Congress on the various 
sunset provisions. The report states that if Section 215 is left to sunset, "the impact of expiration may be 
mitigated by changes in the law governing ‘national security letters' that provide access to a wider range of 
business records" 


If you have any questions, please feel free to contact me. 

b5 


6/7/2005 





Message 


Page 2 of 2 


b2 
b6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 



6/7/2005 



Page 1 of 2 


Message 


OGC) (FBI) 


From: 


(Div09) (FBI) 


b6 

b7C 


ATJr INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 

- - CA# 0 5 - CV- 084 5 — - 


Sent: Tuesday, May 1 1 , 2004 1:11 P M 

(Div09) (FBI) 


To: 


Subject: RE: Patriot Act Section 215 - after sunset 


biv09) (FBI) 


b6 


UNCLASSIFIED b7C 

NON-RECORD 


[The Report is titled "USA Patriot Act Sunset; Provisions that Expire on December 31, 2005" dated 

1/2/04, written by Charles Doyle, Senior Specialist, American Law Division, of the Congressional Research 
Service. CRS Report RS21 704. The quote I mentioned was on pag e CRS-9. I don't have a digital copy, but if 
you want a copy of my paper version, just let me know. -I 


O riginal Messaae- 

Fromi 


Sent: l uesdav. Mav 11 

To| 

Cc:| 


(Div09) (FBI) 
,2004 12:60 P M 
(Div09) (FBIJ 
Div09) (FBI) 


b6 

b7C 


(FBTl 

Subject: RE; Patriot Act Section 215 - after sunset 


(Div091IFBIl 
uivuy) (FBI) 


rDiv09) 


UNCLASSIFIED 

NON-RECORD 


Original Message 

From 


Sent: 
To 


Div09) (FBI) 
Friday. Mav U/. ZUUT^iOS PM 


Div09) (FBI) 

Subject: FW: Patriot Act Section 215 - after sunset 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


FY! 


O riginal Message 

Fromf 


(Div09) (FBI) 


Se nt: Tuesday, Mav 04. 20 04 4:54 PM 
To] |(Div09) (FBI);| 


fPi vOOI (FBIY 

Cc: 


Subject: Patriot Act Se' 

UNCLASSIFIED 
NON-RECORD 


(Div09) (FBI) 

ction 215 - after sunset 


miv09) (FBI) 


b6 

b7C 


6/7/2005 







Message 

V ^ 


Page 2 of 2 


In compiling the information received from our recent field survey on the various sunset provisions, 
I'm also reading a report recently prepared by the Congressional Research Service for 
Congress on the various sunset provisions. The report states that if Section 215 is left to sunset, 
"the impact of expiration may be mitigated by changes in the law/ governing 'national security letters' 
that provide access to a wider range of business records" 

This seems to be a confident statement that we will not be impacted by the expiration of Section 
215. I know that I have already found an error in the report regarding Title III issues, and have 
alerted OEO to the misstatement so that it can be corrected. I bring this to your attention to provide 
you the same opportunity should you disagree with the statement. 

If you have any questions, please feel free to contact me. 


b2 

b6 

b7C 

UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


6/7/2005 



Message 


Page 1 of 2 


From: 

Sent: 

To: 

Subject 


OGC)(FBI) 

(Div09) (FBI) 


Friday, May 14, 200 4 9:55 AM 
DivOO) (FBI) 


b6 

b7C 


CA# 05-CV-0845 


FW; Sunset Provisions - Roving FISA 

importance: High 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I just received this from the field. See below and do NOT include this example in the Director's 
Testimony. Sorry for this late notice. 


b6 

b7C 


Could you also allow me the chance to review the draft before it is made final? Thanks, 


I hope your writing is going well. 


O rifiTnal Mes^anp- 

FromJ 
Sent: 

ToP 


Wednesday, May IZ, 


(KX) (FBI) 

200 4 11:12 PM 
Div09) (FBI) 


Subject: RL: SUrtSSt PrdViSidhS - Roving FISA 


SENSITIVE BUT UNCLASSIFI ED 
NON-RECORD 


b6 

b7C 


b6 

b7C 


ALT, INFORMATION CONTAINED 
HEREIN IS UNCL.ASSIFIED EXCEPT 
WHERE SHOl'uN OTHERWISE 


DATE: 12-04-2005 

CLASSIFIED BY 65 17 9DMH/ PVR 
REASON: 1.4 (C) 

DECLA.SSIFY ON: 12-04-2030 


Sorry 1 took a while to get back to you. I asked the FCi Supervisor here about this very issue before sending the 
EC, and he advised at that time that he had no problem with sending the response as drafted to FBIHQ unctas 


bl 


(S) 



Thanks, 

b2 
b6 

b7C 



1 



Knoxville 



b5 


O rioinal Messaae- 

Froml 


(Div09) (FBI) 


Sent: Friday. April 30, 2004 12:15 PM 


To 


KKX) (FBI) 


Subject: Sunset Provisions - Roving FISA 


sEsfiff 


6/7/2005 






Message 


Page 2 of 2 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


[Thanks for your submission earlier. I am in the process of compiling the information for the General 

Counsel. I plan to include the following example from your EC, however, 1 noted that this was not 
considered classified in your EC. Do you want to protect it as classified or law enforcement sensitive? If 
not, it may end up being used publicly (i.e. in a Congressional hearing) as is. 


(S) 


Thanks for your help, 


Assiyiani cenfsrai counsel b6 

Investigative Law Unit 

nffine of the Genpral Counsel b7C 


SENSITIVE B UT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



6/7/2005 



Message 


Page 1 of 2 



Sent: 

To: 


Friday. Mav 14. 2004 1 0:28 AM 


(KX) (FBI) 


Subject: RE: Sunset Provisions - Roving FISA 


b7C 


:a# 05-CV-0845 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I Thanks for this information, i’ll make sure that this example does not end up in any public examples. 
Thariks again for your effort to compile this. 


O rininal 

From? 
Sent: 

To:r 


Messaoe- 


wednesdav, Mav 12 


(KX) (FBI) 

2i).04 11:12 PM 
(Div09) (FBI) 


Subject: RE: Sunset Provisions - Roving FISA 


b2 

b6 

b7C 


AT.T, TNPOHMAflON CONTATNPn 
HEREIN IS UWCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 12-04-2005 
CLASSIFIED BY 65 17 9DMH./ PVR 
REASON; 1.4 (C) 

DECLAS.^IFY ON: 12-04-2030 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




Sorry 1 took a while to get back to you. ! asked the FCI Supervisor here about this very issue before 
sending the EC, and he advised at that time that he had no problem with sending the response as drafted 
to FBIHQ.UnClaS with the information I placpH thorAin MIc nninlnn gg l rof-oll 'A<ag haccH almrict ovr^li igi\<ol'; 


ouuiiieiiiutiiiiyeiice is wmi miuwh iiieie-iii a yeiieidi sense. 


bnd the work oi the FBI and uuh 


bl 


Personally, I would NOT be ctomfortable having the paragraph you quoted published in a Congressional 
record, read aloud on C-SPAIT or otherwise addressed in a public forum, as it would have a chilling effect 
on other work we do out there using similar modus operandi. I am forwarding this message to him and will 
get back to you shortly. 


Thanks, 


b2 


knoxvilie 


b6 

b7C 


D rininal 

From: 


Messane- 


(Div09) (FBI) 


Anril 40. 20 04 12:15 PM 


Sent: Friday 
To: |(KX) (FBI) 

Subject: Sunset Provisions - Roving FISA 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



6/7/2005 





Message 


SECRET 


b6 Page 2 of 2 

b7C 


Thanks for your submission earlier. 1 am in the process of compiling the information for the 
Ueneral Counsel. I plan to include the following example from your EC, however, I noted that this 
was not considered classified in your EC. Do you want to protect it as classified or law enforcement 


(S) 


Thanks for your help. 


gpnc;iti\/p9 If nnf it may Pnii iin hoinn ii.cipH niihlinlv fi.e. in a Cnnnressinnal hearing) as is 


Assistarit b^iher^i! ubUAs'ei 
Investigative Law Unit 
Office of the Gene ral Counsel 


b2 

b6 

b7C 


bl 


SENSITIVE BUT UNCLASSIFIED 


SENS ITIV E BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SECRET 


6/7/2005 




^Messa^ 



Page 1 of 2 


From: 

Sent: 

To: 

Cc: 


(OGC) (FBI) 


[Div09) (FBI) 


Friday, May 14, 2004 10 :30 AM 

Diy09) (FBI) 


Div09) (FBI) 


Subject: FW: Sunset Proyisions - Roving FISA 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CA# 05-CV-0845 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE; 12-04-2005 
CLASSIFIED BY S5179 DMH/ PVR 
REASON; 1.4 (C) 

DECLASSIFY ON: 12-04-2030 


I just received this from the field. They no longer want one of the roving FISA examples to be used in any 
puDiic testimony. (This example was in the draft that I had provided to you on Tuesday.) My apologies, however, 
if 1 recall you were most interested ir the information sharing provisions instead. 


Thank you, 


UrlQinal Messaae- 

From 


(KX) (FBI) 


Se nt: Wednesday, May 12, 200 4 11:12 PM 
Toj |(Div09) (FBI) 

Subject: Kt: Sunset Provisions - Roving FISA 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


Sorry I took a while to get back to you. I asked the FCi Supervisor here about this very issue before sending the bl 

EC, and he advised at that time that he had no problem with sending the response as drafted to FBIHQ unclas 

with the informatjnn l nlai^ort thoroln MIg r^nininn ac I ro,-ali VSrjcnH ■3lm/-.ct r\r, tho ifii-ltv^ 




in a general sense. 


lu me vjuiK 0 ! uiu rni aiiu uuc uounienmuiiiyenuu is wen Kiiuwn meie- 


Personally, 1 would NOT be cornfortcible having the paragraph you quoted published in a Congressional record, 
read aloud on C-SPAN, or otherwise addressed in a public forum, as it would have a chilling effect on other work 
we do out there using similar modus operand!. I am forwarding this message to him and will get back to you 
shortly. 

Thanks, 




Knoxville 


b6 

b7C 


Original Messaae- 

Froml 
Sent 
To 


Friday, Aon! 2U, 2U U4 


^(Div09) (FBI) 
[TTTB PM 


i m (FBI) 

Subject: bunset Provisions - Roving FISA 



6/7/2005 






Page 2 of 2 


b6 

SENSITIVE BUT UNCLASS IFIED 

NON-RECORD b7C 


[Thanks for your submission earlier, i am in the process of compiling the information for the General 
Counsel. I plan to include the following example from your EC, however, I noted that this was not 
considered classified in your EC. Do you want to protect it as classified or law enforcement sensitive? If 
not, it may end up being used publicly (i.e. in a Congressional hearing) as is. 


(S) 


Thanks for your help. 



AS^i^tant behPrai CPUnSel b2 

Investigative Law Unit 
Office of the Gene ral Counsel 

b7C 


bl 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



6/7/2005 



'■ Message 


Page 1 of 2 


ALL INFORMATION CONTAINED 



Subject: RE: Draft Senate Judiciary Testimony for Director on 5/20/04 


S ENSIT IVE BUT UNCLASSIF I ED 
NON-RECORD 

Upon reviewing the portion of the attached document regarding the USA Patriot Act, I offer the following 
comments to ensure that it is legally accurate. 

1) On page 2-3, the following text appears . . . 


"For instance, if a court-ordered criminal wiretap turned up intelligence information, the criminal investigator could 



2) On page 5, the following text appears . . . 


"Today, pen registers and trap-and-trace devices can be sought from a court for internet communications." 

Pen/trap orders were obtained for ln:ernet communications prior to the Patriot Act, however, the Patriot Act did 
clarify the law to ensure that no judge could interpret the law otherwise. 


Should you have any other additional questions regarding the Patriot Act. please feel free to contact me. 



b6 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


6/7/2005 
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b6 

b7C 


Good mornind 


b6 

b7C 


Attached is a draft of the Senate judiciary testimony, per your request. It covers the three main topics 
we covered in our discussion earlier this week — the importance of the Patriot Act in the war on 
terror, counterterrorism and intelligence program reforms and improvements, and the current status 
of the FBI's IT/Trilogy. 


Since we didn't talk in too much detail about what the FBI wants to say regarding II, that section of 
the draft is fairly general, mentioning some important achievements and assuring that we continue to 
seek outside help to ensure 've have the best products possible. Since I'm nor too famihar with the 
in-the-weeds details of di e current Tri 
want to run that part past 


logv problems that the Committee might address, you might b6 
|)ffice to !uake sure it's in keeping with the FBI's message. 


Also, I am copying 
the Patriot Act details, 
to say in public. 


in OGC — she helped me to gather (and translate into English!) 
She lias offered to give it a read to make sure that section is accurate and ok 


talked 


I left the "DOCOEE" acronym highlighted for the moment until we get the translation we 
about yesterday. ;) 

• b6 


Hope this is helpful! Flave a great Friday. 


b7C 


Thanks, 


h..xecutive Writing Unit 

Office of Public Affairs t>7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


6/7/2005 
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ALT, TMFORMATTOM CONLATMED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


USA Patriot Act 
Sunset Provisions 
Field Office Comments 
April 2004 


DATE: 12-04-2005 
CLASSIFIED BY 65179 DMH/ PVR 
REASON: 1. 4 (C) 

DECLASSIFY OM : 12-04-2030 


Section 201 & 202 - Expanded Title 111 predicates 

These provisions expanded the predicate offenses foi' Title III intercepts to include crimes 
relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C. §§ 2332, 2332a, 
2332b, 2332d, 2339A, and 2339B), and felony violations of computer fraud and abuse 
(18 U.S.C. § 1030). Later amendments to this portion of the statute expanded the Title III 
predicates to also include 18 U.S.C. § 2232f (Bombings of places of public use, 
Government facilities, public transportation systems and infrastructure facilities) and 
2339C (terrorism financing). Due to the timing and statutory placement of these two 
additional predicate offenses, it is likely that these are now included in the sunset 
provision.' 

Survey Results: The respondents to the field survey indicated that there was at least one 
Title III order where terrorism was identified as the predicate offense. 

Section 203 (b) & (d) - Information sharing for foreign intelligence obtained in a Title III and 
criminal investigations. 

Section 203(b) authorizes the sharing of foreign intelligence information obtained in a 
Title ni electronic surveillance with other federal officials, including intelligence officers, 
DHS/DOD/ICE officials, and national security officials. The Homeland Security Act 
later authorized disclosure to foreign investigative or intelligence officials and to any 
federal, state, local, and foreign official when it reveals a threat of attack. 

Note: The Congressional Research Services (CRS) report to Congress on the sunset 
provisions erroneously states that “termination of authority under sub.section 203(b) may 
be a lit tle consequence.”' In fact, the termination of this provision would have absurd 
results. 


lEssentiaiTyT 


Section 203(d) authorizes the sharing of foreign intelligence information collected in a 
criminal investigation with intelligence officials. The Homeland Security Act also added 
foreign Intelligence and investigative officials to the li.st of receiving officials. Due to the 


'See CRS Report for Congress, “USA Patriot Act Sunset: Provisions That Expire on 
December 31, 2005," dated January 2, 2004., CRS Report RS 21704. 

"CRS Report RS 21704 at 5. 




placement of the Homeland Security Act amendments, the CRS concludes that these 
disclosure provisions will also terminate if 203(d) is allowed to sunset. 


Survey Results: The information sharing provisions are systemically heralded as the most 
important provisions in the Patriot Act. 

b2 


-helps to prevent the compromise of foreign inteli investigations 

-the ability to share information has enhanced FBI liaison with State, Local and other Federal 
agencies, resulting in better relationships. 

-Enables case agents to invoh'e other agencies in investigations resulting in a style of teamwork 
that enables more effective and responsive investigations. 

-improves the utilization of resources allowing a better focus on the case 
-some field offices - White Collar Crime squads often generate leads that lead to IT 
investigations. Because the impediments to information sharing from the criminal side to the 
intelligence side have come down, these squads are now free to do so without hesitation. Even 
some limitations in information sharing would cau.se an agent to hesitate before sharing the 
information with his counterparts in the intelligence community. (?) 

-Even Legats notice improved relationships with intelligence agencies. 


Note - this is part of the information sharing pi'ovisions. The combination of all the information 
sharing provisions and the final FISA court decision resulted in the “wall” coming down. Since 
the entire “wall” has come down, all investigators are free to share information without 
hesitation. This has overall lead to a much more efficient and effective team approach to 
investigations. Overwhelmingly, the field sees this as the most important benefit of the Patriot 
Act. Some state that it would be virtually impossible to track and fight terrorists if the “wall” 
were still in place. Even if only parts of the “wall” are reinstated, then it will create hesitation on 
the part of agents before they share information leading to less teamwork, and much less 
efficiency. 


-Example - A criminal informant provided the FBI information that the subject of a foreign 
intelligence investigation wtis suspected of planning a terrorist act. The sharing of intelligence b5 
information led to the intercej)tion, arrest and anticipated deportation of the subject. 


Section 206 - Roving FISA Surveillance 

o PTg A tMi-iTqf’c iKq F t l-i "> ■' i-f i i-wt ,■ i i ; I I , 


order directing 

the authorized electronic surveillance, 


hp rniii-t i-Mn issue an 
tc., to effect 


(S) 







bl 




Section 207 - Extended Duration for Certain FlSAs 

Section 207 extends the standard duration for several categories of FISA orders. 


[awaiting input from NSLB 

b7C 

Section 209 - Seizure of Voice Mail with a Search Warrant 

Section 209 clarified that voice mail could be obtained with a search warrant under 18 
U.S.C. § 2703 (similar to e-mail). Previously, some courts had required a Title III order 
to obtain stored voice mail. 

bl 


Section 212 - Emergency Disclosures of E-mail & Records by ISPs 

Section 212 created a provision that allows a service provider (such as an Internet Service 
Provider) to voluntarily provide the content and records of communications related to a 
subscriber if it involves an emergency related to death or serious injury. The Homeland 
Security Act modified this provision as it relates to the content of communications, but 
not as it relates to the records held by a service provider. For this reason, the 
Congressional Research Service concludes that only those provisions relating to the 
voluntary disclosure of records is subject to the sunset provision. 


bn this] 


[was 2702 (c)(3) part of this provision? - allows for voluntary disclosure of records to 
protect their own properly and rights.] 


(S) 

bl 


‘^See CRS Report, page CRS-8. 


c- 


ET 




Section 214 - FISA Pen/Traj) Authority 

FISA pen/trap and trace orders are now available whenever the FBI certifies that “the 
information likely to be obtained is foreign intelligence information not concerning a 
United States person, (3r is relevant to an ongoing investigation to protect against 
international terrorism or clandestine intelligence activities, provided that such 
investigation of a United States person is not conducted solely upon the basis of activities 
protected by the first amendment to the Constitution.” This provision eliminated the 
previous requirement that the application also contain specific and articulable facts giving 
reason to believe that ihe targeted line was being used by an agent of a foreign power, or 
was in communications with such an agent, under specified circumstances. This 


(S) 






Section 215 - Access to Business Records under FISA 

Section 215 changes the standard to compel production of business records under FISA to 
simple relevance (just as in the FISA pen register standard described above) and expa nds 

this authority from a limited enumera ted list of certain types of business records 

to include ‘‘any tangible things (including books, 

records, papers, documents, and other items for an investigation to protect against 
international terrorism or clandestine intelligence activities, provided that such 
investigation of a United States person is not conducted solely upon the basis’of activities 
protected by the first amendment to the Constitution.” 



-Again the field offices consistently report their frustration with the length of time to get any 
approvals from OIPR to utilize these provisions. 

One field office (Salt Lake?) confused the 2 1 5 stating it was an NSL. Check with them to 
determine which it was. (These are different provisions). 
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(OGC) (FBI) 

From: | 


:DIv09) (FBI) 

Sent: 

Tuesday. Mav 18. 2004 2:08 


To: 


(DivOO) (FBI) 

Cc: 


DivOO) (FBI) 


Subject: RE: Statistics re USA PATRIOT Act provisions 


CA# 05-CV-0845 


ALL JNFORMATTOM CXJNTAINEn 
HEREIN IS LINCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


DATE: 12-04-2005 
CLASSIFIED BY 65179 DMH/ PVR 
REASON: 1.4 (C) 

DECLASSIFY OH: 12-04-2030 


THT 


we have not used 215, so if an office said they did, it meant that 


Ttnnck on getting this presented to the FlSCj ~] 


they submitted a request to me, but so 




From; 

(DivOO) (FBI) 

b7C 

Sent: Tuesday, Mav 

L8, 2004 2:03 PM 

Tol 

Imivoo', rpRiiJ 

1 (DivOO) (FBI);[ 

(DivOO) (FBI); 

(DivOO) (FBI) 



Cc: Beers, I [ DivOOTTFBI) 

Subject: RE: Statistics re USA PATRIOT Act provisions 


UNCLASSIFIED bg 

NON-RECORD 

b7C 

[ I can provide you the results from the field survey that OGC conducted, however, I can also 

guarantee that these are not entirely accurate numbers. The field survey was voluntary, and the level of 
detail provided varied between the field offices. Furthermore, since then I have been advised that some 
HQ divisions have been utilizing various Patriot Act tools, and I did not receive any contributions from any 
HQ division on this survey, sc their use is not included in any numbers that I have. 

The field offices reported the ioliowing: 

Section 206 - Roving FISA orders I 
Section 215 I 


Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field 
input on this specific provision at this time. 

Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants 
executed). I believe that Finance Division maintains, compiles, and reports these statistics. They may 
have more accurate field wide: numbers. 


«!S) 


bl 

b2 

b7E 


I hope this is helpfu 


Assistant ueneiai uuuhsel 
Investigative Law Unit 
Office of the General Counsel 


b2 

b6 

b7C 


Original Message- 



6/7/2005 


C 
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SfMET 


Fromj |(DivOO) (FBI) 

Se nt: Tuesday, May IB, 20 04 1:41 PM 
Tol ~|(Div09) (FBI)I 


JZaEMIEEnr 


lUivUUj (hBij 


Div09) (FBI) 


Cc 

Subject: btatistics re Ub?\ patriot Act provisions 

Importance: High 


(Div09) (FBI), 

b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


In anticipation of the Director's scheduled appearance before the Senate Judiciary Committee this 
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice 
(so-called "Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for 
Tangible Things (i.e., so-called Section 215 Orders), since passage of the USA PATRIOT Act. 

I realize there are several potential complications with compiling such numbers (e.g.. Delayed 
Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.). 
Nevertheless, if any of you could provide some input on this, it would be very helpful. We can 
almost guarantee the Director will be asked about the numbers when he testifies. 

is DOJ compiling numbers? Is there anyone at OLP or OIPR who may know? 

Thanks, 


uttice ot Cong ressional Affairs 


b2 

b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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(OGC) (FBI) 


b6 
b7C 

Subject: 215 business record orders 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


From: 

Sent: 

To: 

Cc: 


piv09) (FBI) 


Tuesday, May 18, 2004 2:34 PM 
IkC) (FBI) 


(Div09) (FBI) 


CA# 05-CV-0845 


.bl 

b2 

b6 

b7C 

b7E 

b5 


I am an a ttorney in the National Security Law Branch of OGC, and I was discussing the issue of 215.nriiprs with 
^he informed me that you'd written an EC in March indicating that you had used such order 
wantea to clarify what you meant by that, inasmuch as we have never put a business record order a |Lpiicdi i uii — 
before the FISC, so I assume that you meant that you had submitted business record requests either to 
headquarters or to NSLB? Is that correct? 


iS) 


We are very close to getting such an order before the FISC, so if you have such request forms, and you haven't 
yet forwarded them to NSLB (and I con't think I have such requests), please do so and when the first order goes 
before the FISC and gets signed, we will then forward the rest that we have in the pipeline. 


Thanks 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


AT.T. TMFORMATTOM COMTATNED 
HEREIN IS UNCLA.SSIFIED EXCEPT 
WHERE SHOrilN OTHERWISE 

DATE; 12-04-2005 
CLASSIFIED BY 65179 DMH/ PVR 
REASON: 1.4 (C) 

DECLA.SEIFY ON: 12-04-2030 
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bGC) (FBI) 


;a# 05-CV-0845 


From: 

Sent: 

To: 

Cc: 


Div09) (FBI) 


Tuesday, May 18, 2004 2:52 PM 


1 Itnivnat fFRivI |i 

b. (UivU9) (FBI! 

[Div09) (FBI) 


;Div00) (FBI) 


Subject: RE: Statistics re USA PATRIOT Act provisions 

UNCLASSIFIED 

NON-RECORD 


l(DivOO) (FBI); BOWMAN, MARION 

b6 

b7C 


I do not think the statistic report used by Finance would capture any FISA info (the info is classified). NSLB will 
assist you in obtaining the numbers of Roving FISAs and 21 5 requests As to delay notice, I do believe DOJ is 
maintaining these stats. I would call CTS, OEO or OLP. 


Original Messane 

From; 


Segi; 
To 


Div09) (FBI) 


(Di v09) (FBdT 

Cc:| 


IfPivOOl (FBI): 


lOivOO) (FBI) 


(Div09) (FBI) 


(Div09) (FBI) 


Subject: Kt; btanstics re USA PATRIOT Act provisions 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


b7C 

I can provide you the rcisults from the field survey that OGC conducted, however, I can also 

guarantee that these are not fjntirely accurate numbers. The field survey was voluntary, and the level of 
detail provided varied between the field offices. Furthermore, since then I have been advised that some 
HQ divisions have been utilizing various Patriot Act tools, and 1 did not receive any contributions from any 
HQ division on this survey, sc their use is not included in any numbers that I have. 

bl 


The field following 

Section 206 - Roving FISA orders 
Section 215 


(S) 



(S) 


b2 

b7E 


Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field 
input on this specific provisiori at this time. 


Also - as you are aware, field offices collect statistics on their accomplishments (i.e, search warrants 
executed). I believe that Finance Division maintains, compiles, and reports these statistics. They may 
have more accurate field widei numbers. 


I hope this is helpful. 


Assistant tienerai uounsei 

b2 

investigative Law Unit 


Office of the General Counsel 

b6 


b7C 


D.\TE: 12-04-2005 

CLASSIFIED BY 65179 DM H/ PVR 
F.EA.SON: 1. 4 (C) 

DECLASSIFY ON: 12-04-2030 


ALL INFORMATIOM COMTAINRD 
HEREIH IS UKCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 


6/7/2005 
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fOGC) (FBI) 

From: 


(Div09) (FBI) 

Sent: 

Tuesday, May 18, 2004 3:00 I 

PM 

To: 


loivOO) (FBI) 

Subject: FW; 215 business record orders 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYI — - 

D rininal MpQ<;anp- 

Froml 
Seat 
To 


TiiPcdav MavlH 


(KC) (FBI) 

7004 PM 

(Div09) (FBI) 


Subject; Kh: Zlb business record orders 


b6 

b7C 


b6 

b7C 


CA# 05-CV-0845 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


UATE: 1E-04-E005 
CLASSIFIED BY 65179 DMH/ PVR 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-04-2030 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b7C 


Your assumption is correct, in that I was referring to filling out the forms and submitting them to NSLU for 
processing. 


Thanks 


Original Messaae- 

From 


Se nt: l uesd av. Mav 

To: 

Cc 


(Div09) (FBI) 

B, 2U04 1:34 PM 

IfKCUFBn 


DivC9) (FBI) 


Subject: ouismess tecora order; 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bl 

b2 

b€ 

b7C 


1 art ] an attorri ev in the National Security Law Branch of OGC, and I was discussing the issue of 215 orders 
witH She informed me that you'd written an EC in March indicating that you had used such orders 

TTTSnted to clarify wf>at you meant -by- that, Jnasmuch_ as we_ have never put a business record 
order application before the FISC, so I assume that you meant that you had submitted business record 
requests either to headquarters or to NSLB? Is that correct? 


We are very close to getting such an order before the FISC, so if you have such request forms, .and you 
haven't yet forwarded them to NSLB (and I don't think I have such requests), please do so and when the 
first order goes before the FI£;C and gets signed, we will then forward the rest that we have in the pipeline. 


Thanks 


b6 

b7C 


SENSITIVE BUT UNCLASSIF IED 



6/7/2005 
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(OGC) (FBI) 


From 


(OCA) (FBI) 


Sen t: Friday, June 18, 2004 3:57 PM 

(OGC) (FBI) 


To: 

Cc: 


(UCA) (FBI) 


(OGC) (FBI 


b6 

b7C 


ALL ITsTFORMATTON COWT AIMED 

HEREIN IS UNCLASSIFIED 

DATE 10-03-2005 BY 65179 DMH/CLS 


:a# 05-CV-0845 


fcOGC) {FB\i 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

The attached email includes DOJ's draft response to Sen. Feinstein's correspondence re the provisions of the 
USA PATRIOT Act (USAPA) due to expire in 2005. 

As you can see, the draft letter mentions an "attached report" as well as "further examples" to be provided in a 
“classified form." 


I have asked DOJ for a copy of the "attached report," but I have not received it. Based on your voicemail, I 
suspect the final version of DOJ's response may have omitted the reference to an attached report, in favor of a 
classified report to be provided at some future date. As I understand it, you've been asked to help prepare such a 
report, with classified examples of situations in which the relevant USAPA provisions were used. 


believJ 


, |n OGC has been trying to collect such examples from the Field. She anq 

may oe your pest contacts on this issue. I'm also happy to assist in any way I can. ^ 


I hope this helps, if I learn more from DOJ, I'll let you know. 


111-7 


b2 

b6 


b6 

b7C 


b7C 

UNCLASSIFIED 


6/7/2005 




From: 

Sent: 

To: 


Subject: 


ExecSec (RMD) 

ThiirgHav .liinA P4 9md 6:57 A^’L 
lfp.Tn^ (FRlf 


Turn 

(FBI) 


TFEa 


}OCA) (FBI 


T i(CTD) (FB 

Innci (FRIV KFI I FY 


PATRICK W. (OGC) 

|(OCA) (FBI) 


TRIM Document : DOJ/EXECSEC/04/UU/5U52 ; Following up on her 6/4/04 conversation with 
AG & her 3/23 & 4/28/04 Itrs (end) requests comprehensive review of implementation, value & 
importance of 16 provisions of USA PATRIOT Act subject to sunset provisions. 



AT, I, INFORMATION OONTATNETT 

HEREIN IS UNCLASSIFIED 

DATE 10-11-2005 BY 65179 DMH/CLS 


-ollowing up on her 
6404 conve... 

INFORMATION ONLY; OCA, CTD , and OGC 


CA# 05-CV-C845 


Instructions : 

Attached is correspondence referred to the FBI by the U.S. Department of Justice (DOJ) 
Executive Secretariat, FOR INFORMATION ONLY. IT DOES NOT REQUIRE ANY FBI ACTION; however, 
it is being referred to you fcr your inforrriation in the event you may be contacted by the 
DOJ entity tasked with handling the response. The original will be forwarded to the 
Records Management Centers Unit for uploading into A.CS . 


If this matter needs to be reassigned to another entity, the FBI ExecSec should be advised 
immediately (within 2 days of e-rnail receipt) . The ExecSec will need to know to whom the 
request should be reassigned to, together with a poinc of contact (if known) . 


If you have any quescions, corrments, suggestions, or require the attached correspondence 
to be sent to another division/of fice for action or information, please contact the 
Executive Secretariat, 


ExecSec . 


or by e-mail to 


b2 

b6 

b7C 

< TRIM Record Information > 

Date Due : 

Action Office : 

Current Action : 

All Contacts ; Kelley, Patrick (Info); Bald, Gary (Info); Kalisch, Eleni (Info) 

Access DB or Workflow : 605053 

From : FEINSTEIN, DIANNE 

Constituent : 

Title (Free Text Part) : Following up on her 6/4/04 conversation with AG & her 3/23 & 

4/28/04 Itrs (end) requests co.mprehensive reviev; of implementation, value & importance of 
16 provisions of USA PATRIOT Act subject to sunset provisions. See WFS 582542 & 558986. 

(PM) 

Date of Communication ; Monday, June 14, 2004 

Notes ; 

Related Records : 04/DO/1529: Advises that: USA PATRIOT ACT is a critical tool in the 

nation's fight against terrorism. Expresses concern with tone of discussions about the 
Act and the 16 provisions set to expire in 2005. Requests DOJ & CIA ensure review of the 
16 provisions. (PM) (Related to); 04/DO/230S; Regarding her unanswered request, dated 
3/23/04, for a comprehensive review of the implementation, value and importance of each of 
the 16 provisions of the USA F.ATRIOT AiCT subject to "sunset" provisions. See WF 558986. 
(PM) (Related to) 


1 
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fOGC) (FBI) 

From; OGC) (FBI) 

Sent: Friday, July 02, 2004 2:38 PM 


KX) (FBI) 


Subject: Sunset provisions 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CA# 05-CV-0845 


am uodatino some of the examples we've nspri -n ii istifv the 


some specific Congressional concens. 


I Can you provide me any 
us to help respond to 


Thanks in advance for your help. If you have any questions, please feel free to contact me. 
Have a good 4th! 


Assistant General Counsel 
Investigative Law Unit 
Office of the General Counsel 


SENSITIVE BUT UNCLASSIFIED 


DATE: 12-04-2005 
CLASSIFIED BY 65179 DMH/PVR 
kEASOM; 1. 4 (G 
DECLASSIFY ON: 12-04-2030 


ATI. TNFORMATTOM nOMTATNP.n 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


6/7/2005 
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From; 

Sent: 

To; 


(OGC) (FBI) 
'(OGC) (FBI) 


Tuesday. July 13. 2004 Ft;32 AM 
OCA) (FBi) 


Subject: Examples for Patriot Act Sunset Provisions 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-11-2005 BY 65179 DMH/CLB 

CA# 05-CV-0845 

b6 

b7C 


Cc: 


(OGC) (FBI) 


(000', ,'FRh 



(FBI); BOWMAN, MARION c. (OGC) (FB^ 

1'^ 

^GC) (hBl) 


(CTD) 


UNCLASSIFIED 

NON-RECORD 


|As per our conversation, the following are the sunset provisions of the Patriot Act where I do not have many 

examples addressing our use of sues provision, 

Sections 201 & 202 - Expanded predicate offenses for Title III 1370 

Section 204 - Clarification of intelligence exceptions - (I arn hoping that NSLB can offer input here) 

Section 207 - Extended duration for FiSAs - (I believe that NSLB was collecting examples for this provision.) 
Section 209 - Obtaining voice m.ail 'with a search warra.T. 

Section 223 & 225 - addressing civil liability issues (I don I amicipate that there are any examples to cite for these 
provisions) 

.1 am in the process of going through the examples that CTD provided to me, however, it will lake additional 
discussions with CTD before I can determine how the Patriot Act provisions were utilized in most of these cases. 


I hope this is helpful, and I look fowvard to discussing this further in our meeling later this morning. 


b2 

ILU/ULiD 

b6 

b7C 


UNCLASSIFIED 
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kOGC) (FBI) 


From: 


Div09) (FBI) 


Sent: Tuesday, May 18, 2004 3:01 P M 

To: |(Div09) (FBI) 


b6 

b7C 


Subject: RE: 215 business record orders 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CA# 05-CV-0845 


Thanks - I'll update the survey summary that I have. Are you going to advise 


ririninal Mpc;<;anp- 

Froml 
Se 
To 


c 


Tijp«;f1av. May IS 


|[Div09) (FBI) 
PM 


(Div09) (FBI) 


Subject: FW: 215 business record orders 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


FYI 

— -Oriolnal Mes<;aae- 

Froma 




Se nt: Tuesday. Mav IB. 

To: 


(KC) (FBI) 

2004 2:50 PM 

](Div09) (FBI) 


Subject: Rb: 215 business record orders 


SENSITIVE BUT UNCLASSIFIED bg 

NON-RECORD 

b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 12-04-2005 

CLASSIFIED BY 65179 DMH/ PVR 
REASON: 1.4 (C) 

DECLASSIFY ON: 12-04-2030 


Your assumption is correct, in that I was referring to filling out the forms and submitting them to NSLU for 
processing. 


Thanks 

— Or 

L_.. 

From: 

Cam#** 





iKOfFB! 


Cc: 

Subject: 215 business record orders 


(Div09) (FBI) b6 
Div09) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bl 

b2 

b6 

b7C 

b7E 


I am an att orney in t he National Security Law Branch of OGC, and I was discussing the issue of 215 
orders with I Sh e informed me that you'd written an EC in March indicating that you had used 

(S ) such ofdera | wanted to clarify what you meant by that, inasmuch as we have never put a 

business r^ufu uruei application before the FISC, so I assume that you meant that you had 
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submitted business record requests either to headquarters or to NSLB? Is that correct? 


We are very close to getting such an order before the FISC, so if you have such request forms, and 
you haven't yet forwarded them to NSLB (and I don't think I have such requests), please do so and 
when the first order goes before the FISC and gets signed, we will then forward the rest that we 
have in the pipeline. 


Thanka 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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UNCLASSIFIED 

NON-RECORD 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
BHERK SHOWN OTHERWISE 


b6 

b7C CA# 05-CV-0845 


DATE: 12-04-2005 
CLASSIFIED BY S5179 DM H/ PVR 
REASON: 1.4 (C) 

DECLASSIFY ON; 12-04-2030 


Thanks for the update. I was not aware that the number of roving taps would be classified. 


■nrininal Messane- 


From; (DivOO) (FBI) 

Rpnt: 'itiPcriav. Mav IH. 7 IT 14 7- 1 Q PM 




To| Div09) (FBI)j 

l'Div09) (FBI)i 


l(Div00) 

(FBI); BOWMAN, MARION E. (Div09) (f 6T 
Subject: RE: Statistics re USA PATRIOT Act provisions 

|(Div09) (FBIT” 

b6 



UNCLASSIFIED b7C 

NON-RECORD 


spoke witn 


'• S !' Delayed Nonce - usl 


OLP. She advised as follows: 

although this is an old number and should be updated. She was not 


aware that it had been upuaieu. 

Roving Wiretaps - # is classified 

215 Requests - # (0) was declassified in Sept '03, but has not been declassified since. In| 
it is still classified. 


pinion 


If NSLB has additional data that would be helpful for the Director's background information, it would be 
appreciated. Thanks, 

bl 


Special Counsel 




Fromj 

iainal Massaae 



b2 

b6 

b7C 

b7E 


(Div09) (FBI) 


To: l(Div09^ fFB| 

); 

(DivOO) (FBI) 


fDiv69) (FBn : 

>ivuy) (FBI) 




Subject: RE: Statistics re USA PATRIOT Act provisions 

b7C 

UNCLASSIFIED 

NON-RECORD 


I do not think the statistic report used by Finance would capture any FISA info (the info is classified). NSLB 
will assist you in obtaining the numbers of Roving FISAs and 215 requests As to delay notice, I do believe 
DOJ is maintaining these stats. I would call CTS, OEO or OLP. 

Original Message 
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From] 

(Dlv09) (FBI) 


Serit: Tuesdav. Mav It 

7004 7:03 PM 


Toil 

DivOO) (FBI)| 

|(Div09) (FBI)l 

I. C0iv09) (FBI)] 

(Div09) (FBI) 



Cc: | | DivOO)(FBI) 

Subject; RE: Statistics re USA PATRIOT Act provisions 


UNCLASSIFIED 

NON-RECORD 


I can provicJe you the results from the field survey that OGC conducted, however, I can also 
guarantee that these are not entirely accurate numbers. The field survey was voluntary, and the 
level of detail provided varied between the field offices. Furthermore, since then I have b6 

been advised that some HQ divisions have been utilizing various Patriot Act tools, and I did not 
receive any contributions from any HQ division on this survey, so their use is not included in any b7c 
numbers that I have. 


The field offices reported the following; 


(S) 


(SI 


Section 206 
Section 21 5 


Rnvinn Fl.^iA nrriftr.t; 


Section 21 3 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not 
seek field input on this specific provision at this time. 


Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants 
executed). I believe that Finance Division maintains, compiles, and reports these statistics. They 
may have more accurate field wide numbers. 

bl 


I hope this is helpful. 


Assistant General uourfsei 
Investigative Law Unit 
Dffine of the Pjeneral Counsel 


b2 

b6 


DATE: 12-04-2005 
CLASSIFIED BY 65179 DMH/ PVR 
REASON; 1.4 (C) 

DECLASSIFY ON: 12-04-2030 


b2 

b7E 


b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UWCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 


Original Messaae- 


From 

^nt: 


DivOO) (FBI) 
Tuesday, May 18, 2004 1:41 PM 


To: BOWMAN. MARION F rPivnqi (FBI)d 

(Div09) (FBI)[ 
rbiv00)(FBI) 


Tc 

Subject: Statistics re USA PATRIOT Act provisions 

Importance: High 


(Div09) (FBI); 


Div09) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


In anticipation of the Director's scheduled appearance before the Senate Judiciary Committee 
this Thursday, May 20th, we are trying to confirm the number of times we have used Delayed 
Notice (so-cailed "Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for 
Tangible Things (i.e., so-called Section 215 Orders), since passage of the USA PATRIOT 
Act. 

I realize there are several potential complications with compiling such numbers (e.g., Delayed 
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Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.). 
Nevertheless, if any of you could provide some input on this, it would be very helpful. We can 
airfiost guarantee the Director will be asked about the numbers when he testifies. 


Is DOJ compiling numbers? Is there anyone at OLP or OIPR who may know? 


Thanks, 


uttice ot uonore ssional Affairs 


b2 

b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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(OGC) (FBI) 

From; | 


OGC) (FBI) 

Sent: 

Tuesday. June 01 . 2004 4:04 PM 

To: 


(SD) (FBI) 


Subject: RE: Patriot Act stats 


UNCLASSIFIED 

NON-RECORD 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-11-2005 BY 65179 UMH/CLS 


CA# 05-CV-0845 


b6 

b7C 


jhere are no clear and complete Patriot Act stats available at this time. However, you might consider 

checking the director's testimony on the Hill, (most recently on 5/20). He does mention our use of the Patriot Act. 


Many of the statistics I'm compiling would be considered classified because they involve the use of FISAs or other 
national security related tools. 


DOJ has released some documents to the Hill. You might consider looking at their website. 


The congressional research service compiled a legal analysis on the sunset provisions. No stats, but some 
helpful documentation on the various provisions. You can probably find it on their website. Charles Doyle was 
that author. Report was dated January 2, 2004. 

I wish I had something better to point you to. but unfortunately there just isn't that I'm aware of. If there is a 
specific question you have for a specific reason, I might be able to get the answer for you. 

Hope that helps. Feel free to call me if I can do something more for you. 


Assistant uenerai counsel 
Investigative Law Unit 
Office of the Gene ral Counsel 


b2 

b6 

b7C 


Qrininal Megsane 

From: 


(SD) (FBI) 


Se nt: Monday. Mav 24. 2004 12 :16 PM 

To 


y 


Subject: Patriot Act stats 


JoivOg) (FBI) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Hi 


b6 

b7C 


I am inquiring as to Patriot Act stats. Have they been compiled and, if so, where might I find them? I am 
looking for some light reading. 


Thanks for your help. 


b2 

b6 

b7C 


6/9/2005 
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UNCLASSIFIED 


UNCLASSIFIED 


6/9/2005 


Message 



Page 1 of 2 



OGC) (FBI) 

From: 


(OGC) (FBI) 


Sent: 
To: 


Tuesday, June 22, 2004 12:01 PM 
]CI) (FBI) 


b7C 


CA# 05-CV-0845 


Subject: RE: Sunset Provisions - Roving FISA order 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


DATE; 12-04-2005 

CLASSIFIED BY 12-04-2005 65 17 9/ DMH/ PVR 

REASON: 1.4 (C) 

DECLASSIFY ON: 12-04-2030 


. 'm making final revisions to my summary of examples where we used th e various Sunset provisions found 
in the Patriot Act. As vou mav recall, vnu had responded that the Section 206 | ~| 

Now that there has been a public indictment and 


press release on this case, how would you like me to cove r this example? I'm suggesting that we include 
specifics from the press release, but keep it classified since 


Am I correct? 


Thanks for your input. - 


O riginal Messaae- 

Froml 


b2 

b6 

b7C 


(Cl) (FBI) 

Se nt: Monday. Mav 03. 2004 1 :20 PM 
To^ (Div09) (FBI) 


b6 


b2 

b6 

b5 


b7C 


Subject: RE: Sunset Provisions - Roving FISA order 


SENSITIVE BUT UNCLASSIFIED 



Original Message 

From 


Sent: 
To 


[Div09) (FBI) 

Friday. April 30. 2 004 12:07 PM 


, _ (g) (FBI) 

Subject: FW; Sunset Provisions - Roving FISA order 


b6 


bl 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b7C 


ALL INFORMA.TION COMTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN UTHERWIBE 


Original Message-— 

FromS (Div09) (FBI) 

Se nt:'FhaaV. ABhl JU. 2 UU4 I7TU3 PM 
To i (FBI) 

Subject: Sunset Provisions - Roving RSA order 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
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NON-RECORD 


hanks for your response to our call to the field for exam ples using the sunset provisions. I'm 


comDilma the results for the GC. In vour EC. vou noted that thej 

Can I get more imo on this use f It seems iiks a 


good case to include as an example. Also let me know how you want it classified. You noted it was 
still an ongoing case, so should we classify it? or just label it law enforcement sensitive? 


Thanks. 


SENSITIVE BUT UNCLASSIFIED 


b2 

b6 

b7A 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-11-2005 BY 65179 DMH/CLS 


(OGC) (FBI) 


CA# 05-CV-0845 


From: 

Sent: 

To: 


OGC) (FBI) 


Tuesday, June 22, 2004 12:04 PM 


rOGC) (FBI) 


b6 

b7C 


Subject: RE; Sunset Provisions - Section 207 - Extended FISAs for non-US persons 


UNCLASSIFIED 

NON-RECORD 


piuviutr 


I’m trying to finalize the summary of field input on the sunset provisions. Does NSLB have anything to 
on Section 207 regarding extended FISAs for non-US persons? Thanks. 


As promised, when I complete the draft. I'll forward a copy to you. 


b6 

b7C 


Thanks again for any help NSLB can provide. 
b6 


b7C 

— OriflinaLL 
From 3 


r 

jme 


Sent; Vriaav. Aorii .ju. 200? 

To^ 


(Div09) (FBI) 
2;50 PM 


b6 


Div09) (FBI) b7C 

Subject: Kt: bunsec provisions' - Section 207 - Extenaea rISAs for non-US persons 


UNCLASSIFIED 

NON-RECORD 


I'll fonward this to the units and get any info we have. Thanks. 

Or iginal Message 

From:! (Div09) (FBI) b6 

Se nt: Friday. April 30. 200 4 12l45 PM 
To| |(Div09) (FBI) 

Subject: Sunset Provisions - Section 207 - Extended FISAs for non-US persons 

UNCLASSIFIED 

NON-RECORD 

[ somehow I missed section 207 when I sent out the EC seeking input from the field on the 
sunset provisions. This provision amended the time lines for FISA orders for agents of a foreign 
power, (extending the initial ELSUR orders to 120 days with 1 year renewals, and various timelines 
for physical searches depending on the target). Does NSLB have language or examples to use to 
support the renewal of this provision? 

bo 

thanks in advance for your help. b 7 C 


b6 


b7C 

UNCLASSIFIED 
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UNCLASSIFIED 


UNCLASSIFIED 


6/9/2005 
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USA Patriot Act 


Selected provisions 



Information Sharing: 
Section 203 

• Amends FRCP 6(e) and 18 U.S.C. 2517 
(Title III) to permit disclosure of specified 
categories of FGJ and T-3 information to 
specified recipients for specified uses. 

• Heretofore, such disclosures were 
prohibited by law except in very rare 
circumstances. 



Section 203; Information 


Section 203; 

Subject to Disclosure 


Authorized Recipients and Uses 

• Foreign Intelligence 


• Soecified Recioients - “anv Federal law 

- Foreign government capabilities and 


enforcement, national defense, or national 

intentions 


security official ..." 

- International terrorist activities 


• Soecified Uses - “for oerformance of 

- Information related to U.S. defensive 


official duties and subject to any limitations 

capability 


on the unauthorized disclosure of such 

• Counterintelligence 


information.” 

- Espionage 



Sab^^ge ^ . 




Section 203; Notice requirements 


Section 203 (d) 
HSA Amendment 

• FGJ Information: AUSA must file notice 
under seal within reasonable time to the 
court that information was disclosed and to 
whom 

• No notice requirement for Title III 
information 


• Expands authorized recipients to include 
“any federal, state, local, or foreign 
government official for the purpose of 
preventing or responding to" terrorism 
threats 

• Disclosure must be consistent with DCI 
obligation to protect intelligence sources 
and methods and AG obligation to protect 
sensitive law enforcement information 





1 








Information Sharing 
Section 905(a) 

Requires expeditious disclosure of foreign 
intelligence acquired during course of a 
criminal investigation to the DCI 
Mandatory, not permissive 
Permits AG to establish exceptions in 
consultation with DCI to protect significant 
law enforcement interests 


Section 905(b) 

• AG, in consultation with DCI, to develop 
guidelines to ensure timely responses to 
1C reports of criminal activity by source 

• Responses must provide notice to DCI of 
AG’s intention to commence or decline to 
commence criminal investigation into 
reported activity 


■ ■. ■■■■■■ . 


Section 212 


Section 215 


Emergency disclosure of electronic 
communications 

Danger of death or serious physical injury 
Service Provider’s discretion 
FBI can initiate the emergency predicate 
Reporting requirement 


• FISA Court order to seize tangible things 

• Tangible things could include business 
records 

• Standard: relevance to a foreign 
intelligence or international terrorism 
investigation 

• “No notice’’ provision 


Section 217 

Computer Trespasser Provision 
Definition - person who accesses a 
protected computer system w/o 
authorization 

Does not include existing customer even if 
customer is using unauthorized entry 
Interception w/o court order permitted 
subject to conditions 


The Latest Controversy: 
Section 314 

Permits financial institutions and law 
enforcement agencies to share information 

- LE > FI = suspicious customers 

- FI > LE = verify existence of accounts 

- FI > FI = share information 

Process set forth in 31 C.F.R. § 103.100 
All requests through FinCEN, which 
distributes requests to FIs every two 










Section 314 (continued) 

Predicate offenses; 

-Terrorism; or 
- Money Laundering 
Investigation must be significant 
Information must be essential 
Section 314 only identifies accounts. 
Traditional legal process required to obtain 
records from those accounts 


eciions 

Reachina out to Foreion Banks 


Under § 318, foreign banks are now 
included within the definition of a “financial 
Institution” 

This means that, if a subject launders , 
money through a foreign bank, it 
constitutes money laundering under 18 
U.S.C. §§ 1956, 1957 — assuming the 
other elements of those violations are 
satisfied 


Foreign Banks (continued) 

§ 317 creates “long-arm” jurisdiction offenses 
involving a foreign bank with a correspondent 
bank account in the U.S. 

The effect of this is to give the U.S. jurisdiction 
against the bank and its assets in a civil money 
laundering action under 18 U.S.C, § 1956 
§ 317 also permits a court to enter restraining 
orders and appoint receivers for any of the 
bank’s assets in the U.S. 




Patriot Act 

Forfeiture (continued) 

§ 323 corrects two major flaws in U.S. law 
(28 U.S.C. § 2467) that permits the AG to 
enforce a foreign forfeiture judgment by 
forfeiting property in the U.S. 

- 1) The property in question can now be 
preserved through an uncontestable U.S. 
court restraining order 

- 2) Applies to foreign forfeiture order based on 
any violation of foreign law that would also 
permit forfeiture under U.S. law 


Miscellaneous Provisions 


214 - Pens and T & T for FISA 

216 - Nationwide jurisdiction for Pens and 

T&T 

220 - Nationwide jurisdiction for search 
warrants for electronic evidence 
802 - Amends 1 8 U.S.C. § 2331 by 
defining “domestic terrorism” as another 
form of terrorism that occurs primarily 
within the U.S. 










On October 26, 2001, the President signed the "Uniting 
and Strengthening America Act by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism Act of 2001" which 
significantly revises many legal authorities relating to 
counterterrorism. The Act, which consists of more than 150 
sections, effects changes in national security authorities, the 
substantive criminal law, immigration law, money laundering 
statutes, victim assistance statutes, and other areas. The 
National Security Law Unit, OGC , is issuing guidance on those 
portions of the Act relating to national security operations. 
This communication addresses changes in the Foreign Intelligence 
Surveillance Act of 1978 (FISA) and certain other statutes 
relating to information sharing; a related serial describes 
changes to National Security Letter authorities. Other OGC 
communications address the non-national security law portions of 
the Act. 


S^RET 




To ; 
Re ; 


s|i^Er 

All Divisions From: Office of the General Counsel 

66F-HQ-A1247863 , ■10/26/2001 


In the wake of the September 11, 2001 attacks, the 
Administration proposed to Congress a variety of proposals to 
increase the efficiency and effectiveness of FCI/IT operations, 
and a substantial portion of the Act is given over to this i 

purpose. In particular, the Act seeks to improve the efficiency 
of the FISA process and to remove barriers to the timely sharing 
of information between FCI/IT intelligence operations and 
criminal investigations. 

Many provisions of the Act, including most of the 
national security provisions, are subject to the "sunset" 
provision described in Section 224 of the Act. This Section 
states that the authorities expire on December 31,' 2005. At that 
time. Congress will have to decide whether or not to re-authorize 
the provisions. 

The following summarizes the changes in national 
security authorities by various sections in the Act (A separate 
EC of this same date addresses changes to National Security 
Letter (NSL) authorities) . For each section, there is a summary 
of potential changes in FBI operational procedures. Recipients 
should note that this is only initial guidance; more detailed 
explanations and procedures may follow in subsequent 
communications. 

1. Sharing Grand Jury, Title III and Criminal 

Investigative Information 

Section 203 first amends Federal Rule of Criminal 
Procedure 6(e) to permit the disclosure of grand jury information 
inyolving intelligence information "to any Federal law 
enforcement, intelligence, protective, immigration, national 
defense, or national security official in order to assist the 
official receiving that information in the performance of his 
official duties." The Section also requires subsequent notice to 
the Court of the agencies to which information was disseminated 
and adds a definition of "foreign intelligence information" to 
Rule 6(e). The Grand Jury portion of this Section (Section 
203(a)) is not subject to the sunset provision. 

Section 203 then amends Title III to allow the same 
sort of disclosure of Title III information when the matters 
involve foreign intelligence "to any other Federal law 
enforcement, intelligence, protective, immigration, national 
defense, or national security official in order to assist the 
official receiving that information in the performance of his 
official duties." The Section adds a definition of foreign 
intelligence information to Title III, and requires the Attorney 
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General to develop procedures for the sharing of Grand Jury or 
Title III information that identifies a U.S. person. 

Finally, Section 203 establishes that "notwithstanding 
any other law" it is lawful for criminal investigators .to share 
foreign intelligence information obtained in the course of a 
criminal investigation with any other Federal law enforcement, 
intelligence, protective, immigration, national defense, or 
national security official, as above. 

The intent of Section 203 is to eliminate barriers ' to 
the timely sharing of information between criminal investigators 
and other, entities (the Intelligence Community, the INS, DoD, 
etc.) involved in the. protection of the national security. The 
Section essentially gives the FBI full discretion to share 
criminal investigative information, regardless of its source, 
whenever it involves foreign intelligence information (which is 
defined to include all foreign intelligence, counterintelligence, 
and counterterrorism information) . 

Procedural Changes : FBI components, in possession of 
information obtained through criminal investigative techniques 
that is also foreign intelligence information should arrange for - 
the appropriate dissemination of the information. Dissemination 
to the Intelligence Community must be coordinated through the 
relevant NSD or CTD units at FBIHQ. When the DOJ issues 
procedures relating to the dissemination of U.S. person 
information, the field will receive additional guidance. 


2. "Roving" FISA ELSUR Authority 


Section 206 amends FISA to allow the Court to issue a 
generic" secondary order where the Court finds that the "actions 



tradecraft, we can obtain such an order as long as the target's 
actions may have the effect of thwarting surveillance. This will 
allow the FBI to go directly to the new carrier and establish 
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Procedural Changes ; When the. field wants to obtain 
roving .ELSUR authority, the request for a FISA sent to FBIHQ 
should include specific facts that will allow the Court to find 
that the actions of the target may have the effect of thw arting 
the requested surveillance, absent the roving authority. I 


DOJ/OIPR may issue more detailed guidance as experience 
with this provision grows. 

3 . , Changes in the Duration of FISA Authority- 

Section 207 extends the standard duration for several 
categories of FISA orders. First, the section allow for ELSUR 
and search orders on non-U . S . person agents of a foreign power 
pled under Section 101(b) (1) (A) of FISA (i.e., officers and 
employees of foreign powers, including members of international 
terrorist groups) to run for an initial period of 120 days 
(instead of 90) and to be renewed for periods of one year. The 
section also extends the standard duration of physical search 
orders in all other cases (U.S. persons and non-off icer/employee 
targets) from 45 to 90 days. 

Procedural Changes : None are required. OIPR will 
transition existing coverages to the new. durations as they come 
up for renewal. 

4 . Expansion of the FISA Court 

In order to increase the availability of FISA judges. 
Section 207 expands the Court from seven judges to eleven judges, 
three of whom must reside in the Washington, D.C. area. 

Procedural Changes : None are required. 

5. Changes in FISA Pen Register /Trap and Trace 
Authority 

Section 214 makes a substantial revision 'to the 
standard for a FISA pen register/ trap and trace. Prior to the 
Act, FISA pen registers required two showings: (1) relevance to 

an investigation, and (2) specific and articulable facts giving 
reason to believe that the targeted line was being used by an 
agent of a foreign power, or was in communications with such an 
agent, under specified circumstances. Section 214 simply 
eliminates the second of the required showings. FISA pen/trap 
and trace orders are now available whenever the FBI certifies 
that "the information likely to be obtained is foreign 
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intelligence information not concerning a United States person, 
or is relevant to an ongoing investigation to protect against 
international terrorism or clandestine intelligence activities, 
provided that such investigation of a United States person is not 
conducted solely upon the basis of activities protected by the 
first amendment to the Constitution. " 


This new standard requires that the information sought 
be relevant to an "ongoing investigation to protect against 
international terrorism or clande.st i ne intelligence activities." 
Use of this technique is authorized 


Although the language differs 

somewnat trom tnat used in tne previous versions of the statute. 


The Section also inserts the language "provided that 
such an investigation of a United States person is not conducted 
solely on the basis of actlLvities protected by the first 
amendment of the Constitution of the United States." Congress 
inserted this to indicate that the technique will not be used 



investigation, may be relevant. 

) 

Procedural Changes : None are required. The field may 
continue to request FISA pen , register / trap and trace authority 
through FBIHQ in the established manner. However, the requests 
now need only contain a brief statement explaining the nature of 
the investigation and the relevance to that investigation of the 
information sought through the pen register. NSLU and OIPR will 
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develop additional guidance streamlining the process for 
requesting this authority. 


6 . Changes in FISA Business Records Authority 

Section 215 changes the business records authority 
found in Title V of FISA. The old language allowed the FISA 
Court to issue an order compelling the production of certain 
defined categories of business records (the records of common 
carriers, public accommodations, vehicle rentals, and storage 
facilities) upon a showing of relevance and "specific and 
articulable facts" giving reason to believe that the person to 
whom the records related was an agent of a foreign power. 

Section 215 changes this standard to simple relevance (just as in 
the FISA pen register standard described- above) and gives the 
Court the authority to compel production of "any tangible things 
(including books, records, papers, documents, and other items for 
an investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such 
investigation of a United States person is not conducted solely 
upon the basis of activities protected by the first amendment to 
the Constitution." This is the same standard .described above for 
Section 214. 

In the past, the FBI has encountered situations in 
which the holders of relevant records refused to produce them 
absent a subpoena or’ other compelling authority. When those 
records did not fit within the defined categories for National 
Security Letters or the four categories then defined in the FISA 
business records section, the FBI had no means of compelling 
production. With the new language the FBI can seek a FISA court 
order for any such materials. 

Procedural Changes : None are required. The field may 
continue to request business records orders through FBIHQ in the 
established manner. However, such requests may now seek 
production of any relevant information, and need only contain 
information establishing such relevance. NSLU and OIPR will 
develop additional guidance streamlining the process for 
requesting this authority. 

7. Changes to "Primary Purpose" Standard in FISA 

Sections 218 and 504 clarify the "primary purpose" 
issue in the FISA statute. In its prior form, the FISA required 
a certification that foreign intelligence be "the" purpose of the 
requested authority. The FISA Court interpreted this to mean 
that foreign intelligence, as opposed to criminal prosecution. 
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had to be the "primary" purpose of the requested authority. 

Thus, interaction between FBI personnel involved in a FISA and 
criminal prosecutors could call into question the primary 
intelligence purpose of the FISA (by indicating a purpose 
different from foreign intelligence). As a result, FISA 
pleadings have often contained detailed accounts of all 
communication with criminal prosecutors in cases involving FISA. 

Section 218 changes FISA to require a certification 
that foreign intelligence be " a , significant purpose" of the 
authority sought. Section 504 amends FISA to allow that 
personnel involved in a FISA may consult with law enforcement 
officials to coordinate efforts to investigate or protect against 
attacks, terrorism, sabotage, or clandestine intelligence 
activities, and that such consultation does not, in itself, 
undermine the required certification of "significant purpose." 

These changes are meant to allow FBI agents greater 
latitude to consult criminal investigators or prosecutors without 
putting their FISAs at risk. As such, these changes address 
extraordinarily complex issues that have long occupied the FISA 
Court and DOJ. FBIHQ expects that DOJ shortly will issue revised 
policy on these topics. 

Procedural Changes : None are required at present. The 
field should be aware that greater consultation with prosecutors 
is now possible, but, given the continuing uncertainty 
surrounding these issues, should continue to coordinate such 
consultation through FBIHQ. Additional guidance will be issued. 

8. Civil Liability for Unauthorized Disclosure 

Section 223 establishes civil liability for certain 
unauthorized disclosures, including unauthorized disclosures of 
FISA information. In reference to FISA, this is simply an 
expansion of existing civil liability, and should not 
significantly affect operations (since unauthorized disclosure of 
FISA information is already subject to more severe criminal 
penalties ) . 

Procedural Changes : None are required. OGC may issue a 
more detailed analysis of this provision at a later date. 

9 . Immunity for Compliance with FISA 

Section 225 grants providers of wire or electronic 
communication service, landlords, custodians, and other persons 
with immunity from civil liability for complying with the 
requirements of FISA. This provision simply clarifies that 
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Set Lead 1: (Adm) 

ALL RECEIVING OFFICES 

Disseminate to personnel involved in FCI/IT operations 
and to other division personnel as appropriate. 

♦♦ 


10 





AI.L INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 11-25-2005 
FBI INFO,. 

CLASSIFIED BY 6517 9 DMH/'JHF 05-CV-0 8 45 
REASON; 1.4 (C) 

DECLASSIFY ON: 11-25-2030 


National Security Law: 
Developments 2001-2002 


National Security Law Unit, OGC 
CDC Conference, January 8, 2002 


b6 
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Today's Presentations 


♦ Review of Legislative Developments 

■ Intelligence Authorization Act for FY2001 
. USA PATRIOT Act 

■ Intelligence Authorization Act for FY2002 

♦ Information Sharing, Accuracy Policies 

♦ National Security Letters 

♦ Attorney General Guidelines Revisions 

♦ FISA Unit 
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In Congress 


♦ Senate passed version close to the 
Administration's draft (USA Act) 

♦ House version substantially different, but 
substituted at last minute for something like 
the Senate version 

♦ House insisted on "sunset" provision 

♦ House passes PATRIOT Act 

♦ Conference, then USA PATRIOT Act passed 

♦ President signed on October 26, 2001 


structure of the Act 

♦ National Security Stuff 

■ Title II: "Enhanced Surveillance 
Procedures" 

■ Title V: "Removing Obstacles to 
Investigating Terrorism" 

♦ Other titles address money laundering, 
immigration, substantive criminal law 

♦ Other stuff 
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Section 204: Sharing of 
criminal information with IC 


204 amends Rule 6(e), Title III to allow 
sharing of Title III and GJ information: 

■ With "any other Federal law enforcement, 
intelligence, protective, immigration, national 
defense, or national security official in order to 
assist the official receiving that information in the 
performance of his official duties." 

■ Defines "foreign intelligence information" 

Adds "catch all" category for all other kinds of 
criminal investigative information 


Section 204 - cont'd. 


♦ DOJ supposed to create procedures for 
sharing GJ and T3 info, on U.S. Persons 

♦ What do you do now? 

> Consult AUSA involved in GJ, T3 

■ AUSA will arrange appropriate notice to Ct. 

■ Can then disseminate, use in FISA process, etc. 

♦ Current proposal to extend this to state 
officials 






Section 206: Roving FISA 

♦ Analogous to T3 language: 

■ "actions of the target may have the effect of 
thwarting the identification of the specified person 
[on whom to serve the secondary order]" 

> FISC may now issue "generic" secondary order 
that can be used on new phone provider, landlord, 
ISP, etc. 

♦ "Intent" requirement is less strict than T3; 

I.e., actions "may have the effect" 







Section 207: Duration 

♦ All agent of a foreign power searches 
increase from 45 to 90 days. 

♦ Non-U.S. Person "officer, employee, 
member" agents of a foreign power: 

■ Initial ELSUR/search = 120 days 

■ Renewal ELSUR/search = 1 year 

♦ Should reduce overall number of FISA 
applications; speed up process 


Section 208: Judges 


♦ Number of FISC judges increases from 
seven to eleven 

♦ Three must reside in Washington, D.C. 
area (up from one now) 

♦ Will make emergency FISAs easier to 
schedule 






Section, 214: FISA Pen 
Registers 

♦ Changes standard of FISA Pen/TT 

■ Old = relevance + specific and articulable 
facts that target was AFP 

■ New = just relevance to an ongoing 
investigation "to protect against 
international terrorism or clandestine 
intelligence activities" 

■ First Amendment limitation 


Section 214 - Implementation 


♦ Means that FISA Pen/TT available in 
same circumstances as criminal case 

♦ Pleadings are now being simplified, 
standardized 

♦ Request to HQ need only state basis for 
relevance to investigation 

♦ Note: same standard now applies to 
NSLs, Business records 


SEC^ 
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Section 215: Business 
Records 

♦ Same standard as Pen/TT 

♦ Signed by FISA judge 

♦ What you can get: 

■ Old = records from common carriers, 
public accommodations, vehicle rentals, 
storage facilities 

■ New = "any tangible things" 


Section 215 - Implementation 

♦ Use for things that don't fall within the 
categories of NSLs 


Should be easy to get 






Section 1003: Computer 
Trespasser language 

♦ One of many computer crimes 
provisions in the Act 

♦ Meant to obviate need for T3 in hacking 
cases. 

♦ Section 1003 makes it apply to FISA as 
well 

♦ Definitions are complex; call us if you 
think they apply 


Sunset Provision 


♦ December 31, 2005 

♦ Applies to almost everything described 
above 

♦ Areas to watch: 

■ NSLs, Business Records, Pen/TT numbers 
and circumstances of use 

■ FISA "primary purpose" issue 

♦ Political circumstances will change 


\ ^ 
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DID PC FOR FISA CHANGE? 

^Target must be a foreign power or 
agent of a foreign power. Definitions 
remain the same. 

#^Facility at which ELSUR is to take place 
is used by a foreign power or agent of a 
foreign power 


Structure of the Act 

<#National Security Stuff 

■ Title II: "Enhanced Surveillance 
Procedures" 

■ Title V: "Removing Obstacles to 
Investigating Terrorism" 

<^Other titles address money laundering, 
immigration, substantive criminal law 


Title Ills 


^Section 201 of the USA Patriot Act 
added Material Support to Terrorism 
and other terrorism statutes as 
predicate offenses for Title Ills. 


Section 203: Sharing of 
criminal information with IC 

#203 amends Rule 6(e), Ttle III to allow 

sharing of Title III and GJ information: 

• With "any other Federal law enforcement, 
intelligence, protective, immigration, national 
defense, or national security official in order to 
assist the official receiving that information in the 
performance of his official duties." 

• Defines "foreign intelligence information" 

#Adds "catch all" category for all other kinds of 

criminal investigative information 


Section 203 - cont'd. 


Section 206: Roving FISA 

# DOJ supposed to create procedures for . 


i # Analogous to T3 language (18 U.S.C. 2518 

sharing GJ and T3 info, on U.S. Persons 


1 (ll)(b): 

#What do you do now? 


• "actions of the target may have the effect of 

• Consult AUSA involved in GJ, T3 


i thwarting the identification of the specified person 

• AUSA will arrange appropriate notice to Ct. 


r vr 1 [on whom to serve the secondary order]" 

• Can then disseminke, use in FISA process, etc. 


1 r . FISC may now issue "generic" secondary order 

: that can be used ol 

# Current proposal to extend this to state 



officials 


#"Intent" requirement is different from T3; f 



I.e., actions "may have the effect." In T3, 



the standard is "could have the effect" 


bl 

b7E 


(S) 


se)b!ret 


2 








Section 206 Implementation 






^-Relations with FISC may affect this 


Section 207: Duration 

i -#>AII agents of a foreign power searches 
increase from 45 to 90 days, 
i <#>Non-U.S. Person ELSUR "officer, 
employee, member" agents of a foreign 
power (not aiding and abetting): 

■ Initial ELSUR/search = 120 days 

■ Renewal ELSUR/search = 1 year 

■ US Persons ELSURS still 90 days. 

■ Should reduce overall number of FISA 
applications; speed up process 


Section 208: Judges 


Section 214: FISA Pen 
Registers 


^Number of FISC judges increases from 
seven to eleven 

^Three must reside in Washington, D.C. 

area (up from one now) 
t- Will make emergency FISAs easier to 
schedule 


#>Changes standard of FISA Pen/TT 

■ Old = relevance + specific and articulable 
facts that target was AFP 

■ New = just relevance to an ongoing 
investigation "to protect against 
international terrorism or clandestine 
intelligence activities" 

■ First Amendment limitation--"is not 
conducted solely upon the basis of 
activities protected by the First 


Section 214 - Implementation 


Section 215: Business 
Records 


f'Means that FISA Pen/TT available in 
same circumstances as criminal case 
#"Pleadings are now being simplified, 
standardized 

^Request to HQ need only state basis for 
relevance to investigation 
#Note: same standard now applies to 
NSLs,' Business records 


‘f’Same standard as Pen/TT 
4^>Signed by FISA judge 
•#What you can get: 

■ Old = records from common carriers, 
public accommodations, vehicle rentals, 
storage facilities 

■ New = "any tangible things" (Books, 
papers, records, documents, other items) 
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Section 215 - Implementation 


Sections 218, 504: Purpose 


#• Use for things that don't fall within the 
categories of NSLs 


e easy to get 


•^Section 218 requires that FISA 
certification say the foreign intelligence 
is a "significant purpose" of the FISA; 
old language said "the purpose" {which 
FISC took to mean "primary purpose."} 
'§^Section 504 says it is OK for agents 
running FISAs to consult with criminal 
prosecutors (They may not direct a 
FISA.) 


What does it mean? 


Section 223: Civil Liability 


#-This is Congress and DOJ trying to fix 
the criminal/intelligence "wall" problems 

#-Issue here is how much can be fixed by 
statute, how much is a matter of 
Constitutional law 


# Applies to unauthorized disclosure of FISA 
information 

#Part of larger Congressional concern over 
abuse of broader surveillance authorities 

#■ Provision (and others iike it) watered down 
substantiaily 

#■ Probably doesn't change much, since 
unauthorized disclosure already subject to 
heavy sanctions 


Section 225: Immunity 


Section 505: NSLs 



^People! lare 


1 ^Changes them to relevance standard 

immune from civil liability arising from 
compliance with FISA orders. 

#^Should be helpful in liaison with FISA 
order recipients and their lawyers 


1 ^Allows delegation to field 
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Section 905: Reporting to DCI 

^Law-enforcement now required to 
report foreign intelligence to DCI. 

^AG will establish procedures on how to 
do this. 

#-Other provisions in statute for training 
of state and local officials to recognize, 
use FI. 


Section 1003: Computer 
Trespasser language 

; -t’One of many computer crimes 
provisions in the Act 

I <^Meant to obviate need for T3 in hacking 
cases. 

4’Section 1003 makes it apply to FISA as 
well 

^Definitions are complex; call us if you 
think they apply 


Sunset Provision 


Intelligence Authorization Act 
for FY2002 


^■December 31, 2005 
^•Applies'to almost everything described 
above 

#Areas to watch: 

■ NSLs, Business Records, Pen/TT numbers 
and circumstances of use 

■ FISA "primary purpose" issue 
f^Political circumstances will change 


■«>Signed December 28, 2001 
^Technical fixes to USA PATRIOT Act 
^il^Extends authorization period for 
emergency FISAs from 24 to 72 hours 


Laundry List 


‘^-FISA Search Warrant Returns 
#IOB Situation 
^-Investigations 
•I'Training 

^-Revision of Minimization Rules 
#>Etc. 
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USA Patriot Act 

'•‘T '• 

of 


2001 



National Security Law Branch 
Office of the General Counsel 



THE PATRIOT ACT 
2001 

National Security 
Provisions 



Background of the USA 
PATRIOT Act 


■ Initial drafting began almost immediately after 9/11 

■ Incorporated some pending proposals, but mostly 
new proposals 

■ Most FBI proposals went into draft 

■ National Security, FISA provisions among the least 
controversial parts of the draft 

■ Two parts of note: Title II Enhanced Surveillance 
Procedures and Title V Removing Obstacles to 
Investigating Terrorism 

■ President signed on October 26, 2001 


Amended FISA re: 
Significant Purpose 

Attempt to fix "wall" - promote sharing of 
criminal and foreign intelligence (FI) info 
Section 218 - FI gathering as "significant 
purpose" replaces FI as "the purpose" of FISA 
Elsur and Phy. Search C'The purpose" 


language had been interpreted by FISC as 
"primary" purpose.) 18 USC 1804 (a)(7)(B), 
1823 (a)(/)(B) 


■ Under FISA Court of Review, primary purpose 
can be criminal if it is a FI-related crime, but 
significant purpose must still be FI gathering. 

■ Primary purpose CANNOT be non-FI crime 

■ This provision will sunset December 31, 2005 


Amended FISA re: Intell 
Consultation w/ Law Enforcement 

■ Section 504 - federal officers running FISAs 
to acquire FI can consult with federal law 
enforcement (LE) officers to coordinate 
efforts to investigate or protect against 
attack, sabotage, IT, clandestine intell 
activities — without undermining "significant" 
purpose. 50 USC 1806(k)(l) 

■ Removes fear that consulting with criminal 
prosecutors will negate FI "purpose" and 
prevent FISA. 


Amended GJ/Title III re: Info 
Sharing of FI by LE 

■ Sharing of FI info from GJ or Title III wiretap 
w/ Intell officials 

■ Section 203: amended Fed. R. Crim. Proc. 
Rule 6(e) and Title III, 18 USC 2517(6), to 
allow snaring of Title III and GJ information 
involving foreign intell or counter intell with 
other federal law enforcement, intelligence, 
protective, immigration, national defense, or 
national security official to the extent 
necessary to perform his duty. 

■ GJ-must notify court of dissemination 

■ AG Guidelines have been issued on GJ 

dissemination and can be found on ILU/OGC 
website ' 
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Amended Title III re: 
Definition of FI 

p Added Definition of Foreign Intelligence to Title HI, 18 DSC 
2510 (19), and GJ - Rule 6e(3)(C)(iv): 

- Information whether or not concerning a USP, that relates to the 
ability of the US to protect against 

m Actual or potential attack or other grave hostile acts of a foreign power 
Of an AFP; 

» Sabotage or Inti terrorism by a foreign power or AFP; or 

• GandesQne intelligence activities by an Intelligence service or network 
of- a foreign power or by an AFP, or 

- Information whether or not concerning a USP, with resp<^ to a 
foreign power or foreign territory that relates to 

■ The national defense or security of the US; or 

• The conduct of the foreign affairs of the US. 


■ The provisions relating to Title III sharing (not 
G3 sharing) will sunset December 31, 2005 


Created Catch-all Provision For 
Sharing of FI by LE 

■ Section 203 catch-all: "notwithstanding 
any other law," it is lawful for criminal 
investigators to share FI info obtained in 
course of a criminal investigation with any 
other federal law enforcement, intelligence, 
protective, immigration, national defense, or 
national security official. 

■ FI defined the same as under Title III and 
Fed. R. Crim. Proc. R. 6e (see previous slide) 

■ This provision will sunset December 31, 2005 


Created Provision for Info 
Sharing with CIA 

■ Section 905 - Law Enforcement must 
disclose FI acquired during course of 
criminal investigation to Director, CIA. 
50 use 403-5b. 

M AG Guidelines have been issued on this 
section and can be found on the 
website of ILU/OGC 


Amended FISA re: 
Roving FISA 

Cn,-»;r.n tnH' Pro, inn CTCA J 

I n oraer to circumvent 
surveillance - can get generic order and serve it 
on new service provider, even though not 
identified in order. 50 USC 1805(c)(2)(B) 

■ Requirement; "action of the target . . .may have 
the effect of thwarting the identification of the 
specified person [on whom to serve the order]" 

■ Analogous to Title III, 18 USC 2518(11) fcould 
have effect of thwarting interception from a 
specified facility"): 

■ This provision will sunset December 31, 2005. 
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Amended FISA re: 
Duration of Authority 

■ Section 207; 

■ All agent of a foreign power physical searches 
increase from 45 to 90 days. 50 USC 1824(d)(1) 

■ Non-USP "officer, employee, member" agents of a 
foreign power, per (101)(b)(l)(A) agent of foreign 
power): 

- Initial ELSUR/search = 120 days instead of 90 
days 

- Renewal ELSUR/search = 1 year instead of 90 
days 

This provision will sunset December 31, 2005 


Amended FISA re: 

Number of FISC Judges 

■ Section 208: Number of FISC judges 
increases from seven to eleven 

■ Three must reside in Washington, D.C. 
area (up from one) 

■ Makes emergency FISAs easier to 
schedule 

■ Practical effect is that Court sits more 
than scheduled Friday hearing 


SE^r 


2 









Amended FISA re: 
Pen Registers 


Section 214: Changed standard of FISA Pen 
Register/Trap and Trace court order. 50 USC 
1842(c)2. 

Before - relevance + specific and articulable facts 
that target was agent of foreign power 
Now - Just relevance to an ongoing investigation "to 
protect against international terrorism or clandestine 
intelligence activities" or info likely to be obtained is 
FI not concerning USP, and investigation of USP is 


This provision will sunset December 31, 2005 


Amended Provision of FISA for 
Business Records 

■ Section 215: Changed standard to same relevance 
standard as Pen Register/TT court order and 
National Security Letters. 50 USC 1861 (a)(1). 

■ Provision enacted in 1998 to provide for records 
from common carriers, public accommodations, 
vehicle rentals, storage facilities - based on 
relevance and specific and articulable facts that 
records related to agent of foreign power 

■ Now - "any tangible things (including books, records, 
papers, documents, and other items ) for an 
investigation to protect against international 
terrorism or clandestine intelligence activities" 
provided investigation of U.S. person not based 
solely on First Amendment rights 


Business Records - cont. 


statute says Director (not AG, like other parts of FISA 
statute) may apply for order - Director has delegated 
authority to EAD, ADs, DADs, OGC etc., at HDQR 
level 

NSL8 and OIPR have agreed to form, awaiting AG 
approval. 

Business records form available for field to fill out 
and submit to headquarters and NSLB (attn: 


Likely that application to FISC and order will be , 
classified 

This provision will sunset December 31, 2005 


Business Records - cont. 


Amended Provisions re; 
National Security Letters 

■ Three NSLs - administrative subpoenas 
that allow the FBI to obtain 

- phone and email communication records 
from teiephone companies and internet 
service providers (Electronic 
Communications Privacy Act) (18 USC 2709) 

- financial institution records (Right to Fin. 
Privacy Act) (12 USC 3414(a)(5)(A)) 

-credit bureau info - identity of financial 
institutions and consumer identifying 
information (Fair Credit Reporting Act) (15 
USC 1681u (a), (b)) (full report if ct. order) 










s 



Amended Provision- 
Title III expectation of privacy 

■ Adds provision. Title IIII, 18 USC 2510(21), 
defining computer trespasser as "person who 
accesses a protected computer without 
authorization and thus has no reasonable 
expectation of privacy in any communications 
transmitted to, through, or from the 
protected computer. 

■ Thus, allows for electronic surveillance of 
computer trespasser without Title III or FISA 
surveillance. 


Amended Provision - 
Computer Trespasser Interceptions 
w/o Title III authority 

• Section 217: Amended 18 USC Section 2511 to provide for 
four requirements allowing surveillance of person defined as 
"computer trespasser" of "protected computer" (as defined in 
18 USC 1030) without Ttle III or FISA authority: 

- Owner of protected computer authorizes interception, 

- Government is engaged in lawful investigation, 

- Government has reasonable grounds to believe that the 
contents of communication will be relevant to the 
investigation, and 

- Interception does not acquire communications other than 
those of the computer trespasser 

This provision will sunset on December 31, 2005. 


Amended Provision - 
Assets of Terrorists Organizations 
Subject to Civil Forfeiture 

■ Section 806 : Amends 18 USC 981(a)(1), to include (G) 
which makes the following property subject to civil forfeiture: 

All assets, foreign or domestic: 

- of any individual, entity or organizabon engage in planning or 
perpetradng any act of domestic or international terrorism (defined in 
2331) against the U.S., citizens or residents of the U.S. or their property, 
and ali assets, foreign or domesbc, affording any person a source of 
influence over any such entity or organization; 

“ acquired or maintained by any person with the intent and for the 
purpose of supporting, planning, conducting, or concealing an act of 
domestic or international terrorism (defined in 2331) against the U.S., 
citizens or residents of the U.S., or their property; or 

- derived from, involved in, or used or intended to be used to commit any 
act of domestic or international terrorism (defined in 2331) against the 
U. S., citizens or residents of the U.S., or their property. 



Expanded Voluntary Disclosure 
by Communications Providers 

■ Section 212 - Added to 18 USC 2702(b) grounds 
for provider to voluntarily disclose contents of 
customer communications or records, to include "if 
provider reasonably believes that an emergency 
involving immediate danger of death or serious 
physicalinjury to any person requires disclosure." 

■ Added 18 USC 2702 (c), providing for voluntary 
disclosure, excluding contents, if emergency, as 
defined above, or if necessarily incident to the 
rendition of the service or to the protection of the 
rights or property of the provider." 

■■ ■ This provision will sunset December 31, 2005 


Amended ECPA - Expanded 
Scope of Subpoenas for 
Electronic Surveillance 

■ Pre-Patriot Act - Use of subpoena to compel limited subscriber 
information (name, address, length of service, means of 
payment), however, could not obtain credit card number or 
other payment methods. Also ECPA was tech-specific, i.e. 
telephone = "local and long distance toll billing records" but did 
not include parallel terms for computer communications. 

■ Section 210 - Amended ECPA, 18 USC 2703(c) to expand list 
of records government can obtain with a subpoena, for 
computers, to include "records of session times and durations" 
as well as "any temporarily assigned network address." Also 
use of a subpoena to obtain "means and source of payment" 
including credit card or bank account number , for both 
telephone and computer services. 


Amended ECPA - Search Warrants 
for Contents of Stored Voice-Mail 

■ Pre Patriot Act - Search Warrant required for 
contents of stored electronic communications (e- 
mail) pursuant to ECPA (18 USC 2703) and Title III 
required for contents of stored wire communications 
(voice-mail) pursuant to Title III (18 USC 2510). 

■ Section 209 - Amends ECPA and Title III, to allow 
for the use of search warrants pursuant to ECPA (18 
, USC 2703) to obtain contents of " wire or electronic 
communications" rather than simply "electronic" 
communications." 

■ This provision will sunset on December 31, 2005 
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Amended ECPA - 
Single Jurisdiction Warrants for 
Stored Voice Mail/E-Mail Contents 

Section 220: Amended ECPA, Section 2703(a) to 
allow search warrant for contents of stored voice mail 
and e-mail to be issued by "court with jurisdiction over 
the offense under investigation," i.e., nationwide ■ 
jurisdiction - one court can issue all warrants involved 
in a case even if service provider or target is located 
outside the issuing district. 

This provision will sunset on December 31, 2005 


Amended Fed. R. Cr. Proc. R. 41- 
Search Warrants - Single 
Jurisdiction in DT and IT cases 

■ Section 219: Amended Rule 41(a) 
Federal Rules of Criminal Procedure to 
provide that, in Domestic and 
International Terrorism investigations, a 
search warrant issued by court "in any 
district in which activities related to the 
terrorism activities have occurred for a 
search of property or persons located 
within or outside of the district." 


Created Provision - 
Delayed Notice on Search Warrants 

Section 213: Adds provision to 18 USC 3103a creating a 
uniform statutory standard (as 18 USC 2705 aiready provides 
for deiayed notice when seeking stored communications 
through court order or subpoena) authorizing courts to deiay 


the required notice of the execution of any warrant or court 
order if "reasonabie cause" to beiieve that providing notice 
may have an adverse resuit as defined by 18 USC 2/05 


(inciuding endangering the life or physical safety of an 
individual, flight from prosecution, evidence tampering, witness 
intimidation, or otherwise seriously jeopardizing an 
investigation). 

Warrant must prohibit seizure of tangible property, wire or 
elertronic communication, or, except as expressly provided in 
18 USC 2705, stored wire or electronic information. 

So-called sneak and peek searches 

Must give notice within reasonable period, or extended for good 
cause by Court 


Clarified PR/TTTo Include 
Computer Information . 

Pre-Patriot Act - Criminal PR/TT statute (1986) provided for the 
prospective collection of non-content traffic information from 
telephone line and did not envision communication over 
computers. 

Section 216: Updated the PR/TT statute: 

- Clarified that statute applies to computer communications - 
applies to telephone line "or other facility, " 18 USC 3123. 

- Facility also includes cellular telephone or a specific cell- 
phone identified by an ESN. 

- Defined "Pen Register," 18 USC 3127, to include computer 
terms: device which records or decodes “dialing, routing, 
addressing, or signaling information transmitted by an 
instrument or facility from which a wire or electronic 
communication is transmitted, " (^. IP address, port 
numbers, "to" and "from" on emaTTneader; not subject line 


Amended PR/TT 
Single Jurisdiction Court Order 

■ Section 216 - PR/TT order issued by "court 
of competent jurisdiction, " 18 USC 3122, 
defined as court "having jurisdiction over the 
offense being investigated," (18 USC 
3127(2)). 

■ Nationwide jurisdiction - similar to ECPA 
stored wire and voice mail search warrants - 
one court can issue all warrants involved in a 
case even if service provider or target is 
located outside the issuing district. 


Amended PR/TT Re: Reporting 

Section 216: Requires law enforcement to 
file a special report ex parte and under seal 
with the Court within 30 days after termination 
of PR/TT order whenever law enforcement uses 
its own monitoring device, 18 USC 3123(3). 

- Report must contained identity of officer who 
installed device, date and time device installed, 
configuration of device, information collected from 
the device 









structure of the Act 


#■ Senate passed version close to the 
Administration's draft (USA Act) 

♦ House version substantially different, but 
substituted at last minute for something like 
the Senate version 

♦ House insisted on "sunset" provision 

♦ House passes PATRIOT Act 

♦ Conference/ then USA PATRIOT Act passed 

♦ President signed on October 26, 2001 


^-National Security Stuff 

■ Title II: "Enhanced Surveillance 
Procedures" 

■ Title V: "Removing Obstacles to 
Investigating Terrorism" 

■t’other titles address money laundering, 
immigration, substantive criminal law 
#>Other stuff 


Section 204: Sharing of 
criminal information with IG 


Section 204 - cont'(d. 


♦ 204 amends Rule 6(e), Title III to allow 
sharing of Title III and GJ information: 

• With "any other Federal law enforcement, 
intelligence, protective, immigration, national 
defense, or national security official in order to 
assist the official receiving that information in the 
performance of his official duties." 

. Defines "foreign intelligence information" 

■$> Adds "catch all" category for all other kinds of 
criminal investigative information 


^ DOJ supposed to create procedures for 
sharing GJ and T3 info, on U.S. Persons 
^What do you do now? 

. Consult AUSA involved in GJ, T3 
. AUSA will arrange aporooriate notice to Ct. 
■ Can then disseminate 

❖ Current proposal to Jxmiiu lilis tu Sldte 
officials 


Section 206: Roving FISA 


Section 206 Implementation 


■$> Analogous toT3 language: 

■ "actions of the target may have the effect of 
thwarting the identificahon of the specified person 
[on whom to serve the secondary order]" 


#>OIPR developing standard language 


■❖ Intent requirement is less strict than T3; 
I.e., actions "may have the effect" 


❖ Relations with FISC may affect this 










Section 207: Duration 


4>All agent of a foreign power searches 
increase from 45 to 90 days. 
^Non-U.S. Person "officer, employee, 
member" agents of a foreign power; 

■ Initial ELSUR/search = 120 days 

■ Renewal EL5UR/search = 1 year 
■#>Should reduce overall number of FISA 

applications; speed up process 


Section 208: Judges 

i •t>Number of FISC judges increases from 
seven to eleven 

I ■t>Three must reside in Washington, D.C. 
area (up from one now) 

#>Will make emergency FISAs easier to 
schedule 


Section 214: FISA Pen 
Registers 

^Changes standard of FISA Pen/TT 
■ Old = relevance + specific and articulable 
facts that target was AFP 
• New = just relevance to an ongoing 
investigation "to protect against 
international terrorism or clandestine 
intelligence activities" 

« First Amendment limitation 


Section 214 - Implementation 

j -#Means that FISA Pen/TT available in 
same circumstances as criminal case 
i <t>Pleadings are now being simplified, 
standardized 

-^Request to HQ need only state basis for 
relevance to investigation 
-t-Note; same standard now applies to 
NSLs, Business records 


Section 215: Business 
Records 

■$>Same standard as Pen/TT 
#>Signed by FISA judge 
■#>What you can get: 

• Old = records from common carriers, 
public accommodations, vehicle rentals, 
storage facilities 
> New = "any tangible things" 


Section 215 - Implementation 

; ♦ Use for things that don't fall within the 
categories of NSLs 



^Should be easy to get 











Sections 218, 504: Purpose 


•^Section 218 requires that FISA 
certification say the foreign intelligence 
is a "significant purpose" of the FISA; 
old language said "the purpose" {which 
FISC took to mean "primary purpose."} 
^•Section 504 says it is OK for agents 
running FISAs to consult with criminal 
prosecutors 


What does it mean? 

•f'This is Congress and DOJ trying to fix 
the criminal/intelligence "wall" problems 
: ^•Issue here is how much can be fixed by 
statute, how much is a matter of 
Constitutional law 
4>Stay tuned for this afternoon's 
discussion 


Section 223: Civil Liability 


Section 225: Immunity 

♦ Applies to unauthorized disclosure of FISA 


^People |are 

♦ Part of larger Congressional concern over 
abuse of broader surveillance authorities 

♦ Provision (and others like it) watered down 
substantially 

♦ Probably doesn't change much, since 
unauthorized disclosure already subject to 
heavy sanctions 


immune from civil liability arising from 
compliance with FISA orders. 

' •♦Should be helpful in liaison with FISA 
order recipients and their lawyers 


Section 505: NSLs 

#>Changes them to relevance standard 
^Allows delegation to field 
•^Much more to come this afternoon 


Section 905: Reporting to DCI 


#>Law enforcement now required to 
report foreign intelligence to DCI. 

#>AG will establish procedures on how to 
do this. 

4>0ther provisions in statute for training 
of state and local officials to recognize, 
use FI. 

•#Real story? 
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service of National Security Letters (NSLs) . 
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Enclosure (s) : 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 11/28/2001 



14) FCRA NSL Checklist 

Details: In the referenced communication, dated 11/09/2001, the 

Director of the FBI delegated the authority to certify NSLs to 
the following officials: (1) the Deputy Director; (2) The 
Assistant Directors (ADs) and all Deputy Assistant Directors 
(DADs) of the Counterterrorism Division (CTD) and the National 
Security Division (NSD) ; (3) the General Counsel and the Deputy 

General Counsel for National Security Affairs (DGC) , Office of 
the General Counsel (OGC) ; (4) the Assistant Director in Charge 

(ADIC) , and all Special Agents in Charge (SACs), of the New York, 
Washington, D.C., and Los Angeles field divisions; and (5) the 
SACs in all other field divisions. The purpose of this 
electronic communication is to provide comprehensive guidance on 
the preparation, approval, and service of NSLs. 


Introduction to National Security Letters 


NSLs are administrative subpoenas that can be used to obtain 
several types of records. There are three types of NSLs. First, 
pursuant to the Electronic Communications Privacy Act (ECPA) , 18 
U.S.C. § 2709, the FBI can issue NSLs for: (1) telephone 

subscriber information (limited to name, address, and length of 
service) ; (2) telephone local and long distance toll billing 

records; and (3) electronic communication transactional records. 
Second, pursuant to the Right to Financial Privacy Act (RFPA) , 12 
U.S.C. § 3414(a) (5), the FBI can issue NSLs to obtain financial 
records from banks and other financial institutions. Finally, 
pursuant to the Fair Credit Reporting Act (FCRA), 15 U.S.C. § 
1681u, the FBI can issue NSLs to obtain consumer identifying 
information and the identity of financial institutions from 
credit bureaus. 


NSLs are tools available in investigations conducted under 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCIG). 
The FCIG currently provide that an NSL can be issued during the 
course of a full international terrorism or foreign 
counterintelligence investigation. NSLs cannot be used in 
criminal investigations unrelated to international terrorism or 
clandestine intelligence activities . I 




To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 11/28/2001 


b2 

b7E 


2 . General Policy on the Use of NSL Authority 

NSLs are powerful investigative tools, in that they can 
compel the production of substantial amounts of relevant 
information. However, they must be used judiciously. The USA 
PATRIOT Act greatly broadened the FBI's authority to gather this 
information. However, the provisions of the Act relating to NSLs 
are subject to a "sunset" provision that calls for the expiration 
of those provisions in four years. In deciding whether or not to 
re-authorize the broadened authority. Congress certainly will 
examine the manner in which the FBI exercised it. Executive 
Order 12333 and the FCIG require that the FBI accomplish its 
investigations through the "least intrusive" means. Supervisors 
should keep this in mind when, deciding whether or not a 
particular use of NSL authority is appropriate. The greater 
availability of NSLs does not mean that they should be used in 
every case. 

In addition, the removal of any requirement for FBIHQ 
coordination in the issuing of NSLs creates the possibility of 
duplicate requests for the same information by different field 
offices. Field offices must take steps to avoid this. In 
particular, the field should check FBI databases (ACS, Telephone 
Application, etc.) and open sources to see if the information 
sought has already been obtained by the FBI or whether it is 
publically available. This is particularly important when 
considering issuing NSLs for telephone or electronic 
communications data under the Electronic Communications Privacy 
Act (ECPA) . Unlike the criminal authorities in ECPA, the NSL 
authority does not require the government to reimburse carriers 
or Internet Service Providers (ISPs) for the cost of producing 
the requested information. A dramatic increase in duplicate NSLs 
will only augment existing pressure to require governmental 
reimbursement . 

Individual field offices have the responsibility for 
establishing and enforcing an - appropriate review and approval 
process for the use of NSL authorities. 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 11/28/2001 


3 . The Mechanics of Producing NSLs 

For all types of NSLs, the issuing office needs to prepare 
two documents: (1) the NSL itself; and (2) an EC approving the 

NSL and documenting the predication. Model NSLs and ECs for all t >2 
variations of the three types of NSLs are included as attachments 


to this communication. These materials will also be placed on 


1 



Once the initial implementation of these new authorities 


is accomplished, NSLU will work to develop a macro or form to 
further streamline the NSL process. 


A. The NSL 



To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 11/28/2001 
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The second paragraph of every NSL contains the statutorily 
required certification language. The certification language is 
virtually identica] for every NSL. F 


b2 
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The model NSLs for financial records and electronic 
communication transactional records each have a separate 
attachment. These attachments provide examples of information 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 11/28/2001 


which the company might consider to be financial or electronic 
communication transactional records. 

Finally, the NSL is an unclassified document because it does 
not detail the specific relevance of the requested records to an 
authorized FBI investigation. There is no need to classify the 
NSL when attaching it to the cover EC. 


B. The Cover EC 



b7E 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 11/28/2001 



2) Predication and Relevance 


The USA PATRIOT Act has greatly simplified the NSL process. 
The FBI official authorizing the issuance of an NSL is no longer 
required to certify that there are specific and articulable facts 
giving reason to believe that the information sought pertains to 
a foreign power, or an agent of a foreign power. NSLs may now be 
issued upon a certification of relevance to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities. 
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Re: 66F-HQ-A1255972, 11/28/2001 
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3) Approval 

The second paragraph in the "Details" section and the 
"Approved By" descriptor field of the EC should reflect the level 
of the official approving the issuance of the EC and signing the 
NSL's certification. Prior to certification, every NSL and cover 
EC issued by the field division should be reviewed by the squad 
supervisor, the Office of the Chief Division Counsel, and the 
ASAC. Lawyers reviewing NSL packages should use the checklists 
provided with this communication to ensure legal sufficiency. 

The last step in the approval process occurs when the certifying 
official (Deputy Director, ADs, General Counsel, ADICs, DADs, 

DGC, or SACs) personally signs the NSL and initials the EC. 
Certifying officials may not further delegate signature 
authority. 


4) Reporting Requirements 

NSLU will continue to prepare the mandatory reports to 
Congress required for each NSL type. To ensure that NSLU 
receives sufficient information to prepare these reports, it is 
critical that the person preparing the NSL package follow the NSL 
and EC models very carefully. The second lead in every model EC t .2 
requests NSLU to "record the appropriate information needed to 
fulfill the Congressional reporting requirements for NSLs." NSLU 

will be able to c ompile the reporting data provided that the 

cover EC includesi I 


I being 

requested in the NSL. Once NSLU has entered this reporting data 
into its NSL database, it will clear the lead set in the cover 
EC. 


5) Transmittal 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 11/28/2001 
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4 . NSL Preparation Assistance 

Some field divisions may, for a variety of. reasons, opt not 
to exercise their delegated authority to issue NSLs. Other field 
divisions may exceed their capacity to issue NSLs and seek 
assistance in handling the overflow. NSLU will continue to 
process any NSL request that it receives. Field divisions should 
send their requests directly to NSLU, with information copies to 
the FBIHQ substantive unit. Such requests must contain all the 
information identified in this communication as necessary to 
prepare the NSL package. NSLU anticipates that it will be able 
to process such requests within one to three business days. 


Anv Questions reaardina this communication mav be directed 

tol 


NSLU, OGC, at 
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To: All Field Offices From: General Counsel 

Re: 66F-HQ-A1255972, 11/28/2001 

LEAD(s) : 

Set: Lead 1 : (Adm) 

ALL RECEIVING OFFICES 

Distribute to all supervisory personnel involved in the 
National Security Letter process. 

♦♦ 
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Title: PROCEDURAL GUIDANCE RELATED TO 

NEW FISA PEN REGISTER AUTHORITY 


Synopsis: Summarizes FISA pen register/trap and trace 

authorities and reiterates procedures for requesting such 
authority. 


Reference: 66F-HQ-A1247863 Serial 70 


Administrative: This is a privileged FBI attorney communication; 

do not circulate outside the FBI without the permission of OGC. 

Details: Changes to FISA pen register/trap and trace authorities 

under the "USA Patriot Act" were summarized in the above 
referenced electronic communication. In response to requests for 
clarification of procedures relating to requests for FISA pen 
register/trap and trace authorities, the National Security Law 
Unit (NSLU) is providing the following guidance. 

I. Legal Basis for Initiation of FISA Pen Register /Trap and Trace 

The "USA Patriot Act" revised the legal standard for 
initiating a FISA pen register/trap and trace. ^ These Orders are 
now available whenever the FBI certifies that "the information 
likely to be obtained is foreign intelligence information not 
concerning a United States person, or is relevant to an ongoing 
investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such 


50U.S.C. § 1842 
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To: Counterterrorism From: Office of the General Counsel 

Re: 66F-HQ-A1247863, 03/29/2002 


investigation of a United States person is not conducted solely 
upon the basis of activities protected by the First Amendment to 
the Constitution."^ 

Use of this technique is authorized in full 
investigations properly opened under the Attorney General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG) , The FCIG require that 
full foreign counterintelligence investigations be personally 
authorized by the relevant Special Agent in Charge, or Assistant 
Special Agent in Charge with exclusive responsibility for a 
specific foreign counterintelligence program following written 
notification to FBIHQ. 

II. Process for Obtaining Pen Register /Trap and Trace Authority 

No procedural changes were required as the result of 
revisions made by the "USA Patriot Act." Requests for pen 
register/trap and trace authority should be submitted with an 
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and a brief statement explaining the nature of the 
investxgation and the relevance to that investigation of the 
information sought through the pen register/trap and trace. 


NSLU and OIPR 
further streamline this 
mat-t-pr.s may hp Hi 


plan to develop additional guidance to 
process. Questions relating .to theqp 
to Assistant General Counsel 
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^ 50U.S.C. § 1842(a)(1). 
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To: Counterterrorism From: Office of the General Counsel 

Re: 66F-HQ-A1247863, 03/29/2002 


LEAD (s) : 

Set Lead 1 : (Adia) 

ALL RECEIVING OFFICES 


Distribute to relevant personnel involved in FCI/IT 
investigations . 

CC: 

♦♦ 1 - Mr. Parkinson 

1 - Mr . Bowman 
1 - NSLU Attorneys 
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U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 

July 16, 2002 


Dear 
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Senator Barbara Mikulski requested the FBI to address 
your concerns regarding certain provisions of the "Uniting and 
Strengthening America Act by Providing Appropriate Tools Required 
to Intercept and Obstruct Terrorism Act of 2001" (Patriot Act) . 

I will address two sections of the law that are relevant to your 
inquiry. 


First, section 215 of the Patriot Act amended the 
business records provision found in Title V of the Foreign 
Intelligence Surveillance Act. With passage of the Act, Congress 
established "relevance" to an investigation pertaining to 
international terrorism or clandestine intelligence activities as 
the legal standard for exercising this authority.^ Thus, law 
enforcement authorities may seek a court order for the production 
of business records (including papers, documents, and other books 
and records from a business or other entity) provided that the 
records relate to an investigation properly authorized under the 
Attorney General Guidelines for FBI foreign counterintelligence 
investigations.^ 

Furthermore, the Patriot Act explicitly states in 
section 215 that no investigation of a United States person can 
be conducted solely upon the basis of activities protected by the 
First Amendment to the Constitution. The FBI does not base 
investigations on how persons exercise their First Amendment 
rights . 


The prior standard established by Congress was relevance and "specific 
and articulable" facts giving reason to believe that the person to whom the 
records related was an agent of a foreign power. 

2 

This authority can be used to obtain records from libraries and 
bookstores although it is not designed specifically for application to any 
particular categories of institutions or businesses. 



b6 


' b7C 

Second, you referenced provisions in the law that apply 
to Internet Service Providers (ISPs) . Under section 505 of the 
Patriot Act, Congress established the same legal standard for 
obtaining National Security Letters (NSLs) as it did for the 
business records authority. NSLs are administrative subpoenas 
which can be issued in foreign counterintelligence investigations 
properly authorized under guidelines issued by the Attorney 
General to obtain telephone and electronic communication records 
from telephone companies and ISPs, as well as records from 
financial institutions, and information from credit bureaus. 
Section 505 also states that no investigation of a United States 
person can be conducted solely upon the basis of activities 
protected by the First Amendment. 

The FBI has significant experience in its foreign 
counterintelligence investigations with persons using public 
libraries for clandestine and anonymous communications via 
library Internet access. It is, therefore, critical that we have 
the ability to obtain records of those communications. 

The laws which established the business record and the 
NSL authority contain provisions that prohibit officers, 
employees or agents of companies receiving such orders from 
disclosing to the individual under investigation or to persons 
outside the company the fact that the FBI has sought or obtained 
access to information or records. Such provisions are intended 
to protect the integrity of the lawfully authorized 
investigation . 

The changes made by the Patriot Act were thoroughly 
discussed and considered by Congress before they were enacted and 
are designed to enhance our ability to safeguard national 
security. They represent, in our view, a principled approach to 
balancing individual liberties with public safety. 

I hope this information is beneficial to your 
understanding of these important and timely issues. 

Sincerely yours. 


M. E. Bowman 

Deputy General Counsel 

National Security Law Branch 
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Staff Aide 

U.S. Senator Barbara A. Mikulski 
Hart Senate Office Building, Suite 709 
Washington, D.C. 20510-2003 
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|(OGC)(FBI) 

From: THOMAS, JULIE F. (OGC) (FBI) 

Sent: Thursday. March 10. 2005 6:0 1 PM 

To: (OGC) (FBI) 

Cc: loGC) (FBI) 

Subject: Just getting back to you 

UNCLASSIFIED 

NON-RECORD 


ALL IHFORMA.TION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATtl 09-09-2005 BY 655179 DMH/ELH 05-CV-0845 




b2 b7E 


I wanted to get back with you regarding my meeting wit H I his morning. We discussec f | and their lac k 

of movement. She admitted she has a stack of them on her desk because she removed them from i 

review. She hopes to have all of them reviewed by Monday. I am hopeful we will start to see movement again. 

We will see. I reminded her that Valerie has got to testify about our use of these probably in mid-April. I believe b6 
I ^ ill do her best, she is simply a voice crying out in the wilderness over there. 

On the threat list, where do we stand? Who is your contact in the substantive units? Keep me in the loop. 


Julie F. Thomas 

DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324-8528 
202-324-1023 (fax) 


UNCLASSIFIED 


6/17/2005 
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— -f — i 


Page 1 of 1 


(OGC) (FBI) 


AT,L TMFORMATTON CONT AIMED 
HEREIN IS UNCLASSIFIED 

DA.TE 09-09-2005 BY 65179 DMH/ELH 05-CV-0845 

b6 


From: 

Sent: 

To: 


GULYASSY, ANNE M. (OGC) (FBI) 
Wednesday, October 20, 2004 9:16 AM 


b7C 


THOMAS. JULIE F. (OGC) (FBH 


Cc: 


(OGC) (FBI) 


Subject: FW: ACLU's Position with regard to Section 215 of the PATRIOT Act: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


□Do 


jound this article in connection with ACLU's FOIA suits, but I thought you would find it interesting in terms of 
its discussion of Section 215 and NSLs generally. Anne 

Original Message 

From: | K OGC) (FBI) 

Sqnt; TiiPgHav Orfnhpr lQ 7004 PM 


b6 


b7C 


HARDY, DAVID (RMD) (FBI); 
GULYASSY, ANNE M. (OGC) (FBI); BOWMAN, MARION E. (OGC) 


(FBI) 

Subject: ACLU's Position with regard to Section 215 of the PATRIOT Act: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I thought you would all find interesting the attached article in pdf I came across last night as I was surfing through 
the ACLU's website. 


I I b2 

Assistant General Counsel 

Office of the General Counsel 

I b7C 


THIS IS A PRIVILEGED ATTORNEY-CLIENT/WORK PRODUCT COMMUNICATION AND IS NOT TO 
BE DISTRIBUTED OUTSIDE OF OGC WITHOUT PRIOR APPROVAL 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


6/17/2005 
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Message 


I UOGCHFBI) 

From: Caproni, Valerie E. (OGC) (FBI) j^g 

Sent: Wednesday, March 30, 2005 11:51 AM 

To: I 1 (OCA) (FBI) 

Cc: KALISCH, ELENI P, (OCA) (FBI) | I (OGC) (FBI) 

Subject: RE: Background Info for upcoming Patriot Act Hearings 

UNCLASSIFIED 

NON-RECORD 

OIPR is compiling the numbers. Because DOJ is asking for the numbers through 3/31 the numbers will not be 
final until Friday. I will let OIPR know that we need the numbers ASAP. 

In terms of the the background info, I think OIPR is doing that too. 


O riginal Message 

Fromi koCA) (FBI) 

Sent: Wednesday, March 30, 2005 11:43 AM 
To: Caproni, Valerie E. (OGC) (FBI) 

Cc; KALISCH, ELENI P. (OCA) (FBI); 

Subject: Background Info for upcorning Hatriot 


ALI. rNFOFMATJON CONTATNRD 


I (OGC) (FBI) 
learings 


UNCLASSIFIED 

NON-RECORD 

Valerie - just to follow-up on our conversation yesterday re the DOJ decision to declassify certain data re 
use of specific provisions. Is OGC compiling #s (10/26/01 - 3/31/05) for the following provisions as 
enumerated in the draft Baker memo? 

1 . # of orders under §206 (roving fisa surveillance) 

2. # of attorney hours at OIPR as a result of §207 extensions 

3. # of PR/TT orders under §214 

4. # of orders under §215 (business records) - DOJ is planning to declassify total and #s within ca tegories 

Info in 

' conjunction wiin hh/i i. 

The draft memo would declassify # of orders approved by the Court. I'm assuming that the total # of orders 
requested (either requested by FBI and not approved by DOJ or requested by DOJ and not approved by 
the Court) will remain classified? 

Is OGC compiling background info re the cases approved in these categories? (i.e. if there were X §215 
orders approved, can we identify the X cases and give the Director some background info?) 

Sorry if this is redundant based on our conversation, but I wanted to confirm what info is being gathered. 
Thanks, 



Office of Congressional Affairs 


6/17/2005 
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ALL INFORMATION CONTAINED 



OGC) (FBI) 

HEREIN IS UNCLASSIFIED 

DATE 09-09-2005 BY 65179 DMH ,/ELH 05-C' 

From: 


;OCA) (FBI) 


Sent: Wednesday, March 30, 2005 1 1 :43 AM 

To: Caproni, Valerie E. (OGC) (FBI) 

Cc: KALISCH, ELENI P. (OCA) (FBlI 


b7C 

(OGC) (FBI) 


Subject: Background Info for upcoming Patriot Act Hearings 


UNCLASSIFIED 

NON-RECORD 


Valerie - just to follow-up on our conversation yesterday re the DOJ decision to declassify certain data re use of 
specific provisions. Is OGC compiling #s (10/26/01 - 3/31/05) for the following provisions as enumerated in the 
draft Baker memo? 


1 . # of orders under §206 (roving fisa surveillance) 

2. # of attorney hours at OIPR as a result of §207 extensions 

3. # of PR/TT orders under §214 

4. # of orders under S215 (business records^ - DOJ is planning to declassify total and #s within categories - i.e. 

|nfo in conjunction 

with PR/TT. b 2 b 7 E 


The draft memo would declassify # of orders approved by the Court. I'm assuming that the total # of orders 
requested (either requested by FBI and not approved by DOJ or requested by DOJ and not approved by the 
Court) will remain classified? 


Is OGC compiling background info re the cases approved in these categories? (i.e. if there were X §215 orders 
approved, can we identify the X cases and give the Director some background info?) 


Sorry if this is redundant based on our conversation, but I wanted to confirm what info is being gathered. Thanks, 


Office of Congre ssional Affairs 

b6 

b7C 


UNCLASSIFIED 


0 8 45 


6/17/2005 
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Subject: Patriot act provision re: public libraries 


UNCLASSIFIED 

NON-RECORD 

CTD is assisting Office of Congressional Affairs prepare the Director for testimony re: patriot act and its sunset 
provision (December, 2005?). You are probably going to be getting questions about success stories related to 
the changes made by the Act. One question I have gotten is about the provision permitting the FBI to review 
records at a public library. CTD is having difficulty determining if this was ever utilized. Does anyone know? 

I haven't even been able to determine what the procedure would have been for anyone seeking to use this 
provision, does anyone know what the process would be? 



NSLB - CTLU 1 


b2 

b6 

b7C 


UNCLASSIFIED 


6/17/2005 
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Ci ’ " ALL INFORMATION CONTAINED 

^ 5 



UNCLASSIFIED 

NON-RECORD 

Here is the e-mail whid j ~| is responding to bs b 7 c 
Do we have PAtriot Act successes. 



I [ it sounds like you've got the ticket to start drafting testimony for the Director to use for the Senate J.udiciary 
Committee Patriot Act hearing scheduled for 4/5/2005. See attached e-mail to GC Caproni with relevant dates - 
OCA needs to see a draft of the testimony by Tues, 3/22. 



Give me a call to discuss. Thanks, 


5 



6/17/2005 
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I (OGC) (FBI) 

Subject: RE: Draft Testimony re Patriot Act 


UNCLASSIFIED 

NON-RECORD b2 

b6 

Could you get ope raitonal examples foi^^^ i for this project which we are doing for Congressional Affairs. 

National Security Law Policy and Training Unit 
FBT HO Rood I 


Original Message — 

From ] l (OGC) (FBI) 

Se nt: Wednesday, March 16, 2005 3:39 PM 
To; l P CA) (FBI) 

Subject: RE: Draft Testimony re Patriot Act 


UNCLASSIFIED 

NON-RECORD 



If you need operational examples please get them througri 


b2 

National Security Law Policy and Training Unit b6 


FBI HQ RooiJ 


b7C 


Hripinal Moccano 

From: OCA) (FBI) 

Sent: Wednesday, March 16, 2005 3:36 PM 
Tol nCOGQ (FBI) 

Cc:T toGC) (FBI); Caproni, Valerie E. 

(OCA) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

Subject: Draft Testimony re Patriot Act 


b6 


b7C 


(OGC) (FBI); KALISCH, ELENI P. 


UNCLASSIFIED 

NON-RECORD 


I l attached is some info that might assist in drafting testimony. 

1 . Testimony of RSM 2004 - the Patriot Act was just a piece of more general testimony, but 
this gives you a flavor of the tone of his testimony. 

2. Sunsets Report Final Draft - 1 expect that the AG’s testimony for the 4/5 hearing will draw 
heavily from this document that was prepared by DOJ OLP. For that reason and because it 
primarily is a legal analysis (v. practical), I don't think that we should rely heavily on it, but it 


6/17/2005 
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might be helpful. 

3. DOJ Patriot Act Report - 1 think Section II of this report might be a good place to start. It 
contains some examples, but they might be a bit tired / overused. See next doc for additional 
examples. 

4. Sunset - field input - This doc was based on an OGC survey and contains case examples 
for many of the provisions. The problem is that DOJ will not clear testimony that has pending 
case examples... still, there might be something that we can use. 

After you've had a chance to review, please give me a call and we can chat. 


Office of Congressional Affairs 


b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


6/17/2005 
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Patriot Act 


I. The USA PATRIOT Act has proved invaluable in helping the FBI's mission of 

fighting terrorism in the United States and abroad. 

A. It has torn down the wall between the FBI criminal and intelligence 
investigators by allowing the timely sharing of information to fight 
terrorism collectively. 

B. It has increased the sharing of information between the FBI and other 
intelligence agencies. 

C. It has permitted the sharing of grand jury and Title III information with 
intelligence officials. 

D. It has permitted Special Agents in Charge of the field offices to issue 
National Security Letters (NSLs) for telephone/toll records, electronic 
communications records, subscriber information, financial records, and 
certain credit information under a standard of “relevance” to an authorized 
national security investigation. 

E. It has lowered the standard for a FISA pen register/trap& traces to 
“relevance” to an authorized investigation; coupled with revisions to the 
Attorney General’s Guidelines for National Security Investigations, this 
allows for use of pen registers/trap & trace in Preliminary Investigations. 

F. It has permitted the use of roving FfSA wiretaps. 

G. It has given federal judges authority to issue search warrants that are valid 
outside the issuing judge's district in terrorism investigations. 

H. It has given FBI investigators authority to obtain full credit reports via a 
NSL-type letter for terrorism investigations. 

I. It has increased the number of FISA judges from seven to 1 1 to help 
accommodate the increased number of counterterrorism FIS As; and 

J. It has amended the material support to terrorism statutes to expand the 
FBI's ability to arrest financial supporters of terrorism. 

II. Retain intelligence provisions in the PATRIOT Act that are subject to sunset 

A. Sec. 201. Authority to intercept wire, oral, and electronic communications 



relating to terrorism 


B. Sec. 202. Authority to intercept wire, oral, and electronic communications 
relating to computer fraud and abuse offenses. 

C. Sec. 203. Authority to share criminal investigative information. 

D. Sec. 203(b) (Title III) and (d) (Grand Jury) 

E. Sec. 204. Clarification of intelligence exceptions from limitations on 
interception and disclosure of wire, oral, and electronic communications. 

F. Sec. 206. Roving surveillance authority under the Foreign Intelligence 
Surveillance Act of 1978. 

G. Sec. 207. Duration of FISA surveillance of non-United States persons who 
are agents of a foreign power. 

H. Sec. 212. Emergency disclosure of electronic communications to protect 
life and limb. 

I. Sec. 214. Pen register and trap and trace authority under FISA. 

J. Sec. 215. Access to records and other items under the FISA. 

K. Sec. 217. Interception of computer trespasser communications. 

L. Sec. 218. Foreign intelligence information. Section 21 8 is the section that 
sets the "significant purpose" standard in FISA. Should section 218 
expire, the November 18, 2002 FISA Court of Review Opinion would 
become the legal standard for the initiation and continuation of FISA 
searches and surveillances. The Court of Review upheld the “significant 
purpose” standard, but absent the language of the USA PATRIOT Act, the 
purpose of FISA searches and surveillance will become intelligence 
collection, no matter what other purpose may exist. It can be argued that 
this change would be a narrower, more restrictive standard than the USA 
Patriot Act created.” 

What other legislative changes are needed? 

A. National Security Letters (NSLs) 

1 . Create an enforcement mechanism. 

a. The statutes providing for NSLs lack enforcement provisions. 
As a result, some record holders do not comply. Changes to 
the NSL statutes are already being considered by DOJ due to 



ALI, TMFORMATTON COJsITATMED 

HEREIN IS UNCLASSIFIED 

DATE 08-17-2005 BY 65179 DMH/CL 


CA# 05-CV-0845 


Patriot Act 


The USA Patriot Act has proved invaluable in helping the FBI's mission to fight 

terrorism in the United States and abroad. 

A. It has torn down the wall between the FBI criminal and intelligence 
investigators by allowing the timely sharing of information to fight 
terrorism collectiyely. ■ 

B. It has increased the sharing of information between the FBI and other 
intelligence agencies. 

C. It has permitted the sharing of grand jiiry and Title III information to 
intelligence officials. 

D. It has permitted the field office Special Agents in Charge to issue National 
Security Letters (NSLs) under a relevance to an FBI investigation standard 
for telephone/toll records, electronic communications records, subscriber 
information, financial records, and certain credit information. 

E. It has lowered the standard for a FISA pen register/trap& traces to 
“relevance” to an authorized investigation; coupled with revisions to the 
Attorney General’s Guidelines for National Security Investigations, this 
allows for use of pen registers/trap & trace in Preliminary Investigations. 

F. It has permitted the use of roving FISA wiretaps. 

G. It has given federal judges authority to issue search warrants that are valid 
outside the issuing judge's district in terrorism investigations. 

H. It has given FBI investigators authority to obtain full credit reports via a 
NSL-type letter for terrorism investigations. 

I. It has increased the number of FISA judges from seven to 1 1 to help 
accommodate the increased number of counterterrorism FISAs; and 

J. It has amended the material support to terrorism statutes to expand the 
FBI's ability to arrest financial supporters of terrorism. 

Retain intelligence provisions in Patriot Act that are subject to sunset 

A. Sec. 201. Authority to intercept wire, oral,. and electronic communications 
relating to terrorism 


•N 

f 


B. Sec. 202. Authority to intercept wire, oral, and electronic communications 
relating to computer fraud and abuse offenses. 

C. Sec. 203 . Authority to share criminal investigative information. 

D. Sec. 203(b) (Title III) and (d) (Grand Jury) 

E. Sec. 204. Clarification of intelligence exceptions from limitations on 
interception and disclosure of wire, oral, and electronic communications. 

F. Sec. 206. Roving surveillance authority under the Foreign Intelligence 
Surveillance Act of 1978. 

G. Sec. 207. Duration of FISA surveillance of non-United States persons who 
are agents of a foreign power. 

H. Sec. 212. Emergency disclosure of electronic communications to protect 
life and limb. 

I. Sec. 214. Pen register and trap and trace authority under FISA. 

J. Sec. 215. Access to records and other items under the FISA. 

K. Sec. 217. Interception of computer trespasser communications. 

L. Sec. 218. Foreign intelligence information. Section 218 is the section that 
sets the "significant purpose" standard in FISA. It should be noted that 
should this expire, the November 18, 2002, FISA Court of Review 
Opinion would set the FISA standard. The Court of Review upheld the 
"significant purpose" standard, but if the Patriot Act goes away, you 
would be left with the Court of Appeals standard that a purpose be 
intelligence, no matter what other purpose you have. It could be argued 
that this standard is lower than the Patriot Act. 

III. What other legislative changes are needed? 

A. Amend FISA Statute 1806(b) and 1825(c) required caveats. 

1 . Revise the FISA caveat requirement so that FISA-derived 
information may be shared for terrorism screening and "lead 
purposes" without the need to include a statement that such 
information may only be used in a criminal proceeding with the 
advance authorization of the AG. In the current era of information 
sharing, inclusion of this language is a red flag signaling the use of 
FISA techniques. Moreover, if the information is disseminated only 
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(OGC) (FBI) 


From: 

Sent: 

To: 

Cc: 


(INSD){FB1) 


Wednesday, July 21, 2004 8;21 AM 

FOG 
(FBI)I 


(INSU) (FBI) 


OGC) (FBI) 


b6 

b7C 




I F. TONI M. HNSDI /FBO 

InM.qnN iPR 

)l (OPR) 



l(UHK) (FBlj 

{U 

PK)(hBI) 


JOGC) (FBI); 


Subject: RE: Questions for the Record from Director's 5/20/04 Senate Hearing 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


ALL INFORMATION CONTA.INED 

HEREIN IS UNCLASSIFIED 

DATE 08-17-2005 B'f 65179 DMH/CLS 

CA# 05-CV-0845 


We no longer have to reply to the last question re non-content communications. 


b6 

b7C 


Original Message 

From: FOGLE, TONI M. (INSD) (FBI) 
S ent: Tuesday, July 20. ^ 004 8:24 PN_ 

^NSD) (FBI) 
(OPR) (FBlI 
[OGC) (FBI] 
INSD) (^ 


(f£ 


Ccf 

(FbH 


(OPR) (FBI) 


bPR) 


TT 


(OGC) (FBd 


riNSD) 


Subject: i^uescions ror tne Record from Director's 5/20/04 Senate Hearing 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[system search) - _ 


I have been asked to respond to an urgent request from OCA - and I need to know the following: 

Has the FBI (they also ask about DOJ and DCI — but I wouldn't even know where to go to get those 
responses) 

-received any complaints regarding the application or implementation of Section 203 of the USA-Patriot 
Act? ^ 


-received any complaints regarding the application or implementation of Section 206 of the USA-Patriot 
Act? 


-received any complaints regarding the application or implementation of Section 207 of the USA-Patriot 
Act? 


-received any complaints regarding the application or implementation of Section 209 of the USA-Patriot 
Act? 


-received any complaints regarding the application or implementation of Section 212 of the USA-Patriot 
Act? 


-received any complaints regarding the application or implementation of Section 215 of the USA-Patriot 


7/21/2004 
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Act? 


-received any complaints regarding the application or implementation of Section 217 of the USA-Patriot 
Act? 

-received any complaints regarding the application or implementation of Section 218 of the USA-Patriot 
Act? 

-received any complaints regarding the application or implementation of Section 220 of the USA-Patriot 
Act? 


If so, describe the disposition of any such complaint. 


We were also asked to respond to the following question - but I'm not sure we are the appropriate 
responding entity: 

"Has the Intelligence Community, Department of Justice, or Federal Bureau of Investigation developed 
regulations or directives defining the meaning of non- content communications? If such regulations or 
directives have been issued, please provide copies to the Committee." 

Please let me know positive and negative fast - (we were missed in the original dissemination). 


Y I copied you guys just in case you knew of something out there we weren't aware of} 


b6 

SENSITIVE BUT UNCLASSIFIED b7c 


SENSITIVE BUT UNCLASSIFIED 


7/21/2004 
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}0GC) (FBI) 


b6 

b7C 


From: FOGLE, TONI M. (INSD) (FBI) 


Sent: 

To: 

Cc: 


Tuesday, July 20, 2004 8:24 PM 



l/lMgr^^ /r:Ri4 

(OPR)(FBI)f 

(UPK)(FBI); 

[UPU) (FBI) 




Irnrsr^ r&Bi^l 


(OGC) (FBI) 

(INSD) (FBI) 


nuu; ui; ' 



ATJ, TMFORMATTOM COHTATMED 


Subject: Questions for the Record from Director's 5/20/04 Senate Hearing herein is unclassified 

DATE 08-17-2005 BY 65179 DMH/CLS 


SENSITIVE BUT UNCLASSIFIED CA# 05-CV-0845 

NON-RECORD 

b6 

system search) - b 7 c 

I have been asked to respond to an urgent request from OCA - and I need to know the following: 

Has the FBI (they also ask about DOJ and DCI ~ but I wouldn't even know where to go to get those responses) 
-received any complaints regarding the application or implementation of Section 203 of the USA-Patriot Act? 

-received any complaints regarding the application or implementation of Section 206 of the USA-Patriot Act? 

-received any complaints regarding the application or implementation of Section 207 of the USA-Patriot Act? 

-received any complaints regarding the application or implementation of Section 209 of the USA-Patriot Act? 

-received any complaints regarding the application or implementation of Section 212 of the USA-Patriot Act? 

-received any complaints regarding the application or implementation of Section 215 of the USA-Patriot Act? 

-received any complaints regarding the application or implementation of Section 217 of the USA-Patriot Act? 

-received any complaints regarding the application or implementation of Section 218 of the USA-Patriot Act? 

-received any complaints regarding the application or implementation of Section 220 of the USA-Patriot Act? 

If so, describe the disposition of any such complaint. 


We were also asked to respond to the following question - but I'm not sure we are the appropriate responding 
entity: 


"Has the Intelligence Community, Department of Justice, or Federal Bureau of Investigation developed 
regulations or directives defining the meaning of non- content communications? If such regulations or directives 
have been issued, please provide copies to the Committee." 


Please let me know positive and negative fast - (we were missed in the original dissemination). 


- I copied you guys just in case you knew of something out there we weren't aware of.} 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


7/21/2004 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: DEADLINE 07/19/2004 


Date: 06/09/2004 


To: Counterterrorism 

General Counsel 

International Operations 
Laboratory 

CJIS 

Director's Office 
Office of Intelligence 
Security 

Criminal Investigative 
Counterintelligence 
Records Management 


Attn : 

Attn: 

Attn : 
Attn : 

Attn : 

Attn: 

Attn: 

Attn : 

Attn : 

Attn; 

Attn ; 


AD Bald 

DAD Harrin gton 

General counsel Caproni 
DGC Kelley 

SAC Puentes be 

AD Adams 

DAD Hildebrand 

AD Kirkpatrick 

DAD Hooks 

CIO Azmi 

Acting OPR AD Dzwilewski 
PAD Baal n ski 

n.u Fiiaieu 

DAD Berkin 
Acting AD Lewis 
DAD Swecker 
AD Szady 
DAD Andress 
AD Hooton 
DAD Hendershot 


From; 


Office of Congressional Affairs 
Room 72 4 C) 

Contact : 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 0 8-18-2 0 0.5 BY 6517 9 DMH/CLS 

CA# 05-CV-0845 


b2 


Approved By: Powers Richard C 


Drafted By: 


be 

b7C 


b6 

b7C 


Case ID #: 62F-HQ-1077726 Serial 321 


Title: QUESTIONS FOR THE RECORD FOLLOWING 

THE DIRECTOR'S MAY 20, 2004 HEARING 
BEFORE THE SENATE JUDICIARY COMMITTEE 


Synopsis: To request responses to Questions for the Record 

submitted by the Senate Committee on the Judiciary following the 
Director's 5/20/04 oversight hearing. 

Details: The Senate Committee on the Judiciary has posed many 
Questions for the Record based on the Director's 5/20/04 
oversight hearing. Those questions are provided, verbatim, 
below, along with an indication of the Division we believe most 
likely to possess responsive information. Many of these 



To: Counterterrorism From: Office of Congressional Affairs 

Re: 62F-HQ-1077726, 06/09/2004 


b2 
b6 
b7C 

Please make every effort to avoid classified responses. 

If a classified response is necessary, please clearly mark that 
information so that it can be transmitted to the Committee 
separately. In addition, if pending case information will be 
involved, please indicate any such information that would 
preclude us from answering. These responses will be coordinated 
with DOJ before transmission to the Committee. 

The Committee's questions follow. 


questions have subparts. If no assignment is made with respect 
to the subparts of a given question, they are to be answered with 
the main question. If you believe a specific question would be 
more pppropri ?it-el v Hi renter] to another entitv. please contact □ 
ext. for reassignment of the question. 


Questions Posed by Senator Hatch 

On May 24, 2004, the FBI National Press Office issued a press 
release regarding the misidentif ication and release from custody 
of Brandon Mayfield. I am concerned that the FBI arrested an 
American citizen, incarcerated him, and subsequently released him 
from custody because of a misidentif ied fingerprint . 

1 . Laboratory Division (LD) (in coordination with the 
Counterterrorism Division (CTD) ) . In order to more fully 
understand this issue, please provide a chronology of events 
leading up to the misidentif icat ion of Mr. Mayfield. Include in 
this chronology an explanation of the events leading up to the 
initial identification of Brandon Mayfield as well as the 
circumstances that led to acknowledgement that Mayfield had been 
misidentif ied . Specifically, what efforts were made to secure 
the original or best fingerprint evidence? How many requests 
were made? Was there any attempt to utilize the actual prints 
held by the authorities in Spain? How many visits to Spain were 
made regarding the fingerprints in question? When was Mr. 
Mayfield officially identified? At what point did the FBI become 
aware of the doubts of the Spaniards as to Mr. Mayfield being the 
owner of the prints in question? When did the FBI discover the 
misidentif ication? What actions were taken immediately following 
the misidentif ication? 

2 . LD. 

a. Please describe the standard protocols and 
methodologies that FBI fingerprint examiners use to determine 
whether a particular latent fingerprint is of value for 
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a. In how many such cases has the authorities to delay 
notification been used? 

b. In how many such cases has the authority added by 
Section 213(b) (1), which allows a delay where "the court finds 
reasonable cause to believe that providing immediate notification 
of the execution of the warrant may have an adverse result" been 
used? Please describe the circumstances in each of these cases . 

c. In how many such cases has the authority set forth 
in 18 U.S.C. 2705(E), which provides for delay in cases which 
would "otherwise seriously jeapor[dize] an investigation or 
unduly [delay] a trial" been used? Please describe the 
circumstances in each of these cases? 

83. Sections 201 and 202 of the USA-Patriot Act added a number 
of offenses to the "predicate offense list" applicable to 
criminal ■ wiretaps pursuant to Chapter 119 of Title 18. The 
following question pertains to the time period since the passage 
of the USA-Patriot Act, October 26, 2001. 

a. OGC . In how many cases has have the newly-added 
predicate offenses been used to support an application for a 
criminal wiretap under the authority of Chapter 119 of Title 18? 

b. OGC . In how many such cases has the newly- added 
predicate offense been the only predicate offense asserted as the 
basis for the warrant, i.e., where a warrant could not have been 
lawfully issued but for the passage of the additional criminal 
predicates? 

c. Inspection Division . Has the Department of Justice 
or the Federal Bureau of Investigation received any complaints 
regarding the application or implementation of Sections 201 or 
202 of the USA-Patriot Act? If so, please describe the nature 
and disposition of any such complaint. 

d. OGC ■ Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute, including the addition -of predicate crimes, which 
the Congress should consider? 

84. Sections 203(b) and 203(d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in most cases mandatory. The following questions 
pertain to the implementation of these sections. 
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a. OGC ■ Section 203(c) of the USA-Patriot Act 
requires the Attorney General to "establish procedures for the 
disclosure for the disclosure of information" as provided for in 
Section 203. Have such procedures been promulgated? If so, 
please provide a copy of those procedures to the Committee. 


b. OGC . Section 2 03 (b) specifically provides 
authority "to share electronic, wire, and oral interception 
information" where such information is foreign intelligence 
information. What is the method for disseminating such 
information to the Intelligence Community? 


(i) In your testimony you made reference to 
newly-created procedures by which the Federal Bureau of 
Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism' used for 
dissemination of Section 203 (b) material? 




issued? 


(1), If so, how many such reports have been 


(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such x 
intelligence reports? 


c. OGC . Section 203(d), the so-called "catch-all" 
provision, provides a general authority to share foreign 
intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the 
Intelligence Community? 

(i) In your testimony you made reference to 
newly-created procedures by which the Federal Bureau of 
Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for 
dissemination of Section 203 (d) material? 





issued? 


(1) If so, how many such reports have been 


(2). Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


d. OGC . Section 905(c) of the USA-Patriot Act requires 
the' Attorney General to "develop procedures for the 
administration of this section. . . ." Have such procedures been 

promulgated? If so, please provide a copy of those procedures to 
the Committee. 
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e. Inspection Division . Has the Department of 
Justice, the Director of Central Intelligence (in his capacity as 
head of the Intelligence Community) or the Federal Bureau of 
Investigation received any complaints regarding the application 
or implementation of Section 203 of the USA-Patriot Act? If so, 
please describe the nature and disposition of any such complaint. 


f . QGC . Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute which the Congress should consider? 

85. Sections 2,06 of the USA-Patriot Act, the so-called "roving 
wiretap" provision, permits the issuance of a FISA warrant in 
cases where the subject will use multiple communication 
facilities. This question pertains the implementation of this 
section, during the time period since the passage of the USA- 
Patriot Act, October 26, 2001. 


a. QGC . How often has this authority been used, and 
with what success? 

b. QGC . In your testimony you made reference to 
newly-created procedures by which the Federal Bureau of 
Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for 
dissemination of material acquired pursuant to the FISA? 


issued? 


(i) If so, how many such reports have been 


(ii) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 

c. QGC . Some have read this section as providing for 
surveillance in cases where neither the identify of the subject 
or the facility to be used is known -- in effect, allowing for 
the authorization of FISA surveillance against all phones in a 
particular geographic area to try to intercept conversation of an 
unknown person. Is this the reading of the statute being adopted 
by the Federal Bureau of Investigation and the Department of 
Justice? If not, please provide your interpretation of this 
authority. 


(i) Have any briefs been filed with the Foreign 
Intelligence Surveillance Court on this subject? If so, please 
provide copies of such briefs to the Committee. 
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d. Inspection Division . Has the Department of 
Justice, the Director of Central Intelligence (in his capacity as 
head of the Intelligence Community) or the Federal Bureau of 
Investigation received any complaints regarding the application 
or implementation of Section 206 of the USA-Patriot Act? If so, 
please describe the nature and disposition of such a complaint. 

e. OGC ■ Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute which the Congress should consider? 

86. Section 207 of the USA-Patriot Act extends the time limits 
provided in the FISA which govern surveillance against agents of 
a foreign power. 

a. OGC . Has the Federal Bureau of Investigation or 
the Department of Justice conducted any review to determine 
whether, and if so, how many, personnel resources have been saved 
by this provision? If so, please provide the results to the 
Committee . 

b. OGC . Have there been any cases where, after the 
passage of the now-extended deadlines it was determined, either 
by the Department of Justice, the Federal Bureau of Investigation 
or the Foreign Intelligence Surveillance Court, that surveillance 
should have been terminated at an earlier point because of the 
absence of a legally required predicate? 

c. Inspection Division . Has the Department of 
Justice, the Director of Central Intelligence (in his capacity as 
head of the Intelligence Community) or the Federal Bureau of 
Investigation received any complaints regarding the application 
or implementation of Section 207 of the USA-Patriot Act? If so, 
please describe the nature and disposition of any such complaint. 

d. OGC . Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute which the Congress should consider? 

87. Section 209 of the USA-Patriot Act clarified the law with 
regarding the applicability of criminal search warrants to voice 
mail. This question pertains, to application of this provision 
since its passage. 

a. OGC . How many such search warrants have been 
issued since passage of this act? 

b. OGC . In such cases, have there been any instances 
in which a wiretap, as opposed to a search, warrant would not 
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have been supported by the facts asserted in support of the 
search warrant . 

c. Inspection Division . Has the Department of Justice 
or the Federal Bureau of Investigation received any complaints . 
regarding the application or implementation of Section 209 of the 
USA-Patriot Act? If so, please describe the nature and 
disposition of any such complaint. 

d. OGC . Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute which the Congress should consider? 

88. Section 212 .of the USA-Patriot Act permits communications 
service providers to provide customer records or the content of 
customer communications to the FBI in an emergency situation. 

This question pertains to application of this provision since its 
passage, and to all instances, not only to terrorism 
investigations . 

a. OGC . In' how many cases has this provision been 
used? Please provide a short description of each such case to 
the Committee. 

b. OGC ■ In any such case have there been any cases in 
which, except for the time constraints imposed by the emergency 
situation, a conventional wiretap or search warrant, would not 
have been supported by the facts available to the Government at 
the time of the emergency request? If so, please describe such 
situations . 

c. Inspection Division . Has .the Department of Justice 
or the Federal Bureau of Investigation received any complaints 
regarding the application or implementation of Section 212 of the 
USA-Patriot Act? If so, please describe the nature and 
disposition of any such complaint . 

d. OGC . Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute which the Congress should consider? 

89. Section 214 of the USA-Patriot Act permits the use of FISA 
pen register/trap & trace orders with respect to electronic 
communications, and eliminates the requirement that such use be 
only in the context of a terrorist or espionage investigation. 
This question pertains to application of this provision since its 
passage, and to all instances, not only terrorism investigations. 
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a. OGC . In how many cases has this authority been 

used? 

(i) How many of such cases were terrorism- 

related? 

b. OGC ■ Of the cases in which such authority was 
used, in how many was a subsequent application for a full 
surveillance order made pursuant to the FISA, or Chapter 19 of 
Title 18? 

c. Inspection Division . Has the Intelligence 
Community, Department of Justice, or Federal Bureau of 
Investigation developed regulations or directives defining the 
meaning of non- content communications? If such regulations or 
directives have been issued, please provide copies to the 
Committee. 


d. OGC ■ In your test imony • you made reference to 
newly-created procedures by which the Federal Bureau of 
Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism used for 
dissemination of material acquired pursuant to this section of 
the FISA? 


issued? 


(i; 


If so, how many such reports have been 


(ii) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 

90. Section 215 of the USA-Patriot act authorizes the Foreign 
Intelligence Surveillance Court to issue orders permitting FBI to 
access "tangible" items in the course of a terrorism or espionage 
investigation. The following questions pertain to the 
application of this provision since its inception. 

a. OGC . How many times has this authority been used, 
and with what success? 

b. OGC . Has this provision been used to require the 
provision of information from a library or bookstore? If so, 
please • describe how many times, and in what circumstances. 

c. OGC . In your testimony you compared this provision 
with existing authority in the criminal context, noting that 
records such as library records are subject to a grand jury 
subpoena. However, in criminal cases the propriety and 
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lawfulness of subpoenae are to some extent tested in the 
adversary process of a trial - how, in the context of the FISA, 
does such a check occur? 

d. OGC ■ As of October 2004 the Department of Justice 
advised that this provision had not been used. If that is true, 
is there a necessity to maintain this provision in law? Why? 


(i) With respect to the potential applicability 
of this section to libraries and bookstores, there has been some 
concern that. the mere prospect of use of the statute has a 
"chilling effect" on the use of these facilities. Can this 
chilling effect be minimized, if not eliminated, by incorporating 
a higher threshold for use in the limited context of libraries 
and bookstores? If not, why not? 


e. OGC . In your testimony you made reference to 
newly-created procedures by which the Federal Bureau of 
Investigation disseminates intelligence via "electronic 
intelligence reports" - is this the mechanism ■ used for 
dissemination of material acquired pursuant to this section of 
the FISA? 


issued? 


(i) If so, how many such reports have been 


(ii) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 

f. Inspection Division . Has the Department of 
Justice, the Director of Central Intelligence (in his capacity as 
head of the Intelligence ' Community) or the Federal Bureau of 
Investigation received any complaints regarding the application 
or implementation of Section 215- of the USA-Patriot Act? If so, 
please describe the nature and disposition of any such complaint. 


g. OGC ■ Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute which the Congress should consider? 


91.' Section 217 of the USA-Patriot Act authorizes, without court 
order, the interception of communications to and from a 
trespasser with a protected computer. ThiS' question pertains to 
the implementation of this provision since its passage. 

a. OGC . How many times has the authority under this 
section been used, and with what success? Please provide 
descriptions of the circumstances where it has been used. 
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b. OGC ■ Section 217(2) (I) requires authorization by 
the owner of the computer before the section can be applied. Can 
this authorization be withdrawn or limited by the owner of the 
computer?' If so, how and in what circumstances? 

c. Inspection Division . Has the Department of 

Justice, the Director of Central Intelligence (in his capacity as 
head of the Intelligence Community) or the Federal Bureau of 
Investigation received any complaints regarding the application 
or implementation of Section 217 of the USA-Patriot Act? If so, 
please describe the nature and disposition of each such 
complaint . ■ 

I 

92. Section 218 of the USA-Patriot Act created the so-called 
"significant purpose" test for applications pursuant the FISA, 
clarifying the law to recognize that in many cases such 
surveillance may implicate both a law enforcement and an 
intelligence interest. This question pertains to the 
implementation of this provision since its passage. 

a. OGC . Please provide the Committee with specific 
examples, in unclassified form if possible, of cases in which 
both law enforcement and intelligence interests were 
"significant . " 

b. Inspection Division . Has the Department of 
Justice, the Director of Central Intelligence (in his capacity as 
head of the Intelligence Community) or the Federal Bureau of 
Investigation received any complaints regarding the application 
or implementation of Section 218 of the USA-Patriot Act? If so, 
please describe the nature and disposition of each such 
complaint . 

/ 

c. OGC . Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute which the Congress should .consider? 

93. Section 220 of the USA-Patriot Act, "Nationwide Service of 
Search Warrants for Electronic Evidence" allows for the execution 
of a search warrant seeking electronic data anywhere in the 
country. This question pertains to the implementation of this 
provision since its passage. 

a. OGC ■ In how many cases has this authority been 

used? 

b. Inspection Division . Has the Department of Justice 
or the Federal Bureau of Investigation received any complaints 
regarding the application or implementation of Section 220 of the 
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USA-Patriot Act? If so, please describe the nature and 
disposition of each such complaint. 

c. OGC . Based upon the application of this provision 
of law during the period since its passage, are there changes to 
this statute which the Congress should consider? 

94. OGC . Section 223 of the USA-Patriot Act creates a cause of. 
action for willful violations of Title Ill's electronic 
surveillance procedures. Have any such lawsuits been brought? 

If so, please provide details of each such case. 

95. OGC . Section 225 of the USA-Patriot Act provides immunity 
for those who aid in the execution of a FISA order. Has such 
immunity been invoked? If so, please describe any such case. 

96 . The following question pertains to surveillance conducted 
pursuant to the FISA. 

a. CTD . What is the backlog on processing of 
intercepts? What is the average time between interception and 
first monitoring. 

b. 010 . What percentage of intercepts that are not in 
English are translated within 24 hours? A week? 

c. 010 . How many hours of FISA intercepts remain 
untranslated as of May 20, 2004? 

d. CTD . Please describe the process of indexing and 
retrieving FISA material. 

e. 010 . In the past 5 years, has there been a review 
or audit of the accuracy of FBI translations of intercepted or 
seized foreign language, material? 


Questions Posed by Senator Feinaold 

FBI Role in Iraq 

97. 010. 

a. How many special agents, translators, and other FBI 
employees have been assigned to work in Iraq since March 2003 and 
how many are currently there ? 

b. Where were these agents, translators, and other 
employees assigned before they were sent to Iraq? 
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asking him to clarify whether section 215 has been used since 
September 18, 2003. (Copy of letter attached.) 

a. Please indicate whether section 215 has been used 
since September 18, 2003. 

b. If section 215 has been used, please describe how 
it has been used. How many U.S. persons and non-U. S. persons 
were targets of the investigation? Was the section 215 order 
served on a library, newsroom, or other First Amendment sensitive 
place? Was the product of the search used in a criminal 
prosecution? 

104. CTD . The Security and Freedom Ensured (SAFE) Act (S. 1709) 
would amend the roving wiretaps provision of the PATRIOT Act 
(section 206) by placing reasonable safeguards to protect the 
conversations of innocent Americans. 

a. The SAFE Act would require the FBI to determine 
whether the target of the wiretap is present at the place being 
tapped. Since the FBI must already comply with this requirement 
when conducting roving wiretaps in criminal investigations .(see 
18 U.S.C. § 2518(11), (12)), why shouldn't Congress require the 

FBI to comply with this important requirement when conducting 
roving wiretaps in foreign intelligence investigations? Please 
explain. 


b. The SAFE Act would also require the FBI to identify 
either the target of the wiretap or the place to be wiretapped. 
For example, in the event that the FBI. has a physical description 
of the target but does not know the identity of the target, the 
SAFE Act would allow the FBI to conduct a "John Doe" wiretap by 
identifying the facilities to be wiretapped. This is a sensible 
requirement to protect innocent Americans who are not the target 
of an investigation, while still allowing the FBI to conduct 
surveillance of suspected terrorists or spies. Why shouldn't 
Congress enact this prudent safeguard? Please explain. 


Questions Posed by Senator Durbin 

105. Finance Division . You testified that terrorism prevention 
is the top priority of the Bureau and that resources have been 
diverted within the Bureau in support of this important effort. 
However, the fight against terrorism should not come at the cost 
of diminished law enforcement in critical areas such as criminal 
civil rights violations. Please discuss what resources if any 
have been diverted away from the FBI's Civil Rights Program since 
September 11, 2001. 
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(OGC) (FBI) 


From: 

Sent: 

To: 


(OGC) (FBI) 


Thursday .liilv 1F 9004 8:33 AM 

(OGC) (FBI) 


Subject: Answer to SSCI Question 34 


b6 

b7C 


AT, I. TNPORMATTON rONTATNED 

HEREIW IS UNCLASSIFIED 

DATE 00-22-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


"Prior to the Patriot Act, the FISA statute was interpreted to require that there existed a "primary purpose" of 
gathering intelligence in order to secure a FISA Court order. Because of this interpetation of the FISA statute, the 
Department of Justice and the FISA Court required that certain procedures be followed in order to share 
intelligence with criminal investigators and prosecutors. These procedures were often burdensome, but prior to 
the Patriot Act information was shared from intelligence investigations to criminal investigations. This sharing 
was often difficult and burdensome, but intelligence information was shared with criminal investigations." 


UNCLASSIFIED 


7/15/2004 



I 


CERTIFICATE OF SERVICE OF ATTACHED ORDER 


Date and Time of Service 


Place of Service 
Served upon 


ALL IMFORMATIOM CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 12-14-2005 BY 65179 DNH/BAW/PVR 


Served by 


DECLARATION OF SERVER 

I declare under penalty of perjury under the laws of the United States of America that the 
foregoing information contained in the Certificate of Service of Attached Order is true and 
correct. 


Executed on 

Date 


By:_ 

Signature of Server 


Inquiries Regarding Production May Be Directed to: 

Name of Special Agent 
Federal Bureau of Investigation 

Field Office 

Telephone Number 
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(OGC) (FBI) 

From: 


b6 

OGC) (FBI) 


Sent: Wednesday, May 04, 2005 7:55 AM 


To: 


OCA) (FBI); THOMAS, JULIE F. (OGC) (FBI) 


Cc: 


(OGC) (FBI) 


ALL INFORMATION CONTAINED 


Subject: RE; Request for Classification Guidance 


HEREIN IS UNCLASSIFIED 

DATE 06-23-2005 BY 65179 DMH/CLB 


UNCLASSIFIED 
NON-RECORD be 

, b7C 


CA# 05-CV-0845 


I read the last bullet in the atta 
not provide any information tha 
operational concerns vis-a-vis tl 



d do not see that it raises any classification issues. The bullet does 
as mn c-ernerl ahp ut I defer to WFO regarding any 


case 


Original Messaoe- 

Fromi 


Sp.nf: Tupsdav. Mav n?. 


Cc]_ 


|(OCA) (FBI) 

ZOOS 3:16 PM 

£OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 
(OGC) (FBI) 


Subject: Request for Classification Guidance 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Willie Hulon is testifying on Thurs (5/5) before the House Judicary Crime Subcommittee re Patriot Act §212 
(emergency disclosures by ISPs). In prepping him for this hearing, we obtained reports from TLU relating 
to use of §212. The attached wpd are bullets summarizing the reports that were prepared for Mr. Hulon. 

Between Jan and March 2003 there was a spike in the use of §212 that is a ttributed to a particular 
investigative effort that is described in the WFO e-mail that is also attached. I I 

I iMr.Hulorj I 


Thanks, 


Office of Congressional Affairs 
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b6 

UNCLASSIFIED 


UNCLASSIFIED 


6/14/2005 , 
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kOGC) (FBI) 


From: 

Sent; 

To: 

Cc: 



Subject: FW: ISO Details 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


AT, I, INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 06-23-2005 BY 65179 DMH/CLS 


[Any ideas? 

nrininal Meg^ane- 

From 


Subject: 150 Details 

UNCLASSIFIED 
NON-RECORD 


(OCA) (FBI) 


b6 

b7C 


CA# 05-CV-0845 


sent: Frirlav. Anril 01 , >>( 

l05 10:35 AM 

To 

(OGC) (, 

FBDJ |(0GC) (FBI' 

1 KCTD) (FBI] 

TACjtFBI) 


(CTD) (FBI); 


b6 

b7C 


Last year, FBI OGC (specifically! lof ILU) began drafting a report concerning use of Patriot Act 

|is out of the office on AL this week. The narrative case example was i n the earliest versions 

1 1 have not been able to 


provisions. 

of the report as an example of information sharing (§203), however, in 


locate any back-up documents that would provide additional details (i. 


TT^this case. I'm casting a 


juujuuL iiuiiiu; 

wide net in the hopes that this narrative rings a bell with someone who could point me in the direction of additional 
details. Any guidance addressees can provide would be appreciated. Thanks, 


I've included you because this draft report has been around for a while and may have come through the 
hxecbtaff while you were there.) be 


b7C 






In the aftermath of the September 1 1th attacks, a reliable intelligence asset identified a naturalized U.S. citizen 
from a middle-eastern country as a leader among a group of Islamic extremists residing in the U.S. The subject's 
extremist views, affiliations with other terrorism subjects, and his heavy involvement in the stock market increased 
the potential that he was a possible financier and material supporter of terrorist activities. Early in the criminal 
investigation it was confirmed that the subject had developed a complex scheme to defr aud multiple brokerage 
firms of large amounts of money. The subject was arrested and pled ouiltv to wire fraud. I I 
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OGC) (FBI) 

1 — - Vvg „ „ ,,, „„ 

From: j 


(OGC) (FBI) b7c 


Sent: 

Tuesday, November 16 

1, 2004 7:12 AM 


To: 


TD) (FBI) 

AlX \ Al 


[OGC) (FBI); THOMAS, JULIE F. (OGC) 


(hBI); KbLLhY, PA I KICK W. (0 6u) (hblj 


Subject; RE: 207208 letter 


AI>L INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-23-2005 BY 65179 DMH/'CLS 


UNCLASSIFIED CA# 05-CV-0845 

NON-RECORD 


Agree. 


nrjninal Mpc;t;anp 

From:| [UD) (FBI) 

Se nt: Monday. November 15. 2004 8 ; 05 PM 

Tof 

KEI 

CcJ KITD) (FBI) 


\0CC) (FBlf 

I FV.PAikifiK wrnri n (fbi) 


Subject: RE: 207208 letter 


b6 

b7C 


(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 


UNCLASSIFIED 

NON-RECORD 


Unless I hear back otherwise, given everyone's comments, I will reply back to the USAO that FBI OGC is 
reviewing the matter and that they should inform the local FBI agents that they should not send out the 
letter without first conferring with FBI OGC NSLB. 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 


Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research FarJIi 
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Subject: RE: 207208 letter 


(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 


klTD) 


UNCLASSIFIED 

NON-RECORD 


Since the pon 


CD 


ent refers to ITOS II, let me see what I can find out from my end. 
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Sent: 

To: 

Cc: 



(OGC) (FBI) 

From: 


OGC) (FBI) ' 


CA# 05-CV-0845 


Wednesday, August 25, 2004 10:44 AM 
(OCA) ( FBI) 


b6 

b7C 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


pCA) (FBI 


(OGC) (FBI) 


Subject: RE; Classified Input re Patriot Act cases 


UNCLASSIFIED 

NON-RECORD 


3 )n tracking Patriot Act sunset provisions, ILU made that suggestion early on~and I don't know where it 
ut it was not done. We have since scrubbed the field-via CDCs for input and I know that NSLB has done 


went- 

the same with CTD but. We can't make anybody do anything-all we can do is ask and thankfully, most CDCs 
are conscientious enough to help out but all they can at the FO level is ask as well. [Also, I know that EOUSA 
surveyed US Attorney's offices but, again, a response was not mandatory by them either and the responses 
reflect that]. In my opinion, the only way to ensure responsiveness, completeness, accuracy, and timeliness is for 
our front office to mandate reporting of incidents. 
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OdflinaLLlessafle; 

From 


tOCA) (FBI) 


Sept: Tuesday- Aiinust 

To 
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24, 2004 6:56 PM 


J(OGC) (FB^ 
|(OCA) (FBI 


I (OGC) (FBI) 


Subject: RE: Classified Input re Patriot Act cases 
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Patriot Act will continue to be scrutinized - even beyond the sunset. If you oi| fiave any thoughts on 
how we can accomplish this. I'd appreciate it. — ^ 
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tOCA) (FBlj 


iject; Kh: Classified Input re Patriot Act cases 


(OGC) (FBI) 


b6 
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UNCLASSIFIED 

NON-RECORD 


how did this meeting turn out? 
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O riginal Message- 
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Sei ■ ^ 
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To 
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Su 
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OCA) (FBI) 
*^^004 6:23 ek. 
JOGC) (FBH 
1^) (FBI) ^ 

^_i T X. r*\_ 


(OGC) (FBI) 


ijecx: Kt: c.iassined Input re Patriot Act cases 


UNCLASSIFIED 

NON-RECORD 


and I spoke. We're happy to staff this meeting and r eport b ack - 1 think that 


ULK IS going to suggest that we go back to the drawing board and | | and I are happy to 


defend our methodology in collecting the info and advocate for getting something to CMS, 
even if DOJ thinks we can get better examples if we ask differently. You're welcome to send 
someone if you want to - or we'll report back. Thanks, 


b2 
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Office of Congressional Affairs 
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(OGC) (FBI) 
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~CA) (FBI) 


|OCA) (FBI) 


Subject: RE: Classified Input re Patriot Act cases 
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J I have an 1 1 : 00 am meeting and | \ who helped on this is out of the 

OTTice until Wednesd ay. Spikp is out as well until Wednesday. I'll see if I can get 
someone else to go. 


^ I 
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l(OGC) (FBI) 
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Liassmed Input re Patriot Act cases 
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Not sure I could contribute much to a discussion of the classified portion 
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of the sunset provisions. Although we put the whole thing together, the 
classified parts are CTD/NSLB input. But, I can go if you want. 
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O riginal Message 

Fromj |0CA) (FBI) 

Se nt: Monday. August 2 3. 2004 12: 22 PM 


Tof 

Cc' 


S' 


OGC) (FBI)J 
CA) (FBI) 


Subject: hw; uassinol Input re Patriot Act cases 


DOJ has scheduled at meeting tomorrow at 10:30 am in the OIPR 
conference room (61 50 maini to discuss our classified report re Pat riot 
Act sunset provisionsj I 

| vviiiie I III iiui buie iiidi ueduiiiie ib iiiiii, i ueiieve we iidve d 

corisiderable interest in getti ng DOJ to sign off on our draft. 

I am planning to attend, as is| Please advise if you can attend or 
send a designee. Thanks, 


Uftice ot Congressional Affairs 
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(OGC) (OGA) 
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pCA) (FBI) 


Subject: RE: Classified Input re Patriot Act cases 


UNCLASSIFIED 

NON-RECORD 


OK, looks like 10:30 works for us over here. As of right now, it will be 
OLA (Sean Mc Laughlin and Dave Blake), OLP (Rachel Brand), OIPR 
and possibly representatives from ODAG, CRM and/or 


EOUSA. We will meet in the OIPR conference room (6150 main). 
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To 


1:1 FiTiTi STMiTITiTna 


OCA) (FBI) 
2004 11:19 AM 
(OGC) (OGA) 


Subject: RE: Classified Input re Patriot Act cases 
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10:30 tomorrow is great for me! Thanks, 
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ijecc: Kt: uassinea input re Patriot Act cases 
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UNCLASSIFIED 

NON-RECORD 


Is tomorrow at 10:30am a good time for your to meet on 
this? I'll probably invite OLA/OLP/OlPR and possibly 
ODAG. 


Or iginal Messaae- 

From:| 

Sent: 

To: _ 

Cc:l 


Mnnoav. Aiinii«;r 
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OCA) (FBI) 

04 10:44 AM 
(OGA) 

OGC) (FBI)[ 


PCATTFBD- 

"SuBJecCruassified Input re Patriot Act cases 

Importance: High 


b6 
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1i nnt a rail this morning fron 


teneralGouns^rsOTTIce) asking 


aTJOUl tns SiaillS of the FBI's input into the classified 
1C report on Patriot Act cases. When I spoke with 


JarTe 


bout this last-week (I think you know 
a detail at Senate Judiciary last 


week), he said it was at DOJ? 

Is that correct and do you have any info re when the 
-ceuiaw will be complete? 


_pffered this morning thal | ) s anxious to get 


this out and may finalize the response without 
FBI/DOJ input. 


(S) 


(S) 
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From: 


(OGC) (FBI) 
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Sent: 

To: 


Sunday, August 08, 2004 9:40 AM 


rOGC) (FBI) 


Subject: RE: CTD responses 


CA# 05-CV-0845 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Section 2IlLQ£Jlie Patriot Act has nothing to do with FISA. It permits the sharing of Title III information - 1 


explained this tc| j^st.w eek. I am at a loss on how to get this point acr oss to them. Could you please sit 
down in person witn | ~^ nd/or his unit chiefs and iron this out?| | 
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From: 


(OGC) (FBI) 


Se nt: Friday, August 06, 2 004 4:50 PM 
To j l (OGC) (FBI) 

Subject: FW: CTD responses 

Importance: High 
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Please see answers below. 


ALL INFORMANT I ON CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
SHOWN OTHERWISE 


Assistant uenerai 


Counsel 


Nat ional Spcii rity Law Branch 


Exti 


-nrininal Moccano- 

From 


CTD) (FBI) 
S ent: Friday, August 06, 20 04 4:16 PM 
■ [dGC) (FBI) 

njECCTRErCTUTSSponSes 

Importance: High 


Si 
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SENSITIVE BUT UNCLASSIFIED 
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I below are responses to Questions 84 (b) , 84 (c) and 90 (e) . I 
apologize for the delay. When la.st wr snnkp. t w:=i.-=i left with the impression 

that you were going to reach out to the following week. In any 

event, my Unit Chiefs tried to track down information to respond to the 
questions. Hopefully, you'll be able to make use of the information. Please 
feel free to modify/reformat as you see fit. Thanks, and have a good weekend. 
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84 . Sections 203 (b) and 203 (d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in most cases mandatory. The following questions 
pertain to the implementation of these sections . 

b. Section 203(b) specifically provides authority "to share 
electronic, wire, and oral interception information" 
where such information is foreign intelligence 
information. What is the method for disseminating such 
information to the Intelligence Community? 

In regard to the dissemination of Foreign Intelligence 
Surveillance Act ( FISA) -derived electronic, wire and oral 
intercept information, the FBI's Counterterrorism Division 
employs a general evaluation and oversight process which includes 
input from Operational Program Managers, Intelligence Analysts, 
the National Security Law Branch, and, when necessary, the 
Department of Justice. The intelligence information's value is 
assessed for dissemination to not only the Intelligence Community 
(IC) , but also federal, state and local law enforcement entities 
(dependent upon proposed use, context and nature of any threat- 
related information) , and, when authorized by DOJ, to foreign 
intelligence services and foreign law enforcement agencies 
(dependent upon proposed use, context and nature of any threat- 
related information) . 

For general FBI intelligence dissemination, minimized FISA- 
derived intelligence is analyzed and sanitized to protect 
intelligence sources and methods and, if applicable. United 
States persons and entities, that may possibly be compromised or 
negatively impacted if left unprotected. FBI Program Managers 
and Intelligence Analysts concurrently identify FISA-derived 
intelligence that is consistent with IC intelligence requirements 
and interests. This information is subsequently disseminated via 
an Intelligence Information Report (HR) , an 

electronic communication format that is widely accepted among the 
IC as the standard intelligence dissemination vehicle. HRs 
consist of raw intelligence, (intelligence which is not finally 
evaluated) , as well as some degree of associated clarifying 
information which puts the raw intelligence into context. HRs 
are drafted and prepared by the FBI's cadre of Intelligence 
Analysts/Reports Officers. 

(i) In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203 (b) 
material? 
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Yes, the FBI disseminates raw intelligence via the HR. 

<1) If so, how many such reports have been 
issued? 

During the period August, 2002 (the beginning time-frame in 
which statistical data was collected), through August, 2004, the 
Counterterrorism Division has disseminated 242 HRs containing 
FISA-derived intelligence. 

(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 

There are various means by which HRs are evaluated. 

Members of the IC often provide feedback assessing the quality 
and value of specific HRs directly to the FBI Intelligence 
Analysts/Reports Officers who author the reports. On each HR, 
the Reports Officers identify a means for the customers to 
contact them directly. IC members will assess the 
quality/relevancy of the reporting, as well as submit additional 
collection requirements. Often, IC members forward formal 
Requests for Information (RFIs) requesting additional information 
which was protected (not provided) in the HR (en example would 
be U.S. Person information). RFIs can provide an excellent 
indication of intelligence community interest in FBI reporting. 
The FBI's Office of Intelligence also receives evaluations or 
assessments of FBI reporting. The Office of Intelligence is 
working to establish a formal HR evaluation- mechanism by which 
recipients can rate or provide feedback on FBI intelligence 
reporting. 


84. Sections 203(b) and 203(d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in most cases mandatory. The following questions 
pertain to the implementation of these sections . 

c. Section 203(d), the so-called "catch-all" provision, 
provides a general authority to share foreign 
intelligence information with the Intelligence 
Community. What is the method for disseminating such 
information to the Intelligence Community? 

The Counterterrorism Division shares foreign intelligence 
information, as defined in Section 203(d) (2), with the 
Intelligence Community (IC) through several dissemination 
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conduits. Dissemination can be through direct classified 
and unclassified Intelligence Information Reports (IIRs), 
Intelligence Assessments, Intelligence Bulletins, Teletype 
Memoranda (TM) , or through Intelligence Community websites on a 
classified network. The FBI also shares intelligence information 
through membership interaction by IC representatives 
participating on FBI Joint Terrorism Task Forces (JTTFs) which 
are operating in 84 locations across the United States. 
Unclassified, but law enforcement sensitive, intelligence 
information, also is disseminated to Federal, state, and local 
law enforcement intelligence components through Law Enforcement 
Online (LEO) , a computer network which provides finished 
intelligence products, assessments, and bulletins on significant 
developments or trends. 

(i) In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203 (b) 
material? 

Dissemination of Electronic, Wire, and Oral Interception 
Information to the IC derived through standard criminal 
procedures may be effected electronically through IIRs, 

TM, Intelligence Assessments, Intelligence Bulletins. However, 
dissemination of this intelligence information also may be 
transacted through the exchange of FBI Letterhead 
Memoranda (LHMs) among relevant IC members. 

(1) If so, how many such reports have been 
issued? 

The FBI has no central database readily to determine the 
quantity of 203 (b) material disseminations through the 
aforementioned methods. 

(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 

There are various means by which IIRs are evaluated. 

Members of the USIC often provide feedback assessing the quality 
and value of specific IIRs directly to the FBI Intelligence 
Analyst s /Reports Officers who author the reports. On each HR, 
the Reports Officers identify a means for the customers to 
contact them directly. IC members will assess the 
quality/relevancy of the reporting, as well as submit additional 
collection requirements. Often, IC members forward formal 
Requests for Information (RFIs) requesting additional information 
which was protected (not provided) in the HR (an example would 
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be U.S. Person information). RFIs can provide an excellent 
indication of IC interest in FBI reporting. The FBI's Office of 
Intelligence also receives evaluations or assessments of FBI 
reporting. The Office of Intelligence is working to establish a 
formal HR evaluation mechanism by which recipients can rate or 
provide feedback on FBI intelligence reporting. 

90. Section 215 of the USA-Patriot act authorizes the Foreign 
Intelligence Surveillance Court to issue orders permitting FBI to 
access "tangible" items in the course of a terrorism or espionage 
investigation. The following questions pertain to the 
application of this provision since its inception. 

e . In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material accpired 
pursuant to this section of the FISA? 

The Intelligence Information Report (HR) is the mechanism 
by which the FBI disseminates raw intelligence information to the 
Intelligence, Policy, Defense and Law Enforcement Communities. 

The intelligence information contained in these HRs is 
information generally derived from FBI operations, investigations 
or sources. Intelligence information acquired pursuant to 
Section 215 of the USA-Patriot Act could, if deemed appropriate, 
be disseminated via an HR. Between August 2002 and August 2004, 
the FBI has disseminated approximately 3860 terrorism-related 
HRs to the Intelligence Community. 

(i) If so, how many such reports have been issued? 

None of the information contained in the 3860 terrorism- 
related HRs disseminated between August 2002 and August 2004 was 
acquired pursuant to section 215 of the USA-Patriot Act. 

(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such 
intelligence reports? 

Although the FBI has procedures to evaluate the quality of 
intelligence reports, no reports have been disseminated which 
contained information obtained via application of section 215. 
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Subject: FW: CTD responses 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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Information regarding question 90. Please let me know if this helps. 

Thanifc gnain 


Assistant General Counsel 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bl 

b2 

b5 

b6 

b7C 

b7E 


Yes, there has only beeij ^usiness record order issued, althoug more are likely to be filed 
with the FISC on Friday, as to the intelligence reports, I have no ideaT?7natthose are, as I V^^ ( S ) 


orders - th 


¥ 


they'd have no reason to transmit it to any other place 


nd it was given to the field that needed it and 


Orininal Messaap- 

Fromj 
Senti 


weu i iesudv. auuusl u4 ‘ 


Td 
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pid I are seeking your knowledge on question # 90 below. 


Please see attached emails. 
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Clear this Witt' 
business recoVfl Otiief.' 


|to make sure what I said was correct - we have only obtaine 
Thanks. 
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FYI. 


Interesting information re. question 90. 


Op 

Froml 


ininal Mpccanp- 


Fro 

gppl-! vupnnpgnax/ miniigr 


To 

Subject: CTD responses 


iCYD) (FBI) 
p4, 2004 2:22 PM 
OGC) (FBI) 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


bl 

b2 

bS 

b6 

b7C 

b7E 


I met witi 


yesterday and she provide 


i^t questions to 

whicn you needei rsspofises. You may recall thal| (nformation did not 

reflect the questions accurately or distinguish between tne dirrerent sections in the 
Patriot Act. With that being said, I'm coordinating with our Operational Counterparts to 
try to get appropriate responses. I should have all the responses in by tomorrow 
morning. 


One question which we probably will be unable to answer positively is question 90. 
This question has t o do wit h Section 215 of the Patriot Act (Tangible items). During 
my discussion with |she recalled onl| pstance wherein tha t particutar 
section was utilized] |l can't seem to 

identify anyone who nas knowledge OT this incident or, in tact, if there were any other 
applications (which is unlikelvl ^of Section 215. This may require a canvass to all field 
CDCs. I'm quite sure that CTd 


weaiarrq 

question specmcaiiy asKs aoout intelligence reports 


, natsnot to say tna 

jaitnougn i can't even say that), but the 


terrorism Keports and kequirements Section 
Countprtprrnri.qm nivision, FBIHQ, Room 4712 
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b6 


b7C 
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Question 90 states: 


90. Section 215 of the USA-Patriot act authorizes the Foreign 
Intelligence Surveillance Court to issue orders permitting FBI 
to access "tangible" items in the course of a terrorism or 
espionage investigation. The following questions pertain to the 
application of this provision since its inception 


e. OGC . In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" 
- is this the mechanism used for dissemination of material 
acquired pursuant to this section of the FISA? 

(i) If so, how many such reports have been issued? 

(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such 
intelligence reports? 
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b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLA S SIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


6/14/2005 


Message 


Page 9 of 9 


s|e*e^ 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



6/14/2005 



Message 


S^ET 


Page 1 of 2 


(OGC) (FBI) 


From: 

Sent: 

To: 


OGC) (FBI) 

Wednesday, August 04 2004 2:53 PM 
(OGC) (FBI) 


Subject: RE; CTD responses 


DATE: 12-10-2005 

CLASSIFIED BY 65179 DMH/BABPVR 
jjg REASON: 1.4 (C) 

DECLASSIFY ON: 12-10-2030 


b7C 

CA# 05-CV-0845 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Clear this witt to make sure what I said was correct - we have only obtain 

Thanks. 


usiness record order. 

(S) 


OrpinaLidfissaflfi; 

From: 


Se 

To 

Su 


t 


OGC) (FBI) 
Wprlnp<;dr>v. Auaiisfr 04, 2004 2:50 PM 


DGC) (FBI) 

ijecc: Fw: uu responses 


b2 

b€ all informatiom cohtaihed 

HEREIN IS UNCLASSIFIED 
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Interesting information re. question 90. 
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all tha j lin formation did not reflect the questions accurately or 

distinguish between the different sections in the Patriot Act. With that being said, I'm coordinating with our 
Operational Counterparts to try to get appropriate responses. I should have all the responses in by 
tomorrow morning. 
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li^ 


"canrseem to identify anyone who has knowledge of thi^ incidsni or, in fact, ir mere were any Otnfer 
applicati ons (which is unlikelvt of Section 215. This mav require a canvass to all field CDCs. I'm niiitp Riirg 
that CTdT 


1 nars not to say tnat we didn 


say that), but the question specifically asks about intelligence reports. 


I 


although I can't even 


bl 


b2 


b5 


uestion has to 
she recalled opiy 

I b6 


b7C 


b7E 


6/14/2005 
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lerrorism Kepons ana Kequirements Section 
Counterterrorism Division. FBIHQ, Room 4712 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SE NSITIVE B UT UNCLASSIFIED 



b2 

b6 

b7C 


6/14/2005 
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KOGC) (FBI) 


DECLASSIFIED BY 65179 DMH/BAW/PVR 
OK 12 15 2005 


From: 

Sent: 

To: 


(OGC) (FBI) 


Tuesday, August 03, 2004 3:41 PM 


b6 

b7C 


(CTD) (FBI) 

Subject: FW: NSLB Responses - S^et [OGC seeking assistance from CTD] 

Importance: High 


/\ 


^U) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


CA# 05-CV-0845 


O Moccano- 

From 



( 

JTZoi 


Iu6saav. AudUSt^ T. 

Ifq rpi (FBI) 


(OGC) (FBI) 
04 11:34 AM 


b6 


b7C 


KOGC) (F^BI); BOWMAN, MARION E. (OGC) (FBI) 
Subject: hw: NbLB Responses - [OGC seeking assistance from CTD] 

Importance: High 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


OGC was tasked with answering certain QFRs from the Director’s tpstimnnv in May. Some require 


■^SSISTSnce from CTD. Approxima tely 2 or so we eks ago we contacteq 
help. The task is now assigned tol | We have left several reminders witni 

a response. .1 know he is probably 


Mpccanp- 


Iwho g raciously agreed to 
3ut have not received 


us? Thanks! 

Orminal 

From: |[OGC) (FBI) 

Se nt: liiesflav. Aiinust o.j r :^04 11:17 AM 


it OCA is pushing us to get the answeis imalized. Could you help 


>epi 

ro 

Sum 


b6 


b7C 


(OGC) (FBI) 

Subject: FW: NSLB Responses - Se^t [OGC seeking assistance from CTD] 

Importance: High 


(U) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Here is the whole string of emails. Hopefully you can make sense of it. 


b2 


Assistant uenerai 


b7C 


Counsel 


National Sec urity Law Branch 


OriainarMessaae 

From; 


[OGC) (FBI) 
Se nt: Vridav. July Zi. 2 004 2:43 PM 


(U) 


To[ l(CTD) (FBI) 

Subject: FW: NSLB Responses - S«x^t [OGC seeking assistance from CTD] 

Importance: High ^ ^ 


6/14/2005 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


1 just received an Outlook Auto response thal| 
is trying to respond to OCA by COB today. 


B out of the office today and possibly Monday. OGC 


Would you be able to address the following issues (please see emails below). 
Any help would be greatly appreciated. 

Thank you in advance, 


Assistant General Counsel 


b2 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


Thank you for your previous help with the questions from OCA. As indicated in my previous 
email, we unfortunately need more specific answers to the three questions that you so 
generously provided earlier. 

I am sure that you are extremely busy, but OCA is looking for a response no later than COB 
today. Therefore, any help would be greatly appreciated. 

In addition, we wanted to make sure that CTD agrees with our answer to Question 89d, where 
we state in our response to refer to question 85. 

89d. OGC . In your testimony you made reference to newly-created procedures by which the Federal 
Bureau of Investigation disseminates intelligence via "electronic intelligence reports" - is this the 
mechanism used for dissemination of material acquired pursuant to this section of the FISA? 

(i) If so, how many such reports have been issued? 

(ii) Has the Federal Bureau of Investigation developed procedures to ascertain the quality and 
value ofsuch intelligence reports? 

Response : Please see answer to Question 85. 


6/14/2005 
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Please let me know if any of this is possible. 

Thank you in advance. Please do not hesitate to contact me for any reason. 


Assistant General Counsel 
M a tinnaLS ocurity Law Branch 


Ofjiair 

From 

SeptibznE 

I°L. 

Sutnecn 


(OGC) (FBI) 
rzTTz004 2:41 PM 
(CTD) (OGA) 
sponses - Se^t[U) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thank you for your responses. Unfortunately, we still have some follow up questions. 
Question 84 (b) is specific to section 203 (b) which deals with disclosure to grand jury, title 3 
etc. Question 84 (d) specifically deals with Section 203 (d) and question 90(e) deals with 
Section 215 (business records, etc.) of the USA-Patriot Act. 

Is it possible to obtain anything more specific? 

I appreciate all the help that you have provided with this, and as always any additional 
information is greatly appreciated. 

Please note that I have attached the selected questions to this email. 

If you have any questions, please do not hesitate to contact me. 

Again, thank you. 


Assistant General Counsel 
iational Secu rity Law Branch 



Drininal M« 

From 

Sent: Tuesday 


(CTD) (OGA) 
)04 9:19 AM 
]pGC)(FBI) 
J(CTD)(FBIJ 


Subject: RE: NSLB Responses - Sep^ (U 


UNCLASSIFIED 


CTD) (FBI) 


6/14/2005 







b5 


OGC) (FBI) 

3 2004 4:34 PM 
(CTD)(OGA) 
sponses - (U) 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 

b€ 

b7C 

1 just left you a message regarding this issue. 

assistance with three questions posed by OPA/OCA. 
u are the person with the answers. ^ 

NSLB supplied the following attached answers to OPA/OCA. We incorporated the 
answer that you supplied to question 85. There are three other answers that we 
thought CTD would be able to answer better/more complete than OGC and 
indicated such in OGC's responses. (Response to questions 84(b), 84(c), and 90 
(e)). We believe that portions of the responses can be found in the answer to 85 
that you previously supplied. 

OCA stated that they would not accept OGC's answers to 84(b), 84(c), and 90 (e) 


NSLB is s eeking 
said yo 
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and that we needed to contact CTD for the answers. 


Please let me know if this is possible. Any help is greatly appreciated. 


Assistant General Cou nsel 
Nat jonal Sec urity Law Branch 
Ext 


— -O riginal Message 

From 


Se^ 


OGC) (FBI) 

y i u t iudv. ju i v 1 ^. zuu H 2 :50 PM 


JOGC) (FBI) 


Subject: NSLB Responses - SeO^ 


UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSIT I VE BUT UNCLASSIFIED 


SEN S ITIVE BUT UNCLASSIFIED 


SENSITIV E BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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SENSITIVE BUT UNCLASSIFIED 
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ALL INFORMATION COHTAIMED 

HEREIN IS UNCLASSIFIED 

DATE 08-30-2005 BY 65179 DMH/CLS 



Sent: Thursday, July 29, 2004 5:38 PM 

To: I ] (OGC) FBI)| | OGC) (FBI) . b7c 

Cc: ;OI) (FBI) | l (OGCHFBI) 

Subject: TIDE (TTIC) Information Sharing 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



SENSITIVE BUT UNCLASSIFIED 
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(OGC) (FBI) 

From: 


toGC) (FBI) b6 

DECLASSIFIED DY DMIl/f^LS 

Sent: 

Monday, July 26. 2004 1 0:22 AM b 7 c 

ON 08-24-2005 

To: 1 


OGC) (FBI) 

CA# 05-CV-0845 


Subject: FW: Sunset provisions 

"sEgRgE/ToRCON.NOFORN 
RECORD 66F-HQ-C1 364260 


Here it is. 

O riginal Messaqe- 

From^ ^ ^ 


Sei 

To 


It: Tuesday. July 


](C 


_(OGC)(FBI) 
2004 12:20 PM 
(OCA) (FBI) 


b6 


b7C 


rCGC) (FBI)I 

(DGC) (FBI) 


(UGL) (UGA): 

OCA) (FBI) 



(OGC) (FBI); 


~§EeRgT//ORCON.NOFORN 
RECORD 66F-HQ-C1 364260 


[attached are our comments and the results of our field and HQ survey on th <^ Patriot A ct sunset provisions. 

jkept the classification 
am 


we Tolded in the examples provided by NSLB so it is one complete OGC package 
she received for the examples but she deleted most of the references to subject's rtames, ideations, etc--so 
sure that much what is labled SECRET can be declassified--but I can't do that, which is why I copied Spike 


Not knowing what format you wanted, I just sent it as is. DGC Pat Kelley has approved it as well. 



b2 

b6 

b7C 


DERIV^ FROM: IVIultipfe'Sources 

DECLAgSt^aynj0140720 

aECRETOORCONJ^nOFORi^ 


DERjVED FROM: Multiple Sources 

DECLSSSiF^N^jg440720' 

SECRETffOl^N^NOFORN^ 


b6 

b7C 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-30-2005 BY 65179 UHH/CLS 

CA# 05-CV-0845 


(OGC) (FBI) 



Subject: Patriot Act 203(d) Issue 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


When last we met, I was going to explore teeing up the question of whether Section 203 (d) trumped two statutory 
restrictions on sharing foreign intel information from criminal investigations with the IC-NICS information on 
attempted gun purchases and taxpayer return information. 
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Subject: FW; QFRs#104 


-SE€*RET 

RECORD 66F- 05-CV-0845 


Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 
Se nt: Wednesday. July 21 . 2004 2:02 PM 
Toj |(OGC) (FBI) 

Subject: rvv; ffiuV 

RECORD 66F- 


ALL INFORMATION CONTAINED 
HEREIN iS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: 12-29-2005 

CLASSIFIED BY 65 17 9dmh/ BAw OS-cv-0845 
REASON: '1.4 (C) 

DECLASSIFY ON; 12-29-2030 


O riginal Message — 

From ! I (OGC) (FBI) 

Sent: i uesaay, July 2 U, 2UU4 6:55 PM 
To: BOWMAN, MARION E. (OGC) (FBI) 
Subject: RE: QFRs #104 


siei^T 

RECORD 66F- 


Spike, 

I took a shot at this, then decided I was being too confrontational to send it, so I'm passing on back to you as a 
"draft." In addition, I don't know how, in timely fashion, answer the first part without the specifics, which are 
secret. 


b6 

b7C 


TEXT: 

Several factors make the proposed requirement unnecessary. 

First, the way "roving wiretaps" are provided for by FISA makes them uncommon in real-world application. 

That is, the FBI can obtain an order for a roving FISA wiretap only under circumstances in which we can show 
that the target of the proposed surveillance is doing something to make it difficult, if not impossible, to identify the 
carrier on whom an order may be served. As a matter of fact, this means roving FISA wiretaps are rare. 

Codifying a requirement is not gong to impact a significant number of instances of electronic surveillance. That is 
to say, the optics of enacting such legislation may appear to protect innocent Americans from the FBI, but in 
reality it isn't going to apply to many surveillances at all. 


[S] 

bl 


SECRET 


6/14/2005 
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(T.T) 

The fact of the matter is that we already comply with a requirement that we determine whether the target of a 


wiretap is present, and leaislatinq that rule would be carrvinq coals to Newcastle As'a' m'atter offact. the’situatipn 
that ariSRs more fraquantly in the real woTlrl ififthatltieTFRI i.a.renCjired:to foreao'retention and^use otintormation - 


* — that really, is foreign irttejligence informatiprl 

](S) 


b2 

b5 

b7E 


In my experience, we have never obtained an order to wiretap a target we could not identify if we could not 
identify the premises to be surveilled, and I am having a difficult time imagining how we could satisfy the statutory 
requirements for a FISA order without showing PC to believe one or the other. I simply cannot see how we cold 
make the necessary showing that the target was taking steps to obscure the carrier on whom to serve the order if, 
not knowing his identity, we could not specify the premises he was using. 


nrifiinal Mpccanp 

From] jCTD) (FBI) 

Sent: Tuesday, July 20, 2004 2:39 PM 
To: BOWMAN, MARION E. (OGC) (FBI); 
Subject: QFRs #104 


(OGC) (FBI) 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hello, 


On 05/20/04 the Director testified before the Senate Judiciary, which has 
resulted in 270 QFRs to the FBI. Attached you will find one regarding your 
program. Can you have .some one nrenarp an un ci a.s.sl f i ed response to this 
question and get it back to and myself by 07/22/04. 

Unfortunately, the deadline is immediate as this question was inadvertently 
left of the series of questions due to OCA on July 19th. 


b6 

b7C 


Below is questions #104. 

104. CTD . The Security and Freedom Ensured (SAFE) Act (S. 1709) would amend 
the roving wiretaps provision of the PATRIOT Act (section 206) by placing 
reasonable safeguards to protect the conversations of innocent -Americans. 


a. The SAFE Act would require the FBI to determine whether the target of the 
wiretap is present at the place being tapped. Since the FBI must already 
comply with this requirement when conducting roving wiretaps in criminal 
investigations (see 18 U.S.C. § 2518(11), (12)), why shouldn't Congress 

require the FBI to comply with this important requirement when conducting 
roving wiretaps in foreign intelligence investigations? Please explain. 


b. The SAFE Act would also require the FB I to identify either the target of 


the wiretap or the place to be wiretapped] 1 




This is a sensible requirement 


to protect innocent Americans who are not the target of an investigation. 


6/14/2005 
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while still allowing the FBI to conduct surveillance of suspected terrorists 
or spies. Why shouldn't Congress enact this prudent safeguard? Please explain. 


Thanks , 

b2 

b6 

b7C 



SECRET 
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ALL IMFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-31-2005 BY 65179 DMH/CLS 



Subject: RE: QFRs #104 

SENSITIV E B UT UNCLASSIFIE D 
NON-RECORD 

b6 

I I b7C 

Can we chat on Thursday? I've tried to put this information together with the question, and I'm confused because 
it seems like they are trying to MAKE presence of the target a requirement. I'm sure you can explain it to me. 

Can we talk? 



Subject: RE: QFRs #104 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Q #85 on roving wiretaps did not present this issue, thus the response prepared for Q #85 did not be 

address the issue presented in Q# 104. Might OCA already have sought and obtained a separate 
response associated with the legislation described: SAFE Act (s 1709) that could be used. For what its 
worth here's my thoughts: 
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O riginal Message 

From |[OGC) (FBI) 

Se nt: l uesdav, July z u, ZUU^ 4:55 PM 
To ( l (rTD) (FBI) 


Subject: FW: QFRs #104 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Sorr^ 

nrTm?J 

1 had the wrong e-mail address in the first e-mail. 

Mpt;«;anp 

From 

(OGC) (FBI) 

Sent 

! Tuesday. July 20. 2004 4:44 PM 

Tol 


fOGG fFBU: (OGG (FBII 

KOGC) (FBI)l [OGC) (FBI) 

cc: Curran, 

John F. (OGC) (OGA); BOWMAN, MARION b. (OGC) (FBI) 


Subject: FW: QFRs #104 


b6 

b7C 


b2 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b7E 


Help!! 
to ns 


It appears that QFR #104 was assigned to the Office of Intelligence and they are referring it 
ThR nijestiy n has to do with imposing statutory safeguards on our use of roving wiretaps. 

answere d a roving wiretap QFR and that i swhv l am forwa rding this e-mail to 
_ [will be out of the office tomorrow so] >ffered up [ j oassigt- I anr 
^cause I believe the FISA rovings have mainly been used ir j | :ases so 
^ould add would be great. Sorry for the short notice. We just received this 




mem. Moweve 
forwarding this 
whatever though 
request. Thanks. 

Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 
Se nt: Tuesday, July 20, 20 04 4:32 PM 


b6 


To 

Su 


£ 


iject: RE: QFRs #104 


OGC) (FBI) b7c 


SENSIT I VE BUT UNCLASSIFIED 
NON-RECORD 


Yes, I guess so 


— OrpnaLMessaflfi; 

From: 


(OGC) (FBI) 


Sent: Tuesday, July 20, 2004 4:30 PM 
To: BOWMAN, MARION E. (OGC) (FBI) 
Subject: RE: QFRs #104 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

It was not assigned to anyone in OGC. Do you want us to handle it? 
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— -Original Message — 

From: BOWMAN, MARION E. (OGC) (FBI) 
Sent: Tuesday, lulv 20. 2004 4:13 PM 

To] |(OGC) (FBI) 

Subject: FW: QFRs #104 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Did we or ILU handle a related question? 

O riginal Message 

From I "I CTD) (FBI) 

Sent: Tuesday, July 20, 2004 2:39 PM 
To: BOWMAN, MARION E. (OGC) (FBI)I 
Subject: QFRs #104 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

loGC) (FBI) b7C 


Hello, 


On 05/20/04 the Director testified before the Senate 
Judiciary, which has resulted in 270 QFRs to the FBI. Attached 
you will find one regarding your program. Can you have someone 
prepare an unclassified response to this question and get it 
back to and myself by 07/22/04. b6 

Unfortunately, tne deadline is immediate as this question was 
inadvertently left of the series of questions due to OCA on 
July 19th. 


b7C 


Below is questions #104. 

104. CTD . The Security and Freedom Ensured (SAFE) Act (S. 1709) 
would amend the roving wiretaps provision of the PATRIOT Act 
(section 206) by placing reasonable safeguards to protect the 
conversations of innocent Americans. 


a. The SAFE Act would require the FBI to determine whether the 
target of the wiretap is present at the place being tapped. 
Since the FBI must already comply with this requirement when 
conducting roving wiretaps in criminal investigations (see 18 
U.S.C. § 2518(11), (12)), why shouldn't Congress require the 

FBI to comply with this important requirement when conducting 
roving wiretaps in foreign intelligence investigations? Please 
explain . 


b. The SAFE Act would also require the FBI to identify either 


the target of the wiretap or the place to be 

wiretapped. 1 1 




THIS IS a sensible 


lequiieiiieiiL lu piULecL liiiluCBiiL Aiueriuans Wfl4 are not the 
target of an investigation, while still allowing the FBI to 
conduct surveillance of suspected terrorists or spies. Why 
shouldn't Congress enact this prudent safeguard? Please bs 

explain . 

b7E 
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Thanks, 

b2 

b6 

bVC 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SE NSITIV E BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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Message 


LAMMERT, ELAINE N. (OGC) (FBI) 


ALL INFORMATIOM COMTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-01-2005 BY 65179 DMH/CLS 


CA# 05-CV-0845 


Page 1 of 3 


b6 

”b7C 


From: |(OGC) (FBI) 

Sent: Tuesday, July 20, 2004 5:00 PM 

To: 


1 „ , ' 

rPRh 

|(OGC) (FB 



OGC) (FBI) 

, 


Cc: BOWMAN, MARION E. (OGC) (FBI)| 

Subject: RE; QFRs#104 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


bGC) (FBI) 


b6 

b7C 


Listen 


ind I have not been involved in any roving wiretaps, and are going to be not very helpful here. 



I We are different because we are collecting intelligence to prevent a horrible occurence. We are 
not just collecting evidence. We won't know where the target will be or where they will go. 


have you seen a roving FISA? 
Original Message 


b6 

b7C 


OGC) (FBI) 


From 

Se nt: Tuesday, July 20, 2 004 4:44 P M 
To l IfOG C) (FBI] 

(OGC) (FBI)I [OGC) (F^ 

Cc: Curran, John F. (OGC) (OGA); BOWMAN, MARION E. (OGC) (FBI) 
Subject: FW: QFRs #104 


OGC) (FBI) 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Help!! It appears that QFR #104 was assigned to the Office of Intelligence and they are 


referring it to us. 


JhS. 




uestion has to do with imposing statutory safeguards on our use of roving wiretaps, 
nswered a roving wiretap QFR and t hat is w hy I am forward ing this e-mail to them.' 


jvill be out of the office tomorrow s( | [ offered u[f^ 


nuwtivei , 

o assist. I am forwarding th is tcf 


because I believe the FISA rovings have mainly been used ilj bases so whatever thought 
add would be great. Sorry for the short notice. We Just receh/eu this request. Thanks 

Original Message 

From; BOWMAN, MARION E. (OGC) (FBI) 

Se nt; Tuesday, July 20, 20 04 4:32 PM 
To: | K OGC) (FBI) 

Subject: RE: QFRs #104 


this td ~1 
s ould 


b6 


b7C 


b2 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Yes, I guess so 


6/14/2005 
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— OcioinaLMessafle; 

From 


_rOGC) (FBI) 


Sent: Tuesday, July 20, 2004 4:30 PM 
To: BOWMAN, MARION E. (OGC) (FBI) 
Subject: RE; QFRs #104 


b6 

blC 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


It was not assigned to anyone in OGC. Do you want us to handle it? 


Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 

Se nt: Tuesday. July 20. 20 04 4:13 PM 

To j t OGC) (FBI) b7C 

Subject: FW: QFRs #104 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Did we or ILL) handle a related question? 


Orininal Mpq«;aQP 

From [cTD) (FBI) 

Sent: I uesday, July 2U, 2004 2:39 PM 
To: BOWMAN, MARION E. (OGC) (FBI)T 
Subject: QFRs #104 


b6 

b7C 

(OGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hello , 


On 05/20/04 the Director testified before the Senate Judiciary, 
which has resulted in 270 QFRs to the FBI. Attached you will find 
one regarding your program. Can you have someone prepare— aja^_ 


unclafifiifj ad response to this question and get it back tX 


| and myself by 07/22/04; Unfortunately, the deadline is 

immeaiace as this question was inadvertently left of the series of 
questions due to OCA on July 19th. 


b6 

b7C 


Below is questions #104 . 


104. CTD . The Security and Freedom Ensured (SAFE) Act (S. 1709) 
would amend the roving wiretaps provision of the PATRIOT Act 
(section 206) by placing reasonable safeguards to protect the 
conversations of innocent Americans. 

a. The SAFE Act would require the FBI to determine whether the 
target of the wiretap is present at the place being tapped. Since 
the FBI must already comply with this requirement when conducting 
roving wiretaps in criminal investigations (see 18 U.S.C. § 2518 
(11), (12)), why shouldn't Congress require the FBI to comply with 

this important requirement when conducting roving wiretaps in 
foreign intelligence investigations? Please explain. 


b. The SAFE Act would also require the FBI to identify either the 
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From: 

Sent: 


(OGC) (FBI) 


(OGC) (FBI) 


Friday. July 16, 2004 11:56 AM 


sieRgC 

RECORD 66F-HQ-A1 247863 


National Security LavJ 


DECLASSIFIED BY 65179 DMH/CLS 
OH 09 05 2005 


CA# 05-CV-0845 


b6 

b7C 


To: 

J(CTD) (FBI) 



Cc: 

JoGC) (FBI) 

OGC) (FBI; 


(UCiCJ) (hbl) 

Subject: CT Survival Guide 





b2 

b6 

b7C 


OGC, asked me to review for 


legal sufficiency Section X of the draft "C*i suivivanjuiue. eiiiiiieu MaiiiuiMui . Mv comments follow 
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DATE: 12-15-2005 

CLASSIFIED BY 6517 9 DMH/BAKt/PVR 
REASON; 1.4 (C) 

DECLASSIFY ON: 12-15-2030 

entire pages of 1, 2,3, classified and part of page 33 in this review only 










SECRET 
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CA# 05-CV-0845 


OGC) (FBI) 


b6 

-b7C 


From: 

Sent: 

To: 

Cc: 

Subject: 


(OGC) (FBI) 


Tuesday, July 13, 2004 1:17 PM 
t>GC) (FBI)t 
(OGC) (FBI)I 


OGC) (FB I) 

(OGC) (FBI) 


FW: Sunset Provision Examples 

Importance: High 

RECORD 66F-HQ-C1364260 


b6 

b7C 


of ILL) needs immediate assistance with a tasking. Senator Feinstein 
wants to support the Bureau by promoting the renewal of the sunset provisions of the Patriot Act. In order to do 
so, she needs concrete examples of where the provisions have been useful to specific investigations. CTD 
provided case summaries but, in most of the cases, it is difficult to ascertain just how the provision(s) was useful 
to the investigation. 


nd I discussed this tasking and determined that the best and most expedient way of assisting with this 
would be for the attorneys assigned to the substantive unit with responsibility for the case t o review t he summary 
and then meet with the HQ agent to positively determine just how the provision was useful. | [cautioned 

that many of the agents are unfamiliar with the exact provisions of the Patriot Act, Some do not realize that the 
provisions used in the investigation derived from the Patriot Act and are destined to go away if not renewed. 

Thus, you may need to educate the agent about the provisions befor e discussing with them how they were useful 
to specific investigations] fs Just looking for a couple of lines. pote below provides a good 

explanation. 


b6 


b7C 


From my quick review, it looks like the bulk of these are CONUS II and III cases. 


SS/[ 

com 


of WFO is CONUS II as well 


are listed on many of the summaries. I thinij 


but 


b6 

b7C 


lj\^any summaries have SSA 


tnis m 


Is also listed as is SSA 


Bbsence). 


[name attached. I think he is CONUS III. SSa|| 


(I think he is CONUS IV but you were kind enough to agree to take 


b6 

b7C 


If I am wrong in my assignment to the t wo of vou fo r all the summaries, please let me know ASAP. Sorry for the 


short deadline, and thanks. Please sea 


hessage below. Let me know if I can offer any help. 


Original Message 

From 


(OGC) (FBI) 

I utisudv. juiv 1.3. PM 


b6 

b7C 


Sent 

Toj“ l(OGC) (FBI) 

SuDject: bunset h’rovision Examples 

RECORD 66F-HQ-C1 364260 


b6 

b7C 


|As per our conversation earlier today. I'm soliciting the assistance of NSLB attorneys as they may be 

more familiar with the terrorism cases than I am. Attached is a list of case summaries submitted by CTD that may 
be examples of how the various sunset provisions of the Patriot Act were utilized. I have placed them in 
categories based upon the sunset provision that the field asserts was utilized on that case, however, for most 
cases it is difficult for me to ascertain how that provision was utilized and if it was helpful in the case. 
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Could NSLB review the case summaries and talk to anyone in CTD or the field in order to advise me specifically 
how that provision of the Patriot Act was helpful. The information can be classified. Please provide that 
information to me either via a phone call TODAY, or via e-mail by COB today. I am under an extremely tight 
deadline so that a classified list of examples might be provided to Senator Feinstein in an effort to justify the 
renewal of these provisions. 

Attached is both the classified submission by CTD and a brief synopsis of the effect of each provision. 
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(OGC) (FBI) 


From: 

Sent: 

To: 

Cc: 


bGC) (FBI) 


_ 

b7C 


Wednesday, July 07, 2004 4:08 PM 
|(CTD) (FBI) 


DECLASSIFIED BY 65179 DMH/CLS 
ON '0 9- 0 5-2005 

CA# 05-CV-0845 


DGC) (FBI); AINORA, THOMAS (OGC) (FBI) 


Subject; Legal Review of "On the Job Guidebook" 


SESRE3^ 

RECORD 66F-HQ-A1 247863 

b6 

bVC 

I and several National Security Law Branch attorneys are reviewing assigned portions of your draft "On the Job 
Guidebook" for legal sufficiency. I assigned myself the chapters on the Foreign Intelligence Surveillance Act and 
lOBs, which I'll do separately. 

b5 

b6 

b7C 


Also, in the first paragraph in that section 

I t>5 


Same paragraph: A nit-the word "government" is never capitalized unless it appears with the initials "U.S." The 
same rule applies to the word "federal." GPO Style Manual. 


Same section, third oaraoraoh: 





Re the next page (p. 27), I believe you have melded your discussions of probable cause and primary purpose 
without intending to do so. I recommend you break them out as follows: 


b5 


In criminal investigations, for years the courts applied a two-pronged test for probable cause. The first prong 
required police officers to assess the credibility of a source; the second prong required an assessment of the 
source's basis of knowledge. In a 1983 decision, Illinois vs. Gates (462 U.S. 213) the U.S. Supreme 
Court reviewed the state of the law to that point and concluded that the correct test for probable cause was a 
"totality of circumstances" test. While this test requires more than an unfounded suspicion, courts applying the 
Illinois vs. Gates standard have recognized that probable cause is less demanding than the evidentiary standard 
of beyond a reasonable doubt and is a lower standard than "preponderance of the evidence." As a result, 
magistrates reviewing criminal warrants are now simply required "to make a practical, common-sense decision 
whether, given all the circumstances set forth in [an] affidavit . . . this is a fair probability that . . . evidence of a 
crime will be found in a particular place." Illinois vs. Gates, 462 U.S. 213 at 238. 

FISA has this same legal standard for probable cause: totality of the circumstances . However, unlike criminal 
cases where a magistrate is looking for specific evidence of a crime, the Foreign Intelligence Surveillance Court 


6/14/2005 






Message 


Page 2 of 5 


(FISC) will review an Agent's declaration of facts to determine whether probable cause - i.e., a totality of 
circumstances -- exists to believe the target of proposed search or surveillance is a "foreign power" or "an agent 
of a foreign power," as those terms are defined in FISA. Additionally, if the subject of the proposed search or 
surveillance is a "United States person" as defined in FISA, the FISC must further determine whether probable 
cause exists to believe the target is engaged in activities that involve or may involve criminal conduct. See 
50 U.S.C. § 1801(b). Additionally, for an electronic surveillance or search order to be issued, the FISC must also 
find that there is probable cause to believe that each of the facilities or places to be searched or surveilled is 
being used, or about to be used, by an a foreign power or an agent of a foreign power. Thus, while the 
specific findings of fact are different under FISA, in each instance the underlying legal standard - i.e., the test for 
probable cause remains the same: the totality of the circumstances, just as it is in criminal cases." 



The USA Patriot Act eliminated the wall entirely. Now, rather than requiring the Director of the FBI and the 
Attorney General to certify that "the purpose" of a FISA search or surveillance was to obtain foreign intelligence 
information, it is legally permissible to certify that "a significant purpose" of the FISA is to obtain foreign 
intelligence information. This change in the law thus eliminates the need for FBI investigators to evaluate whether 
an investigation has a predominately criminal or intelligence purpose. It no longer matters. The Attorney General 
has opined that FISA can now be used "primarily for a law enforcement purpose, so long as 'a significant 
purpose'" is also to obtain foreign intelligence information. This change in the law thus permits the full 
coordination between intelligence community and law enforcement personnel. This fact is reflected in the current 
Attorney General Guidelines, which state in part: 


[T[he FBI shall provide intelligence information expeditiously to other agencies in the Intelligence 
Community so that these agencies can take action in a timely manner to protect the national 
security in accordance with their lawful functions." b 2 ,bs, be, b7c, bVE 


From there ! | l think you can return to you| 


on page 27. In this 


regard, to ensure you and I are thinking the same tnougnts. in tne secona run paraarapn on p. 27 vou indicate tha t 


I 


I miiiK yuu neeu to cs iriore precise m your cnoice ot woras. 


b5 


you uesciiue mis process correctly ana compieteiv m tne nevi baraarapn: 




I ne rest or mat paragrapn is legally sumcient as written. 




Re the Section titled "Basic FISA Request Content," page 28, 


He does a lot of your work for you. 


b5 ,b6, b7C 


In the same section, I recommend 


b5 


b5 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-06-2005 BY 65179 DMH/'CLS 


(OGC) (FBI) 


CA# 05-CV-0845 


}0GC) (FBI) 


From: 

L 

Sent: Monday, June 07, 2004 11:13 AM 

To: |(OGC) (FBI) 


b6 

b7C 


Subject: RE: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act 


UNCLASSIFIED 

NON-RECORD 


b5 

b6 

b7C 


Drininal Mp«;t:anp 





Froml 

|(OGC) (FBI) 


b6 

Sent: Monday, limp 07. 

2004 11:00 AM 


^ Vs'ir 

Jid . 

loGC) (FBI) 


l(OGC) (FBI) 

(OGC) (FBI); 

\PGC) (FBI) 




Cc: BOWMAN, MARION E. (OGC) (FBI) 

Subject: FW: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act 


UNCLASSIFIED 

NON-RECORD 


I know it is really short notice (I advised OCA that I did not think we could get our comments to them by 
1 1 :00 am) but if you have comments please let us know. 


O riginal Message-- — 

Fromr toCA) (FBI) 

Se nt: Monday. June U/. 2004 9:06 AM 

To^ 


(OGC ) (FBDf 


],(OGC) (FBI) : BOWMAN. MARION E. (OG C) (FBI) 
(CID) (FBI)l 
(CD) (FBI); 


b6 


CI D) (FBI); ANDRESS. B EVERLY (CD) b7c 
UbbU. KUSANNb ILU) (F BI):I l( CTD) (FBI); 


(FBI)j 

MARRING I UN, 

Subject: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act 


J. (GIU) (FBI); BAGINSKI, MAUREEN A. (DO) (FBI)|_ 


KDO) (FBI) 


UNCLASSIFIED 

NON-RECORD 


The attached testimony is being given before Congress. Please review the testimony and provide your 
comments, if any. to CAO. Please indicate if your division is in favor or opposed to the testimony as well 
as the reasons for your division's position. If your division opposes the testimony fully or in part, but 
believes that it can be remedied by changes in the verbiage, please describe in detail what should be 
added, deleted, or changed, including recommendations for substitute language sufficient to correct the 
objectionable section(s). 


Please E-mail your comments to SSA| with a cc tq |Your 

comments should be prepared in Microsoft word format which is suitabib lur uisseminaiiun to DOJ 
and to congressional staff. Please send these comments to the CAO contact person as an 


b6 


b7C 
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attachment to your E-mail. If you have additional comments which are not suitable for dissemination, 
please include them in the body of your E-mail separate and apart from the attachment. If your division is 
not taking a position and has no comments, please send an E-mail to the CAO contact person stating 
such. 

DEADLINE 1 1 :00 am 6-7-04. We appreciate your attention to this matter. 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-06-2005 BY 65179 DMH/'CLS 

CA# 05-CV-0845 


Page 1 of 1 


l(OGC) (FBI) 

b6 


From: 

Sent: 

To: 


Subject: 


)CA) (FBI) 

Monday, June 07, 2004 9:06 AM 


b7C 


I 


OGC) (FBI) 


(FBI); ANDKESS, RFypKi V luui ihBrn 
ROSANNE (CD) (FBI 


IQGCilEBLL^OWMAN, M ARION F (OaCA rFRhf 
(Oim rFRivI 


CID) 

(CU) (FBI); KUSS'O, 


(CTD) (FBI): HAR RINGTON. T J. (CTD) (FBI); 


PO) (FBI) 


BAGINSKI, MAUREEN A. (DO) (FBI) 

Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act 


Follow Up Flag: Follow up 


Due By: Monday, June 07, 2004 1 1 :00 AM 

Flag Status: Flagged 


UNCLASSIFIED 

NON-RECORD 


The attached testimony is being given before Congress. Please review the testimony and provide your 
comments, if any, to CAO. Please indicate if your division is in favor or opposed to the testimony as well as the 
reasons for your division's position. If your division opposes the testimony fully or in part, but believes that it can 
be remedied by changes in the verbiage, please describe in detail what should be added, deleted, or changed, 
including recommendations for substitute language sufficient to correct the objectionable section(s). 




|vith a cc tc 

format which is suitable for dissemination to DOJ 


Your comments 
and to 


Please E-mail your comments to S& 
should be prepared in Microsoft Won 
congressional staff. Please send these comments to the CAO contact person as an attachment to your E 
mail. If you have additional comments which are not suitable for dissemination, please include them in the body 
of your E-mail separate and apart from the attachment. If your division is not taking a position and has no 
comments, please send an E-mail to the CAO contact person stating such. 


DEADLINE 1 1 :00 am 6-7-04. We appreciate your attention to this matter. 


b2 

b6 


b7C 

UNCLASSIFIED 
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DATE: 12-15-2005 

I CLAS S I E I E D BY 65 17 9 DWH/ B AW/ PVR 
I REASON: 1.4 (C) 

DECLASSIFY ON: 12-15-2030 

CA# 05-CV-0845 


(OGC) (FBI) 


From: 

Sent: 


(DivOO) (FBI) 


b6 

b7C 


ALL CONT AIMED 


HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Tuesday, May 18, 2004 7:19 PM 


To: 

(Div09) (FBI) 

lfDiv091 IFBI 



A. (DivOO) (FBI); BOWMAN, MARION t. (UlVUy) (FBI); 


Jivuy) (FBI) 


Subject: RE: Statistics re USA PATRIOT Act provisions 


UNCLASSIFIED 

NON-RECORD 


I spoke with Rachel 
/ g Delayed Notice - use 
' ^ it had been updated. 


DOJ OLP. She advised as follows: 

es - although this is an old number and should be updated. She was not aware that 


Roving Wiretaps - # is classified 

215 Requests - # (0) was declassified in Sept '03, but has not been declassified since. In Rachel's opinion | | 


If NSLB has additional data that would be helpful for the Director's background information, it would be 
appreciated. Thanks, 


bl 

b5 


Uttice ot Cong ressional Affairs 


Orininal Meccanp- 

Fromj 


(Div09) (FBI) 


Se nt: Tuesday. Mav 18. 2004 2 :52 PM 


To( 


(FBp 

Cc 


OJ 

SuDject: RE: 


£Div09) (FBI);! 
l(Div09) (FBD 


DwcnnFBi) 


b2 

b6 

b7C 


Statistics re USA PATRIOT Act provisions 


(DivOO) (FBI); BOWMAN, MARION E. (Div09) 


UNCLASSIFIED 

NON-RECORD 


assist you in obtaining th e numbers of Roving FISAs and 215 requests As to delay notice| 
I would call CTS, OEO or OLP. 


I M<=:i R »»ii 


bS 


Original Messaae- 

From 


Se nt: Tuesday. Mav 1 8. 2004 2:~Q3 PM 
Irnivnm rpRT^ 


KDIV09) (FBI) 


(Di v09) (FBlf 


Cc" 

Suoject: RE: Statistics re USA PATRIOT Act provisions 


130 

[Div09) (FBI) 

bivOO) (FBI) 


OWMAN, MARION E. (Div09) (FBI)J 


b6 


b7C 


UNCLASSIFIED 

NON-RECORD 


I can provide you the results from the field survey that OGC conducted, however, I can also 
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guarantee that these are not entirely accurate numbers. The field survey was voluntary, and the level of 
detail provided varied between the field offices. Furthermore, since then I have been advised that some 
HQ divisions have been utilizing various Patriot Act tools, and I did not receive any contributions from any 
HQ division on this survey, so their use is not included in any numbers that I have. 

The field offices reported the following: 

I ISI 

Section 206 - Rnvinn RR A order s^ jmes 

Section 215 - Usel |me ^ p ditional orders currently in approval process t >2 

(SI (SI b7E 

Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field 
input on this specific provision at this time. 

Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants 
executed). I believe that Finance Division maintains, compiles, and reports these statistics. They may 
have more accurate field wide numbers. 

I hope this is helpful. 


I 

Assistant General Counsel i^g 
Investigative Law Unit 
Office of the Gene ral Counsel 


O riginal Messaqe- 

Fromf 


] (DivOO) (FBI) 


Sent: Tuesday, May 18, 2004 1:41 PM 


iTDivOgi fFBn 


(Div09) (FBI) 

Cc 

Su Jiecc: i>LausLicy re ubi 

:5lv00) (FBI) 

V PATRIOT Act orovisic 

ins 


|(Div09) (FBI)i 


b6 

b7C 


Importance: High 


UNCLASSIFIED 

NON-RECORD 


In anticipation of the Director's scheduled appearance before the Senate Judiciary Committee this 
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice 
(so-called "Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for 
Tangible Things (i.e., so-called Section 21 5. Orders), since passage of the USA PATRIOT Act. 

I realize there are several potential complications with compiling such numbers (e.g.. Delayed 
Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.). 
Nevertheless, if any of you could provide some input on this, it would be very helpful. We can 
almost guarantee the Director will be asked about the numbers when he testifies. 

Is DOJ compiling numbers? Is there anyone at OLP or OIPR who may know? 

Thanks, 


I b2 

UTTice of cjongressional Affairs 

d6 

b7C 


6/14/2005 
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UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


S|3&I?^T 
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](OGC) (FBI) 


From: 

Sent: 

To: 


Div09) (FBI) 


Tuesday, May 11, 2004 5:23 PM 

(Div09) (FBI) 


b6 

b7C 


Subject: Sunset Provisions 


RECORD 66F-HQ-C1 364260 


DECLASSIFIED BY 65179 DMH/CLS 
ON D9 06 2005 

CA# 05-CV-0845 


o 


|\ttached are the two documents I provided to OPA 
me Tieia survey that I’m currently putting together. 


document was a brief summary we provided to DOJ in March. 


The 1st document is the summary of 
did lea\/e in tne CiassiTis'd portions for you. The 2nd 


The consistent comment from the field was that the information sharing provisions (203 and 21 8) were the most 
important provisions in the Patriot Act. As you know, they have significantly altered the way we conduct business 
on a daily basis. This was a consistent point made in the field responses. They pointed to the joint task forces, 
better communications with other agencies, better working relationships across the board because they are no 
longer stifled by fear that they may inadvertantly share information incorrectly, better use of resources, etc. 

While we know that 21 8 opened the door for more communications from the intell to the criminal side, does NSLB 
have any opinion on what effect the expiration of 218 would have on the FISC court opinion? Would this 
essentially then rebuild the wall? 


If I can help, please feel free to contact me. 

b2 

b6 

b7C 


DE RIVED FRDBfrG=3~FBi-6lass4ficatio n Guide G-3. dated 1/97, ForeumJCounterintettiasricelnvesti^tions 
DECLASSIFICATION EXEMPTION 1 
SECRET ^ 


b6 

b7C 
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SECRET 


DATE: 12-16-2005 

CLASSIFIED BY 65179 DMH/BAW/PVR 
REASON; 1.4 (C) 

DECLASSIFY ON: 12-16-2030 


AI.T, INFORMATION CONTATNRD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


USA Patriot Act 
Sunset Provisions 
Field Office Comments 
April 2004 


CA# 05-CV-0845 


Section 201 & 202 - Expanded Title III predicates 

These provisions expanded the predicate offenses for Title III intercepts to include crimes 
relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C. §§ 2332, 2332a, 
2332b, 2332d, 2339A, and 2339B), and felony violations of computer fraud and abuse 
(18 U.S.C. § 1030). Later amendments to this portion of the statute expanded the Title III 
predicates to also include 18 U.S.C. § 2232f (Bombings of places of public use. 
Government facilities, public transportation systems and infrastructure facilities) and 
2339C (terrorism financing). Due to the timing and statutory placement of these two 
additional predicate offenses, it is likely that these are now included in the sunset 
provision.' 

Survey Results: The respondents to the field survey indicated that there was at least one 
Title III order where terrorism was identified as the predicate offense. 

Section 203 (b) & (d) - Information sharing for foreign intelligence obtained in a Title III and 
criminal investigations. 

Section 203(b) authorizes the sharing of foreign intelligence information obtained in a 
Title III electronic surveillance with other federal officials, including intelligence officers, 
DHS/DOD/ICE officials, and national security officials. The Homeland Security Act 
later authorized disclosure to foreign investigative or intelligence officials and to any 
federal, state, local, and foreign official when it reveals a threat of attack. 


Note: The Congressional Research Services (CRS) report to Congress on the sunset 
provisions erroneously states that “termination of authority under subsection 203(b) may 



Section 203(d) authorizes the sharing of foreign intelligence information collected in a 
criminal investigation with intelligence officials. The Homeland Security Act also added 
foreign intelligence and investigative officials to the list of receiving officials. Due to the 


'See CRS Report for Congress, “USA Patriot Act Sunset: Provisions That Expire on 
December 31, 2005," dated January 2, 2004., CRS Report RS 21704. 

^CRS Report RS 21704 at 5. 


SECRET 




Section 207 - Extended Duration for Certain FISAs 

Section 207 extends the standard duration for several categories of FISA orders. 

[awaiting input from NSLB on this] 

b7C 

Section 209 - Seizure of Voice Mail with a Search Warrant 

Section 209 clarified that voice mail could be obtained with a search warrant under 18 
U.S.C. § 2703 (similar to e-mail). Previously, some courts had required a Title III order 
to obtain stored voice mail. 



Section 212 - Emergency Disclosures of E-mail & Records by ISPs 

Section 212 created a provision that allows a service provider (such as an Internet Service 
Provider) to voluntarily provide the content and records of communications related to a 
subscriber if it involves an emergency related to death or serious injury. The Homeland 
Security Act modified this provision as it relates to the content of communications, but 
not as it relates to the records held by a service provider. For this reason, the 
Congressional Research Service concludes that only those provisions relating to the 
voluntary disclosure of records is subject to the sunset provision.^ 


^See CRS Report, page CRS-8. 

s|g)(|r 





Sf3ei?ET 


[was 2702 (c)(3) part of this provision? - allows for voluntary disclosure of records to 
protect their own property and rights.] 



Section 214 - FISA Pen/Trap Authority 

FISA pen/trap and trace orders are now available whenever the FBI certifies that “the 
information likely to be obtained is foreign intelligence information not concerning a 
United States person, or is relevant to an ongoing investigation to protect against 
international terrorism or clandestine intelligence activities, provided that such 
investigation of a United States person is not conducted solely upon the basis of activities 
protected by the first amendment to the Constitution.” This provision eliminated the 
previous requirement that the application also contain specific and articulable facts giving 
reason to believe that the targeted line was being used by an agent of a foreign power, or 
was in communications with such an agent, under specified circumstances. This 

provision now more closely tracks the requirements to obtain a nen/tran order under the 

criminal provisions set forth in 18 U.S.C. § 3123 


S|pRCT 


bl 







Section 215 - Access to Business Records under FISA 

Section 215 changes the standard to compel production of business records under FISA to 
simple relevance (just as in the FISA pen register standard described above) an d expa nds 


this authority from a limited enumera ted list of certain types of business records] 

to include “any tangible things (including booKs, 


recoras, papers, uocuments, ana otner items for an investigation to protect against 
international terrorism or clandestine intelligence activities, provided that such 
investigation of a United States person is not conducted solely upon the basis of activities 
protected by the first amendment to the Constitution.” 


b2 


b7E 


-Again the field offices consistently report their frustration with the length of time to get any 
approvals from OIPR to utilize these provisions. 


bl 


One field office 
determine which it was. (T 


b confused the 21 5 stating it was an NSL. Check with them to 
tiese are different provisions). 


b2 

b7S 
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From: 

Sent: 

To: 

Cc: 


(OGC) (FBI) 


-b6 


(Div09) (FBI) 


b7C 


Tuesday, May 04, 2004 4:54 PM 

(Div09) (FBI) 


ui^ 


Div09) (FBI 


(Div09) (FBI) 


Subject: Patriot Act Section 215 - after sunset 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-06-2005 BY 65179 UMH/CLS 


CA# 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 

b6 

b7C 


In compiling the information received from our recent field survey on the various sunset provisions. I'm also 
reading a report recently prepared by the Congressional Research Service for Congress on the various sunset 
provisions. The report states that if Section 215 is left to sunset, "the impact of expiration may be mitigated by 
changes in the law governing 'national security letters' that provide access to a wider range of business records" 

This seems to be a confident statement that we will not be impacted by the expiration of Section 21 5. I know that 
I have already found an error in the report regarding Title III issues, and have alerted OEO to the misstatement so 
that it can be corrected. I bring this to your attention to provide you the same opportunity should you disagree 
with the statement. 

If you have any questions, please feel free to contact me. 

b2 

b6 

b7C 


UNCLASSIFIED 


J 
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OGC) (FBI) 


From: 

Sent: 

To: 


(Div09) (FBI) 


Wednesday. April 28, 20 04 9; 12 AM 
(Div09) (FBI) 


b6 

b7C 


Subject: FW; 9/1 1 Commission Recommendations 


ALL INFORMA.TION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-06-2005 BY 65179 UMH/CLS 

CA# 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


Please sed 


Email below and GC's input. Thanks. 


O riginal Messaae- 


Fro 

Sei 

To 

Su 


iDiecr: tvr. y/n curnm 


Idiv 

H9: 


Div09) (FBI) 
10 AM 


I 28, 2W 

Div09) (FBI) 

y/ii LOfrimission Recommendations 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


Below is the final that went through the GC. Spike provided input on this as well. Hopefully, you didn't spend too 
much time on this. 


b6 

Original Message b 7 ( 

From: Caproni, Valerie E. (Div09) (FBI) 

Sent: Wednesday, April 28, 2004 8:26 AM 



UNCLASSIFIED 

NON-RECORD 


Thn.c;fi Innk nnnrl 


I have a question about the proposed change to AG exemptions: since it has to come to DC anyway (and bs 
presumabiy NSLU or ILU shouid be exercising some iegai review of the requests) what is the real benefit of 
delegating down to the field offices? 

Can we do something for Acting SACs? As I recall, OIPR takes the position that an Acting SAC is of a rank lower 
than deputy assistant director. Maybe limit it to Acting SACs that are SES? 


Original Message 

From: KELLEY, PATRICK W. (Div09) (FBI) 
Sent: Tuesday, April 27, 2004 6; 14 PM 
To: Caproni, Valerie E. (Div09) (FBI) 


6/14/2005 






Message 


Page 2 of 7 


Cc rDiv09) (PBI) : BOWMAN, MARION E. (Div09) (FBI) 

(Div09) (FB1)| Div09) (FBI) 

Subject: 9/li Lommission Kecommenaations 



b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


Boss: here's the recommendations I’d like to send 
commission. It's not clear what our deadline is bu[ 


for consideration of the 9/1 1 
>elieves we need to get them ASAP. Thanks. 


April 27, 2004 

b6 

b7C 

FROM: Patrick Kelley, Deputy General Counsel 
Subj: Recommendations to the 9/1 1 Commission 

The following recommendations are forwarded for possible consideration by the 9/11 
Commission. 



6/14/2005 








sample letter.wpd 2702-PAJetter 
(31 KB) v2.wpd (33 KB) 

UNCLASSIFIED 

NON-RECORD 


b6 
b7C 

The first letter looks very well done. It clearly explains that this is a voluntary 
disclosure by the ISP, an important point. I offer the following comments: 

1 - The standard for voluntary disclosure under 2702(b) (7) changed slightly with the 
Homeland Security Act. It now states that the provider must believe in "good faith" that 
the emergency exists. This was due to pressure from the ISPs. They didn't want to be in 
the position to have to determine if the law enforcement request was reasonable (under the 
old "Patriot Act" standard) , but instead only to be held responsible to act in good faith. 
Also, the Homeland Security Act eliminated the requirement that the emergency be in regard 
to "immediate" death or serious physical injury, but instead that immediate action be 
required. (for a more detailed explanation, see the EC we drafted on this - that (FYI) is 
still not signed) . (I edited the letter in this regard and attached it for your review) 



Note - however, that these changes to the standard only effected (b) (7) regarding 
disclosure of content, and did not change the old standard for (c) (4) regarding records. 
Thus, the way this letter spells out the standard for both content and records is good. 



(see EC 66F-HQ-1085159-56 dated 10/14/03) 



i5 






Again, this letter is very well done. These comments are intended to be only minor. It 
does provide more details than I have seen in the past, however, the past does not always 
dictate what is best. I have attached 2 documents. First, my minor edits to the 
statutory language in the letter, and second, the sample letter I attached to the EC I 
drafted . 

Finally, you may not be aware that the reporting requirement for these disclosures 

under the Homeland Security Act has expired. We are no longer reporting these disclosures 
to DOJ as we did througout last year. However, because it is a sunset provision, we are 
trying to keep records on this use of this provision in order to justify the need and 
provide solid examples of its use. 

bic 

If there is anything further I can do to assist, please don't hesistate to contact me. 

Best wishes - 


Original Message- 

From : | 

ConJ- • ar^T-1 I 

To: 

Subj ect : FW : Ponies 


(Div09) (FBI) 
1D4 9:54 AM 
(Div09) (FBI) 


UNCLASSIFIED 

NON-RECORD 


[ Could you review the first 

-etters the FBI has used. Thanks. 


and let me know if it conforms with other 


From: 

Sent-i 

To: 


(WF) (FBI) 



y 2UU4 9:38 AM 
(Div09) (FBI); 


Curran, John F. (UivU9) (OCA) 



(Div09) (FBI) b7C 


Subject: FW: Ponies 


UNCLASSIFIED 

NON-RECORD 


Attached is a sample of the waranntless "Patirot Act" letters that ITOS is providing as a 
"go by" . 


From:| | (WF) (FBI) 

Se nt: Monday. April 26. 2 004 8:46 AM 
To:| (WF) (FBI) 

Subj ect : tomes ' 


UNCLASSIFIED 
NON -RECORD 


I've attached a couple of ponies regarding ISPs that I got from some recent training. 
They are "Patriot Act" letters that look int eresting. Below are comments that came with 
them from one of the CXS guys at HQ. .1 I 


I've attached an Emergency Request that was done stright out of ITOS II here 
-the SC signed off on it and I do not think ITOS 'II is routing them by NSLB 



(but they should atleast report them, after the fact) . The office will have 
to track and report how many of these are done, so check with your CDC for a 
control file number to route them to. I know SAC ' s can sign them in the 
field, but I do not think they can delegate that authoirty down (the same as 
NSL'S) . 

Oh, and the statute is 2703 on the criminal requests, 2703d for the logs, and 
2703f for the preservation request. 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


3 



From: 

Sent: 

To: 

Cc: 

Subject: 



(WF) (FBI) 
^AM 


Monukiv, AUMI zr>, 2UU4 I j.JO 
I |(Div09) (FBl)l 

Curran, John F. (Div09) (OGA) 

FW; Ponies 


(Div09) (FBI) 



ALL INFORMA.TION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-06-2005 BY 65179 DMH/CLB 


CA# 05-CV-0845 


2702-PA_letter.wp PArequest.wpd (28 
d (29 KB) KB) 

UNCLASSIFIED 

NON-RECORD 


Attached is a sample of the waranntless "Patirot Act" letters that ITOS is providing as a 
"go by" . 


Original 


From: 
Sent- 
To 


Message 

(WF) 


Mnrw~la\7 aidi-iT 


2 £_ 


(FBI) 

t 04 8:46 AM 
(WF) (FBI) 


Sub] ecr : ronies 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


I've attached a couple of ponies regarding ISPs that I got from some recent training. 
They are "Patriot Act" letters that l ook int eresting. Below are comments that came with 
them from one of the CXS guys at HQ. . 


I've attached an Emergency Request that was done stright out of ITOS II here 
-the SC signed off on it and I do not think ITOS II is routing them by NSLB 
(but they should atleast report them, after the fact). The office will have 
to track and report how many of these are done, so check with your CDC for a 
control file number to route them to. I know SAC ' s can sign them in the 
field, but I do not think they can delegate that authoirty down (the same as 
NSL' S) . 

Oh, and the statute is 2703 on the criminal requests, 2703d for the logs, and 
2703f for the preservation request. 


UNCLASSIFIED 

UNCLASSIFIED 


1 





Message 


Page 1 of 1 


(OGC) (FBI) 


ALL INFORMATION CONTAINED 

herein is UNCLASSIFIED 

DATE 09-06-2005 BY 65179 DMH/CLS 


CA# 05-CV-0845 


From: Caproni, Valerie E. (Div09) (FBI) 

Sent: Wednesday, April 21 , 2004 8;24 AM 

To: BOWMAN, MARION E. (Div09) (FBI);[ 

rniwnQ'i rpRiy Curran, Jo hn F. (DivOQ') 
|(Div09) (FB^ 

Subject: RE: Patriot Act 


(Div09 ) (FBI) 
biv09) ( 



UNCLASSIFIED 

NON-RECORD 

This has not yet been fully cleared for release by DOJ so do not disseminate outside of NSLU. Also, if there is 
anything in it that gives anyone concern (i.e., are they disclosing too much about sources and methods) please let 
me know ASAP. 


Original Message 

From: BOWMAN, MARION E. (Div09) (FBI) 
Se nt: Wednesday. April 21 . 2004 8:18 AM 
To j | [Div09) (FBI)| 

(FBI); Curran, John F. (Div09) (OGA)!"^ 

(FBI)| I 

Subject: Karriot Act 


n;Div09) (FI 
Jiv09) (FBI)l 



. (Div09) 
(Div09) 


UNCLASSIFIED 

NON-RECORD 

The attached was prepared by DOJ for the campaign to save the Patriot Act provisions that are slated to 
expire. 


UNCLASSIFIED 


UNCLASSIFIED' 


6/14/2005 





Message 


ALL INFORMATION CONTAINED 

herein IS UNCLASSIFIED 

DATE 09-06-2005 BY 65179 DMH/CLB 


Page 1 of 1 


CA# 05-CV-0845 


OGC) (FBI) 


From: 

Sent: 


BOWMAN, MARION E. (Div09) (FBI) 
Wednesday, April 21, 2004 8:18 AM 


b6 

b7C 


To: (Div09) (FBI 

InivOqt fFRIV Caoroni. Valerie E 

fDiv09^ (FRIV Curran, John F. (DivOO (OGA' 

Div09) (FBI) 


|Div09) (FBI): 

Subject: Patriot Act 





UNCLASSIFIED 

NON-RECORD 


The attached was prepared by DOJ for the campaign to save the Patriot Act provisions that are slated to expire. 

UNCLASSIFIED 


6/14/2005 





Message 


Page 1 of 1 



Sent: Monday, April 19, 2004 9:17 AM 



Subject: RE: Restrictions on sharing information with TTIC herein is unclassified 


DATE 09-Q6-2Q05 UY 65179 DWH/CLB 

UNCLASSIFIED 05-CV-0845 

NON-RECORD 


Has there been any further evauation of this position?. I haven't seen any replies to this email. 



Section 203(d) of the Patriot Act provides that "Notwithstanding any other provision of law” it is lawful to 
share foreign intelligence or counterintelligence (as defined in 50 USC 401a) or foreign intelligence 
information obtained as’ part of a criminal investigation with any federal law enforcement, intelligence, 
protective immigration, national defense, or national security official in order to assist the receiving official 
in his official duties. The receiving official may use the information only as necessary in the conduct of his 
official duties subject to any limitation on the unauthorized disclosure of such information. 



UNCLASSIFIED 


UNCLASSIFIED 


6/14/2005 






Message 


Page 1 of 3 


From: [Div09) (FBI) 

Sent: Tuesday, March 30, 2004 3;42 PM 

To: joivOO) (FBI) 

Cc: Curran, John F. (Div09) (OGA); BOWMAN, MARION E. (Div09) (FBI)f 

(Div09) (FBI): KELLEY, PATRICK W. (Div09) (FBI) ^ 

Subject: RE: DOJ Request for Response, due to DOJ MARCH 31 

UNCLASSIFIED 

NON-RECORD 


AI.L TNFORMATTOM COMTATNED 

HEREIN IS UNCLASSIFIED 

DATE 09-06-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


n Here are your responses. 


Question: Has the FBI served any NSLs on libraries since September 1 1 , 2001 - yes or no - and if yes, on how 
many occasions? 

Answer; No. 

Question: Since September 11, 2001, what guidance has the Department provided to the FBI about the use of 
NSLs to obtain records from libraries and/or bookstores? 

Answer: To the best of our knowledge 


O rigin 

From! 

SentiWji 

To: 

Subject: 


pivOO) (FBI) 

L 'l l 29. 2 004 8:21 AM 
^(Div09) (FBI) 

Request for Response, due to DOJ MARCH 31 


UNCLASSIFIED 

NON-RECORD 


;mail made it sound as though you would collect more info than that, and I'd love for you to 
il work, if possible. 


Thanks. Sorry you keep inheriting these. 


Office of Congressional Affairs 
JEH Building Room 7252 


Original Me.ssaae 

From:| |Div09) (FBI) 

Se nt: Sunday. March 2 8. 2004 10:36 AM 
To:| l(DivOO) (FBI) 

Cc: Curran. J ohn F. /&iv091 fOGAV. K ELLEY. PATRICK W. (Div09) (FBI)[ 
(Div09) (FBI)| (Div09) (FBI) ^ 


6/14/2005 





Message 


Page 2 of 3 


Subject: RE: DOJ Request for Response, due to DOJ MARCH 31 

UNCLASSIFIED 

NON-RECORD 


I'll be out of the office this week. Per this e-mail I have forwarded your request tol 
ho will bd 


juestions? I am not aware of any 


^ |- Could you please assisj with thes< 

guidance issued by DOJ rp nga nf NSi s 
what entity we served NSLs on 

statistics we send to DOJ do not Bfdak It dOwh thiS \A/ay. t 
have received to determine who was served with an NSL. 


lay nave lo review an 


Hrininal Mt^ccang 

From: (DivOO) (FBI) 

Sent: Vriflav. March 7fi. 7004 5:14 PM 
To:| (Div09) (FBI) 

Cc: Curran, John F. (Div09) (OGA); KELLEY, PATRICK W. (Div09) (FBI) b7c 
Subject: DOJ Request for Response, due to DOJ MARCH 31 

Importance: High 

UNCLASSIFIED 

NON-RECORD 

DOJ has just asked us to very quickly prepare responses to the following questions. The bad 
news is that their deadline is March 31 because of an upcoming hearing. The good news is 
that the questions are fairly narrow. 

Could you please respond to the following? If I need to seek assistance from someone else, 
please let me know. Obviously, time is limited. I'm happy to come and pick up any 
documents responsive to 6A (note that they have not asked for FBI guidance, but only DOJ 
guidance to the FBI). 

b5 

Thanks for your help. 




6/14/2005 




Message 


Page 3 of 3 





b2 

Office of Congressional Affairs 


JEH Buildina Room 7252 

b€ 



hlC 

UNCLASSIFIED 




UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


6/14/2005 





'C 


^(Div09) (FBI) 

Monday, March 08, 2004 2:33 PM 

BOWMAN, MARION E. (Div09) (FBI); 

E; Curran, John F. (Div09) (OGA) 

FW: PATRIOT ACT SUNSET PROVISIONS 

Private 


(Div09) (FBI) 


DECLASSIFIED BY 6517 9 DMH./CLS 

OM 09-07-2005 

CA# 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


From: 

SentJ 

To:^ 

Cc:| 

(FBIi. 


-Oriqinal Messaqe- 


)04 1:16 PM 


UU 1 H 1 1 ■ 

(Div09) (FBI); 



](RH) ; MANN, PHILIP J. (NF) ( 

Twrn\ 



J(Div09) 
liv09) (FBI); 


bua ^ ecr: ks! patri ot act sunset provisions 

Sensitivity: Private 



[ office of Division Counsel 
Privileged and "Cdn^ideRtdral. 


(Div09) (FBI) 03/04 3:17 PM »> 


UNCLASSIFll 

NON-RECORD 


See the attached EC that was uploaded today. See 66F-HQ-1364260-5 . 





UNCLASSIFIED 


UNCLASSIFIED 


Message 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-06-20Q5 BY 65179 UWH/CLS 

CA# 05-CV-0845 


Page 1 of 1 


From: 

Sent; 

To: 


OGC) (FBI) 


Caproni, Valerie E. (Div09) (FBI) 
Thursday, March 04, 2004 3:33 PM 


b6 

“bVC 


(UivOy) (FBI); 


John F. (Div09) (OGA); MUELLER, ROBERTS. 
Subject: Section 215 of the Patriot Act 


IxOivOaiiFBI); WAINSpiN KFMMFTH I ■ Rp 
][Div09) (FBI) 


WMAN, MARION E. 
Div09) (FBI); Curran, 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


SENSITIVE BUT UNCLASSIFIED 


b5 


6/14/2005 





OGC) (FBI 


b6 


From: 

Sent: 

To: 

Cc: 

Subject: 


hriaay, hepruary i zu Q4 5:48 PM 

BOWMAN MARION E :l I 

Kt: Kenaing issue rapers 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-07-2005 BY 65179 UMH/CLB 

CA# 05-CV-0845 



director issue civliberty 

paper.wpd {8 KB... issues.wpd (15 KB) 

Attached are two papers I did on impact of post 9/11 FBI 
investigations and Patriot Act on civil liberties and effect on mosques and libraries for 
the general counsel that may be suitable to go into issue papers. I also have some stuff 
on use of other PA provisions on FBI investigations and am seeking some more--when I get 
that I'll put it together and send it to you. 


b6 

b7C 


Original Message 

From: BOWMAN, MARION E. 

Sen t: Wednesday. February 11. 2004 1:44 PM 

To:| 

Sub] ect : FWl tenaing rssue t'apers 


b6 

b7C 


Can your three put your heads together on this? 


Qt-i rri na 1 Mpggai-rg- 


From: 
Sent- 
To: 


lAionriQgnat/ h oTvr 


aary 11, 
BOWMAN, 

Sub] ect : Pending issue Papers 


2004 1:56 PM 
MARION E. 


b6 

b7C 


Gentlemen, 

Sorry to ask this of you, CTD needs some help putting together "Issue Papers" for the 
Director's upcoming testimony before the Senate & House Appropriation Committees regarding 
the FY2005 budget. 

The hearings are open to the public, and therefore unclassified. Two of the topics 
we need help with deal with issues that NSLB has an intimate knowledge of. The first 
being FISAs, which we need an overview of the improvement made in the past year, what 
legal limitations we face, and any issues we may have with training as it relates to 
FISAs. 

The second topic that needs to be addressed is the PATRIOT ACT, as it relates to: 

1. How it has helped the FBI/Use of Expanded Authorities 

2. Civil Liberties 

3. Libraries 

4 . Mosques 

I have been tasked to find this information and put ' it together for the front office 
by next Wednesday, 02/18/2004. Would someone from your Division be able to assist on 
these two issues? I want to make sure it is right with NSLB. 

Thank You, 


1 







ALL INFORMATION CONTAINED . 

HEREIN IS UNCLASSIFIED 

DATE 09-07-2005 BY 65179 DMH/CLS 


CA# 05-CV-0845 


Impact of the Patriot Act on Libraries/Bookstores and Mosaues 


Libraries/Bookstores : Despite media reports to the contrary, nothing in the Patriot Act is directed 
at or even mentions libraries or bookstores. Section 215 does permit the FISA Court to issue an 
order to produce "tangible things," including business and other records, in support of a foreign 
intelligence or international terrorism investigation. It also prohibits notice to the customer 
whose records are ordered produced. 


This section h p not vet been used at all and therefore there has been no actual imnact on lib raries 
or bookstores. 


[ 


i ms aumority cannot ana win not oe usea lo monitor me reaamg naoiis 
61 libratY patrOttS Pf 6Vdn those of certain groups or members of certain organizations. If used, it 
would be used in a s pecific case for a specific individual and based on a valid investigative 
reason. For example 


Therefore, if Section 215 were ever used to obtain patron records fi-om a library or bookstore, its 
impact would be case specific, fleeting, isolated and, in the end, inconsequential to the day-to- 
day business of the Nation's libraries and bookstores. 


b5 




* Issue: Whether the FBI is using its new powers under the AG Guidelines to monitor the 
activities of lawful demonstrators/protestors under the guise of flghting terrorism. 


b5 


* Issue: Whether Section 215 of the Patriot Act permits the FBI to subvert due 
process by collecting information about Americans without notice or the opportunity to 
challenge the collection in a court of law. 

Comment: Section 215 of the Patriot Act permits the FISA court to issue an 
order to a third party owner/custodian of records pertaining to a party to produce those records 
in support of a national security investigation and, in addition, to prohibit notice to the party. 
This section (which has not been used to date) not only contains built-in judicial and 
congressional (requires reporting to Congress) oversight, it may only be used in support of a 
duly authorized and open national security investigation and must be viewed in the context of the 
other federal laws that regulate the collection of information. The Privacy Act is still alive and 
well and prohibits the collection and retention of personal information except for valid law 
enforcement purposes. Moreover, basic due process still requires that, before any such 
information can be used to the detriment of any person, that person will have his or her day in 
court to contest the information and the manner by which it was collected. The Patriot Act did 
nothing to change this basic tenet of American law. Finally, the no-notice provision, in addition 
to being essential to the FISA process, is, in practice, not much different than the use of federal 
grand jury subpoenas. Although the recipients of these subpoenas may resist compliance and 
gain access to court to state his case, the party to whom the records pertain has no such right, 
has no right to be notified that his/her records are sought, and a court may in fact prohibit notice 
to the party. Many such subpoenas are issued in the case of parties who are never indicted and 
therefore never know that their records were seized. 

* Issue: Whether Section 213 of the Patriot Act violates the constitutional rights of 
citizens by authorizing a judge to delay the required notice of the execution of a Rule 41 
search warrant for a reasonable time. 

Comment: This section is merely a codification of the delayed notice or "sneak 
and peak" warrant already approved by the federal judicial system. The courts have found that 



notice of the execution of a search warrant is not a constitutional requirement and have found 
that a reasonable delay of notice does not undermine Rule 41 's requirement that notice be 
provided. All Section 213 did was codify existing law. In addition, it made it clear that delay 
must be for good cause, as must any extension of delay originally granted, and, finally, that any 
such warrant may not authorize the seizure of any property. The longest delay known to us at 
OGC has been 90 days but, again, the judge must be satisfied that delay and its particular length 
are justified by the reasons offered by the agent. In the end, all of this process will be exposed 
and the defendant will have the opportunity to contest the delay and seek a remedy. 

* Issue: Whether the FBI is collecting criminal evidence for prosecution using the 
national security intelligence collection processes of the Patriot Act with their lower 
standards and the absence of a criminal predicate. This is one of the fundamental 
criticisms of both the Patriot Act and the other post 9/11 regulations, directives, and 
guidelines. In summary, it is that because the "wall" between criminal prosecutions and 
national security investigations has been torn down, it will be easier for the government to 
collect information using national security legal process (NSLs, FISAs, foreign intelligence 
methods) which do not require a criminal predicate and turn that information into 
criminal evidence for prosecution— evidence that could not have been obtained through 
criminal process and which before the Act could not have been used to prosecute. 

Comment: One answer to this is that, in fact, under the FISA statute, 
information obtained through the FISA process and other means always could have been used to 
prosecute and, in many instances, has. Espionage prosecutions, for example, have seen this. 

The Patriot Act and ensuing guidelines just makes it easier. Another answer to this is that, 
although the wall has come down and information sharing between the IC and prosecutors is 
easier, the burden of the prosecutor to prove his case through admissible, reliable, and properly 
authenticated evidence has not changed. In addition, the rights of the defendant to contest the 
evidence and the manner by which it was obtained was not affected by the Patriot Act. A third 
answer is that, although no criminal predicate is required, each of these national security 
processes has threshold criteriasuch as probable cause for a FISA warrant— that are 
comparable to those in a corresponding criminal process. A Section 215 order compares 
roughly to a FGJ subpoena (plus judicial approval); an NSL for subscriber records to a FGJ or 
admin subpoena; a delayed-notice search warrant to a FISA physical search order. 

* Issue: Whether the FBI's comprehensive data bases of known or suspected 
terrorists includes ordinary citizens and resident aliens whose names and identities are 
included by mistake and who have no recourse when they are denied travel and other basic 
rights. 


Comment: The data bases that are, and will be, established pursuant to the 
Patriot Act's requirement to track foreign terrorists and the President's creation of the Terrorist 
Threat Integration Center (and the Terrorist Screening Center) have many contributors— not just 
the FBI For the FBI's part, internal policy will restrict the input of personal data to known or 
suspected terrorists who are the subjects of duly authorized FBI national security investigations. 
In other words, the same criteria and predication in the Attorney General Guidelines that 



From: 

Sent; 

To; 

Cc: 

Subject: 


Wednesday, February 11, 2004 4;50 PM 

r.anrnni X/aUriP F 

bunset provisions 

b7C 


ALI, INFORMATION CXJNTAIMED 

HEREIN IS UNCLASSIFIED 

DATE 09-01-2005 BY 65179 DMH/CLS 

CA# 05-CV-0845 


lad a good thought about how to get what OLP wants to prepare for the "sunset." Attached is a draft of an EC that 
we sent out in June 2002 about the Patriot Act to ail Fos. In it, we say that several provisions would sunset unless renewed 
and for that reason offices were "encouraged" to keep records of their use of these provisions. In addition, CDCs were 
advised to do that at the CDC Conference and given a handout of what provisions would sunset and again asked them to 
keep examples of their usefulness and to send them to ILU. We haven't received any. 


We should do an EC from a senior HQ official (you'll do or the DD) reminding the Fos of this earlier advice and then 
tasking them (SACs/ADICs) to collect stats/examples or at least to summarize in a narrative the value of each provision 
and why it should stay alive. I can write that if you want. 


In addition, DOJ (OEO) should have stats on the 203/905 dissemination of FGJ and T-3 info to the 1C and we could refer 
OLP to them. Also, we do have some stats about § 212 (voluntary emergency disclosure of e-mail content by an ISP) in 
my office. Perhaps, as well, OLP could be directed to OIPR for some of the FISA sunset provisions-214 (pen/trap trace), 
206 (roving FISAs). 


b6 

bVC 



1 




Message 


Page 1 of 2 



(OGC) (FBI) 


From: 


rOGC) (FBI) 


Sent: Thursday, March 17, 2005 2:37 PM 

OGC) (FBI)|~ 


To: 

Cc: 


(UGU)(I-BI) 




IogchebiiE 


UIjU) (htJI) 


pGC) (FBI 


Subject: RE: Patriot act provision re: public libraries 

UNCLASSIFIED 

NON-RECORD 


b6 
b7C 


}0GC) (FBI) 


JOGCilFBI] 


(OGC) (FBI); 


H E R E I N I F J E D 

0 UWH/CLSd 


CA# 05-CV-0845 


Since the passage of the Patriot Act, we know that there was one NSU 


for certain 


bl 


records. I can dig up the e xample if vou need it. There have been no business recoras servea on libraries ( or bs 
bookstores for that matter).| 


b6 


b7C 


O riginal Messaoe- 

From J ~ 

Se nt: Thursday. 

To^ 


loGC) (FBI) 


(Fdp: 

Ccf 

(FB^ 


March 1 7. 2005 1:00m 
l(OGC) (FBI)I 


(OGC) (FBI) 


(OGC) 


l0GC\ (FBI)[ 


(OGC) (FBI) 

Subject: RE: 


](OGC)(FBi1 


(OGC) (FBI) 
(OGC) (FBI) 


IQGC) 


Patriot act provision re: public libraries 


b6 


blC 

UNCLASSIFIED 

NON-RECORD 


I mean business records request (Section 215). Right] 

rininal Meccano 




Fro 
Sent: 
To 
Cc 

(FBI 

(FBI 


[OGC) (FBI) 

hursday, March i /, 2005 17:. 5 ^ pm 


(OGC) (F^ 
ItdGC) (FBI) 
|0GC) (FBI 
(OGC) (FBtj 


5 


I 


^ KOGC UFBn 

K'nar ) (FBI) | _ 
(OGC) (tBTJT 


Subject: Patriot act provision re: public libraries 


b6 

b7C 


IDGC) 

JOGC) 


UNCLASSIFIED 

NON-RECORD 


CTD is assisting Office of Congressional Affairs prepare the Director for testimony re: patriot act and its 
sunset provision (December. 2005?). You are probably going to be getting questions about success 
stories related to the changes made by the Act. One question 1 have gotten is about the provision 
permitting the FBI to review records at a public library. CTD is having difficulty determining if this was ever 
utilized. Does anyone know? 


I haven’t even been able to determine what the procedure would have been for anyone seeking to use this 
provision, does anyone know what the process would be? 


DATE; 12-30-2005 

CLASSIFIED BY 65179DMH/ba« 05-CV-0845 

REASON: 1.4 (C) 

DECLA.SSIFY ON; 12-3 0-2 03 0 

6/14/2005 



ALL TMFDRMATTOM rONT.ATMEL 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
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Page 1 of 3 


OGC) (FBI) 


From: 


pGC)(FBI) 

b6 

Sent: 

Thursday, March 17, 2005 1;01 PM 

b7C 

To; 1 


(CTD) (FBI) 


Cc: 


/friI 

1 


(UG(J)(FBI) 


OGC) (FbI 


Subject: Follow-up Re Director's Senate Testimony 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 


OGC) (FBI) 
) 


AT, I, TMFORMATTON CONTATNED 

HEREIN IS UNCLASSIFIED 

DATE 09'-01-2005 BY 65179 DMH/CLS 


CA# 05-CV-0845 


Here's some additional guidance beyond that which OCA offered (below). 

Some examples of PATRIOT Act success that may prove helpful: 

- Sharing grand jury, Title III, and criminal investigative information. [Sec. 203 was 
intended to eliminate barriers to timely sharing of information between criminal investigators 
and other entities (e.g., the 1C, ICE, DoD, etc.) involved in the protection of national security. It 
gave the FBI full discretion to share criminal investigative information, regardless of its source, 
whenever it involves foreign intelligence information.] bi jbg, we 


- "Roving" FISA ELSUR authority. 

gttomnfc tn i ico traHo^raft tn ELSU 

avoiding thd 


Sec. 206 was intended to counter a FISA target's 


[S] 


- Changes in FIRA PR/TT anthnrifv r.Rpr 914 pliminatpH nn<a nf thp ghnu/innc that u/gg 

e. 


previously reauired-i.e 


iiivBsiiyaiiuii.j 


iNuw, me luuub is siiiipiy uii leievaiice lu an 


b2 

b7E 


- Changes in FISA business records authority. [Sec. 215 assists the FBI in compelling 
production of business records. Previously, the FBI encountered situations in which holders of 
relevant records refused to produce them absent a subpoena or other compelling authority. 
Now, the FBI can seek a FISA court order fr>r anv simh matprials Fnrthprmnrp thp patpnnrip.9 
of things now attainable are much broader I 


- Also, if your folks happen upon any instances in which library records were obtained, b 2 
that information would likewise be helpful. 

blE 

Again, sincere thanks to you and your folks for all your help. 


6/14/2005 
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Subject: Revised PATRIOT Act Director Testimony 


^ l_|- u INFORMATION CONTAINED 

Importance: High herein is unclassified 

DATE 09-01-2005 BY 65179 UMH/CLS 

UNCLASSIFIED CA# 05-CV-0845 

NON-RECORD 


See attached. 


UNCLASSIFIED 


\ 


6/14/2005 




REVISED iliyOS 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-01-2005 BY 65179 DMH/CLS 


CA# 05-CV-0845 

FBI 

Office of General Counsel 
National Security Law Branch 

March 21, 2005 

The Office of General Counsel has prepared this draft testimony at the request of 
the Office of Congressional Affairs. This request was received by the author of the draft 
on March 16, 2005 and the author was required to complete this draft on March 21, 2005. 
The Office of General Counsel does not have access to the full library of testimony given 
on this subject and must rely on the Office of Congressional Sffairs to ensure that all 
testimony is consistent with prior testimony given byAe Directofrtod other senior FBI 
officials. The Office of General Counsel has requesfedlhat the Counterterrorism 
Division’s International Terrorism Operations^ Sections ! & II provide specific examples 
for use in this testimony. Such examples have not yet been received by tHcfPffice of 
General Counsel. The author of this draft testimony has thereJbre relied upbnThe 
examples from prior FBI testimony and DOJ reports to Congress. 






REVISED 3/21/05 



LS;TO FIGHT TERRORISM 


■ ^ have described above, the^ATRJOT Act has been invaluable in providing 

the^FBI with tools^thati^needs'to terrorism in the 21^‘ Century. This committee has 
been onejof qur.str6ngkt?supporters^in this effort and for this the men and women of the 
FBI are grateful. Having saidjfcat, I would like to address two areas in which the FBI 
needs the conui^ttee^suppori order to continue to fulfill its primary mission of 
protecting Amerijca-ffclm & terrorist attacks. 





REVISED 3/21/05 



Administrative Subpoenas 


6 



b5 

REVISED 3/21/05 



For many years, the FBI has had administrative subpoena authority for investigations of 
crimes ranging from drug trafficking to health care fraud to child exploitation. Yet, when 
it comes to terrorism investigations, the FBI has no such authority. 


Instead, we rely on two tools - National Security Letters (NSLs) and orders for 
FISA business records. Although both are useful and important tools in our national 
security investigations, administrative subpoena power would greatly enhance our 
abilities to obtain information. Information that may be obtain^dhrough an NSL is 
limited in scope and currently there is no enforcement mechanisi^^FISA business record 
requests require the submission of an application for an order to the FISA Court. In 
investigations where there is a need to obtain information expeditiously this may not be 
the most effective process to undertake. Furthemiore, FfS^A^disclosure rules would apply, 
affecting the FBI’s ability to share information expeditiously. ‘'The|administrative 
subpoena power would be a valuable complement to these tools ^d provi de a dded 
efficiency to the FBI’s ability to investigate andfdisrupt terrorism operations arid our 
intelligence gathering efforts. It would provide thfegovemment with an enforcement 
mechanism which currently does notiexiSt with NSLsr yMo reover, it would^bring the 
authorities of agents and analysts investigating terrorism into line with the authorities the 
FBI already has to combat other^serious crimes.' I wouljd like-Volstress that the 
administrative subpoena power proposal cpiiW provide the_recipienf the ability to quash 
the subpoena on the same-grounds asngr^d jury subpdena'TC^. 








NCLUSION 


Mr. Chairman*and Members of the Committee, the importance of the provisions of the 
PATRIOT; Act I have discussed todaydn the wm against terrorism cannot be overstated. 
They are crucial to oup present and futiire successes. By responsibly using the statutes 
provided by Congress, the FBFhas made substantial progress in its ability to proactively 
investigate ^d prevent terrorism;and protect lives, while at the same time protecting civil 
liberties; '! In fenewirig those provisions scheduled to “sunset” at then end of this year. 
Congress will ensure that jhe FBI will continue to have the tools it needs to combat the 
very real threat to America posed by terrorists and their supporters. In addition, by 
granting further modifications to the Foreign Intelligence Surveillance Act and by giving 
the FBI administrative subpoena authority. Congress will enable the FBI to be more 
efficient in its Countefterrorism efforts. Thank you for your time today. 
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(OGC) (FBI) 


From: 

Sent: 


(OGC) (FBI) 

Wednesday, March ^3, 2005 9:27 AM 


b6 

b7C 


AT, I, INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-01-2005 BY 65179 DMH/CLS 


To: 

Cc: 


Caproni, Valerie E. (OGC) (FBI) 


OGC) (FBI)^ 


rOGC) (FBI) 


Subject: Updated Draft Director's Senate Judiciary Testimony on PATRIOT ACT 


CA# 05-CV-0845 


UNCLASSIFIED 

NON-RECORD 


Valerie: 


3sked me to make a few more tweaks and then to e-mail the attached to you. 

b6 

Thanks . 


Assistant General Counsel 
National Security Law Branch 


FBIHQ Ro om 7975 
Direct Line; 
Unclassifiec 
Secure Fax: | 


b2 

b6 

b7C 


UNCLASSIFIED 


6/14/2005 
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(OGC) (FBI) , 

From: 


OGC) (FBI) ' 


Sent: 

Wednesday, March 30, 2005 8:05 AM 


To: 

(OGC)(hBI); IHOMAS, 

(OGC) (FBI 
JULIE F. (d 

uu; ^1 ui; * 

OGC) (FBI 



Subject: FW: Roving Authority 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 09-01-21305 BY 65179 UMH/GLB 

CA# 05-CV-0845 


Please note; 

The number of Section 206 orders since the Patriot Act's signing to date 


bl 


iNationai security Law Policy and Training Unit 
FBI HQ Room 7975 
STU III:| 


Unclassified Fax: (202) 324-1023 
Secure Fax: (202) 324-9361 
-O riginal Messaqe- 


From j 1 (OGC) (FBI) 

Se nt: Monday, March 28, 200 5 4:36 PM 
T ol Tnor) (0^ 

C< [oGC) (FBI)| 

Sil 


ujuLi; Kt: Kuviiiy AUintrity 


b2 

b6 

b7C 


OGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Perfect. Thanks. 


.... 

-Original Message 



b6 

From; 

|0GC) (OGA) 

b7C 

sent: Mondav. March 2B. 2UUb 4:03 PM 


To 


DGC) fFBn 


Cc 


(OGC) (FBI)I t 

Su 

bject: RE: Roving Authority 


JOGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I just answered a similar q 
the Patriot Act's signing to date i 


g gt i nra via an email from Valerie. The number of Section 206jxdnts^nce 


Does that give you what you need? Let me know if not 


O rininal Mpccanp- 

Fromj 


tOGQ (FBI) 


bl 

b6 

b7C 
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Se 

To 

Cc: 


t 


Monday. Marrh 


Subject: Roving Authority 




5 10:10 AM 
;OGC) (OGAl. 


OGC) (FBI) 


(OGC) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


I am writing to follow up on a phone conversation I had withj |last week before she left for 
vacation. Valerie Caproni has asked NSLB to determin e how many times FISA Roving authority 

XI I I I. _ I .1 .1 . ... ' 


has been granted since the change in the law 


information and other, similar, statistics. Whenyou get the number, could please send it to us? 


told me that you were compiling that 


Thanks for your help. 
Best. 


b6 

b7C 


Assistant uenerai Counsel 
National Security Law Branch 


FBIHQ Ro om 797.'i 
Direct Line; 


Unclassified Fax: 202.324.1023 
Secure Fax: 202.324.9361 
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SEN SITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
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AT,T, THFORMATTOM COMTATWRD 
^ . HEREIN IS UHCLASSIFIED 

* date OB-15-2005 by 65179DMh/lr2 Ca# 05-CV-0845 



Sent: T uesday, March 22, 2005 11:18 AM 


To: 


Subject: RE; 


UNCLASSIFIED 



Message 


Page 2 of 3 


NON-RECORD 


CDC/ADCs: The article regarding FISA, library records, and the USA Patriot Act, despite containing numerous 
mistakes about FISA and about the Patriot Act, seems well intentioned and attempts to strike a balance and be 
fair. The author, Katherine Coolidge, appears to be a law librarian with Bulkley, Richa rdson, and Gelinas. LLP. 
and it further appears she may have written the article as an independent study project 
I I She tries to alleviate the concerns ot the American Library 

Association and finds fault with several provocative and incorrect statements made by ALA Associate Executive 
Director Emily Sheketoff. She also clearly takes exception, as well, to several provocative statements made by 
former AG Ashcroft, especially those statements he made in a speech before the National Restaurant 
Association, where he derisively dismissed the concerns of librarians regarding FBI use of the FISC to obtain 
library records. 


Her many inaccurate statements regarding FISA and the FISC seem to have been obtained from her 
interview with Kevin O'Connor, US Attorney for the District of Connecticut. According to one of Coolidge’s 
footnotes, John Danaher, an AUSA in the District of Connecticut who specializes in foreign intelligence ■ 
investigations, participated with Mr. O'Connor in the interview. So that might be why she got some things correct. 
At any rate, despite the many errors the article should alleviate the concerns of librarians that the FBI is using 
FISA to obtain library records, and also to emphasize that the FISC is not a rubber stamp for FBI surveillance. 


In summary, her two human sources of information regarding FISA were people (Sheketoff and 
O'Connor) that don't know too much about FISA (especially Sheketoff). Mr. O'Connor might know more about 
FISA, and Coolidge may Just have gotten it wrong. I'll end with two quotes from Coolidges article: 

"Misinformation is destructive and undermines the security of everyone." 

"While a wholesale abdication of civil rights without question would be absurd, so too is an alarmist 
mispresentation of information about the operation of the USA PATRIOT Act and the FISC process." 


CDC I I 

Newark b6 , b7C 


— Ori ginal Message--— bs , b?c 

From: ( K OGC) (FBI) 

Se nt: Monday, March 21, 2005 11:54 AM 

To:| 


b6 

b7C 


6/21/2005 


b6 , b7C 
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Subject; 

UNCLASSIFIED 

NON-RECORD 


UNCLASSIFIED 


UNCLASSIFIED 


6/21/2005 
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b6 , b7C 


(OGC) (FBI) 


From: 

Sent: 

To: 


(OGC) (FBI) 


Monday, January 10, 2005 4:04 PM 

(OGC) (FBI) 


Subject: RE; tax information 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


AT, I. TMFORMATTON CONTATNED 
HEREIN IS UNCLASSIFIED 

DA.TE 0 8-15-2 0 05 BY 6517 9DMHlr2 Ca#05-CV- 0 8 45 


Thanks! 


---—Ori ginal Message 

From: I [ OGC) (FBI) 

Sent: Monday. January 10. 2005 4:01 PM 

b7c Toil ^ fOGC) (FBI) 

Subject: RE: tax information 


b3 /FGJ 


UNCLASSIFIED 

NON-RECORD 


b3 /FGJ 

b5 


pik 


Or iginal Message 

From: I I (OGC) (FBI) 

Sent: Monday, January 10, 2005 3:46 PM 
To: | l (OGC) (FBI) 

Subject: FW: tax information 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 


. b3 /FGJ 
b6 
b7C 


Here's rn ore info re that tax issue we discussed last week. 

I See below. What do you think? Thanks for your Tieip. 


Or iginal Message- 

From: I 


](DE) (FBI) 


Se nt: Monday, January 10, 2 005 3:20 PM 
To: I |(OGC) (FBI) 


b6 

b7C 


6/21/2005 





Page 2 of 4 


'GJ 


b7C 


Cc :| K DE) (FBI) 

Subject: RE: tax information 


b6 

b7C 


UNCLASSIFIED 

NON-RECORD 




Forgive me for my ignorance, and thanks for the follow-up - 1 really appreciate it! [ 


Thanks. 


-O riginal Message- 


From(_ 


](OGC) (FBI) 


Se nt: Friday, January 07 , 2005 2:47 PM 

To: I 


(DE) (FBI) 


b6 

b7C 


Subject: FW: tax information 


b3 

b5 

b6 

b7 



b3 

bS 

b€ 

b7 


, b7C 


UNCLASSIFIED 

NON-RECORD 


See below regarding your question. Does that help at all? 


— —O riginal Message 

From j l (OGC) (FBI) 

Sent: Friday, January 07, 2005 2:43 PM b€ 

To: | l (OGC) (FBI) 

Subject: RE: tax information 

UNCLASSIFIED 

NON-RECORD 


b5 
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b5 

b6 

b7C 


Page 3 of 


O riginal Message 

From j [ OGC) (FBI) 

Se nt; Friday, January 07, 2005 2:36 PM 

Toi l ~l fOGa (FBI) b7c 

Subject: RE: tax information 

UNCLASSIFIED 

NON-RECORD 


ThanksJ I 


Or iginal Message- 

From:r ^ ^ 


JOGC) (FBI) 


Sent: Friday, January 07, 2005 12:15 PM 
To: I ](OGC) (FBI) 


Subject: tax information 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


b6 

b7C 


26 use 6301(ij(1)(A), Disclosure to federal officers or employees for 

administration of federal laws not relating to tax administration - disclosure of 
returns and return information for use in crminal investigations ~ provides 
that 

"any return or return information with respect to any specified taxable period or 
periods shall, pursuant to and upon the grant of an ex parte order by a federal 
district court judge or magistrate under subparagraph (B) [which describes the 
application that needs to be filed] be open (but only to the extent necessary as 
provided in such order) to inspection by, or disclosure to, officers and 
employees of any federal agency who are personally and diretly engaged in; 

(i) preparation for any judicial or adminsitrative proceeding pertaining to the 
enforcement of a specifically designated Fedearl criminal statute (not involving 
tax administration) to which the US or such agency is or may be a party, 

(ii) any investigation which may result in such a proceeding, or 

(iii) any federal grand jury proceeding pertaining to enforcement of such a 
criminal statute to which the US or such agency is or may be a part, 

solely for the use of such officers and employees in such preparation, 
investigation, or grand jury proceeding. 

(B) discusses the procedures and says that upon application by a prosecutor, 
the judge or magistrate may grant the order if he determines that 

"(i)there is reasonable cause to believe, based upon information believed to 
be reliable, that a specific criminal act has been comitted, 

(ii) there is reasonable cause to believe that the return or return information is 
or may be relevant to a matter relating to the commission of such act, and 

(iii) the return or return information is sought exclusively for use in a federal 

criminal investigation or proceeding concerning such act, and the information 
sought to be disclosed cannot reasonably be obtained, under the 
circumstances, from another source." i 


■ 6/21/2005 


b5 
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UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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t - V. 

(Rev, Oi-3 1-2003) 


ALL INFORMATION CONTA^IMED 
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FEDEiRAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date: 02/27/2004 


To: All Field Offices 

Attn: 

SAC/ADIC 




FBIHQ, Manuals Desk 


All Legats 

Attn: 

Legat 


Counterterrorism 

Attn: 

AD Gary Bald 


Criminal Investigative 

Attn: 

AD Grant D. Ashley 


Cyber 

Attn: 

AD Jana D. Monroe 


Counterintelligence 

Attn; 

AD David W. Szady 
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From: Office of the General Counsel 



b7C 

Investigative Law Unit/Room 7326 



Contact: 




Approved By: Caproni Valerie E 




Curran John 
Kellev P atrick 
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Drafted By: 


Case ID #: 66F-HQ-Gma6€ i (Pending) - J ^ 

66F-HQ-C1384970 -yi'fi.Y 

Title: USA PATRIOT /.ct 

Sunset Provisions 

Synopsis: Many of the investigative tools created by the USA PATRIOT Act will sunset or 
expire on December 3 1, 2005 unless Congress acts otherwise. Details on the use of these tools 
are necessary to assist in justifying the continued need for these investigative tools. Offices are 
to provide the Investigative Law Unit, Office of the General Counsel (OGC) with statistics, good 
examples, or, at the very least, a brief narrative summarizing the benefits the office has received 
from these provisions by March<9, 2004. 

Reference:'66F-HQ-1085160- Serial 57 

Details: The USA Patriot Act contained numerous provisions which are scheduled to sunset oh 
December. 31, 2005 unless Congress acts, otherwise. The DOJ and the FBI are now beginning the 
process of gathering evidence to demonstrate the use of these investigative tools. Specific 
instances where these provisions were of assistance to achieve investigative of prosecutorial 
goals will be instrumental in securing their renewal. For this reason, in June of 2002, when the 
OGC issued guidance on the provisions addressing investigative issues (see above referenced 
EC), it encouraged offices to Iceep records of the effective use of these tools. The EC also stated 




To; All Field Offices From: Office of the General Counsel 
Re: 66F-HQ-C 134260, 02/27/2004 


that "important information to be maintained includes both the number of times the investigative 
tool was effectively used and specific information on noteworthy cases." This type of 
information will be critical in defending the need for these tools. If we do not take the time to set 
forth a strong defense complete with real examples of the effectiveness of these tools, Congress 
may let some or all of these investigative tools expire, thus reducing our arsenal against terrorism 
and other serious crimes. 

In this regard, offices are requested to provide statistics, good examples, or, at the 
very least, a brief narrative summarizing the benefits the office has received from these 
provisions. The information should be forwarded to the Investigative Law Unit, Office of the 
General Counsel (Room 7326) by March 19, 2004. Thereafter, offices are encouraged to 
continue providing the Investigative Law Unit new information on the use of these provisions as 
it becomes available. Many of the provisions scheduled to sunset are described below. 

Additional information is available on each provision as noted in the description below or in the 
above referenced EC. 

Voice Mail - Section 209 of the Act enabled law enforcement to obtain all voice 
mail which is stored by a communications provider, including unopened voice mail, using the 
procedures set forth in 18 U.S.C. §2703 (such as a search warrant). This also applies to other 
wire communications as defined by the statute. Voice messages stored and in the po ssession of 
the user, such as messages on an answering machine, are not covered bv this statute. I I 

|Seel8U.^.C. §2510; l8 

U.S.C. § 2703. ^ 

Nationwide Search Warrants for E-mail and Associated Records - Section 220 of 
the Act enabled courts with jurisdiction over an investigation to issue a search warrant with 
nationwide jurisdiction to compel the production of information held by a service provider, such 
as unopened e-mail. Previously, the search warrant had to be issued by a court in the district 
where the service provider was located. See 18 U.S.C. § 2703. 

Voluntary Disclosures - Section 212 of the law explicitly permits, but does not 
require, a service provider to disclose to law enforcement either content or non-content customer 
records in emergencies involving an immediate risk of death or serious physical injury to any 
person. This voluntary disclosure, however, does not create an affirmative obligation to review 
customer communications in search of such imminent dangers. This provision also allows a 
communications service provider to disclose non-content records to protect their rights and 
property. This portion of the provision will most often be used when the communications service 
provider itself is a victim of computer hacking. See 18 U.S.C. § 2702(b) & (c)(3); 18 U.S.C. § 
2703(c)(2)(F). 


For about ten months (January 2003-November 2003) there was a mandatory 
reporting requirement for the receipt of content information (usually e-mail content) under this 
emergency disclosure provision. (See the Flomeland Security Act and EC 66F-HQ-C 1384970 
Serial 501.) During that time, offices were only required to report the number of e-mail 
messages that were received under this voluntary disclosure provision. Offices were not required 
to report the receipt of records and were also not required to provide case information. For this 
reason, it would be beneficial for offices to now report more detail on these voluntary 
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disclosures. Examples where voluntary disclosures led to valuable foreign intelligence or arrests 
would be particularly helpful. 

Information Sharing - Section 203(b) & (d) of the Act provided new information 
sharing capabilities between criminal and intelligence investigations for foreign intelligence 
information and information obtained via a Title III electronic surveillance. (See EC 66F-HQ- 
A1247863-71 dated 10/26/01 for additional information.) Recognizing that this tool has become 
a regular part of how the FBI operates, especially in terrorism cases, no statistics are necessary. 
However, case examples that demonstrate the importance of this tool should be provided. 

Intercepting Communications of Computer Trespassers - Section 2 1 7 of the Act 
clarified an ambiguity in the law by explicitly providing victims of computer attacks the ability to 
invite law enforcement into a protected computer to monitor the computer trespasser’s 
communications. Before monitoring can occur, however, four requirements must be met. First, 
consent from the owner or operator of the protected computer must be obtained. Second, law 
enforcement must be acting pursuant to an ongoing investigation. Both criminal and intelligence 
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation. 
Third, law enforcement must have reasonable grounds to believe that the contents of the 
communication to be intercepted will be relevant to the ongoing investigation. And fourth, 
investigators must only intercept the communications sent or received by trespassers. Thus, this 
section would only apply where the configuration of the computer system allows the interception 
of communications to and from the trespasser, and not the interception of non-consenting 
authorized users. Additionally, based on the definition of a “computer trespasser,” 
communications of users who have a contractual relationship with the computer owner may not 
be monitored, even if their use is in violation of their contract terms (i.e. spammers). See 18 
U.S.C. § 1030(e)(2); 18 U.S.C. § 2510 (20) & (21); 18 U.S.C. § 2511(2)(i). 

Expanded Predicates for Title III - Sections 201 & 202 of the Act expanded the 
predicate offenses for Title III to include crimes relating to chemical weapons (18 U.S.C. § 229), 
terrorism (18 U.S.C. §§ 2332, 2332a, 2332b, 2332d, 2339A, and 2339B), and felony violations 
of computer fraud and abuse (18 U.S.C. § 1030). See 18 U.S.C. § 2516. 

Roving FISA Surveillance - Section 206 amended FISA to allow the Court to issue 
a “generic” secondary order where the Court finds that the “actions of the target of the 
application may have the effect of thwarting the identification of a specified person.” This means 
that, when a FISA target engages in trade craft designed to defeat electronic surveillance, such as 
by rapidly switching cell phones, Internet accounts, or meeting venues, the Court can issue an 
order directing “other persons,” i.e., the as yet unknown cell phone carrier, Internet service 
provider, etc., to effect the authorized electronic surveillance. Even if the target is not engaged in 
obvious trade craft, we can obtain such an order as long as the target's actions may have the effect 
of thwarting surveillance. This allows the FBI to go directly to the new carrier and establish 
surveillance on the authorized target without having to return to the Court for a new secondary 
order. For additional information see EC 66F-HQ-A1247863-71 dated 10/26/01: Any examples 
where roving authority has been obtained and utilized to gain valuable foreign intelligence 
should be provided. 

New Standard for FISA Pen/Trap - Section 214 of the Act eliminated the 
requirement that the FISA pen/trap order include specific and articulable facts giving reason to 
believe that the targeted line was being used by an agent of a foreign power, or was in 





To: All Field Offices From: Office of the General Counsel 
Re: 66F-HQ-C 134260, 02/27/2004 


communications with such an agent, under specified circumstances. FISA pen/trap and trace 
orders are now available whenever the FBI certifies that “the information likely to be obtained is 
foreign intelligence information not concerning a United States person, or is relevant to an 
ongoing investigation to protect against international terrorism or clandestine intelligence 
activities, provided that such investigation of a United States person is not conducted solely upon 
the basis of activities protected by the first amendment to the Constitution.” For additional 
information see EC 66F-HQ-A1247863-71 dated 10/26/01. 


Changes to "Primary Purpose " Standard for FISA - Section 2 1 8 changed FISA to 
require a certification that foreign intelligence be' "a significant purpose" of the authority sought. 
Section 504 amended FISA to allow personnel involved in a FISA to consult with law 
enforcement officials in order to coordinate efforts to investigate or protect against attacks, 
terrorism, sabotage, or clandestine intelligence activities, and that s uch consultation does not, i n 
itself, undermine the required certification of "significant purpose." I | 

| For additional infprmation see EC 66F-FIQ-A 1247863 Serial 71 dated 10/26/01. 
While no statistics are required for this provision, case examples and brief narratives on the 
benefits of this provision are sought. 


New Standard for Business Records under FISA - Section 215 changed the 
business records authority found in Title V of FISA. The old language allowed the FISA Court 
to issue an order compelling the production of certain defined categories of business records 
upon a showing of relevance and “specific and articulable facts” giving reason to believe that the 
person to whom the records related was an agent of a foreign power. Section 2 1 5 changed this 
standard to simple relevance (just as in the FISA pen register standard described above) and gave 
the Court the authority to compel production of “any tangible things (including books, records, 
papers, documents, and other items) for an investigation to protect against international terrorism 
or clandestine intelligence activities, provided that such investigation of a United States person is 
not conducted solely upon the basis of activities protected by the first amendment to the 
Constitution.” This is the same standard described above for Section 214. For additional 
information see EC 66F-HQ-A1247863-71 dated 10/26/01. 




All submissions should be made via EC to the attention of 

Investigative Law Unit, Office of the General Counsel, FRIFlOT ^oom 7326 bv March 


2004. Questions should b e directed to either Assistant Gen eral Counsell 
or Unit Chief | 
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To; All Field Offices From; Office of the General Counsel 
Re; 66F-HQ-C 134260, 02/27/2004 


LEAD(s): 

Set Lead 1: (Action) 

ALL RECFJVTNG OFFICES 

Offices are to provide the Investigative Law Unit, Office of the General Counsel 

(OGC) with statistics, good examples or anecdotes, or at the very least, a brief narrative 
summarizing the benefits the office has received from these provisions by March 19, 2004. 


CC: 


Ms. Caproni 
Mr. Kelley 
Mr. -Curran 
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INFORMAL NOTE -FOR RETENTION 


11/9/2004 


To: ALL NSLB Employees 

RE; PROCESSING OF ALL BUSINESS RECORDS 
ORDERS UNDER 50 U.S. C. 1861 

After receiving a business records request (215 requests) from the field, NSLB will 
review the request to determine if it meets the requirements of law, prepare an application, and 
proposed order, and, in addition, review the request to determine if any other federal statute 
arguably governs the release of the records sought. If the NSLB attorney determines no other 
federal statute arguably governs the release of the records sought as is the case with hotel records 
and telephone records, a brief memorandum to OIPR detailing this conclusion should be attached 
to the package prior to submitting the package to OIPR. Upon receipt of these "simple" 215s, 
OIPR will endeavor to review and approve them for presentation to the FISC within 48 hours. 
Further, if a problem with the package surfaces, OIPR will use its best efforts to voice its legal 
objection and suggest solutions within this same 48 hour time frame. It is contemplated that 
these "simple" requests should occasion few, if any, edits for style. 

If the NSLB attorney determines that another federal statute arguably go verns the release 
of the records sought, he or she should prepare a detailed memorandum outlining what statutes 
might apply, their scope with respect to release, and the attorney’s conclusion as to whether 50 
U.S.C. 1861 is controlling and will authorize release. This memorandum should be reviewed 
with the NSLB attorney’s unit chief. If it appears release is not authorized, a letter for my 
signature should be prepared explaining our legal reasoning for dissemination to the requesting 
field office. 

If it is the legal opinion of the NSLB attorney and the unit chief that release of the 
requested records is authorized, the legal memorandum should be forwarded to OIPR with the 
request for the 215 order. OIPR will use its best efforts to process these requests expeditiously as 
well; however, it is understood that these requests requiring, as they do, more extensive analysis 
may take more time. As a track record for these requests develops, I will coordinate with OIPR 
as necessary to address issues of concern or timeliness. 

This process will need refinement over time. Please forward any suggestions you may 
have for improvement to your unit chiefs or to me directly. 

( dulie F. Thomas 


CC; Margaret Skelley-Nolan, OIPR 
James A. Baker, OIPR 
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FBI-OGC 

Comments on 1-9-03 Draft of Domestic Security Enhancement Act 


DATE: 


January 14, 2003 























KENN’ETH WAlNSTEIN - Tlegproposais.wpd » - ^ ^ , Pagef i] 


A. Amend the Privacy Act as follows : 


A BILL 
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SECTION 1. SHORT TITLE 
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SECTION 2. PROTECTING SENSITIVE LAW ENFORCEMENT AND NATIONAL 
SECURITY RECORDS FROM DISCLOSURE 
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DM 09-07-2005 

CONFlTTEpf^L—NOT FOR DISTRIBUTION 

Draft — Jemuary 9, 2003 

Domestic Security Enhancement Act of 2003 

SECTION-BY-SECTION ANALYSIS 


Title I: Enhancing National Security Authorities 

Subtitle A: Foreign Intelligence Surveillance Act Amendments 

Section 101: Individual Terrorists as Foreign Powers. 

Under 50 U.S.C. § 1801(a)(4), the definition of "foreign power" includes groups that engage 
in international terrorism, but does not reach unaffiliated individuals who do so. As a result, 
investigations of "lone wolf terrorists or "sleeper cells" may not be authorized under FISA. 


Section 102: Clandestine Intelligence Activities by Agent of a Foreign Power. 

FISA currently defines "agent of a foreign power" to include a person who knowingly 
engages in clandestine intelligence gathering activities on behalf of a foreig n power— but only if 
those activities "involve or mav involve a violation of federal criminal law.l I 

:.’k^ . 

b5 ' “■ # 


Section 103: Strengthening Wartime Authorities Under FISA. 

Under 50 U.S.C. §§ 1811, 1829 & 1844, the Attorney General may authorize, without the 
prior approval of the FISA Court, electronic surveillance, physical searches, o r the use of pen 
registers for a period of 1 5 days following a congressional declaration of war. 

b5 
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CONFh^TIAL~NOT FOR DISTRIBUTION 

Draft — January 9, 2003 



Title II: Protecting National Security Information 
Section 201: Prohibition of Disclosure of Terrorism Investigation Detainee Information. 


In certain instances, the release of information about persons detained in connection with 
terrorism investigations could have a substantial adverse impact on the United States’ security 
interests, as well as the detainee’s privacy. Cf. North Jersey Media Group, Inc. v. Ashcroft, 308 
F.3d 198, 217-19 (3d Cir. 2002). Publicizing the fact that a particular alien has been detained 
could alert his coconspirators about the extent of the federal investigation and the imminence of 
their own detention, thus provoking them to flee to avoid detention and prosecution or to 
accelerate their terrorist plans before they can be disrupted. 



Section 202: Distribution of “Worst Case Scenario” Information. 


Section 1 12(r) of the Clean Air Act, 42 U.S.C. § 7412(r), requires private companies that use 
potentially dangerous chemicals to submit to the Environmental Protection Agency a “worst case 
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CONFl^S^IAL—NOT FOR DISTRIBUTION 

Draft — January 9, 2003 

scenario” report detailing what would be the impact on the surrounding community of release of 
the specified chemicals. Such reports are a roadmap for terrorists, who could use the information 
to plan attacks on the facilities. 


b5 


Section 203: Information Relating to Capitol Buildings. 

The Congressional Accountability Act of 1995, 2 U.S.C. § 1301 et seq., establishes the 
Office of Compliance, a congressional office that has the power to e nforce OSHA standards with 

OSHA often assists the 


b5 


Section 204: Ex Parte Authorizations Under Classified Information Procedures Act. 

Under the current version of the Classified Information Procedures Act, 18 U.S.C. App. 3 §§ 
1-16, courts have discretion over whether to approve the government’s request for a CIPA 
authorization — ^which enables the submission of sensitive evidence ex parte and in camera. See 
18 U.S.C. App. 3 § 4 (“The court may permit the United States to make a request for such 
authorization [for a protective o rder] in the form of a written statement to be inspected by the 
court alone.” (emphasis added]]. 


b5 
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Section 205: Exclusion of United States Security Requirements from Gross Income of 
Protected Officials. 


Under current tax law, certain federal officials — ^those whose movements are restricted, or 
who are required to use specific facilities, for their physical protection in the interest of the 
United States’ national security— may be taxed on the value of these protective “services.” See 
26 C.F.R. L132-5(m) (describing the circumstances under which police protecti on and related 
transportation expenses may be deemed to be working condition fringe benefits) 



Section 206: Grand Jury Information in Terrorism Cases. 
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1/14/03 10:06AM 
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Subject: 


Comments on statute 


I 1 

Here is a draft. Please feel free to make any edits. As you will see, I put in some language in support of 
I I □ has seen this, but I am copying hi m. I am supposed to start a meetin g at 10:1 5 that w ill 

take a while, so I am hoping t hat you can fax this tol 

e-mail it). The fax number for 
Pat 


II(or I gues^ ~[:an 
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MEMORANDUM TO: 
FROM: 


OLC b6 

b7C 

FBI-OGC 


SUBJECT: Comments on 1-9-03 Draft of Domestic Security Enhancement Act 

DATE: January 14, 2003 



Additional Comments: 
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HEREIN IS UNCLASSIFIED 



Subject: Patriot 2 


Jttached below are ALU's comments on OLP's 1/9 draft. (These are essentially the same as the 
comments we sent you on 1/8 re the 12/16 draft, and the e-mail observations below likewise apply to the 
1/9 draft.) From ALU's perspective, the two drafts are essentially the same in not adopting (apart from a 
couple painfully narrow items) any of ALU's comments you sent to OLP on 11/15. 


»> PATRICK Kelley 01/10/03 08:54AM »> 

My quick review of the Jan. 2, edition fails to reflect any of ALU's suggested changes. May be that I 
missed them because the comments are keyed to the bill and I don't have a copy of the bill. 


»> P ATRICK Kelley O y 10/0 3 08;37AM »> 

b6 I I concur. However ! [ gave me yesterday a Section-by Section Analysis dated Jan. 2nd. I didn't 
get the rest of the bill but I will send you what I have. 
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OGC) (FBI) 


From: 

Sent: 

To: 


}0GC) (FBI) 


Monday, June 07, 2004 1 1 :56 AM 
|(OGC) (FBI) 
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ATjI, TNFORMATTOM nOMTATNFD 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Subject: RE: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act 

UNCLASSIFIED 
NON-RECORD 
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Original Messaae- 

From: 


J(OGC) (FBI) 
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Se nt: Monday. June 07. 20Q4 1 1:20 AM 

To: I (OGC) (FBI) 

Subject: RE: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act 


b7C 


UNCLASSIFIED 

NON-RECORD 

Can I forward this to OCA? 


— — OrjDinaliiiiMe.ssanfi-~~-i- 

Fromj 


Sft iit-: MnnHav liinp 07 70 04 11:13 AM 


loGC) (FBI) 


Toi 


(OGC) (FBI) 
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Subject: RE: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act 
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Original Messaoe- 

From 


JOGC) (FBI) 


Sent: Monday, June 07, 2004 11:00 AM 
To:| _ KOGC) (FB l) ^ 


(OGC) (FBI); 
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(dGC)(FBl) 


OGC) (FBI); 
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Cc: BOWMAN, MARION E. (OGC) (FBI) 

Sutqect: FW: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act 


^N-RECOR[ 


I know it is really short notice (I advised OCA that I did not think we could get our comments 
to them by 1 1 :00 am) but if you have comments please let us know. 

— O riginal Messaoe-- - 

FromCZZZIjOCA) (FBI) 


miit; ivinnnav iiinPii/^ 

Tor. _ - 

juua.y;0b AM 

QfiQIEBl); BOWMAN. 

MARION E. fOGO fFBD 


:□ 

1 1 (QGQ mj_ 

1 (CID) (FBDr 


Iraoii] 

FBI); 

y frn\ 

(FBI)l 

HkCD) (FBU; 


[CD) 


(DO) (FBI)[ 


}dO) (FBI) 


(CTD)(FBl5f 


b6 


Subject: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act b 7 c 

~UFlCtASSlFiED^ 


The attached testimony is being given before Congress. Please review the testimony and 
provide your comments, if any, to CAO. Please indicate if your division is in favor or opposed 
to the testimony as well as the reasons for your division's position. If your division opposes 
the testimony fully or in part, but beiieves that it can be remedied by changes in the verbiage, 
please describe in detail what should be added, deleted, or changed, including 
recommendations for substitute language sufficient to correct the objectionable section(s). 


Please E -mail your comments to SSA 


jwith a cc tq 

Your comments should be prepared in Microsoft Word format wiiich is 


suitable for dissemination to DOJ and to congressional staff. Please send these 
comments to the CAO contact person as an attachment to your E-mail. If you have be 
additional comments which are not suitable for dissemination, please include them in the 
body of your E-mail separate and apart from the attachment. If your division is not taking - 
position and has no comments, please send an E-mail to the CAO contact person stating 
such. 

DEADLINE 1 1 :00 am 6-7-04. We appreciate your attention to this matter. 
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From: [ 


](Div09) (FBI) 


Sent: 

To: 

Cc: 


Tuesday, May 18, 2 004 3:08 PM 

biv OO) (FBI) 

fDivOO) (FBIll loivog) (FBI) 

I t Div09) (FBI): BOWMAN, MARION E. (Div09) (FBI) 


Subject: RE: Statistics re USA PATRIOT Act provisions 


TVEtBUT UNCLASSIFIED 
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We'll let you know no later than tomorrow what the response is. 


(S) 


bl 
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Or iginal Messaae- 

From:| 


(Div09) (FBI) 


Se nt: Tuesday, May 1 8, 2004 2:03 PM 
Toil imivOnUFRn: R OWMAN. MARION 

(Di)rQ9UFBl)J 

Cc 


BO 

[Di 


(DivOO) (FBI) 


Div09) (FBI) 


Subject: RE: Statistics re USA PATRIOT AcT provisions 


E. (Div09) (FBI);| 

b6 

b7C 


UNC^ SSIFIED 

NON-RECORD 


ll can provide you the results from the field survey that OGC conducted, however, I can also 
guarantee that these are not entirely accurate numbers. The field survey was voluntary, and the level of 
detail provided varied between the field offices. Furthermore, since then I have been advised that some 
HQ divisions have been utilizing various Patriot Act tools, and I did not receive any contributions from any 
HQ division on this survey, so their use is not included in any numbers that I have. 


The field offices reported the following: 


Section 206 - Roving FISA orders | ^ es ( S } 
Section 215 - Used .... Iiddmonal orders curren 

(S) fs) 

Sear 


bl 


ddiilonal orders currently in approval process 


Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field 
input on this specific provision at this time. 


Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants 
executed). I believe that Finance Division maintains, compiles, and reports these statistics. They may 
have more accurate field wide numbers. 

I hope this is helpful. 


Assistant General Counsel 
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Investigative Law Unit 

nffiro nf tho r^onara| CoUnSel 


- Original Message-- 


Fromj ](DivOO) (FBI) 

Sent: Tuesday, May 18, 2004 1:41 PM 
To: BOWMAN, MARION E. (Div09) (FBI); 
I rDivQ9) fFBIl 


I 


IDivOO) (FBI) 


b6 


b7C 


b2 


Cc 

Subject: Statistics re USA PATRIOT Act provisions 

Importance: High 


jDiv09) (FBI) 


J(Div09) (FBI) 


In anticipation of the Director’s scheduled appearance before the Senate Judiciary Committee this 
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice 
(so-called “Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for 
Tangible Things (i.e., so-called Section 215 Orders), since passage of the USA PATRIOT Act. 

I realize there are several potential complications with compiling such numbers (e.g.. Delayed 
Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.). 
Nevertheless, if any of you could provide some input on this, it would be very helpful. We can 
almost guarantee the Director will be asked about the numbers when he testifies. 

Is DOJ compiling numbers? Is there anyone at OLP or OIPR who may know? 


Thanks, 




Offi 

ext. 

ice of Conoressional Affairsb 2 
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OGC) (FBI) 


From: 

Sent: 

To: 

Cc: 


KDiv09) (FBI) 



toivOO) (FBI) b7c 

(Div09) (FB 



Subject: RE: Tools Question 


rDiv09) (FBI) 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


I agree with what everyone has said. We have very limited a dmin subnoena powers, ne 


b6 
b7C 
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b2 


b7E 


[ However, those records do require a FISA Court order. Admin subpoenas 

would be better because they do not require a court order. They are more like NSLs, which, as you probably 
know, are very restricted in scope inasmuch as we can only use them for communications providers, financial 
institutions, and credit reporting companies. If we simply want to get hotel records, for instance, we have no way 
of getting them now, and if we start using business records orders, we will have to go through the FISA court to 
get those. So that is why all this attention is focused on getting admin subpoenas - some way by which we do 
not have to go to court to get the information. 


— Original Message 

FromP [DivOO) (FBI) 

Se nt: Friday, April 3o, 2 004 10:41 AM 
Toj ,_]Dlyj),9}.,(FBl) 


b6 

b7C 
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Subject: RE: Tools Question 

" IlN€LASStFtg5' 


(Div09) (FBI) 



thanks ■ 

fyi. If 

ZZI 


Jhas any other thoughts, feel free to share. Thanks, 


response 


Office of Congressional Affairs 


Original Me<;.«;aae- 
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(Div09) (FBI) 
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Subject: RE: Tools Question 
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I have a moment. be 

b7C 

We have the right to coneci business records under FISA which the PAtriot Act gave us. 
We have never used this authority. 


s the expert. 
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— q riginal Mesage::::: 

From ! | (Div09) (FBI) 

Se nt: Friday. April 30. 20 04 10:32 AM 
ToJ rOivOO) (FBI) 

(FBI) ^ ^ 

Subject: RE: Tools Question 


(Div09) (FBI); 


KDiv09) 


WOfi^ECORD 


I The FBI has no comparable authority that I know of-and I am not surprised because that 

summons provision is strictly under Treasury's regulatory function. As I read the statute, the 
information provided cannot be used for criminal investigative purposes. That same section goes on 
to establish authority for Suspicious Activity Reports, which the banks are required to file and which 
are the primary means by which they notify Treasury of potential criminal transactions--which can 
then be shared with FBI. FBI's admin aubpoena authority is limted to 3 areas--drugs under 21 USC 
876 and child pornography and health care fraud under 18 USC 3486. 
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Or iginal Message 

From; ! l (DivOO) (FBI) 


nt; Thursday. April 29. 2004 6:08 PM 



: (Div09) (FBI); 

t.nm /CDT\ 


(Div09) (FBI); 


(Div09) (FBI) 

Subject: Tools Question 



We got the following question from our friends on the House Judiciary Committee who have 
been looking at NSLs and admin subpoena issues - 31 USC 5318(a)(4) gives the Secretary 
of the Treasury administrative subpoena authority to obtain business records in specific 
cases. Does the FBI have any comparable authority? I'd appreciate any assistance you 
could provide. Thanks, 
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The ‘‘Wall”, 


the USA PATRIOT Act and the Evolution of FBI International 
Terrorism Investigations Since 9/11 


(U) A major benefit of the USA PATRIOT Act (“the Act”), as it pertains to the 
so-called “Wall” that existed prior to 9/1 1 between the law enforcement and intelligence 
communities, has to do with speed and efficiency. There are specific provisions in the 
Act that authorized the sharing of intelligence information gathered via criminal 
investigative techniques with the intelligence community. These include Section 203, 
which, for example, allowed federal grand jury and wiretap information to be shared with 
the intelligence community. The sections of the Act having to do with the activities of 
the intelligence community were geared towards harmonizing the law to fit contemporary 
technological realities. They were also meant to ease somewhat the thresholds required 
to obtain certain types of information in intelligence investigations. The broad effect of 
the Act was thus to foster an environment in which information could flow between the 
two communities robustly and sensibly. Law enforcement and intelligence personnel are 
now able to work together at the earliest possible stages in order to combat international 
terrorism. Nothing can replace the raw investigative effort exerted by criminal and 
intelligence investigators. But the PATRIOT Act has enabled these investigators to do 
their jobs more quickly, with fewer barriers and with more ability to integrate information. 




Once the PATRIOT Act had been passed in October 2001, information began 
to flow more readily between law enforcement and the intelligence community. One of 
the more crucial examples of this movement was the sharing of information between the 
national security side of the FBI and the DOJ Criminal Divisions and U.S. Attorneys. In 
March 2002, the Attorney General issued intelligence sharing procedures mandating that 
FBI counterterrorism officials would be required to provide international terrorism case 
file information with criminal prosecutors. This sharing initially began as a review of 
files and later evolved into a close working relationship between the FBI 
Counterterrorism Division (CTD) and the DOJ Criminal Division’s Counterterrorism 
Section (CTS). CTS, moreover, helps to act as a bridge between the FBI and the United 
States Attorneys throughout the country. 

^ ^ ^ Later, in July 2002, the Foreign Intelligence Surveillance Court (FISC) added 
a new component to the spectrum of intelligence sharing. Up to that time, the 
minimization procedures adopted pursuant to the Foreign Intelligence Surveillance Act 
(FISA) did not allow for the dissemination - from FBI to CIA or NSA — of international 
terrorism foreign intelligence data that had been collected under FISA authority to be 
shared in its so-called “raw” form. In other words, the FBI would have to have first 
minimized the data before sharing it with the CIA or the NSA. The FISC changed this by 
allowing NSA and CIA to have access to the data. Those agencies thus could greatly 
speed up the process of bringing their resources to bear in working on the common 
transnational terrorism threats we now face. Moreover, because the PATRIOT Act had 
brought the criminal investigators closer to the intelligence community through the FBI, 
by mid-2002 there began to emerge true integration among several of the agencies 
engaged in this effort. 
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In August 2002, the Attorney General enhanced intelligence sharing with 
international partners. The AG issued procedures allowing the CIA and NS A to 
disseminate FISA-derived foreign intelligence relating to United States Persons (USPERs) 
to foreign governments without having to return to the AG for authorization in each 
discrete instance. The Attorney General instead required that, while the CIA and NSA 
could disseminate the information on an ongoing basis, they had to report the 
disseminations to him in a report on at least an annual basis. Thus, the same protections 
could be kept while ensuring that vital information moved to our international partners 
quickly. 


(U) In September 2002, the Attorney General issued guidelines regarding the 
movement of intelligence information from criminal investigations and proceedings into 
the intelligence community. These guidelines focused on Sections 203 and 905 of the 
PATRIOT Act. Intelligence acquired during the course of criminal investigations is 
mandated by Section 905 to be disclosed to the Director of Central Intelligence and 
Homeland Security officials. Section 203 more specifically authorizes grand jury, 
electronic, wire and oral interception information to be shared with the intelligence 
community. 

(U) Overall, the PATRIOT Act made a number of specific changes that directly 
benefited the FBI in its investigations. Section 505 allowed National Security Letters 
(NSLs) to be issued under a relevance standard. This requires the FBI to demonstrate 
that the request is relevant to on ongoing national security investigation. Section 206 
gave the FBI roving wiretap authority under FISA. The roving provision operates like 
roving authority under criminal law statutes. Section 207 increased the duration of FISA 
coverage to permit FBI field offices to monitor FISAs for longer periods. All agents of a 
foreign power searches increased from 45 to 90 days and for Non-U. S. Person officers or 
employees of foreign powers the initial FISA period of coverage increased to 120 days. 
Renewals on such applications were extended to one year of coverage. Section 203 
(mentioned above) has allowed intelligence gathered through certain criminal process to 
be shared with the intelligence community. Section 214 changed the FISA Pen 
Register/Trap and Trace standard to relevance. This has allowed for robust use of the 
Pen Register/Trap and Traces in the initial stages of national security investigations and 
has helped the FBI to build a better picture of connections among suspected international 
terrorist subjects. Finally, Section 208 modified the FISA statute by increasing the 
number of judges on the court. This has eased the burden on all involved in the FISA 
process. Moreover, three FISA judges are now located within fifty miles of Washington, 
DC. All of the above tools have greatly enabled the FBI to ensure that the law 
enforcement and intelligence communities have the ability to share information in the 
effort to confront international terrorism. 


(U) In November 2002, the last vestiges of the “Wall” disintegrated when the 
Foreign Intelligence Surveillance Court of Review issued its very first opinion. In that 
opinion, the court affirmed the March 2002 Attorney General intelligence information 
sharing procedures (the FISC had limited them somewhat in May 2002). Further, the 
Foreign Intelligence Surveillance Court of Review opinion had the effect of declaring the 
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“Wall” to have been a misinterpretation of the FISA statute and other guidance. The 
court stated that under the FISA statute as originally written, the government needed to 
show that only “a purpose” for the collection or search was to gather foreign intelligence 
rather than the “sole purpose.” The court noted that the PATRIOT Act modified the 
standard to a “significant purpose.” The overall effect of the opinion was to bolster the 
push behind the PATRIOT Act to integrate law enforcement and intelligence efforts, 
within clear guidance, and to banish misperceptions about the “Wall.” 


(U) In January 2003, the President announced the creation of the Terrorist Threat 
Integration Center (TTIC) in his State of the Union Address. TTIC and its successor, the 
National Counterterrorism Center (NCTC)(created by executive order in August 2004 
and affirmed by statute in December 2004), have been responsible for integrating all 
terrorism analytical threat reporting in a single entity. All intelligence community 
databases are accessible at NCTC. Intelligence information gleaned from criminal 
proceedings, such as federal grand juries, is disseminated to NCTC and is integrated into 
national intelligence reporting. Section 203 of the PATRIOT Act has allowed this to 
happen. 



lu 




In October 2003, the Attorney General issued revised Guidelines for National 
Security Irivestigations and Foreign Intelligence Collection (NSIG). These guidelines 
reflect the evolution of changes in national security law, intelligence collection and 
international terrorism investigations that occurred over the preceding two years. The 
NSIG reflect the integrated nature of national security investigations and recognize the 
need to use all available investigative tools, both criminal and intelligence, to combat 
current transnational threats. The NSIG themselves are a powerful statement on new 
realities, ones that reflect the need for information integration between criminal 
investigations and intelligence investigations. 


(U) In the year and a half since the creation of the NSIG, the 9/1 1 Commission 
has issues its reports and recommendations, and the President signed intelligence reform 
legislation. The FBI continues to evolve, working towards building a strong Directorate 
of Intelligence while continuing its law enforcement mission. As the integrated approach 
to battling International Terrorism evolves, the FBI continues to rely on the provisions of 
the PATRIOT Act. The Act has enabled the FBI to obtain important information more 
efficiently than before, allowing its investigators to focus more effectively on their cases. 
The Act is one of the underpinnings of bringing law enforcement and intelligence 
services together. If the Congress were to allow the Sunset provisions to lapse, it would 
be depriving the intelligence and law enforcement communities of valuable and 
necessary tools. It also would send a signal at odds with the evolution in national 
security investigations over the last three and half years. The intelligence community has 
been told repeatedly to “connect the dots” since 9/1 1 . With the help of the law 
enforcement community, it has made progress. The 9/1 1 Commission has embraced the 
value of the PATRIOT Act. The FBI asks that Congress reinforce these views. 
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Post 9/11 Timeline on Measures to Increase 
Information Sharing and Create Fully Integrated 


International Terrorism Investigations 


1. September 11, 2001 

o (U) Terrorist attacks. 

2. October 2001 

o (U) Passage of the USA PATRIOT Act. 

° Makes technical changes to standards for securing NSLs, 
Business Records, Voicemail Communications, Computer 
Trespassing, etc. 

° Abolished the “Wall” for the sharing of Title III and Federal 
Grand Jury Rule 6(e) material with the U.S. Intelligence 
Community. 

3. March 2002 



O 


(U) Attorney General issues Intelligence Sharing Procedures for Foreign 
Intelligence and Counterintelligence Investigations. Procedures mandate that 
Federal Prosecutors will review FBI International Terrorism case files for 
relevant material on which to build criminal prosecutions. 


4. May 2002 

o (U) FISC accepts in part and modifies in part the AG March 2002 procedures. 
Creates a “chaperone” requirement instituting OIPR involvement in 
information sharing between intelligence investigators and criminal 
prosecutors. 

5. July 2002 

(U) o ^^/NF) FISC approves the “Raw Data” Motion and signs order. This order 
permits the FBI to share raw FISA data with the CIA and NSA in 
International Terrorism FISA surveillances and searches. 


6. August 2002 



(U) 


^/NF) Attorney General signs standing authorization for CIA and NSA to 
disseminate USPER FISA-derived foreign intelligence to foreign governments. 
This authorization allows the CIA and NSA to disseminate the material 
without having to seek AG approval in each discrete instance. 
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7. 


September 2002 


o (U) Attorney General issues “Guidelines Regarding the Disclosure to the 
Director of Central Intelligence and Homeland Security Officials of Foreign 
Intelligence Acquired in the Course of a Criminal Investigation.” Explains 
implementation of PATRIOT Act Section 905(a). 

o (U) Attorney General issues “Guidelines Regarding Prompt Handling of 
Reports of Criminal Activity Involving Foreign Intelligence Sources.” 
Explains implementation of PATRIOT Act Section 905(b). 

o (U) Attorney General issues “Guidelines for Disclosure of Grand Jury and 
Electronic, Wire and Oral Interception Information Identifying United States 
Persons.” Explains implementation of PATRIOT Act Section 203. 

8. November 2002 


O 



(U) FISA Court of Review issues opinion rejecting the OIPR “chaperone” 
requirement and accepts AG March 2002 Information Sharing in full. FISA 
Court of Review also states that FISC and DOJ have incorrectly interpreted 
the FISA statute for years. FISA Court of Review opinion has effect of 
declaring the “Wall” to have been a misinterpretation of the statute and other 
guidance. The FISA Court of Review states that under the FISA statute as 
originally written the government needed to show that “a purpose” for the 
collection was to gather Foreign Intelligence rather than the “sole purpose.” 
The FISA Court of Review notes that the PATRIOT Act modified the 
standard to a “significant purpose,” 


9. December 2002 


o (U) The Deputy Attorney General (DAG) issues field guidance to all DOJ 
prosecutors and all FBI agents on Intelligence Sharing in FI and FCI 
Investigations. The DAG also explains the effect of the FISA Court of 
Review opinion. 

10. January 2003 

o (U) The Creation of the Terrorist Threat Integration Center (“TTIC”) (now the 
National Counterterrorism Center) announced by the President. 

11. March 2003 



O 


(U) Department of Homeland Security is created. 


S 


;T//NOFORN//Xl 


2 



s 


T//NOFORN//X1 



October 2003 



(U) Attorney General issues revised Guidelines for National Security 
Investigations and Foreign Intelligence Collection. (“NSIG”) 
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Cases Using FISA (Public Information) 

Prepared by the Department of Justice Counterterrorism Section 

United States v. Al-Arian, et at 

“ Defendants: Sami Amin Al'Aiian, Ramadan Abdullah Shallah, Bashir Musa Mohammed 
Nafi, Sameeh Hammoudeh, Mohammed Tasir Hassan Al-Khatib, Abd A1 Aziz Awda, 
Ghassan Zayed Ballot, Hatim Naji Fariz, Mazen Al-Najjar 

' District: Middle District of Florida, Judge James Moody 

• Date of Superceding Indictment; September 21, 2004 

• Status: Trial scheduled to begin May 16, 2005. 

United States v. Arnaout 

Defendant: Enaam M. Arnaout 

District; Northern District of Illinois, Judge Suzanne B. Conlon 
Date of Indictment: October 9, 2002 

Status: Arnaout ultimately pleaded guilty to a racketeering charge, admitting that he 
diverted thousands of dollars from BIF to support Islamic militant groups in Bosnia and 
Chechnya. He was sentenced to over 1 1 years in prison. 

United States v. Hassoun, Youssef 

• Defendants; Adham Hassoun and Mohamed Youssef 

• District: Southern District of Florida; Judge Marcia Cooke 
“ Date of Third Superceding Indictment: October 7, 2004 

• Status; Awaiting trial. 

United States v, Hoty Land Foundation foF Relief & Developtnent, et at. 

Defendants: Shukri Abu Baker, Mohammed EI-Mezain, Ghassan Elashi, Haitham 
Maghawri, Akrim Mishal, Mufid Abdulqader, and Abdulraham Odeh 

District: Northern District of Texas, Judge Joseph A. Fish 

Date of Indictment: July 26, 2004 
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Status: The defendants have been indicted, still waiting for a trial date to be set. 

United States v, Damrah 
° Defendants: Fawaz Mohammed Damrah 
° District; Northern District of Ohio, Judge James Gwin 
' Date of Indictment: December 16, 2003 

• Status: On June 17, 2004, the jury convicted Fawaz Damrah of violating 18 U.S.C. 

§ 1425 by unlawfully obtaining U.S. citizenship by concealing material facts. On 
September 20, 2004, the defendant was committed to the Bureau of Prisons for two 
months, followed by four months in home confinement with electronic monitoring, and 
three years of supervised release. On September 23, the district court ordered the 
defendant’s citizenship revoked pursuant to 8 U.S.C. § 1451(e), 

United States v. Battle, et al (Portland Cell) 

Defendants: Jeffrey Leon Battle, October Martinique Lewis, Patrice Lumumba Ford, 
Muhammad Ibrahim Bilal, Ahmed Ibrahim Bilal, Habis Abdulla al-Saoub, Maher Mofeid 
Hawash 

District: District of Oregon, Judge Robert E. Jones 
Date of Superceding Indictment: May 2, 2003 

Status: Six of the seven were convicted and received prison sentences ranging from three 
to eighteen years. Charges against the seventh defendant (al-Saoub) were dismissed after 
he was killed in Pakistan by Pakistani troops on October 3, 2003. 

United States v. Dumeisi 

* Defendant; Khaled Abdel Latif Dumeisi 
° District: Northern District of Illinois 

■ Date of Superceding Indictment: October 29, 2003 (PACER) 

Status: Sections 218 and 504 were critical in the successful prosecution of Khaled Abdel 
Latif Dumeisi, who was convicted by a jury in January 2004 of illegally acting as an agent 
of the former government of Iraq, as well as two counts of perjury. Before the Gulf War, 
Dumeisi passed information on Iraqi opposition members located in the United States to 
officers of the Iraqi intelligence Service stationed in the Iraqi Mission to the United 
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Nations. During this investigation, intelligence officers conducting surveillance of 
Dumeisi pursuant to FISA coordinated and shared information with law enforcement 
agents and prosecutors investigating Dumeisi for possible violations of criminal law, 
Because of this coordination, law enforcement agents and prosecutors learned from 
intelligence officers of an incriminating telephone conversation that took place in April 
2003 between Dumeisi and a co-conspirator. This phone conversation corroborated other 
evidence that Dumeisi was acting as an agent of the Iraqi government and provided a 
compelling piece of evidence at Dumeisi’s trial. (E.xcerpt from The Report from the Field 
(July 2004)) 




rnTQi p 


FROM DOJ/TVCS 


(THU) 4. 14' 05 14;35/ST. 1 4 : 34/NO, 486 1 05 1 444 P 2 



Cases Using FISA (Public 
Prepared by the Department of Justice 


Information) 
Counterterrorism Section 


United States v. Al-Arian, et ai 


Defendants: Sami Amin Al-Anan, Ramadan Abdullah Shallah, Bashir Musa Mohammed 
Nafi, Sameeh Hammoudeh, Mohammed Tasir Hassan AJ-Khatib, Abd Al A 2 dz Awda, 

Ghassan Zayed Ballut, Hatim Naji Faiiz, Mazen Al-Najjar 

° District: Middle District of Florida, Judge James Moody 

° Status: Trial scheduled to begm May 1 6, 2005. 

United States V. Arnaout tnpormation coNTAiNKn 

HEREIN IS UNCLASSIFIED 

DATE 08-12-2005 BY 65179/DMH/KBR CA #05-CV-0B45 

“ Defendant: Enaam M. Arnaout 


District: Northern District of Illinois, Judge Suzanne B. Conlon 



Status: Arnaout ultimately pleaded guilty to a racketeering charge, admitting thi^t he 
diverted thousands of dollars from BIF to support Islamic militant groups in Bosnia and 
Chechnya. He was sentenced to over 1 1 years in prison. 


United States v. Hassoun, Youssef 


Defendants; Adham Hassoun and Mohamed Youssef 


° District: Southern District of Florida; Judge Marcia Cooke 
“ Status: Awaiting trial. 

United States v. Holy Land Foundation for Relief & Development, et al. 

Defendants; Shukn Abu Baker, Mohammed El-Mezain, Ghassan Elashi, Haitham 
Maghawri, Akrim Mishal, Mufid Abdulqader, and Abdulraham Odeh 

» District: Northern District of Texas, Judge Joseph A. Fish 

Status: The defendants have been indicted, still waiting for a trial date to be set. 
United States v, Damrah 


Defendants: Fawaz Mohammed Damrah 
District: Northern District of Ohio, Judge James Gwin 
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(THU) 4. 14' 05 1 4 : 35/ST. 1 4 ; 34/NO. 486 1 05 1 444 P 3 



Status: On June 17, 2004, the jury convicted Fawa 2 Damrah of violating 18 U.S.C. 

§ 1425 by unlavv'ftilly obtaining U.S. citizenship by concealing material facts. On 
September 20, 2004, the defendant was committed to the Bureau of Prisons for two 
months, followed by four months in home confinement with electronic monitoring, and 
three years of supervised release. On September 23, the district court ordered the 
defendant’s citizenship revoked pursuant to 8 U.S.C. § 1451(e). 


United States v. Battle, et al. (Portland Cell) 


Defendants: Jeffrey Leon Battle, October Martinique Levris, Patrice Lumumba Ford, 
Muhammad Ibrahim Bilal, Ahmed Ibrahim Bilal, Habis Abdulla al-Saoub, Maher Mofeid 
Hawash 

District: District of Oregon, Judge Robert E. Jones 

Status: Six of the seven were convicted and received prison sentences ranging from three 
to eighteen years. Charges against the seventh defendant (al-Saoub) were dismissed after 
he was killed in Pakistan by Pakistani troops on October 3, 2003. 


United States v. Dumeisi 


Defendant: Khaled Abdel Latif Dumeisi 


District: Northern District of Illinois 



Status: Sections 218 and 504 were critical in the successful prosecution of Khaled Abdel 
Latif Dumeisi, who was convicted by a jury in January 2004 of illegally acting as an agent 
of the former government of Iraq, as well as two counts of peijury. Before the Gulf War, 
Dumeisi passed information on Iraqi opposition members located in the United States to 
officers of the Iraqi Intelligence Service stationed in the Iraqi Mission to the United 
Nations. During this investigation, intelligence officers conducting surveillance of 
Dumeisi pursuant to FISA coordinated and shared information with law enforcement 
agents and prosecutors investigating Dumeisi for possible violations of criminal law. 
Because of this coordination, law enforcement agents and prosecutors learned from 
intelligence officers of an inciirninating telephone conversation that took place in April 
2003 between Dumeisi and a co-conspirator. This phone conversation corroborated other 
evidence that Dumeisi was acting as an agent of the Iraqi government and provided a 
compelling piece of evidence at Dumeisi ’s trial. (Excerpt from The Report from the Field 
(July 2004)) 



United States v. Hassoun and Youssef ; On September 16, 2004, ADHAM HASSOUN and 
MOHAMMED YOUSSEF, were indicted by a Grand Jury in the Southern District of Florida in a 
10-count superseding indictment. The charges include; Providing material support to terrorists 
in violation of 18 USC § 2339A and also conspiracy to do the same for providing "material 
support and resources... knowing and intending that they be used in preparation for and carrying 
out a violation of Title 18 USC § 956 (a)(1), that is, a conspiracy to murder, kidnap and maim 
persons in a foreign country." The indictment also includes eight additional counts against 
HASSOUN on charges of unlawful possession of a firearm, making false statements, perjury and 
obstruction of immigration court proceedings. HASSOUN is currently in custody on these 
charges. YOUSSEF is in custody in Egypt serving a sentence for other terrorist activities. On 
October 7, 2004, the Grand Jury returned a superceding indictment against HASSOUN and 
YOUSSEF which charges them with, in addition to the earlier charges, one count each of 
conspiracy to murder, maim and kidnap persons in a foreign country in violation of 18 USC 
Section 956. 



United States v. Arnaout : Enaam Arnaout, aka Abu Mahmoud A1 Suri, aka Abu Mahmoud A1 
Hamawi, aka Abdel Sarnia, the principle officer of the Benevolence International Foundation 
(BIF), was indicted by a Federal grand jury seated in the Northern District of Illinois. Arnaout 
was charged in an eight (8) count indictment with violating Federal criminal statutes to include 
RICO (racketeering), conspiracy to provide material support to terrorism, mail fraud, wire 
fraud, and money laundering. On February 10, 2003, entered into a plea agreement with the 
government, pleading guilty to a RICO count. In August 2003, Arnaout was sentenced to serve 
an eleven (11) year prison sentenced related to the above RICO charges. 

United States v. Dumeisi : January 12, 2004, KHALED ABDEL-LATIF DUMEISI was 
convicted in U.S. District Court, Northern District of Illinois in docket # 03-664, of acting as an 
unregistered agent of the former Government of Iraq (GOI). This conviction was the culmination 
of a long running FBI investigation into his activities on behalf of the GOI. The jury also found 
DUMEISI guilty of conspiracy and perjury. On March 31, 2004, he was sentenced to 46 mon ths 
in prison, after which he will be deported. 


United States v. Battle : On 03 October 2002, a federal grand jury in Portland, Oregon, indicted 
Jeffrey Leon Battle and five others for: Conspiracy to Levy War Against the United States (18 
U.S.C. § 2384); Conspiracy to Provide Material Support & Resources to Foreign Terrorist 
Organizations (18 U.S.C. § 2339B); Conspiracy to Contribute Services to al Qaeda and Taliban 
(50 U.S.C. § 1705(b)). In addition. Battle and 3 others were indicted for Possessing Firearms in 
Furtherance of Crimes of Violence (18 U.S.C. §924(c)(l)(A)(iii)). Battle pled guilty to the first 
count of the indictment and was sentenced to 1 8 years incarceration on 24 November 2003. 
Other defendants received sentences from 3-18 years incarceration. Charges against one 
defendant were dismissed. 
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United States v. Damrah 


On December 16, 2003, an indictment was handed down in the Nothern District of 
Ohio against Damrah for violation of Title 18 USC §§1425 (a) {b} , Imigration 
fraud charges. He was charged and found guilty of making false statements in 
connection with his citizenship application. He was convicted last year of 
lying to immigration authorities. He did not disclose during naturalization 
proceedings in 1993 that he helped raise money for PIJ. Damrah was sentenced 
to Jail for two mo.nths around the 21st of November (released end of January, 
2005) . After two months in prison, he spent another four months under house 
arrest. The Judge in the case was assured by the Prosecutor's office that no 
deportation proceedings were to be initiated until after DAMRAH had exhausted 
all appeals on the conviction. Damrah is currently facing deportation 

proceedings after being stripped of his US citizenship. 


United States v. Holy Land Foundation for Relief & Development, et al . 


On Monday, 
charges of 
Tax fraud. 


07/26/2004, se aled indictments and arrest warrants were obtained on 
Conspiracy, Material Support to Terrorism, Money Laundering, and 
in the Northern District of Texas. 


The Holy Land Foundation for Relief and Development (HLFRD) is registered as a 
non-profit humanitarian organization that has conducted fund-raising 
activities in the United States and has claimed to provide aid to thousands of 
poor Palesti.nians in Gaza and the West Bank, as well as other geographical 
areas. On 12/04/2001, the Department of Treasury's Office of Foreign Assets 
Control (OFAC) designated the HLFRD as a Specially Designated Terrorist (SDT), 
and blocked all known assets of the HLFRD based on information that the HLF 
provided material support to the Foreign Terrorist Organization (FTO)/SDT 
HAMAS. On 12/10/2001, Dallas opened a criminal investigation into the HLFRD 
for providing material support to terrorism. Investigation has revealed that 
the targeted subjects provided material support to Hamas, and that they have 
committed various other violations of US law. 


United States v. Al Arian, et al . 

Superseding Indictment on September 21, 2004 



Tampa FBI has been involved in a long-term criminal investigation of the North 
American cell of the PIJ terrorist organization. The cell is headed by Sami 
Al-Arian, a college professor, who operated numerous front organizations, 
namely the Islamic Committee for Palestine (ICP) and the World and Islam 
Studies Enterprises (WISE) . These organizations not only raised funds to send 
back to the Middle East, but also employed Ramadan Shallah in Tampa, Florida, 
immediately before Shallah took over the leadership of the PIJ ini 996 
follo'wing the assassination of Fathi Shikaki. 




The case is being prosecuted under a RICO theory. The indictment of Al-Arian 
and seven others took place on February 19, 2003. Sami Al-Arian, Sameeh 
Hammoudeh, Hatim Naji Fariz, and Ghassan Bailout were arrested on February 20, 
2003. A superceding indictment was filed on the case on September 21, 2004 , 
which added additional charges and overt acts, streamlined the prosecutive 
theory, and added subject Mazen Al-Najjar, who was previously named as an 
unindicted co-conspirator. The theory of the case is that PIJ is a criminal 
enterprise which uses various officers to conduct its illegal business through 
a pattern of racketeering activity in violation of 18 USC §§1962. The subjects 
of the investigation, acting through PIJ, have facilitated the murder of U.S. 
and Israeli citizens, have committed bombings and other criminal acts, and 
have then released public statements claiming responsibility for those 
criminal acts as a means to extort political concessions from the State of 
Israel in violation of 18 USC §§1961. The subjects have also financially 
supported PIJ and its campaign of terror by raising funds in the U.S. and 
Europe. Those funds were then forwarded from the Tampa, Florida area , to the 
Middle East to assist PIJ in carrying out specified unlawful activities 
(murder, extortion, destruction of property by explosion, etc.) in violation 
of the Money Laundering statute, 18 UCS §§1956. The subjects have also 
provided material support for terrorist activities in violation of 18 USC 
§§2339A and have aided and abetted the murder of U.S. citizens, namely Alissa 
Flatow and others, in violation of 18 UCS §§2332. 





































































Facts For Renewals : 

No Renewals. 

Benefit (or lack thereof) of Roving Authority: 

None cited in application; No information received 
from the field. 
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This pertains to to the project we talked about this morning. 
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Thanks. Were there any tech cuts that you would view as "smoking guns"? or how about just tech cuts that 
would make a senator say, "ok that is good." 
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SENSITIVE BUT UNCLASSIFIED 
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I do not believe this was the final version. This is a draft of responses for the Director. I am not sure what the 
final product looked like. 


Assistant General Counsel 
National Security Law Branch 
Room 5S-214 


^ Ext. I [ (internal use only) 
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Sent: Friday, July 23, 2004 4:48 PM 
To: LAMMERT, ELAINE N. (OGC) (FBI) 
Subject: FW: OGC RESPONSES 
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SENSITIVE BUT UNCLASSIFIED 
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Elaine Lammert: 


FYI; 


I just spoke withf 


He informed me thad 


Jwill only be with them for one more week. 


and he will start working on the responses Monday morning. He stated that he was not familiar with the Patriot 
Act and need more inform ation on the different sections. 


He can be reached at ext 


I 

Assistant General Counsel 
National Securitv Law Branch 
Extl I 

b2 
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Sent: Friday, July 23, 2004 4:23 PM 

b7C 

To: LAMMERT, ELAINE N. (OGC) (FBI) 
Subject: OGC RESPONSES 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Elaine Lammert: 

I have attached two versions. One version included (S) as well as (U) examples for the response to question 84f. 
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The other one only includes (u) unclassified examples. 


I did not incorporate 


able to supply a more detailed response. 


responses to the other three questions, so they still state that CTD would be 


Assistant General Counsel 
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b6 

b7C 


6/23/2005 




QUESTIONS FOR THE RECORD FROM DIRECTOR'S 5/20/04 SENATE HEARING 

NSLB RESPONSES 

28. OGC . During the hearing. Senator Grassley asked you about 
the retroactive classification of information provided by the FBI 
to Committee staff related to a whistleblower who previously 
worked for the FBI translation program. I share Senator 
Grassley' s concern that this order is unrealistic. A great deal 
of information regarding the whistleblower's claims, including 
the FBI's corroboration of many of the problems she raised, has 
been in the public record for more than -two years. I appreciated 
your statement that the retroactive classification order was not 
intended to place a gag on Congress. However, the notice 
received by staff members of the Judiciary Committee was very 
vague, referring only to "some" information conveyed in the 
briefings. If state secrets are truly implicated by something 
that was said in an unclassified briefing two years ago, the FBI 
should provide very specific instructions to current and former 
staff on what information must be kept secret. Will you instruct 
your staff to provide more specific information to relevant staff 
about what, exactly, from the 2002 briefings is classified and 
what is not? 



33. OGC . You testified that, prior to the PATRIOT Act, "if a 
court -ordered criminal wiretap turned up intelligence 
information, FBI agents working on the criminal case could not 
share that information with agents working on the intelligence 
case." Please state specifically what law or laws prevented such 
informat ion- sharing prior to PATRIOT, and whether a court could 
authorize such informat ion- sharing, regardless of any such law or 
laws? 

Response ; Prior to the changes brought about by the Patriot 
Act, Title 18 Section 2517 was interpreted to solely authorize 
the sharing of intercepted wire, oral, or electronic 




s|3e<Er 


communications for criminal law enforcement purposes without the 
need to obtain a court order. Sharing intercepted information 
for foreign intelligence purpose required a court order and, 
based upon the statutory language, it was unclear whether a judge 
would sign an order. The changes to the Patriot Act clearly 
allow the sharing of foreign intelligence information developed 
during a court-ordered criminal wiretap with the agents working 
intelligence cases . 


34. OGC . You further testified that, prior to the PATRIOT Act, 
"information could not be shared from an intelligence 
investigation to a criminal investigation." Please state 
specifically what law or laws prevented such informat ion- sharing 
prior to PATRIOT? 

Response ; Prior to the Patriot Act, there were procedures 
for sharing information between intelligence investigators and 
criminal agents and prosecutors, but they were difficult, 
burdensome and usually resulted in less than fulsome sharing. 

For example, the FISA statute was interpreted to require a 
"primary purpose" of gathering intelligence in order to secure a 
FISA Court order. Because of this interpretation of the FISA 
statute, the Department of Justice and the FISA Court required 
that certain procedures be followed in order to share 
intelligence with criminal investigators and prosecutors . | 


b5 

For additional information, see the answer to question 35. 


35. OGC . In his statement to the 9/11 Commission, the Attorney 
General blamed the creation of the so-called "wall" between 
criminal investigators and intelligence agents on a 1995 
memorandum authored by a senior official in the Reno Justice 
Department, now a member of the 9/11 Commission. 


a. Do you agree that the architecture of the wall was in 
place long before 1995, having its genesis in established legal 
doctrine dating from 1980? If not, how do you explain the 
extensive discussion of this issue in the one and only reported 
opinion of the FISA Court of Review, decided on November 18, 
2002 ? 


SE 








How did the FBI handle information-sharing between 
criminal investigators and intelligence agents before 1995? 



b. Do you agree that the Gorelick memo established 
proactive guidelines amidst a critically important terrorism 
prosecution to facilitate information sharing. 







55. CTD . (Follow-up to Leahy 15) What specific policy changes 
have you made in response to the Inspector General's report on 
9/11 detainees? 

OCA Note; To assist CTD in responding, we note that, in 
response to a Question for the Record regarding a 9/11 
Detainee hearing, the FBI indicated that DOJ and DHS had 
signed a memorandum of understanding (MOU) related to 
information sharing and, as recommended by the Inspector 
General, the FBI was working with DOJ to draft an MOU 
governing the detention of aliens of interest to the FBI. 

We also indicated that we were working with DHS to establish 
criteria and procedures for future investigations of alien 
detainees, including circumstances where a large number of 
aliens with potential ties to terrorism are detained. 

Response ; The DOJ and DHS have signed a memorandum of 
understanding (MOU) relating to information sharing and the FBI is 
working with DOJ to draft an MOU governing the detention of 
aliens of interest to the FBI. DOJ is still working with DHS to 
draft an MOU to establish criteria and procedures for future 
investigations of alien detainees of national security interest. 
With respect to other policy changes, the FBI has worked to 
establish the Terrorist Screening Center (TSC) and TTIC, which 
will substantially improve the FBI ' s ability to obtain 
information about alien detainees from various agencies and 
process this information in a timely fashion. The FBI continues 
to work with the National Security Law Division, ICE, to review 
alien detainee cases of national security interest on a case-by- 
case basis. 

58' OGC . (Follow-up to Leahy 18A) When will the FISA 
Management System (FISAMS) be fully operational? With whom is 
the contract for development of FISAMS? How much will it cost 
and what funds are being used to pay for it? 


Response : The FISA Management System (FISAMS) became 

operational at the end of January 2004. The FBI trained the 
largest 13 FBI field offices on the system. These 13 offices are 
currently processing their FISA requests through the FISAMS, 







which account for approximately 75% of the total FISAs for the 
FBI. The remaining FBI field offices are in the process of bein g 



High Performance Technologies, Inc.(HPTi) is the contractor 
for the development of the FISAMS. During FY 2003, we currently 
have allocated $900,000 for Version 1.0 of the FISAMS. We are 
contracting an additional $1 million with HPTi for enhancements 
beginning September 2004, which was funded by the Wartime 


Supplemental Funds received by the FBI . There will be several 
follow-ut> versions to further enhance the FISAMS in the future. 



FY06 is the first budget cycle the FISA Unit has been able to 
formally request funding for this project. 


59. OGC . (Follow-up to Leahy 18C) Did you personally review 
the 4 FISA applications reportedly not approved by the FISA court 
last year? Can you provide any details on why the 4 applications 
were not approved? 



60. OGC ■ (Follow-up to Leahy 18D) Can you provide us with a 
blank copy of the FISA Request Form referenced in your response? 
Will you provide us with a blank copy of the form that the FBI 
created for requesting business records from the FISA court? 









61. OGC . (Follow-up to Leahy 21) Did you refer the question to 
DOJ OIPR? When? Have you been asked to assist in the response? 
When? 


OCA Note: OCA proposes to respond that the FBI forwarded 

its responses to DOJ on 10/22/03, including our indication 
that the answer to Senator Leahy's question 21 called for 
classified information, which is ordinarily supplied to 
Congress by DOJ's Office of Intelligence Policy and Review 
(OIPR). By letter to the Committee dated 3/4/04, DOJ's 
Office of Legislative Affairs forwarded the Department's 
responses to the Committee, including the FBI's original 
response to this question. 


Response : OGC concurs with OCA's response. 


74. CTD . In June 2003, Glenn Fine, the Inspector General for 
the Justice Department, found "significant problems in the way 
the detainees were handled" following 9/11. These problems 
included a failure by the FBI to distinguish between detainees 
whom it suspected of having a connection to terrorism and 
detainees with no connection to terrorism; the inhumane treatment 
of the detainees at a federal detention center in Brooklyn; and 
the unnecessarily prolonged detention resulting from the 
Department's "hold until cleared" policy - made worse by the 
FBI's failure to give sufficient priority to carrying out 
clearance investigations. In your opinion, has the Justice 
Department responded in an appropriate manner to all the abuses 
identified in the Inspector General's report? What steps has the 
FBI taken to prevent such abuses from occurring in the future? 





S^ET 

OCA Note: Based on the responses provided by the FBI to 

Congressional questions following a hearing regarding the 
9/11 detainees, we might begin by noting that, as we have 
previously advised Congress, the FBI worked diligently to 
determine whether the detainees, all of whom were in the 
United States illegally, did, in fact, have terrorism 
connections. When the FBI was able to determine that an 
alien was not of interest to the investigation, however, the 
immigration authorities were notified as soon as possible. 
While many of the investigations of detainees took longer, 
for reasons discussed in the Inspector General's report, 
thorough investigation was necessary to ensure that they 
posed no danger to our national security. Several steps 
have been taken to ensure that any future detainee matters 
are handled as efficiently and effectively as possible. I 


As the Acting Deputy Attorney General 
explained in his November 20, 2003 Memorandum to the 
Inspector General in response to the Inspector General ' s 
report, the FBI will work with DHS to establish criteria for 
future investigations (the specific cri teria will depend on 
the nature of the national emergency) . 


Response t The FBI worked diligently to determine whether 
the detainees, all of whom were in the United States illegally, 
did, in fact, have terrorism connections. When the FBI was able 
to determine that an alien was not of interest to the 
investigation, however, the immigration authorities were notified 
as soon as possible. While many of the investigations of 
detainees took longer, for reasons discussed in the Inspector 
General's report, thorough investigation was necessary to ensure 
that they posed no danger to our national security. 

Several steps have been taken to ensure that any future 
detainee matters are handled as efficiently and effectively as 
possible . 


b5 




explained in his November 20, 2003 Memorandum to the Inspector 
General in response to the Inspector General's report, the FBI 
will work with DHS to establish criteria for future 
investigations (the specific criteria will depend on the nature 
of the national emergency) . For example, an effort is underway to 
prepare an MOU between DHS and DOJ regarding criteria and 
procedures for determining alien detainees of national security 
interest. In addition, the creation of TSC and TTIC will greatly 
improve the FBI's ability to gather information concerning aliens 
of national security interest and work with the appropriate 
federal agencies to determine the best means of averting any 
national security threat, whether through criminal or immigration 
proceedings. Other intitiatives, such as the Foreign Terrorist 
Tracking Task Force and the National Joint Terrorism Task Force 
have assisted in permitting better information flow with our law 
enfor cement counterparts and will improve the handling of such 
cases .1 


82. OGC . Title 18 Section 3103a, as amended by Section 213 of 
the USA-Patriot Act (P.L. 107- 56), provides authority for 
delaying notice of the execution of search warrants. The 
following question pertains to the use of the authority provided 
in this section in investigations or prosecutions related to 
terrorism during the period of time from September 11, 2001 to 
the present. 

a. In how many such cases has the authorities to delay 
notification been used? 

b. In how many such cases has the authority added by 
Section 213(b) (1), which allows a delay where "the court finds 
reasonable cause to believe that providing immediate notification 
of the execution of the warrant may have an adverse result" been 

used? Please describe the circumstances in each of these cases. 

\ 

c. In how many such cases has the authority set forth in 18 
U.S.C. 2705(E), which provides for delay in cases which would 
"otherwise seriously jeapor[dize] an investigation or unduly 
[delay] a trial" been used? Please describe the circumstances in 
each of these cases? 
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84. Sections 203(b) and 203 (d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in' most cases mandatory. The following questions 
pertain to the implementation of these sections. 

a. OGC . Section 203(c) of the USA-Patriot Act requires the 
Attorney General to "establish procedures for the disclosure for 
the disclosure of information" as provided for in Section 203. 
Have such procedures been promulgated? If so, please provide a 
copy of those procedures to the Committee. 


Response to Q84 a ; On September 23, 2002, the Attorney 
General promulgated guidelines that established the procedures 
for disclosure of information under Section 203 of the Patriot 
Act. A copy of the guidelines is attached. The Office of the 
General Counsel issued an EC advising all Divisions of the 
procedures. A copy of the EC is attached. 


b. OGC . Section 203 (b) specifically provides authority "to 
share electronic, wire, and oral interception information" where 
such information is foreign intelligence information. What is 
the method for disseminating such information to the Intelligence 
Community? 


Response ; This information may be disseminated in any 
format deemed appropriate for the particular circiimstances . 


(i) In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203 (b) 

material? 


(1) If so, how many such reports have been 



issued? 


SE 




(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


c. OGC . Section 203(d), the so-called "catch-all" 
provision, provides a general authority to share foreign 
intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the 
Intelligence Community? 
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(i) In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203 (d) 
material? 


issued? 


(1) If so, how many such reports have been 


(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


d. OGC . Section 905(c) of the USA-Patriot Act requires the 
Attorney General to "develop procedures for the administration of 
this section. ..." Have such procedures been promulgated? If 
so, please provide a copy of those procedures to the Committee. 
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e. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or 
implementation of Section 203 of the USA-Patriot Act? If so, 
please describe the nature and disposition of any such complaint. 


f. OGC . Based upon the application of this provision of 
law during the period since its passage, are there changes to 
this statute which the Congress should consider? 


Res£onsej_J 

OGC strongly believes that Section 
203 (b) and (d) should not be allowed to expire on December 31, 
2005. The changes brought about by the Patriot Act have 
significantly increased the ability of the FBI to share 
information. ' 

I 1 
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85. Sections 206 of the USA-Patriot Act, the so-called "roving 
wiretap" provision, permits the issuance of a FISA warrant in 
cases where the subject will use multiple communication 
facilities. This question pertains to the implementation of this 
section during the time period since the passage of the , 
USA-Patriot Act, October 26, 2001. 


Response : 

a. How often has this authority been used, and with what 
success? 






b. In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via ’’electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to the FISA? 

Response; FBI intelligence products are an important vehicle 
for the dissemination of both FISA-derived an d non-FISA foreign 
intelligence information, but not the only one. 


More specifically, the FBI shares many forms of for eign 
intelligence with other members of the Intelligence CommunityJ 


through direct classified and unclassified 
dissemination and through websites on classified Intelligence 
Commxjnity networks. The FBI also shares intelligence with 
representatives of other elements of the Intelligence Community who 
participate in Joint Terrorism Task Forces (JTTFs) in the United 
States or with whom the FBI collaborates in activities abroad. FBI 
intelligence products shared with the Intelligence Community 
include Intelligence Information Reports (IIRs) , Intelligence 
Assessments, and Intelligence Bulletins. 
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The FBI also disseminates intelligence information through Law 
Enforcement Online (LEO) , a virtual private network that reaches 
federal, state, and law enforcement agencies at the Sensitive But 
Unclassified (SBU) level. LEO makes finished FBI intelligence 
products available, including Intelligence Assessments resul ting 
from analysis of criminal, cyber, and terrorism intelligence.! 

Intelligence 

Information Reports also are available on LEO at the Law 
Enforcement Sensitive classification level. The FBI also recently 
posted the requirements document on LEO, which provided state and 
local law enforcement a shared view of the terrorist threat and the 
information needed in every priority area. 
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(i) If so, how many such reports have been issued? 


Response ; In the past two years the FBI's Counterterrorism 
Division's Terrorism Reports and Requirements Section has 
disseminated 76 intelligence information reports (IIRs) containing 
information derived from FISA-authorized surveillance and/or 
search. (Statistics are not maintained in such a way that would 
enable us to say whether any of the FISA-derived information in the 
reports was obtained using "roving authority.") Other FBI 
Divisions have also issued reports containing FISA-derived 
information. For example, the Cyber Division has written a total 
of 24 electronic information reports containing FISA-derived 
information. 


(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


Response ; The Office of Intelligence promulgated the FBI's 
Intelligence Information Report Handbook on 9 July. The Handbook 
establishes the first comprehensive FBI -wide guide for the format 
and content of raw intelligence reports. The Office of Intelligence 
is working to develop evaluation guidelines based, in part, on the 
criteria established in the Handbook for the types of infoimiation 
to be reported and s hared with our law enforcement and intelligen ce 
community partners. 


In addition, the FBI's Inspection Division has estab lished 
evaluation cr iteria for the value of hxxman source reporting, 

access and responsiveness to local FBI field office, 
FBI progreuti and national intelligence requirements . The Office of 
Intelligence is developing guidelines to use this same criteria as 
a means of evaluating the value of raw intelligence. Initial 
discussions on this issue have been held with representatives from 
the Counterintelligence, Counterterrorism, Criminal and Cyber 
Divisions. The results of these discussions are being incorporated 
into evaluation guidelines. 


c. Some have read this section as providing for surveillance 
in cases where neither the identity of the subject or the facility 
to be used is known -- in effect, allowing for the authorization of 
FISA surveillance against all phones in a particular geographic 
area to try to intercept conversation of an unknown person. Is 





this the reading of the statute being adopted by the Federal Bureau 
of Investigation and the Department of Justice? If not, please 
provide your interpretation of this authority. 

Response t No, the FBI does not interpret the statute as 
allowing for the authorization of FISA surveillance against all 
phones in a particular geographic area to try to intercept 
conversations of an unknown person. In order to make a showing of 
probable cause, the FISA statute requires a statement of the facts 
and circvunstances relied upon by the applicant for surveillance to 
to justify the belief that: (1) the target of the electronic 
surveillance is a foreign power or an agent of a foreign power; 
and, (2) each of the facilities or places at which the electronic 
surveillance is directed is being used, or is about to be used, by 
a foreign power or an agent of a foreign power. Thus, the FISA 
statute does not permit coverage to be authorized, with or without 
the "roving wiretap" provision, to allow for surveillance against 
all persons in a particular geographic area. The FBI has 
interpreted the "roving" authority as permitting the FBI to request 
that the Foreign Intelligence Surveillance Court issue a "generic" 
secondary order, along with specified orders, for a specifically 
identified FISA target, that the FBI could serve in the future on 
the unknown (at the time the order is issued) cell phone carrier, 
Internet service provider, or other communications provider, if the 
target rapidly switches from one provider to another. The roving 
wiretap order still requires that a federal law enforcement agent 
swear in a detailed affidavit to facts establishing probable cause, 
and still requires a court to make a finding of probable cause 
before issuing the order. The roving order has the additional 
requirement of a judge's approval to monitor more than one 
telephone. But now, each time a target changes his cellular 
telephone, instead of going through the lengthy application 
process, government agents can use the same order to monitor the 
target. This will allow the FBI to go directly to the new carrier 
and establish surveillance on the authorized target without having 
to return to the Court for a new secondary order. The FBI views 
this as a vital and necessary tool to counter certain targets who 
engage in such actions as a deliberate means of evading 
surveillance. 

(i) Have any briefs been filed with the Foreign 
Intelligence Surveillance Court on this subject? If so, please 
provide copies of such briefs to the Committee. 

Response : The FBI has filed no such briefs on this subject. 
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e. Based upon the application of this provision of law during 
the period since its passage, are there changes to this statute 
which the Congress should consider? 

Response ; No, we request only that the provision be 
preserved. 


86. Section 207 of the USA-Patriot Act extends the time limits 
provided in the FISA which govern surveillance against agents of a 
foreign power. 


a. Has the Federal Bureau of Investigation or the Department 
of Justice conducted any review to determine whether, and if so, 
how many, personnel resources have been saved by this provision? 
If so, please provide the results to the Committee. 
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b. Have there been any cases where, after the passage of the 
now-extended deadlines it was determined, either by the Department 
of Justice, the Federal Bureau of Investigation or the Foreign 
Intelligence Surveillance Court, that surveillance should have been 
terminated at an earlier point because of the absence of a legally 
required predicate . 


Response ; None of which the FBI is aware. 


c . Inspection Division 


d. Based upon the application of this provision of law during 
the period since its passage, are there changes to this statute 
which the Congress should consider? 


Response ; None at this time. 


89. Section 214 of the USA-Patriot Act permits the use of FISA pen 
register/trap & trace orders with respect to electronic 
communications, and eliminates the requirement that such use be 
only in the context of a terrorist or espionage investigation. 
This question pertains to application of this provision since its 
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■passage, and to all instances, not only terrorism investigations, 
a. OGC ■ In how many cases has this authority been used? 



(i) How many of such cases were terrorism-related? 


b. OGC . Of the cases in which such authority was used, in 
how many was a subsequent application for a full surveillance order 
made pursuant to the FISA, or Chapter 19 of Title 18? 

Response ; OGC does not have a way to determine how many pen 

registers evolved into full FISA's. 

\ 

c. Inspection Division . Has the Intelligence Community, 
Department of Justice, or Federal Bureau of Investigation developed 
regulations or directives defining the meaning of non- content 
communications? If such regulations or directives have been 
issued, please provide copies to the Committee. 

d. OGC . In your testimony you made reference to newly- 

created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 

(i) If so, how many such reports have been issued? 

(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 

Response ; Please see answer to Question 85. 
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90. Section 215 of the USA-Patriot act authorizes the Foreign 
Intelligence Surveillance Court to issue orders permitting FBI to 
access "tangible" items in the course of a terrorism or espionage 
investigation. The following questions pertain to the application 
of this provision since its inception. 


a. OGC . How many times has this authority been used, and 
with what success? 

» 

b. OGC . Has this provision been used to require the 
provision of information from a library or bookstore? If so, 
please describe how many times, and in what circumstances. 


c. OGC . In your testimony you compared this provision with 
existing authority in the criminal context, noting that records 
such as library records are subject to a grand jury subpoena. 
However, in criminal cases the propriety and lawfulness of 
subpoenae are to some extent tested in the adversary process of a 
trial - how, in the context of the FISA, does such a check occur? 


d. OGC . As of October 2004 the Department of Justice advised 
that this provision had not been used. If that is true, is there 
a necessity to maintain this provision in law? Why? 


(i) With respect to the potential applicability of this 
section to libraries and bookstores, there has been some concern 
that the mere prospect of use of the statute has a "chilling 
effect" on the use of these facilities. Can this chilling effect 
be minimized, if not eliminated, ,by incorporating a higher 
threshold for use in the limited context of libraries and 
bookstores? If not, why not? 


e. OGC . In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 


(i) If so, how many such reports have' been issued? 


(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


SEl^ET 

f. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation 
of Section 215 of the USA-Patriot Act? If so, please describe the 
nature and disposition of any such complaint. 

bl 

g. OGC . Based upon the application of this provision of law bs 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 
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clarifying the law to recognize that in many cases such 
surveillance may implicate both a law enforcement and an 
intelligence interest. This question pertains to the implementation 
of this provision since its passage. 

a. OGC . Please provide the Committee with specific examples, 
in unclassified form if possible, of cases in which both law 
enforcement and intelligence interests were "significant." 

b. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation 
of Section 218 of the USA-Patriot Act? If so, please describe the 
nature and disposition of each such complaint. 

c. OGC. Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 













c. OGC ■ Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which Congress should consider? 
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101 d. OGC . According to court records, no criminal charges were 
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ever filed against Mayfield. Instead, he was detained as a 
material witness. Why was Mayfield held as a material witness and 
not charged with any criminal conduct? 



100 e. CTD (in coordination with OGC) . Mayfield has stated that he 
believes that his home was secretly searched before he was declared 
a material witness and detained. Prior to, or during his 
detention, was the Mayfield residence or office searched pursuant 
to a warrant under the Foreign Intelligence Surveillance Act (FISA) 
or a delayed notification search warrant? If the latter, please 
indicate (a) the basis for seeking delayed notice of the search 
warrant and (b) the time period requested and granted for delaying 
notice. 



103. OGC . In September 2003, the U.S. Department of Justice 
disclosed that it had not yet used section 215 of the USA PATRIOT 
Act. On March 9, 2 0 04, I sent a letter to the Attorney General 
asking him to clarify whether section 215 has been used since 
September 18, 2003. (Copy of letter attached.) 

a. Please indicate whether section 215 has been used since 
September 18, 2003. 

b. If section 215 has been used, please describe how it has 
been used. How many U.S. persons and non-U. S. persons were targets 
of the investigation? Was the section 215 order served on a 
library, newsroom, or other First Amendment sensitive place? Was 
the product of the search used in a criminal prosecution? 
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|(RMD) (FBI) 


ALL INFORMATION CONTAINED 

HEREIN 13 UNCLASSIFIED 

DATE 03-12-2005 BY 65179 DMH/KJ 


From: 

Sent: 

To: 

Cc: 

Subject; 


JOGC) (FBI) 


05-CV-0845 


Wednesday, June 22, 2005 4:27 PM 
|(RMD) (FBI) 


}0GC) (FBI) 


FW; NSLB Responses [OGC|Seeking assistance from CTD] 

Importance: High \ U j 
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SENSITIVE BUT UNCLASSIFIED 
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Here is another document that references some of the sections of the Patriot act that is mentioned in the EPIC 
FOIA request. 


Assistant Generaf Counsel 
National Security Law Branch 
Room FiS-214 ^ 

Ext. I K internal use only) 1,2 

O riqinal Message 

From j ~l (OGC) (FBI) b6 

Sent: Tuesday, August 03, 2004 11:17 AM 
To: LAMMERT, ELAINE N. (OGC) (FBI) 

Subject: FW: NSLB Responses [OGC seeking assistance from CTD] 

Importance: High ^ 

lU) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Elaine Lammert; 

Here is the whole string of emails. Hopefully you can make sense of it. 


Assistant General Counsel 
National Security Law Branch 
ExtjT^^ 


-Or iqinal Messaqe- 

From:r 
Sent: 

T6:[ 


l(OGC) (FBI) 


TIday, July 23, 2004 2:43 PM 
](CTD) (FBI) 


Subject: FW: NSLB Responses -3e^^[0GC seeking assistance from CTD] 

Importance: High 


(U) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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I just received an Outlook Auto response thalj_ 
is trying to respond to OCA by COB today. 


Would you be able to address the following issues (please see emails below). 
Any help would be greatly appreciated. 

Thank you in advance, 


is out of the office today and possibly Monday. OGC 
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Assistant General Counsel 
Nat ional Sec urity Law Branch 
Ext^ 


-Or iginal 


From:|_ 


Message- 


]OGC) (FBI) 


Sent: Friday, July 23, 2004 2:39 PM 
To: I |(CTD) (OGA) 

Subject: FW: NSLB Responses -'S^^trfOGC seeking assistance from CTD] 

Importance: High 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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Thank you for your previous help with the questions from OCA. As indicated in my previous 
email, we unfortunately need more specific answers to the three questions that you so 
generously provided earlier. 

I am sure that you are extremely busy, but OCA is looking for a response no later than COB 
today. Therefore, any help would be greatly appreciated. 

In addition, we wanted to make sure that CTD agrees with our answer to Question 89d, where 
we state in our response to refer to question 85. 

89d. OGC . In your testimony you made reference to newly-created procedures by which the Federal 
Bureau of Investigation disseminates intelligence via "electronic intelligence reports" - is this the 
mechanism used for dissemination of material acquired pursuant to this section of the FISA? 

(i) If so, how many such reports have been issued? 

(ii) Has the Federal Bureau of Investigation developed procedures to ascertain the quality and 
value of such intelligence reports? 

Response : Please see answer to Question 85. 

Please let me know if any of this is possible. 

Thank you in advance. Please do not hesitate to contact me for any reason. 


6/23/2005 
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National Security Law Branch 
ExtJ ■ 


Or iginal Messaqe- 

From:l 


JOGC) (FBI) 


Se nt: Wednesday, July 21, 2004 2:41 PM 
To:| |(CTD) (OGA) 


Subject: RE: NSLB Responses - (U) 


SENSITIVE BUT UNCLASSIFIED 
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Thank you for your responses. Unfortunately, we still have some follow up questions. 
Question 84 (b) is specific to section 203 (b) which deals with disclosure to grand jury, title 3 
etc. Question 84 (d) specifically deals with Section 203 (d) and question 90(e) deals with 
Section 215 (business records, etc.) of the USA-Patriot Act. 

Is it possible to obtain anything more specific? 

I appreciate all the help that you have provided with this, and as always any additional 
information is greatly appreciated. 

Please note that I have attached the selected questions to this email. 

If you have any questions, please do not hesitate to contact me. 

Again, thank you. 


Assistant General Counsel 
Nati onal Se9 urity Law Branch 
Ext. 
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Or iginal Messaqe- 

From:| 


JCTD) (OGA) 


Se nt: Tuesday, July 20, 20 04 9:19 AM 

To: 

Cc 


E 


IpGC) (FBI) 


, K CTD) (FBI);1 

Subject: RE: NSLB Responses - ^ U j 


JctD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


]- you are correct. 1 believe these questions were all answered in 85. 
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Response to 84b: What is the method for disseminating such information to the 
Intelligence Community? 



Response to 84c: What is the method for disseminating such information to the 
Intelligence Community? 



6/23/2005 




Message 



Response to 90e: Is the 'electronic intelligence report" the 

mechanism used for dissemination of material pursuant to section 
215 of the US Patriot Act? 



6/23/2005 
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Or iginal Messaae- 

From:| 


J(OGC) (FBI) 


Sent: Monday, July 19, 2004 4:34 PM 
To: | K CTD) (OGA) 

Subject: FW: NSLB Responses - 

Importance: High 


(U) 


UNCLASSIFIED 

NON-RECORD 
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I just left you a message regarding this issue. 

NSLB is seeking assistance with three questions posed by OPA/OCA. Elaine 
Lammert said you are the person with the answers. 

NSLB supplied the following attached answers to OPA/OCA. We incorporated the 
answer that you supplied to question 85. There are three other answers that we 
thought CTD would be able to answer better/more complete than OGC and 
indicated such in OGC's responses. (Response to questions 84(b), 84(c), and 90 
(e)). We believe that portions of the responses can be found in the answer to 85 
that you previously supplied. 

OCA stated that they would not accept OGC's answers to 84(b), 84(c), and 90 (e) 
and that we needed to contact CTD for the answers. 

Please let me know if this is possible. Any help is greatly appreciated. 


6/23/2005 
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Assistant General Counsel 
National Securitv Law Branch 
Ext.^ 

Original Message ^2 

From: LAMMERT, ELAINE N. (OGC) (FBI) be 

Se nt: Monday, July 19, 200 4 2:50 PM ^ 7 . 

To: I I f OGC) (FBI) 

Subject: NSLB Responses - 

UNCLASSIFIED 

NON-RECORD 


UNCLASSIFIED 
UNCLASSIFIED 
UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 08-12-2005 BY 65179 DMH/KJ 

05-CV-0845 


84. Sections 203(b) and 203(d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in most cases mandatory. The following ques-tions 
pertain to the implementation of these sections. 


b. OGC . Section 203(b) specifically provides authority "to 
share electronic, wire, and oral interception information" where 
such information is foreign intelligence information. What is 
the method for disseminating such information to the Intelligence 
Community? 


Response ; This information may be disseminated in any 
format deemed appropriate for the particular circumstances. 
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(i) In your testimony you, made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203 (b) 

material? 


issued? 


(1) If so, how many such reports have been 


(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


c. OGC . Section 203(d), the so-called "catch-all" 
provision, provides a general authority to share foreign 
intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the 
Intelligence Community? 


Response ; The information may be dis seminated in anv format; : 
deemed appropriate for the circumstances. 


(i) In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
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is this the mechanism used for dissemination of Section 203 (d) 
material? 


issued? 


(1) If so, how many such reports have been 


(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 


90. Section 215 of the USA-Patriot act authorizes the 
Foreign Intelligence Surveillance Court to issue orders 
permitting FBI to access "tangible" items in the course of a 
terrorism or espionage investigation. The following questions 
pertain to the application of this provision since its inception 


e. OGC . In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 

(i) If so, how many such reports have been issued? 

(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such 
intelligence reports? 
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QUESTIONS FOR THE RECORD FROM DIRECTOR'S 5/20/04 SENATE HEARING 

NSLB RESPONSES 

28. OGC ■ During the hearing, Senator Grassley asked you about 
the retroactive classification of information provided by the FBI 
to Committee staff related to a whistleblower who previously 
worked for the FBI translation program. I share Senator 
Grassley' s concern that this order is unrealistic. A great deal 
of information regarding the whistleblower's claims, including 
the FBI's corroboration of many of the problems she raised, has 
been in the public record for more than two years. I appreciated 
your statement that the retroactive classification order was not 
intended to place a gag on Congress. However, the notice 
received by staff members of the Judiciary Committee was very 
vague, referring only to "some" information conveyed in the 
briefings. If state secrets are truly implicated by something 
that was said in an unclassified briefing two years ago, the FBI 
should provide very specific instructions to current and former 
staff on what information must be kept secret. Will you instruct 
your staff to provide more specific information to relevant staff 
about what, exactly, from the 2002 briefings is classified and 
what is not? 



33. OGC . You testified that, prior to the PATRIOT Act, "if a 
court -ordered criminal wiretap turned up intelligence 
information,' FBI agents working on the criminal case could not 
share that information with agents working on the intelligence 
case." Please state specifically what law or laws prevented such 
inf ormat ion- sharing prior to PATRIOT, and whether a court could 
authorize such inf ormat ion- sharing, regardless of any such law or 
laws? 

Response ; Prior to the changes brought about by the Patriot 
Act, Title 18 Section 2517 was interpreted to solely authorize 
the sharing of intercepted wire, oral, or electronic 
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communications for criminal law enforcement purposes without the 
need to obtain a court order. Sharing intercepted information 
for foreign intelligence purpose required a court order and, 
based upon the statutory language, it was unclear whether a judge 
would sign an order. The changes to the Patriot Act clearly 
allow the sharing of foreign intelligence information developed 
during a court-ordered criminal wiretap with the agents working 
intelligence cases. 


34. OGC ■ You further testified that, prior to the PATRIOT Act, 
"information could not be shared from an intelligence 
investigation to a criminal investigation." Please state 
specifically what law or laws prevented such information-sharing 
prior to PATRIOT? 

Response ; Prior to the Patriot Act, there were procedures 
for sharing information between intelligence investigators and 
criminal agents and prosecutors, but they were difficult, 
burdensome and usually resulted in less than fulsome sharing. 

For example, the FISA statute was interpreted to require a 
"primary purpose" of gathering intelligence in order to secure a 
FISA Court order. Because of this interpretation of the FISA 
statute, the Department of Justice and the FISA Court required 
that certain procedures be followed in order to share 
intelligence with criminal investigators and prosecutors. 
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For additional information, see the answer to question 35. 


35. OGC . In his statement to the 9/11 Commission, the Attorney 
General blamed the creation of the so-called "wall" between 
criminal investigators and intelligence agents on a 1995 
memorandum authored by a senior official in the Reno Justice 
Department, now a member of the 9/11 Commission. 

a. ■ Do you agree that the architecture of the wall was in 
place long before 1995, having its genesis in established legal 
doctrine dating from 1980? If not, how do you explain the 
extensive discussion of this issue in the one and only reported 
opinion of the FISA Court of Review, decided on November 18, 
2002 ? 








How did the FBI handle information-sharing between 
criminal investigators and intelligence agents before 1995? 



b. Do you agree that the Gorelick memo established 
proactive guidelines amidst a critically important terrorism 
prosecution to facilitate information sharing. 
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55. CTD . (Follow-up to Leahy 15) What specific policy changes 
have you made in response to the Inspector General's report on 
9/11 detainees? 

OCA Note: To assist CTD in responding, we note that, in 

response to a Question for the Record regarding a 9/11 
Detainee hearing, the FBI indicated that DOJ and DHS had 
signed a memorandum of understanding (MOU) related to 
information sharing and, as recommended by the Inspector 
General, the FBI was working with DOJ to draft an MOU 
governing the detention of aliens of interest to the FBI. 

'We also indicated that we were working with DHS to establish 
criteria and procedures for future investigations of alien 
detainees, including circumstances where a large ntamber of 
aliens with potential ties to terrorism are detained. 

Response : The DOJ and DHS have signed a memorandum of 

understanding (MOU) relating to information sharing and the FBI is 
working with DOJ to draf.t an MOU governing the detention of 
aliens of interest to the FBI. DOJ is still working with DHS to 
draft an MOU to establish criteria and procedures for future 
investigations of alien detainees of national security interest. 
With respect to other policy changes, the FBI has worked to 
establish the Terrorist Screening Center (TSC) and TTIC, which 
will substantially improve the FBI's ability to obtain 
information about alien detainees from various agencies and 
process this information in a timely fashion. The FBI continues 
to work with the National Security Law Division, ICE, to review 
alien detainee cases of national security interest on a case-by- 
case basis. 


58. OGC . (Follow-up to Leahy 18A) When will the FISA 
Management System (FISAMS) be fully operational? With whom is 
the contract for development of FISAMS? How much will it cost 
and what funds are being used to pay for it? 

1 

Response : The FISA Management System (FISAMS) became 

operational at the end of January 2004. The FBI trained the 
largest 13 FBI field offices on the system. These 13 offices are 
currently processing their FISA requests through the FISAMS, 
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High Performance Technologies, Inc.(HPTi) is the contractor 
for the development of the FISAMS. During FY 2003, we currently 
have allocated $900,000 for Version 1.0 of the FISAMS. We are 
contracting an additional $1 million with HPTi for enhancements 
beginning September 2004, which was funded by the Wartime 
Supplemental Funds received by the FBI. There will be several bs 

follow-up versions to further enhance the FISAMS in the future. 



FY06 is the first budget cycle the FISA Unit has been able to 
formally request funding for this project. 


59, OGC ■ (Follow-up to Leahy 18C) Did you personally review 
the 4 FISA applications reportedly not approved by the FISA court 
last year? Can you provide any details on why the 4 applications 
were not approved? 



60. OGC . (Follow-up to Leahy 18D) Can you provide us with a 
blank copy of the FISA Request Form referenced in your response? 
Will you provide us with a blank copy of the form that the FBI 
created for requesting business records from the FISA court? 







61. OGC . (Follow-up to Leahy 21) Did you refer the question to 
DOJ OIPR? When? Have you been asked to assist in the response? 
When? 

OCA Note : OCA proposes to respond that the FBI forwarded 

its responses to DOJ on 10/22/03, including our indication 
that the answer to Senator Leahy's question 21 called for 
classified information, which is ordinarily supplied to 
Congress by DOJ's Office of Intelligence Policy and Review 
(OIPR) . By letter to the Committee dated 3/4/04, DOJ's 
Office of Legislative Affairs forwarded the Department's 
responses to the Committee, including the FBI's original 
response to this question. 

Response ; OGC concurs with OCA's response. 

74. CTD . In June 2003, Glenn Fine, the Inspector General for 
the Justice Department, found "significant problems in the way 
the detainees were handled" following 9/11. These problems 
included a failure by 'the FBI to distinguish between detainees 
whom it suspected of having a connection to terrorism and 
detainees with no connection to terrorism; the inhumane treatment 
of the detainees at a federal detention center in Brooklyn; and 
the unnecessarily prolonged detention resulting from the 
Department's "hold until cleared" policy - made worse by the 
FBI's failure to give sufficient priority to carrying out ' 
clearance investigations. In your opinion, has the Justice 
Department responded in an appropriate manner to all the abuses 
identified in the Inspector General's report? What steps has the 
FBI taken to prevent such abuses from occurring in the future? 
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OCA Note ; Based on the responses provided by the FBI to 
Congressional questions following a hearing regarding the 
9/11 detainees, we might begin by noting that, as we have 
previously advised Congress, the FBI worked diligently to 
determine whether the detainees, all of whom were in the 
United States illegally, did, in fact, have terrorism 
connections. When the FBI was able to determine that an 
alien was not of interest to the investigation, however, the 
immigration authorities were notified as soon as possible. 
While many of the investigations of detainees took longer, 
for reasons discussed in the Inspector General's report, 
thorough investigation was necessary to ensure that they 
posed no danger to our national security. Several steps 
have been taken to ensure that any future detainee matte rs 
are handled as efficiently and effectively as possible. 


I As the Acting Deputy Attorney General 
explained in his November 20, 2003 Memorandum to the bs 

Inspector General in response to the Inspector General's 
report, the FBI will work with DHS to establish criteria for 
future investigations (the specific cri teria will depend on 
the nature of the national emergency) . 


Response ; The FBI worked diligently to determine whether 
the detainees, all of whom were in the United States illegally, 
did, in fact, have terrorism connections. When the FBI was able 
to determine that an alien was not of interest to the 
investigation, however, the immigration authorities were notified 
as soon as possible. While many of the investigations of 
detainees took longer, for reasons discussed in the Inspector 
General's report, thorough investigation was necessary to ensure 
that they posed no danger to our national security. 


Several steps have been taken to ensure that any future 
detainee matters are handled as efficiently and effectively as 
possible . 
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I In addition, as the Acting Deputy Attorney General 

explained in his November 20, 2003 Memorandum to the Inspector 
General in response to the Inspector General's report, the FBI 
will work with DHS to establish criteria for future 
investigations (the specific criteria will depend on the nature 
of the national emergency) . For example, an effort is underway to 
prepare an MOU between DHS and DOJ regarding criteria and 
procedures for determining alien detainees of national security 
interest. In addition, the creation of TSC and TTIC will greatly 
improve the FBI ' s ability to gather information concerning aliens 
of national security interest and work with the appropriate 
federal agencies to determine the best means of averting any 
national security threat, whether through criminal or immigration 
proceedings. Other intitiatives, such as the Foreign Terrorist 
Tracking Task Force and the National Joint Terrorism Task Force 
have assisted in permitting better information flow with our law 
enforc ement counterparts and will improve the handling of such 
cases.l I 


82. OGC . Title 18 Section 3103a, as amended by Section 213 of 
the USA-Patriot Act (P.L. 107- 56), provides authority for 
delaying notice of the execution of search warrants. The 
following question pertains to the use of the authority provided 
in this section in investigations or prosecutions related to 
terrorism during the period of time from September 11, 2001 to 
the present . 


a. In how many such cases has the authorities to delay 
notification been used? 


b. In how many such cases has. the authority added by 
Section 213 (b) (1) , which allows a delay where "the court finds 
reasonable cause to believe that providing immediate notification 
of the execution of the warrant may have an adverse result" been 
used? Please describe the circumstances in each of these cases. 


c. In how many such cases has the authority set forth in 
U.S.C. 2705(E), which provides for delay in cases which would 
"otherwise seriously jeapor[dize] an investigation or unduly 
[delay] a trial" been used? Please describe the circumstances 
each of these cases? 
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84. Sections 203(b) and 203(d) of the USA-Patriot Act provide 
specific authority for the provision of intelligence information 
acquired in the course of a criminal investigation to elements of 
the Intelligence Community. Section 901 of the same act makes 
such disclosure in most cases mandatory. The following questions 
pertain to the implementation of these sections. 

a. OGC . Section 203(c) of the USA-Patriot Act requires the 
Attorney General to "establish procedures for the disclosure for 
the disclosure of ■ information" as provided for in Section 203. 
Have such procedures been promulgated? If so, please provide a 
copy of those procedures to the Committee. 

Response to Q84 a ; On September 23, 2002, the Attorney 
General promulgated guidelines that established the procedures 
for disclosure of information under Section 203 of the Patriot 
Act. A copy of the guidelines is attached. The Office of the 
General Counsel issued an EC advising all Divisions of the 
procedures. A copy of the EC is attached. 

b. OGC . Section 203(b) specifically provides authority "to 
share electronic, wire, and oral interception information" where 
such information is foreign intelligence information. What is 
the method for disseminating such information to the Intelligence 
Community? 



(i) In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203 (b) 

material? 


(1) If so, how many such reports have been 






issued? 



(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 

c. OGC ■ Section 203(d), the so-called "catch-all" 
provision, provides a general authority to share foreign 
intelligence information with the Intelligence Community. What 
is the method for disseminating such information to the 
Intelligence Community? 



(i) In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of Section 203(d) 
material? 

(1) If so, how many such reports have been 

issued? 

(2) Has the Federal Bureau of Investigation 
developed procedures to ascertain the quality and value of such 
intelligence reports? 

d. OGC . Section 905(c) of the USA-Patriot Act requires the 
Attorney General to "develop procedures for the administration of 
this section. ..." Have such procedures been promulgated? If 
so, please provide a copy of those procedures to the Committee. 
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e. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or 
implementation of Section 203 of the USA-Patriot Act? If so, 
please describe the nature and disposition of any such complaint. 


f. OGC . Based upon the application of this provision of 
law during the period since its passage, are there changes to 
this statute which the Congress should consider? 


Response; | 

I OGC strongly believes that Section 
203 (b) and (d) should not be allowed to expire on December 31, 
2005. The changes brought about by the Patriot Act have 

significantl y increased the ability of the FBI to share 

information.] I 


85. Sections 206 of the USA-Patriot Act, the so-called "roving 
wiretap" provision, permits the issuance of a FISA warrant in 
cases where the subject will use multiple communication 
facilities. This question pertains to the implementation of this 
section during the time period since the passage of the 
USA-Patriot Act, October 26, 2001. 


Response : 

a. How often has this authority been used, and with what 
success? 
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b. In your testimony you made reference to newly-created 
procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to the FISA? 

Response ; FBI intelligence products are an important vehicle 
for the dissemination of both FISA-derived an d non- FISA foreign 
intelligence information, but not the only one. | 



More specifically, the FBI shares many forms of for eign 
intelligence with other members of the Intelligence Communit 



ciassir re 


uncxassirie 


dissemination and through websites on classified Intelligence 
Community networks. The FBI also shares intelligence with 
representatives of other elements of the Intelligence Community who 
participate in Joint Terrorism Task Forces (JTTFs) in the United 
States or with whom the FBI collaborates in activities abroad. FBI 
intelligence products shared with the Intelligence Community 
include Intelligence Information Reports (IIRs) , Intelligence 
Assessments, and Intelligence Bulletins. 


The FBI also disseminates intelligence information through Law 
Enforcement Online (LEO) , a virtual private network that reaches 
federal, state, and law enforcement agencies at the Sensitive But 
Unclassified (SBU) level. LEO makes finished FBI intelligence 
products available, including Intelligence Assessments resulting 



I Intelligence 

Information Reports also are available on LEO at the Law 
Enforcement Sensitive classification level. The FBI also recently 
posted the requirements document on LEO, which provided state and 
local law enforcement a shared view of the terrorist threat and the 
information needed in every priority area. 

(i) If so, how many such reports have been issued? 


Response ; In the past two years the FBI's Counterterrorism 
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Division's Terrorism Reports and Requirements Section ha:s 
disseminated 76 intelligence information reports (IIRs) containing 
information derived from FISA- authorized surveillance and/or 
search. (Statistics are not maintained in such a way that would 
enable us to say whether any of the FISA-derived information in the 
reports was obtained using "roving authority.") Other FBI 
Divisions have also issued reports containing FISA-derived 
information. For example, the Cyber Division has written a total 
of 24 electronic information reports containing FISA-derived 
information . 

(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 

Response ; The Office of Intelligence promulgated the FBI's 
Intelligence Information Report Handbook on 9 July. The Handbook 
establishes the first comprehensive FBI-wide guide for the format 
and content of raw intelligence reports. The Office of Intelligence 
is working to develop evaluation guidelines based, in part, on the 
criteria established in the Handbook for the types of information 
to be reported and s hared with our law enforcement and intellige nce 
community partners. 


In addition, the FBI's Inspection Division has estab lished 

evaluation cr iteria for the value of human source reporting, 

access and responsiveness to local FBI field office, 
FBI program and national intelligence requirements . The Office of 
Intelligence is developing guidelines to use this same criteria as 
a means of evaluating the value of raw intelligence. Initial 
discussions on this issue have been held with representatives from 
the Counterintelligence, Counterterrorism, Criminal and Cyber 
Divisions. The results of these discussions are being incorporated 
into . evaluation guidelines. 

c. Some have read this section as providing for surveillance 
in cases where neither the identity of the subject or the facility 
to be used is known -- in effect, allowing for the authorization of 
FISA surveillance against all phones in a particular geographic 
area to try to intercept conversation of an unknown person. Is 
this the reading of the statute being adopted by the Federal Bureau 
of Investigation and the Department of Justice? If not, please 
provide your interpretation of this authority. 





Response ; No, the FBI does not interpret the statute as 
allowing for the authorization of FISA surveillance against all 
phones in a particular geographic area to try to intercept 
conversations of an unknown person. In order to make a showing of 
probable cause, the FISA statute requires a statement of the facts 
and circumstances relied upon by the applicant for surveillance to 
to justify the belief that; (1) the target of the electronic 
surveillance is a foreign power or an ageiit of a foreign power; 
and, (2) each of the facilities or places at which the electronic 
surveillance is directed is being used, or is about to be used, by 
a foreign power or an agent of a foreign power. Thus, the FISA 
statute does not permit coverage to be authorized, with or without 
the "roving wiretap" provision, to allow for surveillance against 
all persons in a particular geographic area. The FBI has 
interpreted the "roving" authority as permitting the FBI to request 
that the Foreign Intelligence Surveillance Court issue a "generic" 
secondary order, along with specified orders, for a specifically 
identified FISA target, that the FBI could serve in the future on 
the unknown (at the time the order is issued) cell phone carrier, 
Internet service provider, or other communications provider, if the 
target rapidly switches from one provider to another. The roving 
wiretap order still requires that a federal law enforcement agent 
swear in a detailed affidavit to facts establishing probable cause, 
and still requires a court to make a finding of probable cause 
before issuing the order. The roving order has the additional 
requirement of a judge's approval to monitor more than one 
telephone. But now, each time a target changes his cellular 
telephone, instead of going through the lengthy application 
process, government agents can use the same order to monitor the 
target. This will allow the FBI to go directly to the new carrier 
and establish surveillance on the authorized target without having 
to return to the Court for a new secondary order. The FBI views 
this as a vital and necessary tool to counter certain targets who 
engage in such actions as a deliberate means of evading 
surveillance . 

(i) Have any briefs been filed with the Foreign 
Intelligence Surveillance Court on this subject? If so, please 
provide copies of such briefs to the Committee. 

Response ; The FBI has filed no such briefs on this subject. 

d. Inspection Division 

e. Based upon the application of this provision of law during 



the period since its passage, are there changes to this statute 
which the Congress should consider? 

Response ! No, we request only that the provision be 
preserved. 

86. Section 207 of the USA-Patriot Act extends the time limits 
provided in the FISA which govern surveillance against agents of a 
foreign power. 

a. Has the Federal Bureau of Investigation or the Department 
of Justice conducted any review to determine whether, and if so, 
how many, personnel resources have been saved by this provision? 
If so, please provide the results to the Committee. 


b. Have there been any cases where, after the passage of the 
now-extended deadlines it was determined, either by the Department 
of Justice, the Federal Bureau of Investigation or the Foreign 
Intelligence Surveillance Court, that surveillance should have been 
terminated at an earlier point because of the absence of a legally 
required predicate. 

Response ; None of which the FBI is aware. 

c . Inspection Division 

d. Based upon the application of this provision of law during 
the period since its passage, are there changes to this statute 
which the Congress should consider? 

Response ; None at this time. 

89. Section 214 of the USA-Patriot Act permits the use of FISA pen 
register/trap & trace orders with respect to electronic 
communications, and eliminates the requirement that such use be 
only in the context of a terrorist or espionage investigation. 
This question pertains to application of this provision since its 
passage, and to all instances, not only terrorism investigations. 

a. OGC . In how many cases has this authority been used? 
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b. OGC . Of the cases in which such authority was used, in 
how many was a subsequent application for a full surveillance order 
made pursuant to the FISA, or Chapter 19 of Title 18? 


Response ; OGC does not have a way to determine how many pen 
registers evolved into full FISA's. 

c. Inspection Division . Has the Intelligence Community, 
Department of Justice, or Federal Bureau of Investigation developed 
regulations or directives defining the meaning of non- content 
communications? If such regulations or directives have been 
issued, please provide copies to the Committee. 


d. OGC . In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 


(i) If so, how many such reports have been issued? 


(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 


Response ; Please see answer to Question 85. 


90. Section 215 of the USA-Patriot act authorizes the Foreign 
Intelligence Surveillance Court to issue orders permitting FBI to 
access "tangible" items in the course of a terrorism or espionage 
investigation. The following questions pertain to the application 




S^ET 


of this provision since its inception. 

a. OGC. How many times has this authority been used, and 
with what success? 

b. OGC . Has this provision been used to require the 
provision of information from a library or bookstore? If so, 
please describe how many times, and in what circumstances. 

c. OGC . In your testimony you compared this provision with 
existing authority in the criminal context, noting that records 
such as library records are subject to a grand jury subpoena. 
However, in criminal cases the propriety and lawfulness of 
subpoenae are to some extent tested in the adversary process of a 
trial - how, in the context of the FISA, does such a check occur? 

d. OGC . As of October 2004 the Department of Justice advised 
that this provision had not been used. If that is true, is there 
a necessity to maintain this provision in law? Why? 

(i) With respect to the potential applicability of this 
section to libraries and bookstores, there has been some concern 
that the mere prospect of use of the statute has a "chilling 
effect" on the use of these facilities. Can this chilling effect 
be minimized, if not eliminated, by incorporating a higher 
threshold for use in the limited context of libraries and 
bookstores? If not, why not? 

e. OGC . In your testimony you made reference to newly- 
created procedures by which the Federal Bureau of Investigation 
disseminates intelligence via "electronic intelligence reports" - 
is this the mechanism used for dissemination of material acquired 
pursuant to this section of the FISA? 

(i) If so, how many such reports have been issued? 

(ii) Has the Federal Bureau of Investigation developed 
procedures to ascertain the quality and value of such intelligence 
reports? 

f. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
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received any complaints regarding the application or implementation 
of Section 215 of the USA-Patriot Act? If so, please describe the 
nature and disposition of any such complaint. 


g. OGC ■ Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 
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92. Section 218 of the USA-Patriot Act created the so-called 
"significant purpose" test for applications pursuant the FISA, 
clarifying the law to recognize that in many cases such 
surveillance may implicate both a law enforcement and an 
intelligence interest. This question pertains to the implementation 







of this provision since its passage. 

a. OGC . Please provide the Committee with specific examples, 
in unclassified form if possible, of cases in which both law 
enforcement and intelligence interests were "significant." 

b. Inspection Division . Has the Department of Justice, the 
Director of Central Intelligence (in his capacity as head of the 
Intelligence Community) or the Federal Bureau of Investigation 
received any complaints regarding the application or implementation 
of Section 218 of the USA-Patriot Act? If so, please describe the 
nature and disposition of each such complaint. 

c. OGC . Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which the Congress should consider? 
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c. OGC . Based upon the application of this provision of law 
during the period since its passage, are there changes to this 
statute which Congress should consider? 


b5 


101 d. OGC ■ According to court records, no criminal charges were 
ever filed against Mayfield. Instead, he was detained as a 
material witness. Why was Mayfield held as a material witness and 
not charged with any criminal conduct? 
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100 e. CTD (in coordination with OGC) . Mayfield has stated that he 
believes that his home was secretly searched before he was declared 
a material witness and detained. Prior to, or during his 
detention, was the Mayfield residence or office searched pursuant bi 
to a warrant under the Foreign Intelligence Surveillance Act (FISA) 
or a delayed notification search warrant? If the latter, please 
indicate (a) the basis for seeking delayed notice of the search b6 
warrant a'nd (b) the time period requested and granted for delaying 
notice . 


103. OGC . In September 2003, the U.S. Department of Justice 
disclosed that it had not yet used section 215 of the USA PATRIOT 
Act. On March 9, 2 004, I sent a letter to the Attorney General 
asking him to clarify whether section 215 has been used since 
September 18, 2003. (Copy of letter attached.) 


a. Please indicate whether section 215 has been used since 
September 18, 2003. 

b. If section 215 has been used, please describe how it has 
been used. How many U.S. persons and non-U. S. persons were targets 
of the investigation? Was the section 215 order served on a 
library, newsroom, or other First Amendment sensitive place? Was 
the product of the search used in a criminal prosecution? 
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TO: Mr. James A. Baker 

Counsel, Office of Intelligence 
Policy and Review 
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Page 4 ~ bl, b2, bb, b7A b7C, b7D, b7E 
Page 5 ~ bl, b2, b6, b7A b7C, b7D, b7E 
Page (5 ~bl, b2, b6, b7A b7C, b7D, b7E 
Page 7 ~ bl. b2. b6. b7A, b7C. b7D. b7E 
Page 8 ~ bl. b2. bb. b7A b7C, b7D, b7E 
Page 9 ~ bl, b2. bb. b7A bTC, b7D, b7E 


Page 10 — b I 
Page 11 ~ b 1 
Page 12 ~bl 
Page 13 ~ bl 
Page 14 ~ b 1 
P age 1 5 ~ b 1 
Page 1 b ~ b I 
Page 17 ~ b I 
P age I S ~ b 1 
Page 19 ~ b 1 
Page 2Q ~ b I 
P age 21 " b 1 
Page 22 ~ bl 
Page 23 ~ b I 
Page 24 ~bl 
Page 25 ~ b 1 
Page 26 ~ b 1 
Page 27 ~bl 
Page 28 ~ b I 
Page 29 ~ b I 
Page 30 ~ bl 
Page 31 ~ bl 
Page 32 ~ b I 
P age 33 ~ b 1 
Page 34 ~ b 1 
Page 35 — b 1 
Page 36 ~bl 
Page 37 ~ b 1 
Page 38 ~ b 1 
Page 39 ~bl 
Page 40 ~ b I 
Page 4 1 ~ b I 
Page 42 ~ bl 
Page 43 ~ b 1 
Page 44 ~ b 1 
P age 45 — • b 1 


b2. b6, b7A 
b2. b6, bTA, 
b2, b6. bTA, 
b2. b6. b7A 
b2. b6. bTA 
b2, b6, bTA 
b2. bd. bTA 
b2. bd, bTA 
b2, bd. bTA 
b2. bd, b7A 
b2. bd, bTA 
b2, bd, bTA 
b2. bd, bTA 
b2. bd, bTA 
b2, bd, bTA 
b2. bd. bTA 
b2. bd. bTA 
b2, bd. bTA 
b2, bd, bTA 
b2. bd, bTA 
b2, bd. bTA 
b2. bd, bTA 
b2. bd, bTA 
b2, bd, bTA 
b2. bd, bTA 
b2. bd, bTA 
b2, bd, bTA 
b2. bd. bTA 
b2. bd. bTA 
b2, bd. bTA 
b2, bd, bTA 
b2. bd, bTA 
b2, bd. bTA 
b2. bd, bTA 
b2. bd, bTA 
b2, bd, bTA 


bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC. bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD. bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC. bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD. bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC. bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 
bTC, bTD. bTE 
bTC, bTD, bTE 
bTC, bTD, bTE 



Page 4d ~ bl, b2. bd, b7A, b7C, b7D, b7E 
Page 47 ~ bl, b2. b6, b7A, b7C, b7D. b7E 
Page 4S ~bl, b2, b6, b7A. b7C, b7D, b7E 
Page 49 ~ bb b2. b6, b7A, b7C, b7D, b7E 
Page 50 ~ bl, b2, bd, b7A, b7C, b7D, b7E 
Page 51 ~ P^eferraJ/E>irect 
Page 52 ~ Referral/Direct 
Page 55 ~ bb b2. bd. b7A, b7C. b7D, b7E 
Page 5d ~bl, b2, bd, bTA, b7C, b7D, b7E 
Page 57 ~ bl, b2, bd, b7A, b7C, b7D, b7E 
Page 58 ~ bl, b2. bd, b7A, b7C, b7D, b7E 
Page 59 ~ bl, b2, b6, bTA, bTC, b7D„ b7E 
Page 60 ~ b!, b2. bd, b7A, b7C, b7D. b7E 
Page 61 ~ bl, b2. bd, b7A, b7C, b7D, b7E 
Page 62 '-bl, b2, b6, bTA, b7C, b7D, b7E 
Page 63 - bl, b2, bd, b7A, b7C, b7D, b7E 
Page 64 ~ bl. b2. bd, b7A, b7C, b7D, b7E 
Page 65 ~bl, b2, b6. b7A, b7C, b7D, b7E 
Page 66 ~ bl, b2. bd, b7A, b7C. b7D, b7E 
Page 67 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page 6S ~bl, b2, b6, bTA, b7C, b7D, b7E 
Page 69 - bl, b2, bd, b7A, b7C, b7D, b7E 
Page 70 - bl, b2, bd, b7A, b7C, b7D, b7E 
Page 71 ~ bl, b2, b6, b7A, bTC, b7D, b7E 
Page 72 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page 73 — bl, b2. bd, b7A, b7C, b7D, b7E 
Page 74 - bl, b2, b6, b7A. b7C, b7D, b7E 
Page 75 - bl. b2. bd, b7A, b7C, b7D, b7E 
Page 76 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page 77 ~ bl, b2, b6, b7A, b7C, b7D. b7E 
Page 78 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page 79 - bl. b2. bd, b7A, b7C, b7D, b7E 
Page SQ ~bl, b2, b6. b7A, b7C, b7D, b7E 
Page 81 - bl, b2, bd, b7A, b7C, b7D, b7E 
Page 82 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page S3 ~ bl, b2, b6, b7A, bTC. b7D, b7E 
Page 84 — bl, b2. bd, b7A, b7C, b7D, b7E 
Page 85 - bl, h2, bd, b7A, b7C, b7D. b7E 
Page 86 - bl, b2, b6, b7A, b7C. b7D, b7E 
Page 87 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page 88 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page 89 - bl, b2, b6, bTA, b7C, b7D, b7E 
Page 90 - bl. b2. bd, b7A, b7C. b7D, b7E 
Page 91 - bl, b2, bd, b7A, b7C, b7D, b7E 
Page 92 - bl, b2, b6. b7A, b7C, b7D, b7E 
Page 93 — bl, bZ bd, b7A, b7C, b7D, b7E 
Page 94 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page 95 - bl, b2, b6. b7A, bTC, b7D, b7E 
Page 96 - bl, b2, bd, b7A, b7C, b7D. b7E 
Page 97 — bl, b2, bd, b7A, b7C, b7D, b7E 
Page 98 - bl, b2, b6, b7A, b7C, b7D, b7E 



Page 99 ~ bl, b2. bd, b7A, b7C, b7D, b7E 
Page 100 ~ bl. b2. b6, b7A, b7C, b7D, b7E 
Page i 0 I ~ bl, b2, b6, b7A, b7C, b7E>, b7E 
Page 102 ~ bb b2, b6, b7A, b7C, b7D, b7E 
Page 103 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 104 ~ bl, b2, b6, b77b b7C, b7D, b7E 
Page 105 ~ bb b2. bd, b7A, b7C, b7I>, b7E 
Page 106 ~ bb b2. bd, b7A, b7C, b7r>. b7E 
Page 107 ~ bl, b2, b6. b7A, b7C, b7D, b7E 
Page 108 ~ bb b2. bd, b7A, b7C, b7E>, b7E 
Page 109 ~ bb b2. bd, b7A, b7C, b7E>, b7E 
Page I 10 ~bl, b2, b6. b7A, b7C„ b7D, b7E 
Page 111 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 1 12 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page i 13 ~ bl, b2, b6, b77b b7C, b7E>, b7E 
Page 1 14 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 1 15 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 1 I 6 ~ bl, b2. b6, b7A, b7C, b70, b7E 
Page 1 17 ~ bb b2. bd, b7A, b7C, b7D, b7E 
Page 1 18 — bb b2. bd, b7A, b7C, b7E>, b7E 
Page 1 I 9 ~ bl, b2, b6, b7A, b7C, b7D, b7E 
Page 120 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 121 ~ bb b2, bd, b7A, b7C, b7E>, b7E 
Page 122 ~bl, b2, b6, b7A, b7C, b7D, b7E 
Page 123 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 124 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page I 25 ~ bl, b2, b6, b7A, b7C, b7D, b7E 
Page 126 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 127 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 1 2S ~ bl, b2, b6, b7A, b7C, b7E>, b7E 
Page 129 — bb b2. bd, b7A, b7C, b70, b7E 
Page 130 ~ bb b2. bd, b7A, b7C, b7E>, b7E 
Page 131 ~bl, b2, b6, b7A, b7C, b7D, b7E 
Page 132 ~ bl. b2, bd, b7A, b7C, b7E>, b7E 
Page 133 ~ bb b2. bd, b7A, b7C, b7E>, b7E 
Page I 34 ~ bl, b2, b6, b7A, b7C, b7D, b7E 
Page 135 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 136 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page I 37 ~ bl, b2, b6, b7A, b7C, b7E>, b7E 
Page 138 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 139 ~ bb b2, bd, b7A, b7C, b7D, b7E 
Page 140 ~ bl, b2, b6, b7A„ b7C, b7D, b7E 
Page 141 ~ bb b2. bd, b7A, b7C, b7D-, b7E 
Page 142 ~ bb b2. bd, b7A, b7C, b7D, b7E 
Page 143 ~bl, b2, b6, b7A, b7C, b7D, b7E 
Page 144 ~ bl, b2. bd, b7A, b7C, b70, b7E 
Page 145 ~ bl. b2, bd, b7A, b7C, b7D, b7E 
Page 146 ~bl, b2, b6, b7A, b7C, b7D, b7E 
Page 147 ~ bl. b2, bd, b7A, b7C, b7D, b7E 
Page 148 ~ bl. b2. bd, b7A, b7C, b7D, b7E 
Page !49 -• bl, b2, b6, b7A, b7C, b7E>, b7E 



Page 150 ~ bl, b2. bd, b7A, b7C, b7D, b7E 



FEDERAL BUREAU OF INVESTIGATION 

FOIPA 

DELETED PAGE INFORMATION SHEET 


No Duplication Fees are charged for Deleted Page Information 
Sheet (s) . 

Total Deleted Page(s) ~ 10 
Page 1 ~ Refer to DOJ, OIPR 

Page 2 ~ Refer to DOJ, OIPR 

Page 3 ~ Refer to DOJ, OIPR 

Page 4 - Refer to DOJ, OIPR 

Page 5 - Refer to DOJ, OIPR 

Page 6 ~ Refer to DOJ, OIPR 

Page 7 ~ Refer to DOJ, OIPR 

Page 8 - Refer to DOJ, OIPR 

Page 9 ~ Refer to DOJ, OIPR 

Page 10 ~ Refer to DOJ, OIPR 



